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House of Representatives 
The House met at 9 a.m. and was 

called to order by the Speaker. 
f 

PRAYER 
The Chaplain, the Reverend Patrick 

J. Conroy, offered the following prayer: 
We give You thanks, O God, for giv-

ing us another day. Please help us to 
use it well. 

We ask Your blessing upon this as-
sembly and upon all to whom the au-
thority of government is given. Help 
them to meet their responsibilities 
during these days, to attend to the im-
mediate needs and concerns of the mo-
ment, all the while, enlightened by the 
majesty of Your creation and Your 
eternal Spirit. 

We give You thanks that we all can 
know and share the fruits of Your Spir-
it, especially in this time, the virtue of 
tolerance and reconciliation, of justice 
and righteousness, of goodwill and un-
derstanding, of patience and loving 
care for others. 

Watch over this House and cause 
Your blessing to be upon each Member, 
that they might serve all the people 
with sincerity and truth. 

May all that is done within the peo-
ple’s House this day be for Your great-
er honor and glory. 

Amen. 
f 

THE JOURNAL 
The SPEAKER. The Chair has exam-

ined the Journal of the last day’s pro-
ceedings and announces to the House 
his approval thereof. 

Pursuant to clause 1, rule I, the Jour-
nal stands approved. 

f 

PLEDGE OF ALLEGIANCE 

The SPEAKER. Will the gentleman 
from Ohio (Mr. JOHNSON) come forward 
and lead the House in the Pledge of Al-
legiance. 

Mr. JOHNSON of Ohio led the Pledge 
of Allegiance as follows: 

I pledge allegiance to the Flag of the 
United States of America, and to the Repub-
lic for which it stands, one nation under God, 
indivisible, with liberty and justice for all. 

f 

ANNOUNCEMENT BY THE SPEAKER 

The SPEAKER. The Chair will enter-
tain up to 5 requests for 1-minute 
speeches on each side of the aisle. 

f 

SEQUESTRATION 

(Mr. WITTMAN asked and was given 
permission to address the House for 1 
minute and to revise and extend his re-
marks.) 

Mr. WITTMAN. Mr. Speaker, Con-
gress faces looming deadlines at the 
end of this year, set to take effect in 
the first days of 2013. Just as we ring in 
a new year with a renewed sense of op-
timism, if Congress does not act, loom-
ing defense cuts will cripple our mili-
tary and this Nation. 

Our military will be forced to cut an 
additional 10 percent from its budgets; 
an additional 10 percent of resources 
supporting our troops deployed over-
seas, fighting for our freedoms; an ad-
ditional 10 percent of budgets sup-
porting new technologies, training, and 
ships already lacking maintenance and 
which are behind schedule; an addi-
tional 10 percent of our national secu-
rity. 

While the House passed, and I proud-
ly supported, legislation in May to 
avert these cuts, action is still needed 
by the Senate and the administration. 

Why does Congress continue to wait? 
Why does Congress procrastinate on an 
issue so pressing and so important to 
this Nation? Who will answer the call? 

Leaving this issue to the last minute 
is irresponsible, and failure is not an 
option. I urge the leaders of this Na-
tion to stop the delay. 

REMEMBERING 11 ISRAELI 
OLYMPIANS 

(Mr. ENGEL asked and was given 
permission to address the House for 1 
minute and to revise and extend his re-
marks.) 

Mr. ENGEL. Mr. Speaker, in 1972, 
Palestinian terrorists broke into the 
Israeli Olympic compound and mur-
dered, in cold blood, 11 Israeli athletes. 

In the 40 years since, shamefully, the 
International Olympic Committee has 
refused to have a minute of silence to 
commemorate these 11 martyrs. They 
have rejected it time and time again. 
And tomorrow, the Olympic Games are 
starting in London, and they have re-
jected it again, shamefully. 

So I will use the rest of my 1-minute 
to do a moment of silence for the 11 
Israeli athletes who lost their lives at 
the 1972 Olympic Games. 

f 

FILIPINO VETERANS DAY 
ANNIVERSARY 

(Mr. HECK asked and was given per-
mission to address the House for 1 
minute and to revise and extend his re-
marks.) 

Mr. HECK. Mr. Speaker, 71 years ago 
today, President Roosevelt inducted 
over 40,000 Filipino troops into the 
United States Army to counter the 
Japanese threat. Following the occupa-
tion of the Philippines, thousands more 
Filipinos would join the resistance as 
recognized guerrilla forces working in 
cooperation with the U.S. Army. How-
ever, due to the Rescissions Act of 1946, 
the service and sacrifice of these brave 
Filipino veterans would go unrecog-
nized by the U.S. Government for the 
next 63 years. 

Congress finally acknowledged the 
dedicated service of these veterans 
when it established the Filipino Vet-
erans Equity Compensation Fund in 
2009. Although meager in comparison 
to the benefits these veterans earned, 
this compensation fund provided the 
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recognition they deserved. Yet today, 
bureaucratic roadblocks continue to 
prevent nearly 4,000 of these aging 
World War II veterans from collecting 
the benefits they are due. 

Five of these gentlemen pictured 
here reside in my district. They range 
in age from 83 to 100 years old. Regret-
tably, two others recently passed away. 
Many more will pass without ever ob-
taining the recognition they deserve if 
this body does not act to remove the 
barriers preventing these veterans 
from receiving the benefits they have 
earned. 

Mr. Speaker, I urge my colleagues to 
join me in fighting to ensure these hon-
orable World War II veterans are appro-
priately recognized. 

f 

MOMENT OF SILENCE FOR THE 
1972 ISRAELI OLYMPIANS 

(Mrs. LOWEY asked and was given 
permission to address the House for 1 
minute and to revise and extend her re-
marks.) 

Mrs. LOWEY. Mr. Speaker, I will use 
my time to observe a minute of silence 
for the Munich 11 who lost their lives 
at the 1972 Olympic Games. 

Thank you. 
f 

EXCESSIVE FEDERAL 
REGULATIONS 

(Mr. JOHNSON of Ohio asked and 
was given permission to address the 
House for 1 minute and to revise and 
extend his remarks.) 

Mr. JOHNSON of Ohio. Mr. Speaker, 
take a look at this. Take a look at the 
regulatory red tape that’s strangling 
America’s small businesses, our job 
creators. Every time I travel up and 
down the Ohio River, businesses, both 
large and small, tell me that new regu-
lations and the threat of more are 
keeping them from hiring and expand-
ing. 

Unemployment has been above 8 per-
cent for the past 41 months, and Amer-
ica’s job creators are speaking loud and 
clear that they want certainty. They 
want to grow and expand. And as a 
small business owner myself, I know 
firsthand the destructive burden of ex-
cessive regulation. 

Today this House will take an impor-
tant step toward freeing America’s job 
creators from these excessive regula-
tions. The Red Tape Reduction and 
Small Business Job Creation Act puts a 
stop to President Obama’s unchecked 
power to issue costly and job-killing 
regulations on a whim. I encourage my 
colleagues to stand with me in sup-
porting this legislation that will em-
power job creators to put America back 
to work. 

f 

RECOGNIZING LONG JUMP 
OLYMPIAN GEORGE KITCHENS, JR. 

(Mr. BARROW asked and was given 
permission to address the House for 1 
minute and to revise and extend his re-
marks.) 

Mr. BARROW. Mr. Speaker, I rise 
today to recognize George Kitchens, 
Jr., from Augusta, Georgia, who will be 
representing our State and our Nation 
at the London Olympic Games begin-
ning tomorrow. George will be making 
his very first Olympic appearance in 
the men’s long jump. A former Clemson 
Tiger All-American athlete, George 
will be the first member of the Tigers 
long jump team to advance to the 
Olympic Games. 

The American Olympic team is made 
up of 530 men and women. For the first 
time in history, this Olympic team will 
feature more female athletes than 
male athletes. Of the 302 medal events 
at the Olympic Games, the United 
States will be represented at 246. 

We look forward to watching George 
win the gold when the men’s long jump 
team takes the spotlight on Friday, 
August 3. I know I speak for all of my 
colleagues in wishing our American 
Olympic team the best of luck in Lon-
don. 

f 

b 0910 

CONDEMNING ALEXANDER 
LUKASHENKO 

(Mr. TURNER of New York asked and 
was given permission to address the 
House for 1 minute.) 

Mr. TURNER of New York. Mr. 
Speaker, I rise today to express my 
concern that Alexander Lukashenko, 
president of Belarus, continues to rule 
over Europe’s last dictatorship. Despite 
continued promises of reform, 
Lukashenko continues to deny the peo-
ple of Belarus their basic freedoms and 
human rights, and runs the country as 
a authoritarian dictatorship. 

In fact, after Mr. Lukashenko’s 
fraudulent election in 2010, 700 political 
opponents and activists were arrested 
during demonstrations. This is just one 
example of the type of persecution the 
people of Belarus have been subjected 
to in these past 18 years. Lukashenko’s 
total disregard for the people he swore 
to protect is appalling, alarming, and 
should not be tolerated. 

I’m here today to draw attention to 
this matter and publicly condemn 
Lukashenko and his regime for their 
continuing oppression of the people of 
Belarus, and offer my support for the 
country’s civilians and pro-democracy 
forces. 

f 

AMERICA NEEDS A FARM BILL 
NOW 

(Mr. WALZ of Minnesota asked and 
was given permission to address the 
House for 1 minute and to revise and 
extend his remarks.) 

Mr. WALZ of Minnesota. Mr. Speak-
er, I rise today with a very simple mes-
sage from rural America: we need a 
farm bill, and we need it now. With the 
current farm bill set to expire at the 
end of September, it is crucial that we 
continue to provide certainty to one of 
the few bright spots in our economy 

over the past decade. It is all the more 
crucial to our farmers that we do this 
as they are staring at cracked, dried- 
out soil resulting from one of the worst 
droughts in modern history. 

The newspaper Politico looked back 
50 years—longer than I’ve been alive— 
and found that never before has a farm 
bill been this close to being passed and 
been blocked by House leadership. This 
is absolutely unacceptable. 

Southern Minnesotans can’t afford to 
deal with the uncertainty that follows 
out-of-date policy extensions or lame 
duck sessions. Lame, for sure. 

Don’t kick the can down the road. 
The Senate has passed a bill. The 2012 
farm bill passed out of committee on 
July 12 with a bipartisan vote of 35–11, 
saving $36 billion for the taxpayers. 

My farmers in southern Minnesota 
are up before dawn working until after 
dark. We are leaving at noon today. We 
have 17 days between now and Novem-
ber 6 to work here in Washington. That 
is so unacceptable. No one will agree to 
that. Pass the farm bill. Pass it now. 

f 

U.N. ARMS TREATY VIOLATES U.S. 
CONSTITUTION 

(Mr. POE of Texas asked and was 
given permission to address the House 
for 1 minute.) 

Mr. POE of Texas. Mr. Speaker, the 
draft of the U.N. Arms Trade Treaty 
called ATT is an attempt by Third 
World countries to control guns world-
wide, including personal firearms in 
the United States. Under the section of 
‘‘scope,’’ the treaty indicates that the 
covered items include small arms and 
light weapons. The language is so 
broad that nations are expected to 
track all weapons movements from the 
time they are manufactured until their 
destruction. The language is vague so 
that the treaty could be interpreted to 
restrict the ability of the U.S. to help 
arm its allies, like Taiwan and Israel. 

The treaty presents a clear and 
present danger to the Second Amend-
ment of the U.S. Constitution. It al-
lows the U.N. to steal our liberty. It is 
unbelievable that this administration 
is even considering signing this docu-
ment. The Senate should never approve 
it if the President signs onto it. The 
President should ignore the treaty be-
cause he took an oath to the U.S. Con-
stitution, not to the U.N. charter. 

And that’s just the way it is. 
f 

CONDEMNING ANTI-SAFETY 
LEGISLATION 

(Mr. HIGGINS asked and was given 
permission to address the House for 1 
minute.) 

Mr. HIGGINS. Mr. Speaker, today 
the House will vote on legislation to 
block all new Federal regulations. I’m 
concerned that this bill would damage 
our ability to improve aviation safety, 
which the bipartisan western New York 
delegation has long promoted. 

We fought alongside the families of 
Flight 3407, who lost loved ones in a 
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preventable air crash near Buffalo. Due 
to their passion and dedication, Con-
gress passed historic aviation safety re-
forms 2 years ago. But this bill would 
prevent many of those reforms from be-
coming reality. 

Our colleague, KATHY HOCHUL at-
tempted to offer an amendment to pro-
tect these reforms from this morato-
rium. Inexplicably, the Rules Com-
mittee blocked her amendment. These 
reforms have the support of both par-
ties, but now partisan politics is get-
ting in the way of lifesaving regula-
tions. I urge the defeat of this anti- 
safety legislation. 

f 

CONDEMNING THE ATROCITIES 
THAT OCCURRED IN AURORA, 
COLORADO 

Mr. PERLMUTTER. Mr. Speaker, 
pursuant to the order of the House of 
July 25, 2012, I call up the concurrent 
resolution (H. Con. Res. 134) con-
demning, in the strongest possible 
terms, the heinous atrocities that oc-
curred in Aurora, Colorado, and ask for 
its immediate consideration. 

The Clerk read the title of the con-
current resolution. 

The text of the concurrent resolution 
is as follows: 

H. CON. RES. 134 

Whereas, on July 20, 2012, an armed gun-
man opened fire at a movie theater in Au-
rora, Colorado, killing 12 and wounding 58 
others; 

Whereas many individuals at the theater 
selflessly sought to aid and protect others 
above their own safety; 

Whereas the Aurora Police Department 
and the Aurora Fire Department quickly and 
bravely acted to prevent the additional loss 
of life; and 

Whereas local, State, and Federal law en-
forcement, firefighter, and medical service 
professionals performed their duties with ut-
most skill and coordination: Now, therefore, 
be it 

Resolved by the House of Representatives (the 
Senate concurring), That Congress— 

(1) condemns, in the strongest possible 
terms, the heinous atrocities that occurred 
in Aurora, Colorado; 

(2) offers its condolences to the families, 
friends, and loved ones of those who were 
killed in the attack and expresses its hope 
for the rapid and complete recovery of the 
wounded; 

(3) applauds the hard work and dedication 
exhibited by the hundreds of local, State, 
and Federal officials and the others who of-
fered their support and assistance; and 

(4) honors the resilience of the community 
of the City of Aurora and the State of Colo-
rado in the face of such adversity. 

The SPEAKER pro tempore (Mr. 
WOMACK). Pursuant to the order of the 
House of Wednesday, July 25, 2012, the 
gentleman from Colorado (Mr. COFF-
MAN) and the gentleman from Colorado 
(Mr. PERLMUTTER) each will control 15 
minutes. 

The Chair recognizes the gentleman 
from Colorado (Mr. COFFMAN). 

Mr. COFFMAN of Colorado. Mr. 
Speaker, we can never explain nor fully 
comprehend evil, but last Friday we 
were reminded of its existence. The 
face of evil emerged when a cold blood-

ed, calculating mass murderer trapped 
unsuspecting movie patrons packed in 
a darkened theater in my hometown of 
Aurora, Colorado. 

Today, on the floor of the United 
States House of Representatives, we 
pause to again remember the victims 
of this horrendous crime and to honor 
the courage of so many who put their 
own lives at risk to limit the carnage. 

The victims who lost their lives in 
the early morning hours of last Friday 
are: Veronica Moser, age 6; Alex Teves, 
age 24; Jessica Ghawi, age 24; Alex Sul-
livan, age 27; Matt McQuinn, age 27; 
Micayla Medek, age 23; John Larimer, 
age 27; A.J. Boik, age 18; Rebecca 
Wingo, age 32; John Blunk, age 26; 
Jesse Childress, age 29; Gordon Cowden, 
age 51. 

Aurora is a proud suburban commu-
nity, mostly of working class and mid-
dle class families, who share basic 
American values, the values of hard 
work, and of faith in God, and of fam-
ily. 

My family came to Aurora, Colorado, 
in 1964 when my father, a career sol-
dier, was sent to Fitzsimmons Army 
Medical Center for his last assignment 
in the U.S. Army. Back then, Aurora 
was just a small town surrounded by 
three military bases. In the 1970s, Au-
rora transitioned away from being a 
military town, although it still has an 
Air Force base. Aurora has grown to 
become the third-largest city in the 
State of Colorado, with a population of 
over 300,000 residents. Aurora has also 
grown to become the most racially and 
ethnically diverse city in the State of 
Colorado. 

Aurora has received the ‘‘All-Amer-
ican City Award’’ by the National 
League of Cities in recognition of being 
a community whose citizens work to-
gether to identify and tackle commu-
nity-wide challenges and for having 
achieved uncommon results. A couple 
of weeks ago, I was at a meeting with 
the Aurora Board of Realtors where 
Mayor Steve Hogan was speaking. He 
proudly informed the audience that 
Aurora was ranked as the eighth-safest 
city of its size in the country. 

b 0920 

No doubt we are still in shock and 
trying to understand why this hap-
pened to our community. 

The theater where so many lost their 
lives and where so many were injured 
lies in the heart of our city. The vacant 
ground beside the theater has been des-
ignated by our city’s planners to be the 
future site of the City Center. 

Aurora will never be the same after 
this horrific act of evil that occurred 
last week, but the citizens of Aurora 
are caring and resilient, and a long 
process of healing has already begun. 
We will stand together and come back 
stronger than before this attack. 

When I think of all the victims of 
this tragedy and how much our com-
munity has suffered, I am reminded by 
a refrain from a hymn that I have often 
sung in church: 

And He will raise you up on eagle’s wings, 
Bear you on the breath of dawn, 
Make you to shine like the sun, 
And hold you in the palm of His hand. 

Mr. Speaker, I reserve the balance of 
my time. 

Mr. PERLMUTTER. Mr. Speaker, 
thank you for the opportunity the 
other day for us to have a moment of 
silence. I know it was important to the 
members of our delegation as well as to 
the people of our community in Au-
rora, Colorado, and the whole metro-
politan area. 

I had a chance to speak on Tuesday. 
I have a number of things to say, but I 
know each of us in our delegation bears 
a heavy heart as a result of all this, 
and I would like others to be able to 
share some of their thoughts. 

With that, I yield 2 minutes to my 
friend from Boulder, Mr. POLIS. 

Mr. POLIS. I want to thank my col-
league, Mr. PERLMUTTER from Colo-
rado, not only for bringing forward this 
resolution, but for spending time with 
those affected in the aftermath of this. 
I’d also like to thank President Obama 
for immediately changing his plans and 
coming to Colorado to express, on be-
half of our Nation, grief and provide 
what comfort he could to the victims 
and their families. 

I think one thing that’s important 
for Americans to understand is Aurora 
is a community just like yours. My dis-
trict is several miles from Aurora, but 
I’ve been to movies myself in Aurora. I 
drive through it frequently on the way 
to the airport. 

This could be anywhere. It’s a safe 
community. It’s a community of loving 
families. It’s a growing city. And the 
tragedy that occurred could have been 
at any one of our neighborhood thea-
ters. 

Going to the movie theater, an ex-
pression of innocent joy, something 
that people have grown up with for 
generations, the magic of the silver 
screen and lives torn apart, not only 
those who lost their lives tragically, 
not only those who were injured, some 
of whom remain in the hospital, but all 
the others that were terrified, scared in 
the other theater, in the other movie 
theaters that night, in the community 
at large, this was, in many ways, a 
crime against innocence and a crime 
against enjoyment and diversion. Peo-
ple turn to movies, turn to entertain-
ment for a moment’s respite, a mo-
ment’s entertainment from their daily 
lives, and this tragic end really rep-
resents an end of innocence for so 
many people that were affected. 

But so, too, we’ve seen many great 
heroes rise to the occasion: the coura-
geous responders, the community of 
Aurora, Mayor Hogan, the families of 
those affected, and our criminal justice 
system. We all come together in dif-
ficult times. We all come together, and 
together with the love, respect, and 
support from American families across 
the country, the victims’ families 
know that they’re not alone, and that’s 
important. 
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Mr. COFFMAN of Colorado. Mr. 

Speaker, I’d like to yield 4 minutes to 
the gentleman from Colorado (Mr. TIP-
TON). 

Mr. TIPTON. I thank the gentleman 
for yielding. 

Mr. Speaker, I think that we all 
struggle to be able to find words to be 
able to address a flash point in time in 
the city of Aurora to where we saw the 
absolute worst of humanity in the 
senseless slaughter of innocent people. 
But we also saw the best of humanity 
as people rose to be able to protect 
their loved ones, as we saw emergency 
service personnel rush to the scene to 
be able to operate in the hospitals 
where doctors and nurses fought val-
iantly to be able to preserve life. 

As we look back on that day, we 
can’t help but be reminded that too 
many lives were cut short, and chap-
ters that were yet to be written need-
lessly and mindlessly were cut off. 

The hearts of all Coloradans and, in 
fact, what we’ve seen demonstrated on 
this floor I think speaks to the heart of 
this country, as people rose as one to 
be able to express their empathy and 
their concern. We saw neighbors and 
strangers reaching out and helping 
hands all praying for that opportunity 
and ability to be able to find the right 
words, if there could ever be such 
words, to offer some modicum of com-
fort to those who suffered such a tragic 
loss. 

This is a date that certainly our 
State and the people of Aurora will 
never forget. It has touched each and 
every one of our hearts, and you can 
not help but condemn, obviously, the 
act. But each one of us, I think, this 
day and for days, weeks, months, and 
years to come, will continue to offer up 
prayers for those who lost their lives, 
for the families that were affected, and 
our thanks, our thanks for those who 
showed such love and concern, and for 
all the emergency service personnel 
who were there to defend people who 
just were out for a good evening. 

Mr. Speaker, I applaud this resolu-
tion and this Colorado delegation’s 
standing together today to be able to 
express this and thank this House for 
the support that they’ve shown, as 
well, for the people of Colorado. 

Mr. PERLMUTTER. Mr. Speaker, I’d 
like to yield 3 minutes to DIANA 
DEGETTE, my friend from Denver, who 
had a number of constituents in the 
movie theater that evening. 

Ms. DEGETTE. Mr. Speaker, I’d like 
to thank my dear friend and colleague, 
ED PERLMUTTER, for yielding to me. 

This is a difficult week for all of us in 
Colorado. 

There were two movie theaters in the 
Denver metro area that were showing 
this premiere at midnight last Thurs-
day night. So there were people from 
all over the community in that theater 
there with their families and their 
friends, almost the entire employees of 
a restaurant in Colorado. They went to 
have a fun evening on a summer night. 
And tragedy, of course, struck that 
night unexpectedly to everybody. 

I’ve been overwhelmed, as we all have 
in the delegation, by the support of the 
community for all of the victims of the 
shooting and their families. 

b 0930 
The way the communities have come 

together—Aurora and Denver and 
Inglewood and all of the communities— 
has been a blessed thing to see for all 
of us. 

No one can make sense of a tragedy 
like this, and the stories of heroism are 
still coming out every day. The stories 
of miracles—babies born just a day or 
two after in the same hospital where 
the father lies in a coma. Yet while we 
hear all of these stories of heroism and 
while we hear all of the stories of first 
responders rushing to the scene and 
helping within 90 seconds, in our heart 
we say: How can this happen and what 
can we do? 

I did have a number of constituents 
in that theater, some who were just in-
jured, some who were in the nearby 
theaters who will be scarred psycho-
logically forever by this, a close friend 
of my daughter, and others. I had at 
least three constituents who were 
killed by this terrible crime. The little 
girl, Veronica Moser, age 6—whose 
mother, Ashley, lies in critical condi-
tion—Jessica Ghawi and Alex Teves. 
Our prayers and thoughts go out to all 
of them and their families. 

It’s wonderful to see my friends from 
the delegation here, the entire House 
delegation from Colorado. We consider 
ourselves to be close allies, although 
we often disagree on different issues. 

I just want to say something to all of 
my colleagues and to everyone in this 
House, Mr. Speaker. We have now had, 
as of today, 25 moments of silence as 
respects victims of gun violence since 
the Columbine shooting. I was here for 
that too. We had two moments of si-
lence just the other day, one for Au-
rora and one for the anniversary of the 
Capitol police officer who was killed 10 
years ago today. 

So we can have our debates, we can 
have our discussions, we can mourn for 
the victims, which is appropriate this 
week; but it is our challenge, as leaders 
of our State and leaders of our country, 
to go on from today and to say: What 
can we seriously do as a Nation to 
make sure that no tragedy of this 
scope or horror ever happens in this 
country again? 

Mr. COFFMAN of Colorado. Mr. 
Speaker, I yield 3 minutes to the gen-
tleman from Colorado (Mr. LAMBORN). 

Mr. LAMBORN. Mr. Speaker, I want 
to thank Representative MIKE COFF-
MAN and Representative ED PERL-
MUTTER for leading this time this 
morning. 

Mr. Speaker, the fact that the entire 
delegation—bipartisan delegation—is 
here is just a small reflection of how 
the people of Colorado are coming to-
gether and the people of Aurora are 
coming together after this senseless 
tragedy. 

We’ve heard a lot of stories of brav-
ery, both on the parts of the first re-

sponders and the parts of everyday citi-
zens. I want to tell a story of one of the 
victims. 

I’d like to share the story of Caleb 
Medley. Caleb is from the small town 
of Florence, just south of Colorado 
Springs. Today, Caleb lies in a medi-
cally induced coma after being shot in 
the face. In the days since that horrific 
shooting, his wife, Katie, has given 
birth to their first child, Hugo. 

Caleb spent his teen years in Flor-
ence; and after graduating from high 
school, he married his high school 
sweetheart, Katie. He went to work at 
a local grocery store. Like most peo-
ple, he and Katie have big plans and 
dreams for their lives. From the time 
he was in eighth grade, Caleb has want-
ed to be a standup comedian. Katie 
wants to work in veterinarian medi-
cine. The young couple moved to the 
Denver suburb of Aurora to pursue 
their dreams. 

On July 18, just 2 days before the 
shooting, Caleb appeared at the Com-
edy Works and did well enough to ad-
vance to the next round. And he and 
his wife, Katie, were looking forward to 
their baby’s birth a few days later. But 
before little Hugo could be born, Caleb 
and Katie made the fateful decision to 
go out one last night before becoming 
parents. According to a Web site that 
Caleb’s family has posted, the two 
stood anxiously in line that night. 
They spent too much on popcorn and 
soda. They endured the movie trailers, 
and they watched the beginning of the 
movie. That’s when evil struck. Evil 
came to them through a man that 
opened fire in that movie theater. 

Katie and baby Hugo made it out 
uninjured, but Caleb was struck in the 
face by gunfire. Caleb has lost his right 
eye, has some brain damage, and doc-
tors have put him in a medically in-
duced coma. 

So, Mr. Speaker, I ask that the peo-
ple of America would be praying for 
Caleb and his family. We are pulling 
for you, Caleb, and for all the victims 
of this senseless tragedy. 

Mr. PERLMUTTER. I thank my 
friend DOUG for describing in detail one 
of these injuries. 

I’d like to introduce, Mr. Speaker, if 
I could, for the RECORD some brief bio-
graphical information of each of the 
victims who was killed: John Blunk, 
Alexander Jonathan ‘‘AJ’’ Boik, Jesse 
Childress, Gordon Cowden, Jessica 
Ghawi, John Larimer, Micayla Medek, 
Veronica Moser, Alex Sullivan, Alex 
Teves, and Rebecca Wingo, because I 
want our RECORD in this Congress to 
have their names and some informa-
tion about them. And I appreciate you 
talking about somebody specifically. 

These are hard moments for all of us. 
These are good people, and some very 
bad things happened to some very good 
people. But I want to talk about some 
of the positive aspects that came out of 
this dreadful night. 

Thirteen years ago—DIANA DEGETTE 
mentioned Columbine—on the south-
west side of my district I have Col-
umbine, on the northeast side of my 
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district I have this theater. Colorado is 
a good place. I mean, all of us love 
where we come from. We’ve had some 
violent incidents that have taken our 
innocence, as Mr. POLIS has said. We 
heal from these things, but you’re 
never quite the same. You’re never 
quite the same. But one of the positive 
aspects of that terrible incident 13 
years ago at Columbine High School 
was that our law enforcement, our first 
responders, our police, our firefighters, 
our medical teams learned some real 
lessons. 

We have, in the Aurora area, a com-
munity college called Aurora Commu-
nity College, where we have gone 
through a number of exercises to deal 
with a mass casualty incident such as 
this, where the police, the fire, law en-
forcement agencies from across our 
communities—Denver, Adams, Arapa-
hoe Counties—work together with the 
CU Medical School to address these 
kinds of incidents, and the chief of po-
lice, Dan Oates, who deserves a higher 
place in heaven for the way he has 
managed this terrible time on behalf of 
law enforcement. They’ve prepared and 
prepared and prepared. Unbelievably, 
this terrible tragedy happened, but be-
cause of that preparation, because of 
what we had gone through before and 
the terrible lessons we learned, lives 
were saved. There’s no question about 
it; lives were saved that otherwise 
would have been lost. 

I want to applaud, again, the Aurora 
police, the Aurora firefighters, the 
medical teams—casualties were taken 
to six or seven different hospitals in 
our area—but they all did an out-
standing job. The dispatchers, can you 
imagine all the 911 calls that came in 
that night. We want to thank them. 

We want to thank the FBI. Jim 
Yacone, who is our bureau chief, was 
outstanding on behalf of the Federal 
response to deal both with the shoot-
ings that occurred in the theater and 
the elaborate booby trap that was set 
in this apartment—that I drive by at 
least once a week—right across from 
the University of Colorado. This is 
something that we will heal from, but 
we will never be the same. 

And I just want to thank the Aurora 
schools, which provided a place of safe-
ty for all of these individuals to go at 
the time of this incident. 

b 0940 
I want to thank the ministerial alli-

ance. As Mr. COFFMAN said, this is a 
community of great faith, and our 
churches and our synagogues have re-
sponded in a tremendous fashion to the 
sorrow that we all feel. 

There are many stories, some beau-
tiful ones. The President shared one. 

Before I go further, Mr. Speaker, can 
I inquire as to the time on both sides, 
because I know I have a couple of other 
speakers that would like to speak. 

The SPEAKER pro tempore. The gen-
tleman from Colorado (Mr. PERL-
MUTTER) has 41⁄2 minutes. The gen-
tleman from Colorado (Mr. COFFMAN) 
has 4 minutes remaining. 

Mr. PERLMUTTER. I would just 
mention the story, and this is one that 
I’m so proud of people from Colorado. 
There were two young women in the 
back of the theater when the gen-
tleman came in and threw a tear gas 
canister across the theater. And the 
taller of the two noticed that it really 
was something other than a smoke 
bomb and a stunt, and she stood up to 
warn people, and she was shot in the 
neck immediately. 

Blood started to spurt out. Her 
smaller friend pulled her down, com-
pressed that wound, and the older one 
said something, or the one who’d been 
shot said something like you need to 
leave, you need to get out of here. And 
her friend said, I’m not leaving without 
you, and continued to press. 

The police responded very quickly, 
but it probably seemed like an eter-
nity. But the young lady who was shot 
in the neck is on the mend and is going 
to recover fully, and her friend, basi-
cally, saved her life, and the quick ac-
tions of the police and the fire depart-
ment. 

So despite these terrible losses that 
we’ve suffered, and there are so many 
heartbreaking stories, there are some 
heartwarming stories as well. 

With that, I reserve the balance of 
my time. 

JULY 20, 2012 AURORA THEATER SHOOTING 
VICTIMS 

REBECCA WINGO, 32 
Steve Hernandez wrote, ‘‘I lost my daugh-

ter yesterday to a mad man, my grief right 
now is inconsolable, I hear she died in-
stantly, without pain, however the pain is 
unbearable.’’ Friends said Saturday that 
Wingo’s parents also posted a message about 
Wingo’s death on Wingo’s own Facebook 
page. That page shows a picture of two 
young girls. A friend, Gail Riffle, brought 
two teddy bears, one pink and one white, to 
the memorial site near the movie theater for 
Wingo’s daughters, as well as roses for 
Wingo’s parents. ‘‘Everybody is hurting right 
now,’’ Riffle said. ‘‘She was a gentle, sweet, 
beautiful soul.’’ Rebecca Wingo listed Joe’s 
Crab Shack as her employer on Facebook, 
and a manager at the restaurant in Aurora 
confirmed Wingo worked there. He deferred 
comment to the restaurant’s corporate of-
fice, which is closed on Saturday. Rebecca 
Wingo had been enrolled at the Community 
College of Aurora since fall 2009 and had been 
working toward an associate of arts degree. 

MEMORIAL SERVICE INFORMATION 
Funeral: Friday, July 27, 2012—TBD. 

JON BLUNK, 26 
Jon Blunk, 26, was shot to death in the Au-

rora Theater while trying to protect his 
girlfriend, Jansen Young. Jon Blunk went to 
Proctor Hug High School in Reno. After his 
2004 high school graduation, he enlisted in 
the Navy and served aboard the USS Nimitz 
in San Diego. Blunk left the Navy and moved 
to Colorado in 2009. He had been working at 
a hardware store at the time of the theater 
shooting. 

MEMORIAL SERVICE INFORMATION 
Funeral: Friday, August 3, 2012—1:00 pm 

PDT, Mountain View Mortuary, 425 Stoker 
Avenue, Reno, NV 89503. 

Note: Full military funeral and burial. 
The viewing which will only be attended by 

family and not advertised will be on Thurs-
day, August 2nd from ll am–5 pm. 

ALEXANDER JONATHAN ‘‘AJ’’ BOIK, 18 
AJ Boik was being remembered Saturday 

as a talented and kind man who enjoyed 
baseball, making pottery and music. Boik’s 
plans included attending Rocky Mountain 
College of Art and Design in the fall. His 
family said his dream was to become an art 
teacher and open his own studio. ‘‘AJ Boik 
was a wonderful, handsome and loving 18– 
year-old young man with a warm and loving 
heart,’’ the family said in a statement. Sur-
vived by mother Theresa Hoover; father Jon 
Boik; brother Wil Boik; grandparents Bill & 
Sue Hoover, Cora Lou Tarrant and Emil 
Boik; numerous aunts, uncles, cousins and 
friends. 

MEMORIAL SERVICE INFORMATION 
Visitation: Thurs., 1:00–5:30 pm, Horan & 

McConaty Family Chapel, 11150 E. Dart-
mouth Ave., Aurora. 

Funeral: Friday, July 27, 2012—10 am MDT, 
Queen of Peace Catholic Church, 13120 E Ken-
tucky Ave, Aurora. 

Memorial Donations suggested to the A.J. 
Boik Memorial Fund, c/o Wells Fargo Bank. 

Share condolences at HoranCares.com. 

JESSE CHILDRESS, 29 
Jesse Childress, 29, Air Force Reservist, 

lived in Thornton, CO. Jesse worked as a 
cyber systems operator and was on active 
duty at Buckley Air Force Base. He loved 
sports and comic books, friends say. Nearly 
every day of the week, Jesse Childress spent 
his evenings playing sports with friends. 
Monday it was softball. Tuesday it was bowl-
ing. Another night, it was flag football. 

The base released a statement Saturday: 
‘‘This tragic event has affected everybody 
here at Buckley Air Force Base and our local 
community friends and neighbors,’’ base 
commander Col. Daniel Dant said in a state-
ment. ‘‘We are deeply saddened by the loss of 
each and every loved one.’’ According to the 
Air Force Reserve Command, Childress 
worked as a cyber systems operator and was 
currently on active duty. 

MEMORIAL SERVICE INFORMATION 
Funeral: Saturday, July 28, 2012—12:00 pm 

MDT—Base Chapel, Buckley Air Force 
Base—Aurora, CO. 

Following the funeral, there will be a pro-
cession to Ft Logan where the interment 
will take place at 3:00 pm MDT. There are 
also plans in works for a reception back at 
the base (not sure if at the chapel or LDC at 
this time) somewhere around 5:00 pm–6:00 pm 
MDT, no firm plans are in place yet. 

GORDON W. COWDEN, 51 
Gordon Ware Cowden was born on Novem-

ber 17, 1960 in Waco, Texas. Father of 
Kristian, Weston, Brooke and Cierra; son of 
George and Mollie; brother of Graves, George 
(Shirley), Gaylynn (Ken) Kendall. He is also 
survived by the mother of his children 
Melisa. Cowden is the son of former Texas 
State Representative George M. Cowden, ac-
cording to the Austin Statesman. Cowden 
had taken his two teenage children to the 
theater the night of the shooting. The teen-
agers escaped unharmed. 

Gordon W. Cowden, 51 of Aurora, Colorado, 
was the oldest of the victims killed. 

His family released this statement: ‘‘Lov-
ing father, outdoorsman and small business 
owner, Cowden was a true Texas gentleman 
that loved life and his family. A quick witted 
world traveler with a keen sense of humor, 
he will be remembered for his devotion to his 
children and for always trying his best to do 
the right thing, no matter the obstacle.’’ 

MEMORIAL SERVICE INFORMATION 
Funeral: Wednesday, July 25, 2012—11 am 

MDT, Pathways Church, 1595 Pearl Street, 
Denver, CO. 
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Please share memories at HoranCares.com. 

JESSICA GHAWI, 24 
Jessica Ghawi was an up-and-coming 

sportscaster who loved hockey. Jessica 
Ghawi, 24, grew up a hockey fan in football- 
crazed Texas. She followed that passion to 
Colorado to forge a career in sports jour-
nalism. It probably took her to Toronto, 
where she walked out of a shopping-mall 
food court moments before a gunman shot 
seven people. Writing as Jessica Redfield in 
a June 5 blog entry, she described how the 
experience reminded her ‘‘how blessed I am 
for each second I am given.’’ 

MEMORIAL SERVICE INFORMATION 
Funeral: Saturday, July 28, 2012—10 am 

CDT, Community Bible Forever New Church, 
2477 North Loop 1604 East, San Antonio, TX. 

Church staffers said they do not have any 
information on whether the event will be 
open to the public. They plan an announce-
ment with more details by Wednesday. 

JOHN LARIMER, 27 
Petty Officer Third Class John Thomas 

Larimer was among those killed in the at-
tack at an Aurora movie theater. Larimer, 
27, joined the Navy in June 2011 and was a 
cryptology technician third class. For the 
past year, he had been stationed at the U.S. 
Fleet Cyber Command station at Buckley 
Air Force Base in Aurora. ‘‘I am incredibly 
saddened by the loss of Petty Officer John 
Larimer,’’ Cmdr. Jeffrey Jakuboski, 
Larimer’s commanding officer, said in a 
statement. ‘‘He was an outstanding ship-
mate. A valued member of our Navy team, he 
will be missed by all who knew him.’’ 
Larimer was from Crystal Lake, Ill., a sub-
urb of Chicago. He wanted to be deployed for 
two simple reasons: He wanted to protect his 
country, and he wanted to save others from 
danger and harm. 

MEMORIAL SERVICE INFORMATION 
The family of the Navy Intelligence officer 

is planning a public visitation from 3 to 9 
p.m. July 27 at the Davenport Family Fu-
neral Home in Crystal Lake, Ill. 

His funeral and burial will be private. 

MATT MCQUINN, 27 
As a gunman calmly walked up the aisle of 

the Aurora movie theater Friday firing at 
moviegoers, McQuinn dove on top of 
Samantha Yowler. Her brother Nick Yowler, 
32, also tried to shield her, said Robert L. 
Scott, attorney for both the McQuinn and 
Yowler families. Samantha Yowler, 27, was 
shot in the knee. Her brother escaped with-
out injury. But McQuinn, from St. Paris, 
Ohio, was not as fortunate. Matt McQuinn 
graduated from Vandalia-Butler High School 
in 2004. He met Yowler while the two were 
working at a Target store in Springfield, ac-
cording to the Dayton Daily News. In No-
vember, the couple transferred to a Target 
store in Denver, joining Yowler’s brother 
who had lived in Colorado for the past few 
years. 

MEMORIAL SERVICE INFORMATION 
Visitation: Friday, July 27, 2012—2–4 pm & 

6–8 pm EDT, Maiden Lane Church of God, 
1201 Maiden Lane Springfield, OH 45504. 

Funeral: Saturday, July 28th—10am EDT, 
Maiden Lane Church of God, 1201 Maiden 
Lane Springfield, OH 45504. 

His burial will be at Lawrenceville Ceme-
tery in Clark County. 

MICAYLA MEDEK, 23 
On her Facebook page, Micayla Medek, 23, 

identified herself as a Subway sandwich art-
ist. A graduate of William C. Hinkley High 
School in Aurora, she said she was a member 

of the class of 2015 of the Community College 
of Aurora. ‘‘I’m a simple independent girl 
who’s just trying to get her life together 
while still having fun,’’ she wrote. She is sur-
vived by her parents, Greg and Rena; broth-
er, Shane; sister, Amanda; grandparents, 
Laurin and Marlene Knobbe; grandmother, 
Caroline Medek; and numerous other rel-
atives and friends. 

MEMORIAL SERVICE INFORMATION 
Visitation: Wednesday, July 25, 2012 from 2 

pm to 9 pm MDT, Newcomer Funeral Home & 
Crematory, 190 N. Potomac, Aurora, CO. 

Funeral: Thursday, July 26, 2012—11 am 
MDT, New Hope Baptist Church, 3701 Colo-
rado Blvd., Denver, CO. 

VERONICA MOSER, 6 
Veronica Moser will always be six years 

old. The ‘‘vibrant, excitable’’ blond-haired, 
blue-eyed little girl, who was bragging four 
days ago about learning how to swim, was 
one of the 12 people who died in the Aurora 
theater shooting. Ashley Moser, Veronica’s 
mother, remains in critical condition at Au-
rora Medical Center. The 25–year-old was 
shot in the neck, and doctors are unable to 
remove the bullet. Moser also suffered a gun-
shot wound in the abdomen. She passes in 
and out of consciousness, Dalton said, and 
does not yet know that her daughter has 
died. Doctors said that Moser, who was re-
cently accepted to medical school, will hope-
fully recover with some use of her hands, 
Dalton said. 

MEMORIAL SERVICE INFORMATION 
No details as of 7/25/12. 

ALEX SULLIVAN, 27 
Alex Sullivan, 27, was celebrating his 

birthday with co-workers from Red Robin 
restaurant at the midnight showing of ‘‘The 
Dark Knight’’ when he was killed. Sullivan 
was also about to celebrate his one-year wed-
ding anniversary. ‘‘The Sullivan family lost 
a cherished member of their family today,’’ a 
release from the family said. ‘‘Alex was 
smart, funny, and above all loved dearly by 
his friends and family.’’ 

Tina Desautels from APWU let us know 
Alex Sullivan, is the son of a postal worker 
in Aurora—Tom Sullivan. 

MEMORIAL SERVICE INFORMATION 
Visitation (Public): Thursday, July 26, 2012 

from 12 pm to 4 pm MDT at The Heartlight 
Center, 11150 E. Dartmouth Avenue, Aurora, 
CO. 

Funeral: Friday, July 27, 2012—TBD. 

ALEX TEVES, 24 
Shooting victim Alex Teves, 24, recently 

earned his master’s degree in counseling psy-
chology from the University of Denver. A 
friend, identified only as Caitlin on Twitter, 
posted messages on the social media network 
early Friday from the Century 16 theater, 
and wrote on Twitter early Saturday that 
Teves was, ‘‘One of the best men I ever knew. 
The world isn’t as good a place without 
him.’’ She also described Teves as a fan of 
the University of Arizona and Spider-Man. A 
University of Denver spokeswoman said 
Teves, from Phoenix, Ariz., graduated in 
June. An official notice of Teves’ death will 
be sent to the University of Denver commu-
nity later Saturday. Teves’ personal 
Facebook page lists him as a 2010 graduate of 
the University of Arizona, and a 2006 grad-
uate of Desert Vista High School in Phoenix. 

MEMORIAL SERVICE INFORMATION 
The Teves family is planning to hold me-

morial services in Arizona and New Jersey, 
however more specific details have not yet 
been released. 

Mr. COFFMAN of Colorado. Mr. 
Speaker, I too rise in support of Mr. 

PERLMUTTER’s comments in relation-
ship to our own Aurora Police Depart-
ment, as well as all the other law en-
forcement entities that have helped in 
this terrible tragedy. 

I now yield as much time as he may 
consume to the gentleman from Colo-
rado (Mr. GARDNER). 

Mr. GARDNER. I thank the gen-
tleman from Aurora for yielding time 
to share today, and thank the gen-
tleman from Colorado (Mr. PERL-
MUTTER) for your leadership and your 
comfort and encouraging words during 
an incredible tragedy. 

And to the President, thank you for 
sharing your love with Colorado, as 
well as to Governor Hickenlooper for 
the leadership that he has provided 
throughout this past week. 

This Chamber has seen its incredible 
days of victories, of celebrations, of 
great triumphs for this country. And 
today we discuss a resolution that 
talks about one of our Nation’s great 
tragedies. And so we join together as a 
delegation to talk about an event that 
we, in Colorado, know we will not let 
remain a tragedy, but will turn into re-
membrance of those who are good in 
our State and our country. 

We oftentimes in Colorado forget be-
cause of the great beauty of our State 
that sometimes the hearts of all people 
don’t match that beauty. But as we sat 
at the prayer vigil this past Sunday 
and looked out as the rays of sun broke 
through the clouds, on the choir, on 
the many people of faith who had gath-
ered, we know that this one dark mo-
ment in history will be matched by far 
greater light. And it’s our obligation to 
make sure that that indeed happens. 

As a father, I can’t imagine the great 
loss of families and friends, the victims 
of this horrendous crime. And our 
hearts, our prayers, our thoughts go 
with them as we build a stronger com-
munity going forward. 

The many people of faith who have 
prayed, the people in this body who 
have shared their prayers and thoughts 
with the community of Colorado re-
mind me of a passage in the book of 
Matthew, where Jesus went out onto 
the lake in the middle of a storm with 
his disciples, and he looked out upon 
the stormy waters and he said, peace 
be still. And we ask that those who are 
troubled, those whose hearts are yet to 
heal, we ask for the peace that we all 
so desperately need. 

Mr. PERLMUTTER. Mr. Speaker, I 
yield 1 minute to the leader, the gen-
tlewoman from California (Ms. PELOSI). 

Ms. PELOSI. Mr. Speaker, I thank 
Mr. PERLMUTTER for yielding, and I’m 
very sad to join my colleagues in ex-
pressing the deepest sympathies of the 
House of Representatives to the fami-
lies and loved ones of the victims in 
Aurora, Colorado, and to the entire 
community as it grapples with its 
grief. 

My colleagues have spoken very mov-
ingly from the standpoint of faith; and, 
hopefully, that faith will be a comfort 
to those who are affected. 
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As you know, Mr. Speaker, when we 

learned of this tragedy, the President 
ordered flags to be flown at half staff 
for 1 week to commemorate the trag-
edy that Aurora, these individual fami-
lies, and our country had suffered. 
That was done as a mark of respect for 
the 12 innocent victims of the senseless 
violence and for all who were affected. 

Of the victims who were murdered, 
and that’s just the word that day, the 
vast majority were very young people. 
The one, Gordon Cowden, was a father 
in his fifties—well, that seems young 
to me; the others were very young— 
whose last words to his daughters were 
to tell them he loved them. 

Each of them has a story that de-
serves to be told. Each was beloved. 
Each left home with a different expec-
tation of what would happen that 
evening, and so did the rest of the 
country. 

Several died protecting their loved 
ones, including John Blunk, Alex Teves 
and Matt McQuinn. Alex Sullivan was 
about to celebrate his 1-year wedding 
anniversary, and that was the celebra-
tion, going out to the movies. 

A.J. Boik had just graduated from 
high school. Jessica Ghawi dreamed of 
being a sports journalist. Micayla 
Medek and Rebecca Wingo were pur-
suing their futures at community col-
lege. 

Two victims, Jesse Childress and 
John Larimer, were Active Duty mili-
tary personnel. They signed up to risk 
their lives for our country to protect 
our freedom. Who could have ever 
thought that they would lose their 
lives going to the movies? 

And as a child, Veronica Moser will 
now forever be remembered as the 6- 
year-old. What a sad tragedy. 

Most of us here in this body are par-
ents and grandparents, and in STENY’s 
case, a great-grandparent, and every 
person knows the feeling of sending a 
child off to a movie with their friends, 
the excitement of an opening night, 
and then the worry when the minutes 
tick by and someone hasn’t come 
home. 

It is with heavy hearts that we send 
our thoughts and prayers to the many 
grieving today, and we continue to 
pray—thank you for taking us down 
that path; we continue to pray for the 
healing of those who survived, both 
their physical pain and their emotional 
scars. That’s probably the hardest. 

We send our gratitude to our first re-
sponders. Within minutes, when min-
utes counted, when seconds counted, 
they responded with bravery and with 
professionalism. 

In the words of this resolution, the 
Congress ‘‘honors the resilience of the 
community of the City of Aurora and 
the State of Colorado in the face of 
such adversity.’’ 

May you feel the support and love 
and prayers of our Nation. May those 
tragically taken from us be honored 
and remembered. May time heal our 
grief. 

I hope it is a comfort to those who 
are affected by this tragedy, who lost 

loved ones, or have injuries in their 
families, that so many people through-
out the world mourn their loss and are 
praying for them at this sad time. 

b 0950 

GENERAL LEAVE 
Mr. COFFMAN of Colorado. Mr. 

Speaker, I ask unanimous consent that 
all Members may have 5 legislative 
days in which to revise and extend 
their remarks and include extraneous 
material on House Concurrent Resolu-
tion 134. 

The SPEAKER pro tempore. Is there 
objection to the request of the gen-
tleman from Colorado? 

There was no objection. 
Mr. PERLMUTTER. Mr. Speaker, I 

again inquire about the balance of 
time. 

The SPEAKER pro tempore. The gen-
tleman from Colorado (Mr. PERL-
MUTTER) has 21⁄2 minutes remaining. 

Mr. PERLMUTTER. I yield 2 minutes 
to the gentleman from Maryland (Mr. 
HOYER). 

Mr. HOYER. I thank the gentleman 
from Colorado, who has been so in-
volved and so eloquent in expressing 
the grief that his constituents share, as 
have been all the Members from Colo-
rado on either side of the aisle who 
have come together to share this grief. 

Mr. Speaker, when tragedy of this 
kind strikes, our hearts go out to those 
whose lives were cut short and to those 
who lost loved ones. In the aftermath 
of this shooting, we have seen both an 
outpouring of love and support for the 
victims and their families and a quick-
ness to point out what might have been 
done differently. That is our nature as 
Americans—always seeking answers, 
searching for corrective action, for a 
measure of logic amid the irrational. 

But the first question we ought to 
ask and is already being asked is: How 
can we draw closer as a community? 
Not just the community of Aurora, but 
the community of Americans. 

As President Obama said on Friday: 
If there’s anything to take away from this 

tragedy, it’s the reminder that life is very 
fragile. And what matters at the end of the 
day is not the small things; ultimately, it’s 
how we choose to treat one another and how 
we love one another. 

I would add it is also how we commit 
to live with one another as neighbors. 

We may not share the same faith or 
politics or philosophy, but we do share 
a fundamental belief that our people 
should feel safe in our theaters and 
malls and schools, in their homes and 
on the streets—wherever they go. And, 
today, we share the pain of the people 
of Aurora. 

But we also share in the hope that 
the city whose name is the ‘‘dawn’’ will 
find in our sympathy and prayers the 
comfort it needs during this dark hour 
to begin the process of healing and to 
believe again in a brighter tomorrow. 

Mr. PERLMUTTER. I would just like 
to end, Mr. Speaker, by thanking my 
friends—and they are my friends—and 
colleagues from Colorado. 

From all of us, Aurora and everybody 
who has been so affected by this sense-
less act, we are praying for you. We 
love you. 

This act actually affected people 
from one coast to the other. A lot of 
people from all over the Nation were 
there. In fact, at the time, from a near-
by military base, there were 53 mem-
bers of our military—Army, Navy, Air 
Force, and Marines—who were in that 
theater that night. This is something 
that touches us all, something that we 
will all remember. We will heal. Let’s 
hope and pray something like this 
doesn’t happen again. 

With that, I yield back the balance of 
my time. 

THE SENSE TO FIND . . . 
(By Albert Carey Caswell) 

The . . . 
The sense to find . . . 
As now we so ask why? 
So ask why? 
All in our hearts and minds . . . 
Hearts and minds! 
As the tears we find . . . 
We find! 
All because of this most evil crime . . . 
For all of those most precious lost lives . . . 
Lost lives! 
And for all of those injured who must now so 

rebuild their lives! 
The tears we find! 
As all of those smiles so come to mind . . . 
And all of that pain these families must now 

so carry until the end of time! 
Of all of those lost loved ones and their most 

precious lost lives! 
Precious lives! 
As it’s here we so ask why? 
Ask why? 
For where does the answer lie? 
So lie! 
All in that old age question, that rhyme! 
Of Good versus Evil, as old as mankind! 
Goodness . . . Evil . . . Darkness . . . Light! 
This battle, this endless fight! 
To bring the light! 
As we so ask why? 
Ask why? 
All in your hearts this night! 
Take these words of hope to but bring the 

light! 
That still, the darkness is but no match for 

The Light! 
For The Light! 
For hope and love, will ever so rise above all 

of this blight! 
This blight! 
Let not all in your pain and heartache, let 

not escape! 
The strength to so find! 
For hate is hard! 
It makes me cry! 
When, I see those tears in your families’ 

eyes! 
As we so try to the sense to find . . . 
To find! 
But, take comfort all in your hearts and 

minds . . . 
Hearts and minds! 
All in your souls now so very deep down in-

side! 
As up to Heaven, all of these twelve innocent 

souls have now so taken flight! 
Taken flight! 
To Heaven find, to become Angels with our 

Lord on high! 
As all in our Lord’s arms they now so lie! 
This very night! 
As from your most swollen eyes the tears 

you now so wipe! 
So wipe! 
So find the sense to find! 
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And say a prayer for all of them, 
and all of those, and their loved ones who 

now so cry! 
So cry! 
Whose pain shall not so die! 
So die! 
And somehow find the strength, 
all in what their short lives so meant! 
All in the hope and light, 
that over evil . . . the goodness so burns 

bright! 
Burns bright! 
To the sense to find, 
upon this very night! 
The sense to find! 
As we lay their sacred bodies so down to rest! 
Amen! 

Mr. COFFMAN of Colorado. Mr. 
Speaker, I yield back the balance of 
my time. 

Mrs. CAPPS. Mr. Speaker, I rise in support 
of H. Con. Res. 134 and in support of the 
greater Denver community in the wake of the 
Aurora, Colorado tragedy. 

Twelve lives have been lost, 58 injured, and 
countless others affected by the shooting in 
Aurora, Colorado on July 20, 2012. 

This horrible crime reminds us that our time 
here is short, and that while we cannot always 
prevent senseless acts of violence, families, 
friends and neighbors can come together as a 
community to honor those we have lost, cele-
brate those who are still with us, and resolve 
to do all we can to prevent future violence. 

The Aurora community has exemplified this 
spirit of resiliency in the wake of tragedy, and 
is truly an inspiration for all of us. 

While we know not every senseless act of 
violence can be avoided, we can—and must— 
work every day to treat each other with de-
cency and genuine respect. 

And I hope that this act of violence will not 
just sit on a page in our history books, but be 
a catalyst for the important conversations we 
have avoided all too long. 

There is more that we can do to protect our 
families and communities from gun violence. 

There is more that we can do to support our 
mental health care systems—both to avert fu-
ture violence and to support those who are 
touched by it. 

And there is more that we can do to create 
a culture of tolerance and understanding. 

We stand together across our nation, know-
ing we are not grieving alone, and that others 
share our outrage at violent actions and vio-
lent rhetoric. 

As the Denver community heals from this 
senseless tragedy, please know that you are 
in the thoughts and prayers of all Americans. 

Mr. HOLT. Mr. Speaker, I rise in strong sup-
port of H. Con. Res. 134 to condemn in the 
strongest possible terms the heinous atrocities 
that occurred in Aurora, Colorado. 

But future generations will condemn us if 
sole response to this massacre is the passage 
of this resolution. 

As we watch the news from Colorado with 
horror and sympathy for the families, we 
should remember that each day more than 80 
Americans are killed by gunfire, unnecessary 
tragedies. Arguments that gun safety legisla-
tion won’t help the situation seem to me illogi-
cal or blindly ideological. 

Earlier this week we held a moment of si-
lence for the victims and their families. I hope 
Congress does not remain silent about the 
many things we can do to try to prevent such 
tragedies from occurring in the future. We 
must increase our attention to mental health 

issues, we must support our local first re-
sponders with the tools and resources they 
need, and we must implement real and sen-
sible gun control measures. 

Mr. CONAWAY. Mr. Speaker, I rise today to 
condemn the unspeakable acts that were car-
ried out in a movie theater in Aurora, Colo-
rado, on July 20, 2012. 

I offer condolences on behalf of myself and 
the people of Texas District 11 to the innocent 
men, women, and children and their families 
who were victims of this cowardly act. 

While the pain and anguish continues, the 
people of Aurora should know they are not 
alone in this time of suffering. The hearts, 
thoughts, and prayers of the people of Texas 
are with them. 

The Lord’s words can provide comfort in 
times of tragedy. I am reminded of Psalms 34, 
which says, ‘‘The Lord is close to the broken-
hearted and saves those who are crushed in 
spirit.’’ It is my fervent prayer that the Lord will 
be a constant comfort to the victims and fami-
lies and that he will hold them close to him as 
he begins to heal their wounds in body and 
spirit. 

May the Lord bless them with comfort in the 
face of senseless tragedy and peace in the 
face of unanswerable questions. 

The SPEAKER pro tempore. All time 
for debate has expired. 

Pursuant to the order of the House of 
Wednesday, July 25, 2012, the previous 
question is ordered. 

The question is on the concurrent 
resolution. 

The concurrent resolution was agreed 
to. 

A motion to reconsider was laid on 
the table. 

f 

MESSAGE FROM THE SENATE 

A message from the Senate by Ms. 
Curtis, one of its clerks, announced 
that the Senate has passed without 
amendment a bill of the House of the 
following title: 

H.R. 5872. An act to require the President 
to provide a report detailing the sequester 
required by the Budget Control Act of 2011 on 
January 2, 2013. 

The message also announced that the 
Senate has passed a bill of the fol-
lowing title in which the concurrence 
of the House is requested: 

S. 285. An act for the relief of Sopuruchi 
Chukwueke. 

f 

RED TAPE REDUCTION AND 
SMALL BUSINESS JOB CREATION 
ACT 

Ms. FOXX. Mr. Speaker, by direction 
of the Committee on Rules, I call up 
House Resolution 741 and ask for its 
immediate consideration. 

The Clerk read the resolution, as fol-
lows: 

H. RES. 741 
Resolved, That during further consideration 

of the bill (H.R. 4078) to provide that no 
agency may take any significant regulatory 
action until the unemployment rate is equal 
to or less than 6.0 percent, as amended, pur-
suant to House Resolution 783, the further 
amendment printed in section 2 of this reso-
lution shall be considered as adopted in the 
House and in the Committee of the Whole. 

SEC. 2. The amendment referred to in the 
first section of this resolution is as follows: 
In section 102(b), strike ‘‘employment’’ and 
insert ‘‘unemployment’’. 

The SPEAKER pro tempore. The gen-
tlewoman from North Carolina is rec-
ognized for 1 hour. 

AMENDMENT IN THE NATURE OF A SUBSTITUTE 
OFFERED BY MS. FOXX 

Ms. FOXX. Mr. Speaker, I ask unani-
mous consent that the resolution be 
amended by the amendment I have 
placed at the desk. 

The SPEAKER pro tempore. The 
Clerk will report the amendment. 

The Clerk read as follows: 
Strike all after the resolving clause and in-

sert the following: 
That during further consideration of the 

bill (H.R. 4078) to provide that no agency 
may take any significant regulatory action 
until the unemployment rate is equal to or 
less than 6.0 percent, as amended, pursuant 
to House Resolution 738, the further amend-
ment printed in section 2 of this resolution 
shall be considered as adopted in the House 
and in the Committee of the Whole. 

SEC. 2. The amendment referred to in the 
first section of this resolution is as follows: 
In section 102(b), strike ‘‘employment’’ and 
insert ‘‘unemployment’’. 

The SPEAKER pro tempore. Is there 
objection to the request of the gentle-
woman from North Carolina? 

Mr. FRANK of Massachusetts. Mr. 
Speaker, reserving the right to object, 
I think we should have an explanation 
here. The Clerk read the technical lan-
guage; but as I understand it, what 
happened was that the bill that we 
were voting on yesterday and will vote 
on today has an error and gets ‘‘em-
ployment’’ and ‘‘unemployment’’ con-
fused and that this is a bill that would 
correct the error in the bill that we de-
bated yesterday. 

So I wonder, why do we now need a 
unanimous consent? Are we correcting 
the correction? It’s the old Latin 
phrase ‘‘Quis custodiet ipsos 
custodes?’’ which means, ‘‘Who guards 
the guardians?’’ I guess the question 
today is, Who corrects the correctors? 

I would yield to the gentlewoman 
from North Carolina if she would ex-
plain why we had to get a bill to make 
a correction and why we now have to 
have a unanimous consent to probably 
correct the correction. What is the 
error? I guess I should ask, What is the 
error of the day? We know what yester-
day’s error was. What’s today’s error? 

I yield to the gentlewoman. 
Ms. FOXX. Mr. Speaker, if I might 

respond to the gentleman from Massa-
chusetts, I appreciate his asking the 
question because it gives us an oppor-
tunity to do a mea culpa. That’s my 
ability to quote Latin this morning in 
response to the gentleman from Massa-
chusetts. 

Yes, there was a very minor error in 
the rule that was passed the day before 
yesterday, which was that two letters— 
the letter ‘‘U’’ and the letter ‘‘N’’— 
were left off of one word. 

b 1000 

Mr. FRANK of Massachusetts. Re-
claiming my time to say, if that’s the 
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case, if the letters ‘‘U’’ and ‘‘N’’ were 
left out, knowing the animosity on 
that side to the U.N., I can understand 
why psychologically that would have 
happened. 

I yield again to the gentlewoman. 
Ms. FOXX. Then in preparing the 

correction for that, inadvertently two 
numbers were reversed in the number 
for the resolution. 

I don’t have a Latin quote from Mur-
phy’s law, but I would say that it ap-
pears as though, in the attempt to 
make one correction, unfortunately, 
another mistake was made. It was 
purely clerical errors, no nefarious in-
tent. 

We would like to move on in as expe-
ditious a fashion as we possibly can be-
cause we know we and our colleagues 
are looking forward to a weekend of 
work at home, and we would like to 
move along and get this accomplished 
so we can get to the important work, 
the underlying bill. 

Mr. FRANK of Massachusetts. Mr. 
Speaker, proceeding on my reservation, 
I appreciate the gentlewoman’s mea 
culpa. She wasn’t here at the time. I 
would note that it is my predecessor, 
the late Reverend Robert Drinan, S.J., 
who was better than I at responding to 
mea culpas. I won’t be able wholly to 
deal with that. 

I do think this is more than simply a 
double error. It’s a matter of haste. I 
would take exception to the gentle-
woman saying, well, it’s important 
that we get this done right away. I 
think, frankly, the problem has been in 
these past couple of years, and to some 
extent before, we haven’t met fre-
quently enough. I understand people 
would like to get back to the districts 
they represent, but I think that this is 
emblematic of not having enough time 
to deal with things. 

We are going to be voting, I think, on 
20-something amendments today, im-
portant amendments on an important 
bill, that were debated for 10 minutes 
each late into yesterday evening, no 
proper airing of very controversial sub-
jects. Indeed, I think this is what hap-
pens when you try to do too much too 
soon. 

People on the other side were critical 
of some of the legislation we passed. 
The financial reform bill, they said it 
was too encompassing. But it went 
through a much more thorough process 
than this very controversial, even more 
comprehensive bill that we’re dealing 
with today. The bill that we’re dealing 
with today deals with every single sub-
ject that comes before this Congress 
because it would put severe restric-
tions on the adoption of regulations 
about financial reform, about health, 
about the environment, about occupa-
tional safety, about transportation 
safety. 

Yes, it is a problem when you try to 
do too much too soon. I do not impute 
any nefarious intent. Let me say under 
the House rules, you can’t impute ne-
farious intent, even if you think there 
is some, and I don’t think there is any. 

So for two reasons, I don’t impute that. 
But it does seem to me that this is an 
example of a flawed legislative process. 
We’re doing this bill, which is kind of a 
big message bill. 

I know there’s a lot of criticism on 
the other side of the United States 
Senate, but the Senate passed an agri-
cultural bill. This House isn’t even 
going to take one up, a very important 
agricultural bill. The Senate passed a 
transportation bill. This House had to 
go along with a conference without any 
chance to deliberate on it. The Senate 
passed a postal reform bill to keep the 
postal service going, and this House 
can’t take it up. 

When we can’t do the basic legisla-
tion that we should do and we do one of 
these broad message bills that’s overly 
comprehensive and then we make mis-
takes, I think it’s worth some notice. 

Mr. ANDREWS. Will the gentleman 
yield? 

Mr. FRANK of Massachusetts. I yield 
to my colleague from New Jersey. 

Mr. ANDREWS. I thank the gen-
tleman and the gentlelady. 

If I could speak on the gentleman’s 
reservation, obviously there is no ne-
farious intent. There’s no question 
about that. I would like the House to 
understand where we are procedurally. 

It’s my understanding that the 
House, yesterday, spent the better part 
of the day debating a bill which said 
that regulation should not take effect 
until unemployment hits 94 percent. Is 
that the gentleman’s understanding? 

Mr. FRANK of Massachusetts. Appar-
ently, that is what was in the bill. 
They said it was a typo, that the let-
ters ‘‘U’’ and ‘‘N’’ were left out. I will 
say there is certain equality here. The 
day before yesterday, the mistake was 
letters, and today it’s numbers. I sup-
pose tomorrow it will be astrological 
signs. 

I yield to the gentleman. 
Mr. ANDREWS. I would assume that 

that flows from the fact that people 
didn’t read the bill, because we debated 
yesterday for most of the day on a bill 
that erroneously said ‘‘regulations 
can’t take effect until unemployment 
hits 94 percent.’’ The intention evi-
dently was ‘‘until employment hits 94 
percent.’’ 

Then it’s my understanding that we 
find ourselves at the present moment 
in a situation where the correcting rule 
that would have fixed the word ‘‘unem-
ployment’’ to be ‘‘employment,’’ itself, 
has an error in it, that it refers to an-
other bill by reference; is that correct? 

And I yield to the gentlelady from 
North Carolina. 

Mr. FRANK of Massachusetts. It’s 
my time. If the gentleman wants me to 
yield, I will yield. 

First, I would note that the error was 
in the first substantive page. This was 
not buried somewhere deep in the bill. 
Just to reinforce the point that a lot of 
people didn’t read the bill, that error 
was very much in the early part. 

Mr. ANDREWS. If the gentleman 
would yield, my understanding is it 
was in the fourth paragraph of the bill. 

Mr. FRANK of Massachusetts. Of the 
first substantive one. 

If the gentleman wants me to, I 
would yield to the gentlewoman from 
North Carolina. 

Ms. FOXX. Mr. Speaker, we are all 
human beings. How ironic it is that our 
colleagues were here just a few minutes 
ago on the floor discussing the tragedy 
in Aurora, Colorado. That was as great 
an example of what great human 
beings and how bipartisan we can be in 
this Chamber. It’s as great a bipartisan 
effort as I’ve seen in a long time. We 
know what to do as caring human 
beings, what to say in such situations. 
It’s such a great example of how this 
body can operate. That group was 
given 40 minutes to talk about a great 
tragedy. 

Now we’re engaging in a gotcha situ-
ation over an insignificant issue for 
which we take the responsibility. I’m 
frankly embarrassed that the tenor of 
the conversation is going in this direc-
tion after the wonderful bipartisan ef-
fort we just saw on this floor. A mis-
take was made, and then in attempting 
to correct the mistake, an extraor-
dinarily minor other mistake was 
made. 

I would appeal to my colleagues on 
the other side of the aisle to say: We 
are human beings. We know how to for-
give mistakes. Neither of these mis-
takes was made by a Member. We’re 
quite willing to overlook mistakes like 
this in the past. I think in the spirit of 
comity, in the spirit that was estab-
lished on this floor this morning, we 
should move on, get to the work that 
the American people sent us here for, 
and understand, as was quoted this 
morning by one of our colleagues, ‘‘our 
time is very precious.’’ Don’t waste it 
by playing gotcha games. Think about 
what we discussed earlier. 

Mr. POLIS and I will debate this rule, 
and we’ll do it in a spirit of comity. 
That’s the way I think we should be op-
erating. Yes, we made a mistake. Yes, 
a second mistake was made. We ac-
knowledge that. We accept it. Now 
we’d like to get on to the people’s 
work. 

Mr. FRANK of Massachusetts. First, 
as with regards to the tragedy, of 
course we all come together. But the 
fact that we can celebrate tragedy does 
not mean that we put aside, in a demo-
cratic body, our legitimate differences. 
This is not simply a small mistake, but 
it is a small mistake in a bill that is 
about as partisan as it gets. 

To make a plea for bipartisanship 
with this excessively partisan bill that 
is being put through in such a proce-
durally inappropriate fashion with 
major concerns about every aspect of 
the Federal Government, given 10 min-
utes of debate at 9 o’clock and 10 
o’clock at night to be voted on, no, 
that’s a mistake. 

b 1010 

Secondly, as the gentleman from New 
Jersey and I have pointed out, it is not 
simply that a mistake was made, but 
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it’s a mistake that would easily have 
been caught earlier if people had read 
the bill. 

And I stress this because when we did 
some of the other legislation—financial 
reform, health care—there was con-
stant repetition of the argument on the 
Republican side ‘‘You haven’t read the 
bill. Nobody’s read the bill.’’ Well, you 
haven’t read this bill, apparently, Mr. 
Speaker. At least not very many people 
have read it. 

And blaming the staff, I never like to 
do that, because the staff prepares 
things, but Members sign off on it. 

So, yes, we will proceed to this de-
bate, but we are talking here about an 
indication, an overly broad bill given 
too little time for consideration. Peo-
ple on the other side—Members, appar-
ently, didn’t read it. And that is not a 
small point. It is symptomatic of where 
we are. 

I will yield briefly to my friend from 
New Jersey. 

Mr. ANDREWS. I thank my friend for 
yielding. 

I agree completely with the gentle-
lady that human mistakes are made, 
but that is not what this is about. And 
certainly the House should review—— 

Ms. FOXX. Mr. Speaker, I withdraw 
my unanimous consent request. 

The SPEAKER pro tempore (Mr. 
BASS of New Hampshire). The request 
is withdrawn. 

The gentlewoman from North Caro-
lina is recognized for 1 hour. 

Ms. FOXX. For the purpose of debate 
only, Mr. Speaker, I yield the cus-
tomary 30 minutes to the gentleman 
from Colorado (Mr. POLIS), pending 
which I yield myself such time as I 
may consume. 

During consideration of this resolu-
tion, all time yielded is for the purpose 
of debate only. 

GENERAL LEAVE 
Ms. FOXX. Mr. Speaker, I ask unani-

mous consent that all Members have 5 
legislative days to revise and extend 
their remarks. 

The SPEAKER pro tempore. Is there 
objection to the request of the gentle-
woman from North Carolina? 

There was no objection. 
Ms. FOXX. To quote Rules Com-

mittee Chairman DREIER, ‘‘We are here 
playing out the 21st century version of 
the great Shakespearean play ‘Much 
Ado About Nothing.’’’ 

House Resolution 741 provides for the 
adoption of the amendment referred to 
in the resolution which would correct 
the technical error in H.R. 4078, the 
Red Tape Reduction and Small Busi-
ness Job Creation Act. 

It’s very unfortunate that I must 
present this rule to the House today. 
The reason we are here is due to a ty-
pographical error. This innocent mis-
take could have been quickly and eas-
ily corrected through a unanimous con-
sent agreement, but, tragically, the 
Democrat minority could not resist 
this opportunity to attempt to score 
political points. 

Not a day goes by that I don’t hear 
from constituents disheartened by the 

rigid partisanship emanating from 
Washington, D.C. This week, we had an 
opportunity to demonstrate the kind of 
cooperation the American people are 
craving without in any way compro-
mising our principles. It’s a shame that 
the Democrats missed this oppor-
tunity, choosing, instead, to force this 
exercise in futility, tying up this House 
unnecessarily. 

There’s not much more that needs to 
be said on this issue at this point, Mr. 
Speaker, and I reserve the balance of 
my time. 

Mr. POLIS. Mr. Speaker, I thank the 
gentlelady for the time. 

The bill before us here, referencing 
H.R. 783, is the Thomasina E. Jordan 
Indian Tribes of Virginia Federal Rec-
ognition Act of 2011. It is a bipartisan 
bill, sponsored by the gentlemen from 
Virginia, Mr. MORAN, ROB WITTMAN, 
BOBBY SCOTT, and GERRY CONNOLLY. 

My party did intend to withdraw the 
objection and allow the change to pro-
ceed. Unfortunately, absent any 
change, we are still talking about a 
change to the Thomasina E. Jordan In-
dian Tribes of Virginia Federal Rec-
ognition Act of 2011. 

This act extends Federal recognition 
to several tribes in Virginia and estab-
lishes their relationship with the Fed-
eral Government. The tribes that it es-
tablishes are the Chickahominy Tribe, 
the Chickahominy Indian Tribe-East-
ern Division, the Upper Mattaponi 
Tribe, the Rappahannock Tribe, the 
Monacan Indian Nation, and the 
Nansemond Indian Tribe. 

This makes members of those tribes 
who apply and enroll eligible for serv-
ices and benefits provided by the Fed-
eral Government to federally recog-
nized Indian tribes. It also requires the 
Secretary of the Interior to take the 
specified lands into trust for the ben-
efit of those tribes. 

This bill does have bipartisan sup-
port, and I think it’s a good thing that 
we’re taking up a bipartisan bill. We 
were willing to, again, withdraw our 
objection and allow a change to be 
made. The only problem now with the 
discussion of this bill is that the cor-
responding change indicated in the res-
olution doesn’t really make sense, as 
applied to this bill. Again, this is a bill 
that establishes several tribes, and yet 
a corresponding change is being made 
to the definition of the unemployment 
rate, which I can’t find in the bill. 

So I would like to ask my colleague, 
Ms. FOXX, where in the bill is the ref-
erence to the unemployment rate that 
is being changed in this resolution? 

Ms. FOXX. I believe that the Mur-
phy’s law that was operating on our 
side of the aisle has skipped over, and 
the gentleman is referencing the wrong 
bill. 

Mr. POLIS. Reclaiming my time, this 
is the bill that is referenced in the res-
olution that the Clerk read. I heard 
that. And I am here ready to discuss 
the Thomasina E. Jordan Indian Tribes 
of Virginia Federal Recognition Act of 
2011, but I can’t find the corresponding 
change that this resolution makes. 

I just would like to ask the gentle-
lady, where in the bill is the unemploy-
ment reference in this Thomasina In-
dian Tribes recognition bill? 

Ms. FOXX. I believe, again, that the 
gentleman is referencing the wrong 
bill. We are dealing with House Resolu-
tion 741 at this point, and I believe the 
gentleman is on the wrong bill. 

Mr. POLIS. Reclaiming my time, if I 
can ask the Clerk to read the current 
resolution before us. 

The SPEAKER pro tempore. Without 
objection, the Clerk will report the res-
olution. 

There was no objection. 
The Clerk read the resolution. 
Ms. FOXX. Mr. Speaker, I think by 

having the Reading Clerk read this, we 
can see, as I said before, that, unfortu-
nately, it appears that the mistakes 
have gone over to the other side of the 
aisle. As the gentleman would see, he 
was quoting the wrong resolution. We 
are dealing with changes to House Res-
olution 783. 

Mr. POLIS. Reclaiming my time, 
again, looking at the THOMAS reg-
istry, H.R. 783 is called the Thomasina 
E. Jordan Indian Tribes of Virginia 
Federal Recognition Act. 

Ms. FOXX. Mr. Speaker—— 
The SPEAKER pro tempore. The gen-

tleman from Colorado controls the 
time. 

Mr. POLIS. But let us get on to it. 
Again, the corresponding change does 

not exist in the spirit of bipartisanship. 
I was informed that my party was will-
ing to withdraw their objection to a 
change that would have made a proper 
reference in this resolution to a cor-
responding bill that made sense. 

Absent that, the change does not 
make sense. I think it speaks to, again, 
the broader issue of: Why the great 
rush on a bill that is not an emergency 
bill by any sense of the word? 

There are critical bills we face that 
we need to move quickly on. My good-
ness, the Senate just passed the middle 
class tax cut. If the House doesn’t pass 
a corresponding middle class tax cut, 
taxes will increase for tens of millions 
of American families on January 1. 
There should be, likewise, some ur-
gency around reining in our budget def-
icit and balancing the budget. Like-
wise, there should be some degree of 
urgency about creating jobs and ending 
the recession, putting people back to 
work. 

Here we have a bill, H.R. 4078, which, 
of course, is referenced under either 
version—the corrected or noncorrected 
version of this particular resolution— 
that is not a bipartisan bill. It’s a bill 
that, in Judiciary Committee, did not 
have any Democratic support. 

b 1020 

It is a bill that the President has in-
dicated he does not support. It is a bill 
that we have no indication from the 
Senate that they would proceed with or 
pass. And I fail to understand the ur-
gency of moving forward so fast that 
we don’t only make—that there is not 
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only a mistake that was made in the 
original bill, but there is also a mis-
take apparently that was made in the 
correcting resolution, and there seems 
to be some uncertainty about whether 
we are even talking about a change to 
this bill or a Virginia tribe bill or an 
unemployment definition. 

And again, I would fully understand 
that if this was an emergency situation 
that required this body to move for-
ward on behalf of our Nation. If this 
was a last-minute deal and something 
was expiring at midnight, we would 
need to immediately correct that and 
move forward. And I don’t think there 
would be any games from either side 
because that’s for the importance of 
the country. But that’s not the situa-
tion that we are facing here today. 

Now the American people, unfortu-
nately, have grown to expect ineffi-
ciency and ineffectiveness from the 
House of Representatives. But this set 
of errors, this comedy of errors here 
today, is really just icing on the cake. 

The Republicans have put together a 
partisan, omnibus bill that they later 
find out had a typo. Then there was an 
effort to correct the typo, an effort 
that our side was willing to allow to 
move forward after briefly discussing. 
And then inexplicably, the Republicans 
decided not to correct the mistake. 
And now it is unclear whether we are 
talking about a tribal recognition bill 
or a nonexistent bill, a bill that has 
not been introduced. If there is no H. 
Res. 783, we are referencing a non-
existent bill, unless it references H.R. 
783 from a previous session. But in any 
event, these matters need to be cor-
rected before we can proceed in any 
manner. This is an example of how the 
House of Representatives is run of late. 

There are many bipartisan, job-cre-
ating ideas that we can take up and we 
should take up on behalf of the coun-
try. 

Instead, we have a partisan approach 
that lacks bipartisan support, an inno-
cent error made in the bill, another in-
nocent error made in correcting the 
error to the bill. And that leaves us in 
a quandary, frankly, because we are 
discussing a fix to a nonexistent bill 
that it is hard to debate or talk about 
because how can one be for or against 
a change to a nonexistent bill. And 
that puts all of us in a very difficult 
situation. 

I’m sure, Mr. Speaker, the American 
public, even more so, the dismay that 
they show at this Congress, is only 
doubled and tripled, just throwing up 
their arms and saying, How are you 
even talking about a bill that makes 
reference to and changes a nonexistent 
bill which may or may not be a Vir-
ginia tribal bill, an underlying bill that 
is a partisan bill that confuses employ-
ment with unemployment? 

So that’s where we are, Mr. Speaker. 
We’ll get through this together. We’ll 
move forward as a country, but we can 
do better. 

I reserve the balance of my time. 
Ms. FOXX. Mr. Speaker, I just have 

to point out to my colleague across the 

aisle that he has added a whole act to 
this comedy of errors, a whole act. 

I know that my colleague in his ori-
entation must have learned the dif-
ference between bills and resolutions. 
Even though our staff attempted to 
help him and his staff understand this 
and save an embarrassment, we are not 
dealing with a House bill; we’re dealing 
with House Resolution 783, which my 
colleague said does not exist. It is a 
resolution, House resolution. That is 
different, Mr. Speaker, from a House 
bill, which is an H.R., has an H.R. num-
ber. So, unfortunately, again my col-
league has compounded the situation. 

Mr. Speaker, I would like to take my 
colleague’s offer—I hope he will fulfill 
his comment that they won’t object to 
our getting this matter straight and 
moving on this morning so that we can 
get to the other business of the House. 
And with that, I reserve the balance of 
my time. 

Mr. POLIS. Prior to yielding to the 
gentlelady from Connecticut, I just 
want to the ask the gentlelady from 
North Carolina, what is House Resolu-
tion 783? We’re having trouble locating 
it. 

I yield to the gentlelady. 
Ms. FOXX. That does not exist, Mr. 

Speaker. 
Mr. POLIS. Reclaiming my time, 

again, in the absence of an actual 
House Resolution 783, I thought per-
haps it was an erroneous reference to 
H.R. 783. Again, it is unclear what we 
are debating, but I know that we have 
somebody here who wants to debate an 
important topic that is critical to the 
country. 

I am happy to yield 3 minutes to the 
gentlewoman from Connecticut (Ms. 
DELAURO). 

Ms. DELAURO. Mr. Speaker, instead 
of debating whether we are going to 
have a resolution to fix a resolution or 
a resolution to fix a bill, what I want 
to urge is that what we do, that this 
House take up the middle class tax re-
lief package that the Senate passed 
yesterday. So I rise to urge the House 
majority to bring to the floor the mid-
dle class tax cut that was passed in the 
Senate yesterday. 

Let me just take a quote from The 
Washington Post yesterday, the head-
line: ‘‘Republicans want to raise taxes 
on the poor. Why?’’ 

The tax cut plan passed yesterday by 
the Democrats in the Senate and sup-
ported by the President would provide 
tax cuts to 98 percent of Americans and 
97 percent of small businesses in this 
country. Failure to pass this bill would 
mean 114 million middle class families 
would see their taxes increase, includ-
ing 1.4 million in my State of Con-
necticut. 

Yet, the House majority appears in-
tent on holding these middle class tax 
cuts hostage to further tax cuts for the 
wealthiest people in this Nation. In 
fact, the House majority’s reverse 
Robin Hood tax plan, which failed in 
the Senate yesterday, would raise 
taxes on middle class and working fam-

ilies in order to pay for even more 
breaks for the wealthiest Americans. 

The majority’s tax plan is uncon-
scionable. In order to pay for an over 
$160,000 tax break for millionaires, it 
would allow tax cuts to expire for 13 
million working families and raise 
taxes on the most vulnerable house-
holds in America. 

The Republican proposal would sig-
nificantly weaken the child tax credit, 
leaving nearly 9 million families to 
lose an average of $854, with a family 
with one full-time minimum wage 
earner and two children seeing their 
credit drop far more drastically, from 
$1,812 to $267. As a result, the families 
of 2 million children would be pushed 
back into poverty. 

In addition, the Republican proposal 
would weaken the earned income tax 
credit, which supports low-income 
working families. This credit kept 8.3 
million people out of poverty last year. 
The proposal would also prevent mil-
lions of families from getting help to 
pay for college through the American 
Opportunity Tax Credit. And all to pay 
for more tax breaks for the wealthiest 
families in this country. 

This tax plan reveals the true colors 
of this House majority. They say they 
do not want to raise taxes on Ameri-
cans in this economy, but their actions 
here speak louder than their rhetoric. 

Again, a quote from an article yes-
terday in The New York Times: 

Senate Republicans will press this week to 
extend tax cuts for affluent families sched-
uled to expire January 1, but the same Re-
publican tax plan would allow a series of tax 
cuts for the working poor and the middle 
class to end next year. 

b 1030 

The SPEAKER pro tempore. The 
time of the gentlewoman has expired. 

Mr. POLIS. I yield the gentlewoman 
an additional 30 seconds. 

Ms. DELAURO. There is a better way 
forward. Let’s take up the bill that was 
passed by the Senate, a bill that pro-
vides continued tax relief for the vast 
majority of American families. Let’s 
not hurt working class families with 
children who are struggling to get by 
in order to support tax breaks for the 
wealthiest few. Let’s have this House 
majority bring up the Senate-passed 
middle class tax plan. Support tax re-
lief for middle class and working fami-
lies, and I thank the gentleman. 

Ms. FOXX. Mr. Speaker, I would like 
to inquire of my colleague if he be-
lieves that his side, in keeping with the 
theme of Shakespeare, has extracted 
their pound of flesh this morning? If so, 
we are ready to close. 

Mr. POLIS. We have one remaining 
speaker. 

Ms. FOXX. I will reserve the balance 
of my time. 

Mr. POLIS. Mr. Speaker, I ask unani-
mous consent to insert the text of the 
amendment in the RECORD, along with 
extraneous material, immediately 
prior to the vote on the previous ques-
tion. 
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The SPEAKER pro tempore. Is there 

objection to the request of the gen-
tleman from Colorado? 

There was no objection. 
Mr. POLIS. If we defeat the previous 

question, I will offer an amendment to 
the rule to make in order an amend-
ment which proposes that Congress 
will not adjourn until the President 
signs middle class tax cuts into law. 

With that, I would like to yield 3 
minutes to the gentleman from New 
York (Mr. TONKO). 

Mr. TONKO. Mr. Speaker, I thank 
the gentleman from Colorado for yield-
ing time. 

I would hope that the order of busi-
ness on this floor is guided by prior-
ities, the most essential priorities that 
are calling for this body to respond to 
the people of this great Nation, and in 
these difficult economic times to do it 
with a degree of urgency. But what is 
our order of business here today on the 
floor? Fixing a typo. That’s what we’re 
doing here this morning. We’re fixing a 
typo in an election-year driven, politi-
cally motivated bill. But we are really 
wasting time and playing games. You 
see, our families and businesses are 
calling out for compromise, for con-
fidence and for certainty. And this 
body has utterly failed to answer that 
call. 

Just yesterday, the other Chamber 
passed a bill to guarantee the current 
tax rate for our middle class. If this 
bill fails to pass, taxes will go up on 
nearly everyone in this country. 

But instead of passing the Senate 
bill, an extension of tax rates that 
nearly every single Member of this 
body supports, our order of business is 
an attempt to pass a rule on the under-
lying bill for a second time. Why? So 
that we can continue to hold the exten-
sion of middle class tax cuts hostage to 
enable the richest amongst us to get 
another Bush-era style tax handout. 

Make no mistake. There is but a sin-
gle roadblock in the way for the middle 
class right now—and that’s the major-
ity in this House. The other Chamber 
passed a bill. The President said he will 
sign that bill. And if just one of every 
10 Republicans in this body stands with 
our side of the aisle, we can ensure cer-
tainty and confidence for our middle 
class. 

Instead, it looks like we are heading 
down the road of yet another manufac-
tured crisis. From government shut-
downs to debt ceiling debacles to high-
way bill holdups, this body has consist-
ently fallen short over the past year 
and a half. 

So let’s quit these games on the un-
derlying bill. This is about more than a 
typo. It’s about priorities, and it’s 
about values. And right now, we must 
prioritize middle class tax cuts and 
provide the certainty and predict-
ability that our American families so 
desperately deserve and need. 

Ms. FOXX. I will continue to reserve, 
Mr. Speaker, the balance of my time. 

Mr. POLIS. I yield myself such time 
as I may consume. 

Mr. Speaker, I didn’t like this under-
lying bill in its original form. I voted 
against several components of it on Ju-
diciary Committee, and it’s a lost op-
portunity because there was real op-
portunity to do bipartisan regulatory 
reform. Both parties agree with 
streamlining government processes, re-
ducing red tape, and helping important 
projects move forward, but that was 
the path not taken. 

Unfortunately, this body is moving 
forward in a different way now. With 
the underlying flaw in the bill, I would 
imagine it would have very little sup-
port from either side of the aisle— 
namely, prohibiting agencies from pro-
mulgating regulation until employ-
ment reached, or unemployment, 
reached 94 percent, which is nonsen-
sical. But even this new bill now, this 
correction to the bill, which corrects a 
nonexistent House Resolution 783, 
which, it has been indicated, needs to 
be changed. And there was an effort to 
do that, which was inexplicably with-
drawn. No one from my party indicated 
that they planned to object; they sim-
ply reserved the right to object and 
find out what exactly was going on. 

We have found out what is going on. 
Apparently, the Republicans need to 
change the resolution that is ref-
erenced in H. Res. 741. And I hope they 
do so. At the very least, then, this bill, 
while bad policy, will not be nonsen-
sical as it is now, referencing a non-
existent bill. But consideration of all of 
this is the equivalent of fiddling while 
Rome burns. 

Consideration of this rule and this 
bill and the change to the bill and the 
change to the rule that changed the 
bill is all a major time sink while the 
country has real needs, like a middle 
class tax cut, like investing in infra-
structure and like creating jobs. 

The only thing preventing tax cuts 
for 98 percent of Americans and 97 per-
cent of small businesses from going 
into effect now is this House of Rep-
resentatives. We should not hold these 
tax cuts hostage to a change to a bill 
and a change to a rule that changes a 
bill that doesn’t exist. No—a change to 
a rule to a bill. Well, that’s where we 
are today in the U.S. House of Rep-
resentatives, Mr. Speaker. Frankly, 
Mr. Speaker, this country deserves bet-
ter. I cannot support this wasteful rule 
or bill. 

I urge a ‘‘no’’ vote on the rule and 
the underlying bill, and I yield back 
the balance of my time. 

Ms. FOXX. Mr. Speaker, I yield my-
self the balance of my time. 

We’re faced here today with trying to 
correct a couple of very minor errors 
that have occurred. But my colleague 
wants us to violate the Constitution by 
bringing forth a bill from the Senate 
which the Constitution clearly says is 
the responsibility of the House, and 
legislation related to taxes must begin 
in the House, so I find it a little unset-
tling that our colleagues have urged us 
to take up a bill that they know would 
violate the Constitution. All we’re 

dealing with here are, again, some very 
minor clerical errors. 

Mistakes happen. As silly and as em-
barrassing they are, but adults take re-
sponsibility for their mistakes, and 
that’s what we’re doing here. At the 
end of the day, we’ll still pass a bill to 
cut down on a bloated bureaucracy and 
to allow small businesses to flourish. 

AMENDMENT OFFERED BY MS. FOXX 
Ms. FOXX. With that, Mr. Speaker, I 

move to amend the resolution with the 
amendment I have placed at the desk. 

The SPEAKER pro tempore. The 
Clerk will report the amendment. 

The Clerk read as follows: 
Page 1, line 5, strike ‘‘783’’ and insert 

‘‘738’’. 

The material previously referred to 
by Mr. POLIS is as follows: 

AN AMENDMENT TO H. RES. 741 OFFERED BY 
MR. POLIS OF COLORADO 

At the end, add the following new sections: 
SEC. 2. It shall not be in order to consider 

a concurrent resolution providing for ad-
journment or adjournment sine die unless 
the House has been notified that the Presi-
dent has signed a bill to extend for one year 
certain expired or expiring tax provisions 
that apply to middle-income taxpayers with 
income below $250,000 for married couples fil-
ing jointly, and below $200,000 for single fil-
ers, including, but not limited to, marginal 
rate reductions, capital gains and dividend 
rate preferences, alternative minimum tax 
relief, marriage penalty relief, and expanded 
tax relief for working families with children 
and college students. 

SEC. 3. Following consideration of the 
amendments printed in part B of House Re-
port 112–616 pursuant to House Resolution 
738, there shall be pending in the Committee 
of the Whole an amendment described in sec-
tion 4 as though it were printed as the last 
amendment in such part. That amendment 
shall be debatable for one hour equally di-
vided and controlled by a proponent and an 
opponent. 

SEC. 4. The amendment referred to in sec-
tion 3 is an amendment proposing to add at 
the end of H.R. 4078 the text of S. 3412 as ap-
proved by the Senate on July 25, 2012. 

(The information contained herein was 
provided by the Republican Minority on mul-
tiple occasions throughout the 110th and 
111th Congresses.) 
THE VOTE ON THE PREVIOUS QUESTION: WHAT 

IT REALLY MEANS 
This vote, the vote on whether to order the 

previous question on a special rule, is not 
merely a procedural vote. A vote against or-
dering the previous question is a vote 
against the Republican majority agenda and 
a vote to allow the opposition, at least for 
the moment, to offer an alternative plan. It 
is a vote about what the House should be de-
bating. 

Mr. Clarence Cannon’s Precedents of the 
House of Representatives (VI, 308–311), de-
scribes the vote on the previous question on 
the rule as ‘‘a motion to direct or control the 
consideration of the subject before the House 
being made by the Member in charge.’’ To 
defeat the previous question is to give the 
opposition a chance to decide the subject be-
fore the House. Cannon cites the Speaker’s 
ruling of January 13, 1920, to the effect that 
‘‘the refusal of the House to sustain the de-
mand for the previous question passes the 
control of the resolution to the opposition’’ 
in order to offer an amendment. On March 
15, 1909, a member of the majority party of-
fered a rule resolution. The House defeated 
the previous question and a member of the 
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opposition rose to a parliamentary inquiry, 
asking who was entitled to recognition. 
Speaker Joseph G. Cannon (R-Illinois) said: 
‘‘The previous question having been refused, 
the gentleman from New York, Mr. Fitz-
gerald, who had asked the gentleman to 
yield to him for an amendment, is entitled to 
the first recognition.’’ 

Because the vote today may look bad for 
the Republican majority they will say ‘‘the 
vote on the previous question is simply a 
vote on whether to proceed to an immediate 
vote on adopting the resolution . . . . [and] 
has no substantive legislative or policy im-
plications whatsoever.’’ But that is not what 
they have always said. Listen to the Repub-
lican Leadership Manual on the Legislative 
Process in the United States House of Rep-
resentatives, (6th edition, page 135). Here’s 
how the Republicans describe the previous 
question vote in their own manual: ‘‘Al-
though it is generally not possible to amend 
the rule because the majority Member con-
trolling the time will not yield for the pur-
pose of offering an amendment, the same re-
sult may be achieved by voting down the pre-
vious question on the rule . . . . When the 
motion for the previous question is defeated, 
control of the time passes to the Member 
who led the opposition to ordering the pre-
vious question. That Member, because he 
then controls the time, may offer an amend-
ment to the rule, or yield for the purpose of 
amendment.’’ 

In Deschler’s Procedure in the U.S. House 
of Representatives, the subchapter titled 
‘‘Amending Special Rules’’ states: ‘‘a refusal 
to order the previous question on such a rule 
[a special rule reported from the Committee 
on Rules] opens the resolution to amend-
ment and further debate.’’ (Chapter 21, sec-
tion 21.2) Section 21.3 continues: ‘‘Upon re-
jection of the motion for the previous ques-
tion on a resolution reported from the Com-
mittee on Rules, control shifts to the Mem-
ber leading the opposition to the previous 
question, who may offer a proper amendment 
or motion and who controls the time for de-
bate thereon.’’ 

Clearly, the vote on the previous question 
on a rule does have substantive policy impli-
cations. It is one of the only available tools 
for those who oppose the Republican major-
ity’s agenda and allows those with alter-
native views the opportunity to offer an al-
ternative plan. 

Ms. FOXX. Mr. Speaker, I yield back 
the balance of my time, and I move the 
previous question on the amendment 
and on the resolution. 

The SPEAKER pro tempore. The 
question is on ordering the previous 
question on the amendment and on the 
resolution. 

The question was taken; and the 
Speaker pro tempore announced that 
the ayes appeared to have it. 

Mr. POLIS. Mr. Speaker, on that I 
demand the yeas and nays. 

The yeas and nays were ordered. 
The SPEAKER pro tempore. Pursu-

ant to clause 9 of rule XX, the Chair 
will reduce to 5 minutes the minimum 
time for any electronic vote on the 
question of adoption of the amendment 
and adoption of the resolution. 

The vote was taken by electronic de-
vice, and there were—yeas 235, nays 
183, not voting 13, as follows: 

[Roll No. 519] 

YEAS—235 

Adams 
Aderholt 

Alexander 
Amash 

Amodei 
Austria 

Bachmann 
Bachus 
Barletta 
Bartlett 
Barton (TX) 
Bass (NH) 
Benishek 
Berg 
Biggert 
Bilbray 
Bilirakis 
Black 
Blackburn 
Bonner 
Bono Mack 
Boren 
Boustany 
Brady (TX) 
Brooks 
Broun (GA) 
Buchanan 
Bucshon 
Buerkle 
Burgess 
Burton (IN) 
Calvert 
Camp 
Campbell 
Canseco 
Cantor 
Capito 
Carter 
Cassidy 
Chabot 
Chaffetz 
Coble 
Coffman (CO) 
Cole 
Conaway 
Cravaack 
Crawford 
Crenshaw 
Davis (KY) 
Denham 
Dent 
DesJarlais 
Diaz-Balart 
Dold 
Dreier 
Duffy 
Duncan (SC) 
Duncan (TN) 
Ellmers 
Emerson 
Farenthold 
Fincher 
Fitzpatrick 
Flake 
Fleischmann 
Fleming 
Flores 
Forbes 
Foxx 
Franks (AZ) 
Gallegly 
Gardner 
Gerlach 
Gibbs 
Gibson 
Gingrey (GA) 
Gohmert 
Goodlatte 
Gosar 
Gowdy 
Granger 
Graves (GA) 
Graves (MO) 

Griffin (AR) 
Griffith (VA) 
Grimm 
Guinta 
Guthrie 
Hall 
Hanna 
Harper 
Harris 
Hartzler 
Hastings (WA) 
Hayworth 
Heck 
Hensarling 
Herger 
Herrera Beutler 
Huelskamp 
Huizenga (MI) 
Hultgren 
Hunter 
Hurt 
Issa 
Jenkins 
Johnson (IL) 
Johnson (OH) 
Johnson, Sam 
Jones 
Jordan 
Kelly 
King (IA) 
King (NY) 
Kingston 
Kinzinger (IL) 
Kline 
Labrador 
Lamborn 
Lance 
Landry 
Lankford 
Latham 
LaTourette 
Latta 
Lewis (CA) 
LoBiondo 
Long 
Lucas 
Luetkemeyer 
Lummis 
Lungren, Daniel 

E. 
Mack 
Manzullo 
Marchant 
Marino 
Matheson 
McCarthy (CA) 
McCaul 
McClintock 
McHenry 
McKinley 
McMorris 

Rodgers 
Meehan 
Mica 
Miller (FL) 
Miller (MI) 
Miller, Gary 
Mulvaney 
Murphy (PA) 
Myrick 
Neugebauer 
Noem 
Nugent 
Nunes 
Nunnelee 
Olson 
Palazzo 

Paul 
Paulsen 
Pearce 
Pence 
Petri 
Pitts 
Platts 
Poe (TX) 
Pompeo 
Posey 
Price (GA) 
Quayle 
Reed 
Rehberg 
Reichert 
Renacci 
Ribble 
Rigell 
Rivera 
Roby 
Roe (TN) 
Rogers (AL) 
Rogers (KY) 
Rogers (MI) 
Rohrabacher 
Rokita 
Rooney 
Ros-Lehtinen 
Roskam 
Ross (FL) 
Royce 
Runyan 
Ryan (WI) 
Scalise 
Schilling 
Schmidt 
Schock 
Schweikert 
Scott (SC) 
Scott, Austin 
Sensenbrenner 
Sessions 
Shimkus 
Shuler 
Shuster 
Simpson 
Smith (NE) 
Smith (NJ) 
Smith (TX) 
Southerland 
Stearns 
Stutzman 
Sullivan 
Terry 
Thompson (PA) 
Thornberry 
Tiberi 
Tipton 
Turner (NY) 
Turner (OH) 
Upton 
Walberg 
Walden 
Walsh (IL) 
Webster 
West 
Westmoreland 
Whitfield 
Wilson (SC) 
Wittman 
Wolf 
Womack 
Woodall 
Yoder 
Young (AK) 
Young (FL) 
Young (IN) 

NAYS—183 

Altmire 
Andrews 
Baca 
Baldwin 
Barber 
Barrow 
Bass (CA) 
Becerra 
Berkley 
Berman 
Bishop (GA) 
Bishop (NY) 
Blumenauer 
Bonamici 
Boswell 
Brady (PA) 
Braley (IA) 
Brown (FL) 
Butterfield 
Capps 

Capuano 
Carnahan 
Carney 
Carson (IN) 
Castor (FL) 
Chandler 
Chu 
Cicilline 
Clarke (MI) 
Clarke (NY) 
Clay 
Cleaver 
Clyburn 
Cohen 
Connolly (VA) 
Conyers 
Cooper 
Costa 
Costello 
Courtney 

Critz 
Crowley 
Cuellar 
Cummings 
Davis (CA) 
Davis (IL) 
DeFazio 
DeGette 
DeLauro 
Deutch 
Dicks 
Dingell 
Doggett 
Donnelly (IN) 
Doyle 
Edwards 
Ellison 
Engel 
Eshoo 
Farr 

Fattah 
Filner 
Frank (MA) 
Frelinghuysen 
Fudge 
Garamendi 
Gonzalez 
Green, Al 
Green, Gene 
Grijalva 
Gutierrez 
Hahn 
Hanabusa 
Hastings (FL) 
Heinrich 
Higgins 
Himes 
Hinchey 
Hinojosa 
Hochul 
Holden 
Holt 
Honda 
Hoyer 
Israel 
Johnson (GA) 
Johnson, E. B. 
Kaptur 
Kildee 
Kind 
Kissell 
Kucinich 
Langevin 
Larsen (WA) 
Larson (CT) 
Lee (CA) 
Levin 
Lewis (GA) 
Lipinski 
Loebsack 
Lofgren, Zoe 
Lowey 

Luján 
Lynch 
Maloney 
Markey 
Matsui 
McCarthy (NY) 
McCollum 
McDermott 
McGovern 
McIntyre 
McKeon 
McNerney 
Michaud 
Miller (NC) 
Miller, George 
Moore 
Moran 
Murphy (CT) 
Nadler 
Napolitano 
Neal 
Olver 
Owens 
Pallone 
Pascrell 
Pastor (AZ) 
Pelosi 
Perlmutter 
Peters 
Peterson 
Pingree (ME) 
Polis 
Price (NC) 
Quigley 
Rahall 
Rangel 
Reyes 
Richardson 
Richmond 
Ross (AR) 
Rothman (NJ) 
Roybal-Allard 

Ruppersberger 
Rush 
Ryan (OH) 
Sánchez, Linda 

T. 
Sanchez, Loretta 
Sarbanes 
Schakowsky 
Schiff 
Schrader 
Schwartz 
Scott (VA) 
Scott, David 
Serrano 
Sewell 
Sherman 
Sires 
Slaughter 
Smith (WA) 
Speier 
Stark 
Sutton 
Thompson (CA) 
Thompson (MS) 
Tierney 
Tonko 
Towns 
Tsongas 
Van Hollen 
Velázquez 
Visclosky 
Walz (MN) 
Wasserman 

Schultz 
Waters 
Watt 
Waxman 
Welch 
Wilson (FL) 
Woolsey 
Yarmuth 

NOT VOTING—13 

Ackerman 
Akin 
Bishop (UT) 
Cardoza 
Culberson 

Fortenberry 
Garrett 
Hirono 
Jackson (IL) 

Jackson Lee 
(TX) 

Keating 
Meeks 
Stivers 

b 1104 

Ms. MCCOLLUM and Ms. WOOLSEY 
changed their vote from ‘‘yea’’ to 
‘‘nay.’’ 

Messrs. HUELSKAMP, GRIFFIN of 
Arkansas, DREIER, LUETKEMEYER, 
NUNNELEE, Mrs. EMERSON, and Mr. 
KING of Iowa changed their vote from 
‘‘nay’’ to ‘‘yea.’’ 

So the previous question was ordered. 
The result of the vote was announced 

as above recorded. 
The SPEAKER pro tempore. The 

question is on the amendment. 
The amendment was agreed to. 
The SPEAKER pro tempore. The 

question is on the resolution, as 
amended. 

The resolution, as amended, was 
agreed to. 

A motion to reconsider was laid on 
the table. 

The SPEAKER pro tempore. Pursu-
ant to House Resolution 738 and rule 
XVIII, the Chair declares the House in 
the Committee of the Whole House on 
the state of the Union for the further 
consideration of the bill, H.R. 4078. 

Will the gentleman from Idaho (Mr. 
SIMPSON) kindly take the chair. 

b 1106 

IN THE COMMITTEE OF THE WHOLE 
Accordingly, the House resolved 

itself into the Committee of the Whole 
House on the state of the Union for the 
further consideration of the bill (H.R. 
4078) to provide that no agency may 
take any significant regulatory action 
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CONGRESSIONAL RECORD — HOUSEH5308 July 26, 2012 
until the unemployment rate is equal 
to or less than 6.0 percent, with Mr. 
SIMPSON (Acting Chair) in the chair. 

The Clerk read the title of the bill. 
The Acting CHAIR. When the Com-

mittee of the Whole rose on Wednes-
day, July 25, 2012, a request for a re-
corded vote on amendment No. 25 
printed in part B of House Report 112– 
616 by the gentleman from Florida (Mr. 
POSEY) had been postponed. 

Pursuant to clause 6 of rule XVIII, 
proceedings will now resume on those 
amendments printed in part B of House 
Report 112–616 on which further pro-
ceedings were postponed, in the fol-
lowing order: 

Amendment No. 6 by Mr. WATT of 
North Carolina. 

Amendment No. 7 by Mr. LOEBSACK of 
Iowa. 

Amendment No. 8 by Ms. RICHARDSON 
of California. 

Amendment No. 9 by Ms. RICHARDSON 
of California. 

Amendment No. 10 by Mr. CONNOLLY 
of Virginia. 

Amendment No. 11 by Mr. POSEY of 
Florida. 

Amendment No. 12 by Mr. NADLER of 
New York. 

Amendment No. 13 by Mr. MCKINLEY 
of West Virginia. 

Amendment No. 15 by Mr. GEORGE 
MILLER of California. 

Amendment No. 16 by Ms. WOOLSEY 
of California. 

Amendment No. 18 by Ms. WATERS of 
California. 

Amendment No. 19 by Mr. 
FITZPATRICK of Pennsylvania. 

Amendment No. 20 by Mr. POSEY of 
Florida. 

Amendment No. 21 by Mrs. MALONEY 
of New York. 

Amendment No. 25 by Mr. POSEY of 
Florida. 

The Chair will reduce to 2 minutes 
the minimum time for any electronic 
vote after the first vote in this series. 

AMENDMENT NO. 6 OFFERED BY MR. WATT 

The Acting CHAIR. The unfinished 
business is the demand for a recorded 
vote on the amendment offered by the 
gentleman from North Carolina (Mr. 
WATT) on which further proceedings 
were postponed and on which the noes 
prevailed by voice vote. 

The Clerk will redesignate the 
amendment. 

The Clerk redesignated the amend-
ment. 

RECORDED VOTE 

The Acting CHAIR. A recorded vote 
has been demanded. 

A recorded vote was ordered. 
The vote was taken by electronic de-

vice, and there were—ayes 177, noes 244, 
not voting 10, as follows: 

[Roll No. 520] 

AYES—177 

Altmire 
Andrews 
Baca 
Baldwin 
Barber 
Bass (CA) 
Becerra 

Berkley 
Berman 
Bishop (GA) 
Bishop (NY) 
Blumenauer 
Bonamici 
Boswell 

Brady (PA) 
Braley (IA) 
Brown (FL) 
Butterfield 
Capps 
Capuano 
Carnahan 

Carney 
Carson (IN) 
Castor (FL) 
Chandler 
Chu 
Cicilline 
Clarke (MI) 
Clarke (NY) 
Clay 
Cleaver 
Clyburn 
Cohen 
Connolly (VA) 
Conyers 
Cooper 
Costa 
Costello 
Courtney 
Critz 
Crowley 
Cuellar 
Cummings 
Davis (CA) 
Davis (IL) 
DeFazio 
DeGette 
DeLauro 
Deutch 
Dicks 
Dingell 
Doggett 
Donnelly (IN) 
Doyle 
Edwards 
Ellison 
Engel 
Eshoo 
Farr 
Fattah 
Filner 
Frank (MA) 
Fudge 
Garamendi 
Gonzalez 
Green, Al 
Green, Gene 
Grijalva 
Gutierrez 
Hahn 
Hanabusa 
Hastings (FL) 
Heinrich 
Higgins 

Himes 
Hinchey 
Hinojosa 
Hochul 
Holden 
Holt 
Honda 
Hoyer 
Israel 
Johnson (GA) 
Johnson, E. B. 
Kaptur 
Keating 
Kildee 
Kind 
Kissell 
Langevin 
Larsen (WA) 
Larson (CT) 
Lee (CA) 
Levin 
Lewis (GA) 
Lipinski 
Loebsack 
Lofgren, Zoe 
Lowey 
Luján 
Lynch 
Maloney 
Markey 
Matsui 
McCarthy (NY) 
McCollum 
McDermott 
McGovern 
McIntyre 
McNerney 
Michaud 
Miller (NC) 
Miller, George 
Moore 
Moran 
Nadler 
Napolitano 
Neal 
Olver 
Owens 
Pallone 
Pascrell 
Pastor (AZ) 
Pelosi 
Perlmutter 
Peters 

Pingree (ME) 
Polis 
Price (NC) 
Quigley 
Rangel 
Reyes 
Richardson 
Richmond 
Rothman (NJ) 
Roybal-Allard 
Ruppersberger 
Rush 
Ryan (OH) 
Sánchez, Linda 

T. 
Sanchez, Loretta 
Sarbanes 
Schakowsky 
Schiff 
Schrader 
Schwartz 
Scott (VA) 
Scott, David 
Serrano 
Sewell 
Sherman 
Shuler 
Sires 
Slaughter 
Smith (WA) 
Speier 
Stark 
Sutton 
Thompson (CA) 
Thompson (MS) 
Tierney 
Tonko 
Towns 
Tsongas 
Van Hollen 
Velázquez 
Visclosky 
Walz (MN) 
Wasserman 

Schultz 
Waters 
Watt 
Waxman 
Welch 
Wilson (FL) 
Woolsey 
Yarmuth 

NOES—244 

Adams 
Aderholt 
Alexander 
Amash 
Amodei 
Austria 
Bachmann 
Bachus 
Barletta 
Barrow 
Bartlett 
Barton (TX) 
Bass (NH) 
Benishek 
Berg 
Biggert 
Bilbray 
Bilirakis 
Bishop (UT) 
Black 
Blackburn 
Bonner 
Bono Mack 
Boren 
Boustany 
Brady (TX) 
Brooks 
Broun (GA) 
Buchanan 
Bucshon 
Buerkle 
Burgess 
Burton (IN) 
Calvert 
Camp 
Campbell 
Canseco 
Cantor 
Capito 
Carter 
Cassidy 
Chabot 
Chaffetz 
Coble 

Coffman (CO) 
Cole 
Conaway 
Cravaack 
Crawford 
Crenshaw 
Davis (KY) 
Denham 
Dent 
DesJarlais 
Diaz-Balart 
Dold 
Dreier 
Duffy 
Duncan (SC) 
Duncan (TN) 
Ellmers 
Emerson 
Farenthold 
Fincher 
Fitzpatrick 
Flake 
Fleischmann 
Fleming 
Flores 
Forbes 
Fortenberry 
Foxx 
Franks (AZ) 
Frelinghuysen 
Gallegly 
Gardner 
Garrett 
Gerlach 
Gibbs 
Gibson 
Gingrey (GA) 
Gohmert 
Goodlatte 
Gosar 
Gowdy 
Granger 
Graves (GA) 
Graves (MO) 

Griffin (AR) 
Griffith (VA) 
Grimm 
Guinta 
Guthrie 
Hall 
Hanna 
Harper 
Harris 
Hartzler 
Hastings (WA) 
Hayworth 
Heck 
Hensarling 
Herger 
Herrera Beutler 
Huelskamp 
Huizenga (MI) 
Hultgren 
Hunter 
Hurt 
Issa 
Jenkins 
Johnson (IL) 
Johnson (OH) 
Johnson, Sam 
Jones 
Jordan 
Kelly 
King (IA) 
King (NY) 
Kingston 
Kinzinger (IL) 
Kline 
Kucinich 
Labrador 
Lamborn 
Lance 
Landry 
Lankford 
Latham 
LaTourette 
Latta 
Lewis (CA) 

LoBiondo 
Long 
Lucas 
Luetkemeyer 
Lummis 
Lungren, Daniel 

E. 
Mack 
Manzullo 
Marchant 
Marino 
Matheson 
McCarthy (CA) 
McCaul 
McClintock 
McHenry 
McKeon 
McKinley 
McMorris 

Rodgers 
Meehan 
Mica 
Miller (FL) 
Miller (MI) 
Miller, Gary 
Mulvaney 
Murphy (PA) 
Myrick 
Neugebauer 
Noem 
Nugent 
Nunes 
Nunnelee 
Olson 
Palazzo 
Paul 
Paulsen 
Pearce 

Pence 
Peterson 
Petri 
Pitts 
Platts 
Poe (TX) 
Pompeo 
Posey 
Price (GA) 
Quayle 
Rahall 
Reed 
Rehberg 
Reichert 
Renacci 
Ribble 
Rigell 
Rivera 
Roby 
Roe (TN) 
Rogers (AL) 
Rogers (KY) 
Rogers (MI) 
Rohrabacher 
Rokita 
Rooney 
Ros-Lehtinen 
Roskam 
Ross (AR) 
Ross (FL) 
Royce 
Runyan 
Ryan (WI) 
Scalise 
Schilling 
Schmidt 
Schock 
Schweikert 

Scott (SC) 
Scott, Austin 
Sensenbrenner 
Sessions 
Shimkus 
Shuster 
Simpson 
Smith (NE) 
Smith (NJ) 
Smith (TX) 
Southerland 
Stearns 
Stutzman 
Sullivan 
Terry 
Thompson (PA) 
Thornberry 
Tiberi 
Tipton 
Turner (NY) 
Turner (OH) 
Upton 
Walberg 
Walden 
Walsh (IL) 
Webster 
West 
Westmoreland 
Whitfield 
Wilson (SC) 
Wittman 
Wolf 
Womack 
Woodall 
Yoder 
Young (AK) 
Young (FL) 
Young (IN) 

NOT VOTING—10 

Ackerman 
Akin 
Cardoza 
Culberson 

Hirono 
Jackson (IL) 
Jackson Lee 

(TX) 

Meeks 
Murphy (CT) 
Stivers 

ANNOUNCEMENT BY THE ACTING CHAIR 

The Acting CHAIR (during the vote). 
There are 2 minutes remaining. 

b 1123 

Mr. SHULER changed his vote from 
‘‘no’’ to ‘‘aye.’’ 

So the amendment was rejected. 
The result of the vote was announced 

as above recorded. 
AMENDMENT NO. 7 OFFERED BY MR. LOEBSACK 

The Acting CHAIR. The unfinished 
business is the demand for a recorded 
vote on the amendment offered by the 
gentleman from Iowa (Mr. LOEBSACK) 
on which further proceedings were 
postponed and on which the noes pre-
vailed by voice vote. 

The Clerk will redesignate the 
amendment. 

The Clerk redesignated the amend-
ment. 

RECORDED VOTE 

The Acting CHAIR. A recorded vote 
has been demanded. 

A recorded vote was ordered. 
The Acting CHAIR. This will be a 2- 

minute vote. 
The vote was taken by electronic de-

vice, and there were—ayes 177, noes 238, 
not voting 16, as follows: 

[Roll No. 521] 

AYES—177 

Altmire 
Andrews 
Baca 
Baldwin 
Barber 
Bass (CA) 
Becerra 
Berkley 
Berman 
Bishop (NY) 
Blumenauer 

Bonamici 
Boswell 
Brady (PA) 
Braley (IA) 
Brown (FL) 
Butterfield 
Capps 
Capuano 
Carnahan 
Carney 
Carson (IN) 

Castor (FL) 
Chandler 
Chu 
Cicilline 
Clarke (MI) 
Clarke (NY) 
Clay 
Cleaver 
Clyburn 
Cohen 
Connolly (VA) 
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Conyers 
Cooper 
Costa 
Costello 
Courtney 
Critz 
Crowley 
Cuellar 
Cummings 
Davis (CA) 
Davis (IL) 
DeFazio 
DeGette 
DeLauro 
Deutch 
Dicks 
Dingell 
Doggett 
Donnelly (IN) 
Doyle 
Edwards 
Ellison 
Engel 
Eshoo 
Farr 
Fattah 
Filner 
Frank (MA) 
Fudge 
Garamendi 
Gibson 
Gonzalez 
Green, Al 
Green, Gene 
Grijalva 
Gutierrez 
Hahn 
Hanabusa 
Hastings (FL) 
Heinrich 
Higgins 
Himes 
Hinchey 
Hinojosa 
Hochul 
Holden 
Holt 
Honda 
Hoyer 

Israel 
Johnson (GA) 
Johnson, E. B. 
Jones 
Kaptur 
Keating 
Kildee 
Kind 
Kissell 
Kucinich 
Langevin 
Larsen (WA) 
Larson (CT) 
Lee (CA) 
Levin 
Lewis (GA) 
Lipinski 
Loebsack 
Lofgren, Zoe 
Lowey 
Luján 
Lynch 
Maloney 
Markey 
Matsui 
McCarthy (NY) 
McCollum 
McDermott 
McGovern 
McNerney 
Michaud 
Miller (NC) 
Miller, George 
Moore 
Moran 
Nadler 
Napolitano 
Neal 
Olver 
Owens 
Pallone 
Pascrell 
Pastor (AZ) 
Pelosi 
Perlmutter 
Peters 
Pingree (ME) 
Polis 
Price (NC) 

Quigley 
Rahall 
Rangel 
Reyes 
Richardson 
Richmond 
Rothman (NJ) 
Roybal-Allard 
Ruppersberger 
Rush 
Ryan (OH) 
Sánchez, Linda 

T. 
Sanchez, Loretta 
Sarbanes 
Schakowsky 
Schiff 
Schrader 
Schwartz 
Scott (VA) 
Scott, David 
Serrano 
Sewell 
Sherman 
Sires 
Slaughter 
Stark 
Sutton 
Thompson (CA) 
Thompson (MS) 
Tierney 
Tipton 
Tonko 
Towns 
Tsongas 
Van Hollen 
Velázquez 
Visclosky 
Walz (MN) 
Wasserman 

Schultz 
Waters 
Watt 
Waxman 
Welch 
Wilson (FL) 
Woolsey 
Yarmuth 

NOES—238 

Adams 
Aderholt 
Alexander 
Amash 
Amodei 
Austria 
Bachmann 
Bachus 
Barletta 
Barrow 
Bartlett 
Barton (TX) 
Bass (NH) 
Benishek 
Berg 
Biggert 
Bilbray 
Bilirakis 
Bishop (UT) 
Black 
Blackburn 
Bonner 
Bono Mack 
Boren 
Boustany 
Brady (TX) 
Brooks 
Broun (GA) 
Buchanan 
Bucshon 
Buerkle 
Burgess 
Burton (IN) 
Calvert 
Camp 
Campbell 
Canseco 
Cantor 
Capito 
Carter 
Cassidy 
Chabot 
Chaffetz 
Coble 
Coffman (CO) 
Cole 
Conaway 
Cravaack 

Crawford 
Crenshaw 
Davis (KY) 
Denham 
Dent 
DesJarlais 
Diaz-Balart 
Dold 
Dreier 
Duffy 
Duncan (SC) 
Duncan (TN) 
Ellmers 
Emerson 
Farenthold 
Fincher 
Fitzpatrick 
Flake 
Fleischmann 
Fleming 
Flores 
Forbes 
Fortenberry 
Foxx 
Franks (AZ) 
Frelinghuysen 
Gallegly 
Gardner 
Garrett 
Gerlach 
Gibbs 
Gingrey (GA) 
Gohmert 
Goodlatte 
Gosar 
Gowdy 
Granger 
Graves (GA) 
Graves (MO) 
Griffin (AR) 
Griffith (VA) 
Grimm 
Guinta 
Guthrie 
Hall 
Hanna 
Harper 
Harris 

Hartzler 
Hastings (WA) 
Hayworth 
Heck 
Hensarling 
Herger 
Herrera Beutler 
Huelskamp 
Huizenga (MI) 
Hultgren 
Hunter 
Hurt 
Issa 
Jenkins 
Johnson (IL) 
Johnson (OH) 
Johnson, Sam 
Jordan 
Kelly 
King (IA) 
King (NY) 
Kingston 
Kinzinger (IL) 
Kline 
Labrador 
Lamborn 
Lance 
Landry 
Lankford 
Latham 
LaTourette 
Latta 
Lewis (CA) 
LoBiondo 
Long 
Lucas 
Luetkemeyer 
Lummis 
Lungren, Daniel 

E. 
Mack 
Manzullo 
Marchant 
Marino 
Matheson 
McCarthy (CA) 
McCaul 
McClintock 

McHenry 
McKeon 
McKinley 
McMorris 

Rodgers 
Meehan 
Mica 
Miller (FL) 
Miller (MI) 
Miller, Gary 
Mulvaney 
Murphy (PA) 
Myrick 
Neugebauer 
Noem 
Nugent 
Nunes 
Nunnelee 
Olson 
Palazzo 
Paul 
Paulsen 
Pearce 
Pence 
Peterson 
Petri 
Pitts 
Poe (TX) 
Pompeo 
Posey 
Price (GA) 
Quayle 

Reed 
Rehberg 
Reichert 
Renacci 
Ribble 
Rigell 
Rivera 
Roby 
Roe (TN) 
Rogers (AL) 
Rogers (KY) 
Rogers (MI) 
Rokita 
Rooney 
Ros-Lehtinen 
Roskam 
Ross (AR) 
Ross (FL) 
Royce 
Runyan 
Ryan (WI) 
Scalise 
Schilling 
Schmidt 
Schock 
Schweikert 
Scott (SC) 
Scott, Austin 
Sensenbrenner 
Sessions 
Shimkus 
Shuler 

Shuster 
Simpson 
Smith (NE) 
Smith (NJ) 
Smith (TX) 
Southerland 
Stearns 
Stutzman 
Sullivan 
Terry 
Thompson (PA) 
Thornberry 
Tiberi 
Turner (NY) 
Turner (OH) 
Upton 
Walberg 
Walden 
Walsh (IL) 
Webster 
West 
Westmoreland 
Whitfield 
Wilson (SC) 
Wittman 
Wolf 
Womack 
Woodall 
Yoder 
Young (AK) 
Young (FL) 
Young (IN) 

NOT VOTING—16 

Ackerman 
Akin 
Bishop (GA) 
Cardoza 
Culberson 
Hirono 

Jackson (IL) 
Jackson Lee 

(TX) 
McIntyre 
Meeks 
Murphy (CT) 

Platts 
Rohrabacher 
Smith (WA) 
Speier 
Stivers 

ANNOUNCEMENT BY THE ACTING CHAIR 

The Acting CHAIR (during the vote). 
There are 30 seconds remaining. 

b 1126 

So the amendment was rejected. 
The result of the vote was announced 

as above recorded. 
Stated for: 
Mr. MCINTYRE. Mr. Chair, during rollcall 

vote No. 521 on July 26, 2012, I was unavoid-
ably detained. Had I been present, I would 
have voted ‘‘aye.’’ 
AMENDMENT NO. 8 OFFERED BY MS. RICHARDSON 

The Acting CHAIR. The unfinished 
business is the demand for a recorded 
vote on the amendment offered by the 
gentlewoman from California (Ms. 
RICHARDSON) on which further pro-
ceedings were postponed and on which 
the noes prevailed by voice vote. 

The Clerk will redesignate the 
amendment. 

The Clerk redesignated the amend-
ment. 

RECORDED VOTE 

The Acting CHAIR. A recorded vote 
has been demanded. 

A recorded vote was ordered. 
The Acting CHAIR. This will be a 2- 

minute vote. 
The vote was taken by electronic de-

vice, and there were—ayes 170, noes 247, 
not voting 14, as follows: 

[Roll No. 522] 

AYES—170 

Altmire 
Andrews 
Baca 
Baldwin 
Barber 
Becerra 
Berkley 
Berman 
Bishop (GA) 
Bishop (NY) 
Blumenauer 

Bonamici 
Boswell 
Brady (PA) 
Braley (IA) 
Brown (FL) 
Butterfield 
Capps 
Capuano 
Carnahan 
Carney 
Carson (IN) 

Castor (FL) 
Chu 
Cicilline 
Clarke (MI) 
Clarke (NY) 
Clay 
Cleaver 
Clyburn 
Cohen 
Connolly (VA) 
Conyers 

Cooper 
Costa 
Costello 
Courtney 
Critz 
Crowley 
Cuellar 
Cummings 
Davis (CA) 
DeFazio 
DeGette 
DeLauro 
Deutch 
Dicks 
Dingell 
Doggett 
Donnelly (IN) 
Doyle 
Edwards 
Ellison 
Engel 
Eshoo 
Farr 
Fattah 
Filner 
Frank (MA) 
Fudge 
Garamendi 
Gonzalez 
Green, Al 
Green, Gene 
Grijalva 
Gutierrez 
Hahn 
Hanabusa 
Hastings (FL) 
Heinrich 
Higgins 
Himes 
Hinchey 
Hinojosa 
Hochul 
Holden 
Holt 
Honda 
Hoyer 

Israel 
Johnson (GA) 
Johnson, E. B. 
Kaptur 
Keating 
Kildee 
Kind 
Kucinich 
Langevin 
Larsen (WA) 
Larson (CT) 
Lee (CA) 
Levin 
Lewis (GA) 
Loebsack 
Lofgren, Zoe 
Lowey 
Luján 
Lynch 
Maloney 
Markey 
Matsui 
McCarthy (NY) 
McCollum 
McDermott 
McGovern 
McNerney 
Michaud 
Miller (NC) 
Miller, George 
Moore 
Moran 
Nadler 
Napolitano 
Neal 
Olver 
Owens 
Pallone 
Pascrell 
Pastor (AZ) 
Pelosi 
Perlmutter 
Peters 
Pingree (ME) 
Polis 
Price (NC) 

Quigley 
Rangel 
Reyes 
Richardson 
Richmond 
Rothman (NJ) 
Roybal-Allard 
Ruppersberger 
Rush 
Ryan (OH) 
Sanchez, Loretta 
Sarbanes 
Schakowsky 
Schiff 
Schwartz 
Scott (VA) 
Scott, David 
Serrano 
Sewell 
Sherman 
Sires 
Slaughter 
Smith (WA) 
Speier 
Stark 
Sutton 
Thompson (CA) 
Thompson (MS) 
Tierney 
Tonko 
Towns 
Tsongas 
Van Hollen 
Velázquez 
Visclosky 
Walz (MN) 
Wasserman 

Schultz 
Waters 
Watt 
Waxman 
Welch 
Wilson (FL) 
Woodall 
Woolsey 
Yarmuth 

NOES—247 

Adams 
Aderholt 
Alexander 
Amash 
Amodei 
Austria 
Bachmann 
Bachus 
Barletta 
Barrow 
Bartlett 
Barton (TX) 
Bass (NH) 
Benishek 
Berg 
Biggert 
Bilbray 
Bilirakis 
Bishop (UT) 
Black 
Blackburn 
Bonner 
Bono Mack 
Boren 
Boustany 
Brooks 
Broun (GA) 
Buchanan 
Bucshon 
Buerkle 
Burgess 
Burton (IN) 
Calvert 
Camp 
Campbell 
Canseco 
Cantor 
Capito 
Carter 
Cassidy 
Chabot 
Chaffetz 
Chandler 
Coble 
Coffman (CO) 
Cole 
Conaway 
Cravaack 
Crawford 
Crenshaw 
Davis (KY) 

Denham 
Dent 
DesJarlais 
Diaz-Balart 
Dold 
Dreier 
Duffy 
Duncan (SC) 
Duncan (TN) 
Ellmers 
Emerson 
Farenthold 
Fincher 
Fitzpatrick 
Flake 
Fleischmann 
Fleming 
Flores 
Forbes 
Fortenberry 
Foxx 
Franks (AZ) 
Frelinghuysen 
Gallegly 
Gardner 
Garrett 
Gerlach 
Gibbs 
Gibson 
Gingrey (GA) 
Gohmert 
Goodlatte 
Gosar 
Gowdy 
Granger 
Graves (GA) 
Graves (MO) 
Griffin (AR) 
Griffith (VA) 
Grimm 
Guinta 
Guthrie 
Hall 
Hanna 
Harper 
Harris 
Hartzler 
Hastings (WA) 
Hayworth 
Heck 
Hensarling 

Herger 
Herrera Beutler 
Huelskamp 
Huizenga (MI) 
Hultgren 
Hunter 
Hurt 
Issa 
Jenkins 
Johnson (IL) 
Johnson (OH) 
Johnson, Sam 
Jones 
Jordan 
Kelly 
King (IA) 
King (NY) 
Kingston 
Kinzinger (IL) 
Kissell 
Kline 
Labrador 
Lamborn 
Lance 
Landry 
Lankford 
Latham 
LaTourette 
Latta 
Lewis (CA) 
Lipinski 
LoBiondo 
Long 
Lucas 
Luetkemeyer 
Lummis 
Lungren, Daniel 

E. 
Mack 
Manzullo 
Marchant 
Marino 
Matheson 
McCarthy (CA) 
McCaul 
McClintock 
McHenry 
McIntyre 
McKeon 
McKinley 
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McMorris 

Rodgers 
Meehan 
Mica 
Miller (FL) 
Miller (MI) 
Miller, Gary 
Mulvaney 
Murphy (PA) 
Myrick 
Neugebauer 
Noem 
Nugent 
Nunes 
Nunnelee 
Olson 
Palazzo 
Paul 
Paulsen 
Pearce 
Pence 
Peterson 
Petri 
Pitts 
Poe (TX) 
Pompeo 
Posey 
Price (GA) 
Quayle 
Rahall 
Reed 
Rehberg 
Reichert 

Renacci 
Ribble 
Rigell 
Rivera 
Roby 
Roe (TN) 
Rogers (AL) 
Rogers (KY) 
Rogers (MI) 
Rohrabacher 
Rokita 
Rooney 
Ros-Lehtinen 
Roskam 
Ross (AR) 
Ross (FL) 
Royce 
Runyan 
Ryan (WI) 
Sánchez, Linda 

T. 
Scalise 
Schilling 
Schmidt 
Schock 
Schrader 
Schweikert 
Scott (SC) 
Scott, Austin 
Sensenbrenner 
Sessions 
Shimkus 
Shuler 

Shuster 
Simpson 
Smith (NE) 
Smith (NJ) 
Smith (TX) 
Southerland 
Stearns 
Stutzman 
Sullivan 
Terry 
Thompson (PA) 
Thornberry 
Tiberi 
Tipton 
Turner (NY) 
Turner (OH) 
Upton 
Walberg 
Walden 
Walsh (IL) 
Webster 
West 
Westmoreland 
Whitfield 
Wilson (SC) 
Wittman 
Wolf 
Womack 
Yoder 
Young (AK) 
Young (FL) 
Young (IN) 

NOT VOTING—14 

Ackerman 
Akin 
Bass (CA) 
Brady (TX) 
Cardoza 
Culberson 

Davis (IL) 
Hirono 
Jackson (IL) 
Jackson Lee 

(TX) 
Meeks 

Murphy (CT) 
Platts 
Stivers 

ANNOUNCEMENT BY THE ACTING CHAIR 

The Acting CHAIR (during the vote). 
There is 1 minute remaining. 

b 1130 

So the amendment was rejected. 
The result of the vote was announced 

as above recorded. 
AMENDMENT NO. 9 OFFERED BY MS. RICHARDSON 

The Acting CHAIR. The unfinished 
business is the demand for a recorded 
vote on the amendment offered by the 
gentlewoman from California (Ms. 
RICHARDSON) on which further pro-
ceedings were postponed and on which 
the noes prevailed by voice vote. 

The Clerk will redesignate the 
amendment. 

The Clerk redesignated the amend-
ment. 

RECORDED VOTE 

The Acting CHAIR. A recorded vote 
has been demanded. 

A recorded vote was ordered. 
The Acting CHAIR. This will be a 2- 

minute vote. 
The vote was taken by electronic de-

vice, and there were—ayes 173, noes 246, 
not voting 12, as follows: 

[Roll No. 523] 

AYES—173 

Altmire 
Andrews 
Baca 
Baldwin 
Barber 
Becerra 
Berkley 
Berman 
Bishop (GA) 
Bishop (NY) 
Blumenauer 
Bonamici 
Boswell 
Brady (PA) 
Braley (IA) 
Brown (FL) 
Butterfield 

Capps 
Capuano 
Carnahan 
Carney 
Carson (IN) 
Castor (FL) 
Chandler 
Chu 
Cicilline 
Clarke (MI) 
Clarke (NY) 
Clay 
Cleaver 
Clyburn 
Cohen 
Connolly (VA) 
Conyers 

Cooper 
Costa 
Costello 
Courtney 
Critz 
Crowley 
Cuellar 
Cummings 
Davis (CA) 
Davis (IL) 
DeFazio 
DeGette 
DeLauro 
Deutch 
Dicks 
Dingell 
Doggett 

Donnelly (IN) 
Doyle 
Edwards 
Ellison 
Engel 
Eshoo 
Farr 
Fattah 
Filner 
Frank (MA) 
Fudge 
Garamendi 
Gonzalez 
Green, Al 
Green, Gene 
Grijalva 
Gutierrez 
Hahn 
Hanabusa 
Hastings (FL) 
Heinrich 
Higgins 
Himes 
Hinchey 
Hinojosa 
Hochul 
Holden 
Holt 
Honda 
Hoyer 
Israel 
Johnson (GA) 
Johnson, E. B. 
Kaptur 
Keating 
Kildee 
Kind 
Kissell 
Kucinich 
Langevin 
Larsen (WA) 
Larson (CT) 

Lee (CA) 
Levin 
Lewis (GA) 
Lipinski 
Loebsack 
Lofgren, Zoe 
Lowey 
Luján 
Lynch 
Maloney 
Markey 
Matsui 
McCarthy (NY) 
McCollum 
McDermott 
McGovern 
McNerney 
Michaud 
Miller (NC) 
Miller, George 
Moore 
Moran 
Nadler 
Napolitano 
Neal 
Olver 
Owens 
Pallone 
Pascrell 
Pastor (AZ) 
Pelosi 
Perlmutter 
Peters 
Pingree (ME) 
Polis 
Price (NC) 
Quigley 
Reyes 
Richardson 
Richmond 
Rothman (NJ) 
Roybal-Allard 

Ruppersberger 
Rush 
Ryan (OH) 
Sánchez, Linda 

T. 
Sanchez, Loretta 
Sarbanes 
Schakowsky 
Schiff 
Schwartz 
Scott (VA) 
Scott, David 
Serrano 
Sewell 
Sherman 
Sires 
Slaughter 
Smith (WA) 
Speier 
Stark 
Sutton 
Thompson (CA) 
Thompson (MS) 
Tierney 
Tonko 
Towns 
Tsongas 
Van Hollen 
Velázquez 
Visclosky 
Walz (MN) 
Wasserman 

Schultz 
Waters 
Watt 
Waxman 
Welch 
Wilson (FL) 
Woolsey 
Yarmuth 

NOES—246 

Adams 
Aderholt 
Alexander 
Amash 
Amodei 
Austria 
Bachmann 
Bachus 
Barletta 
Barrow 
Bartlett 
Barton (TX) 
Bass (NH) 
Benishek 
Berg 
Biggert 
Bilbray 
Bilirakis 
Bishop (UT) 
Black 
Blackburn 
Bonner 
Bono Mack 
Boren 
Boustany 
Brady (TX) 
Brooks 
Broun (GA) 
Buchanan 
Bucshon 
Buerkle 
Burgess 
Burton (IN) 
Calvert 
Camp 
Campbell 
Canseco 
Cantor 
Capito 
Carter 
Cassidy 
Chabot 
Chaffetz 
Coble 
Coffman (CO) 
Cole 
Conaway 
Cravaack 
Crawford 
Crenshaw 
Davis (KY) 
Denham 
Dent 
DesJarlais 
Diaz-Balart 

Dold 
Dreier 
Duffy 
Duncan (SC) 
Duncan (TN) 
Ellmers 
Emerson 
Farenthold 
Fincher 
Fitzpatrick 
Flake 
Fleischmann 
Fleming 
Flores 
Forbes 
Fortenberry 
Foxx 
Franks (AZ) 
Frelinghuysen 
Gallegly 
Gardner 
Garrett 
Gerlach 
Gibbs 
Gibson 
Gingrey (GA) 
Gohmert 
Goodlatte 
Gosar 
Gowdy 
Granger 
Graves (GA) 
Graves (MO) 
Griffin (AR) 
Griffith (VA) 
Grimm 
Guinta 
Guthrie 
Hall 
Hanna 
Harper 
Harris 
Hartzler 
Hastings (WA) 
Hayworth 
Heck 
Hensarling 
Herger 
Herrera Beutler 
Huelskamp 
Huizenga (MI) 
Hultgren 
Hunter 
Hurt 
Issa 

Jenkins 
Johnson (IL) 
Johnson (OH) 
Johnson, Sam 
Jones 
Jordan 
Kelly 
King (IA) 
King (NY) 
Kingston 
Kinzinger (IL) 
Kline 
Labrador 
Lamborn 
Lance 
Landry 
Lankford 
Latham 
LaTourette 
Latta 
Lewis (CA) 
LoBiondo 
Long 
Lucas 
Luetkemeyer 
Lummis 
Lungren, Daniel 

E. 
Mack 
Manzullo 
Marchant 
Marino 
Matheson 
McCarthy (CA) 
McCaul 
McClintock 
McHenry 
McIntyre 
McKeon 
McKinley 
McMorris 

Rodgers 
Meehan 
Mica 
Miller (FL) 
Miller (MI) 
Miller, Gary 
Mulvaney 
Murphy (PA) 
Myrick 
Neugebauer 
Noem 
Nugent 
Nunes 
Nunnelee 

Olson 
Palazzo 
Paul 
Paulsen 
Pearce 
Pence 
Peterson 
Petri 
Pitts 
Platts 
Poe (TX) 
Pompeo 
Posey 
Price (GA) 
Quayle 
Rahall 
Reed 
Rehberg 
Reichert 
Renacci 
Ribble 
Rigell 
Rivera 
Roby 
Roe (TN) 
Rogers (AL) 
Rogers (KY) 
Rogers (MI) 

Rohrabacher 
Rokita 
Rooney 
Ros-Lehtinen 
Roskam 
Ross (AR) 
Ross (FL) 
Royce 
Runyan 
Ryan (WI) 
Scalise 
Schilling 
Schmidt 
Schock 
Schrader 
Schweikert 
Scott (SC) 
Scott, Austin 
Sensenbrenner 
Sessions 
Shimkus 
Shuler 
Shuster 
Simpson 
Smith (NE) 
Smith (NJ) 
Smith (TX) 
Southerland 

Stearns 
Stutzman 
Sullivan 
Terry 
Thompson (PA) 
Thornberry 
Tiberi 
Tipton 
Turner (NY) 
Turner (OH) 
Upton 
Walberg 
Walden 
Walsh (IL) 
Webster 
West 
Westmoreland 
Whitfield 
Wilson (SC) 
Wittman 
Wolf 
Womack 
Woodall 
Yoder 
Young (AK) 
Young (FL) 
Young (IN) 

NOT VOTING—12 

Ackerman 
Akin 
Bass (CA) 
Cardoza 
Culberson 

Hirono 
Jackson (IL) 
Jackson Lee 

(TX) 
Meeks 

Murphy (CT) 
Rangel 
Stivers 

ANNOUNCEMENT BY THE ACTING CHAIR 

The Acting CHAIR (during the vote). 
There is 1 minute remaining. 

b 1133 

So the amendment was rejected. 
The result of the vote was announced 

as above recorded. 
AMENDMENT NO. 10 OFFERED BY MR. CONNOLLY 

OF VIRGINIA 

The Acting CHAIR. The unfinished 
business is the demand for a recorded 
vote on the amendment offered by the 
gentleman from Virginia (Mr. CON-
NOLLY) on which further proceedings 
were postponed and on which the noes 
prevailed by voice vote. 

The Clerk will redesignate the 
amendment. 

The Clerk redesignated the amend-
ment. 

RECORDED VOTE 

The Acting CHAIR. A recorded vote 
has been demanded. 

A recorded vote was ordered. 
The Acting CHAIR. This will be a 2- 

minute vote. 
The vote was taken by electronic de-

vice, and there were—ayes 179, noes 234, 
not voting 18, as follows: 

[Roll No. 524] 

AYES—179 

Altmire 
Andrews 
Baca 
Baldwin 
Barber 
Bass (CA) 
Becerra 
Berkley 
Berman 
Bishop (GA) 
Bishop (NY) 
Blumenauer 
Bonamici 
Boren 
Boswell 
Brady (PA) 
Braley (IA) 
Brown (FL) 
Butterfield 
Capps 
Capuano 

Carney 
Carson (IN) 
Castor (FL) 
Chandler 
Chu 
Cicilline 
Clarke (MI) 
Clarke (NY) 
Clay 
Cleaver 
Clyburn 
Cohen 
Connolly (VA) 
Conyers 
Cooper 
Costa 
Costello 
Courtney 
Critz 
Crowley 
Cuellar 

Cummings 
Davis (CA) 
DeFazio 
DeGette 
DeLauro 
Deutch 
Dicks 
Dingell 
Doggett 
Donnelly (IN) 
Doyle 
Edwards 
Ellison 
Engel 
Eshoo 
Farr 
Fattah 
Filner 
Frank (MA) 
Fudge 
Garamendi 
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Gibson 
Gonzalez 
Green, Al 
Green, Gene 
Grijalva 
Gutierrez 
Hahn 
Hanabusa 
Hastings (FL) 
Heinrich 
Higgins 
Himes 
Hinchey 
Hinojosa 
Hochul 
Holden 
Holt 
Honda 
Hoyer 
Israel 
Johnson (GA) 
Johnson (IL) 
Johnson, E. B. 
Kaptur 
Keating 
Kildee 
Kind 
Kissell 
Kucinich 
Langevin 
Larsen (WA) 
Larson (CT) 
Lee (CA) 
Levin 
Lewis (GA) 
Lipinski 
Loebsack 
Lofgren, Zoe 
Lowey 
Luján 

Lynch 
Maloney 
Markey 
Matheson 
Matsui 
McCarthy (NY) 
McCollum 
McDermott 
McGovern 
McNerney 
Michaud 
Miller (NC) 
Miller, George 
Moore 
Moran 
Nadler 
Napolitano 
Neal 
Olver 
Owens 
Pallone 
Pascrell 
Pastor (AZ) 
Pelosi 
Perlmutter 
Peters 
Pingree (ME) 
Polis 
Price (NC) 
Quigley 
Rahall 
Rangel 
Reyes 
Richardson 
Rigell 
Ross (AR) 
Rothman (NJ) 
Roybal-Allard 
Ruppersberger 
Rush 

Ryan (OH) 
Sánchez, Linda 

T. 
Sanchez, Loretta 
Sarbanes 
Schiff 
Schwartz 
Scott (VA) 
Scott, David 
Serrano 
Sewell 
Sherman 
Shuler 
Sires 
Slaughter 
Smith (WA) 
Speier 
Stark 
Sutton 
Thompson (CA) 
Thompson (MS) 
Tierney 
Tonko 
Towns 
Tsongas 
Van Hollen 
Velázquez 
Visclosky 
Walz (MN) 
Wasserman 

Schultz 
Waters 
Watt 
Waxman 
Welch 
Wilson (FL) 
Woolsey 
Yarmuth 

NOES—234 

Adams 
Aderholt 
Alexander 
Amash 
Amodei 
Austria 
Bachmann 
Barletta 
Barrow 
Bartlett 
Barton (TX) 
Bass (NH) 
Benishek 
Berg 
Biggert 
Bilbray 
Bilirakis 
Bishop (UT) 
Black 
Blackburn 
Bonner 
Bono Mack 
Boustany 
Brady (TX) 
Brooks 
Broun (GA) 
Buchanan 
Bucshon 
Buerkle 
Burgess 
Burton (IN) 
Calvert 
Camp 
Campbell 
Canseco 
Cantor 
Capito 
Carter 
Cassidy 
Chabot 
Chaffetz 
Coble 
Coffman (CO) 
Cole 
Conaway 
Cravaack 
Crawford 
Crenshaw 
Davis (KY) 
Denham 
Dent 
DesJarlais 
Diaz-Balart 
Dold 
Dreier 
Duffy 
Duncan (TN) 

Ellmers 
Emerson 
Farenthold 
Fincher 
Fitzpatrick 
Flake 
Fleischmann 
Fleming 
Flores 
Forbes 
Fortenberry 
Foxx 
Franks (AZ) 
Frelinghuysen 
Gallegly 
Gardner 
Garrett 
Gerlach 
Gibbs 
Gingrey (GA) 
Gohmert 
Goodlatte 
Gosar 
Gowdy 
Granger 
Graves (GA) 
Graves (MO) 
Griffin (AR) 
Griffith (VA) 
Grimm 
Guinta 
Guthrie 
Hall 
Hanna 
Harper 
Harris 
Hartzler 
Hastings (WA) 
Hayworth 
Heck 
Hensarling 
Herger 
Herrera Beutler 
Huelskamp 
Huizenga (MI) 
Hultgren 
Hunter 
Hurt 
Issa 
Jenkins 
Johnson (OH) 
Johnson, Sam 
Jones 
Jordan 
Kelly 
King (IA) 
King (NY) 

Kingston 
Kinzinger (IL) 
Kline 
Labrador 
Lamborn 
Lance 
Landry 
Lankford 
Latham 
LaTourette 
Latta 
Lewis (CA) 
LoBiondo 
Long 
Lucas 
Luetkemeyer 
Lummis 
Lungren, Daniel 

E. 
Manzullo 
Marino 
McCarthy (CA) 
McCaul 
McClintock 
McHenry 
McIntyre 
McKeon 
McKinley 
McMorris 

Rodgers 
Meehan 
Mica 
Miller (FL) 
Miller (MI) 
Miller, Gary 
Mulvaney 
Murphy (PA) 
Myrick 
Neugebauer 
Noem 
Nugent 
Nunes 
Nunnelee 
Olson 
Palazzo 
Paul 
Paulsen 
Pearce 
Pence 
Peterson 
Petri 
Pitts 
Platts 
Poe (TX) 
Pompeo 
Posey 
Price (GA) 

Quayle 
Reed 
Rehberg 
Reichert 
Renacci 
Ribble 
Rivera 
Roby 
Roe (TN) 
Rogers (AL) 
Rogers (KY) 
Rogers (MI) 
Rohrabacher 
Rokita 
Rooney 
Ros-Lehtinen 
Roskam 
Ross (FL) 
Royce 
Runyan 
Ryan (WI) 
Scalise 

Schilling 
Schmidt 
Schock 
Schrader 
Schweikert 
Scott (SC) 
Scott, Austin 
Sensenbrenner 
Sessions 
Shimkus 
Shuster 
Simpson 
Smith (NE) 
Smith (NJ) 
Smith (TX) 
Southerland 
Stearns 
Stutzman 
Sullivan 
Terry 
Thompson (PA) 
Thornberry 

Tiberi 
Tipton 
Turner (NY) 
Turner (OH) 
Upton 
Walberg 
Walden 
Walsh (IL) 
Webster 
West 
Westmoreland 
Whitfield 
Wilson (SC) 
Wittman 
Wolf 
Womack 
Woodall 
Yoder 
Young (AK) 
Young (FL) 
Young (IN) 

NOT VOTING—18 

Ackerman 
Akin 
Bachus 
Cardoza 
Carnahan 
Culberson 
Davis (IL) 

Duncan (SC) 
Hirono 
Jackson (IL) 
Jackson Lee 

(TX) 
Mack 
Marchant 

Meeks 
Murphy (CT) 
Richmond 
Schakowsky 
Stivers 

ANNOUNCEMENT BY THE ACTING CHAIR 

The Acting CHAIR (during the vote). 
There is 1 minute remaining. 

b 1136 

So the amendment was rejected. 
The result of the vote was announced 

as above recorded. 
AMENDMENT NO. 11 OFFERED BY MR. POSEY 

The Acting CHAIR. The unfinished 
business is the demand for a recorded 
vote on the amendment offered by the 
gentleman from Florida (Mr. POSEY) on 
which further proceedings were post-
poned and on which the noes prevailed 
by voice vote. 

The Clerk will redesignate the 
amendment. 

The Clerk redesignated the amend-
ment. 

RECORDED VOTE 

The Acting CHAIR. A recorded vote 
has been demanded. 

A recorded vote was ordered. 
The Acting CHAIR. This will be a 2- 

minute vote. 
The vote was taken by electronic de-

vice, and there were—ayes 248, noes 171, 
not voting 12, as follows: 

[Roll No. 525] 

AYES—248 

Adams 
Aderholt 
Alexander 
Altmire 
Amash 
Amodei 
Austria 
Bachmann 
Barletta 
Barrow 
Bartlett 
Barton (TX) 
Bass (CA) 
Benishek 
Berg 
Bilbray 
Bilirakis 
Bishop (UT) 
Black 
Blackburn 
Bonner 
Bono Mack 
Boren 
Boswell 
Boustany 
Brady (TX) 
Brooks 

Broun (GA) 
Buchanan 
Bucshon 
Buerkle 
Burgess 
Burton (IN) 
Calvert 
Camp 
Campbell 
Canseco 
Cantor 
Capito 
Carter 
Cassidy 
Chabot 
Chaffetz 
Chandler 
Coble 
Coffman (CO) 
Cole 
Conaway 
Costa 
Cravaack 
Crawford 
Crenshaw 
Cuellar 
Davis (KY) 

Denham 
Dent 
DesJarlais 
Diaz-Balart 
Dold 
Dreier 
Duffy 
Duncan (SC) 
Duncan (TN) 
Ellmers 
Emerson 
Farenthold 
Fincher 
Fitzpatrick 
Flake 
Fleischmann 
Fleming 
Flores 
Forbes 
Fortenberry 
Foxx 
Franks (AZ) 
Frelinghuysen 
Gallegly 
Gardner 
Garrett 
Gerlach 

Gibbs 
Gibson 
Gingrey (GA) 
Gohmert 
Goodlatte 
Gosar 
Gowdy 
Granger 
Graves (GA) 
Graves (MO) 
Green, Gene 
Griffin (AR) 
Griffith (VA) 
Grimm 
Guinta 
Guthrie 
Hall 
Hanna 
Harper 
Harris 
Hartzler 
Hastings (WA) 
Hayworth 
Heck 
Hensarling 
Herger 
Herrera Beutler 
Holden 
Huelskamp 
Huizenga (MI) 
Hultgren 
Hunter 
Hurt 
Issa 
Jenkins 
Johnson (OH) 
Johnson, Sam 
Jones 
Jordan 
Kelly 
King (IA) 
King (NY) 
Kingston 
Kinzinger (IL) 
Kline 
Labrador 
Lamborn 
Lance 
Landry 
Lankford 
Latham 
LaTourette 
Latta 
Lewis (CA) 
LoBiondo 
Loebsack 
Lucas 

Luetkemeyer 
Lummis 
Lungren, Daniel 

E. 
Manzullo 
Marchant 
Marino 
Matheson 
McCarthy (CA) 
McCaul 
McClintock 
McHenry 
McIntyre 
McKeon 
McKinley 
McMorris 

Rodgers 
Meehan 
Mica 
Miller (FL) 
Miller (MI) 
Miller, Gary 
Mulvaney 
Murphy (PA) 
Myrick 
Neugebauer 
Noem 
Nugent 
Nunes 
Nunnelee 
Olson 
Owens 
Palazzo 
Pastor (AZ) 
Paul 
Paulsen 
Pearce 
Pence 
Peterson 
Petri 
Pitts 
Platts 
Poe (TX) 
Pompeo 
Posey 
Price (GA) 
Quayle 
Rahall 
Reed 
Rehberg 
Reichert 
Renacci 
Ribble 
Rigell 
Rivera 
Roby 
Roe (TN) 

Rogers (AL) 
Rogers (KY) 
Rogers (MI) 
Rohrabacher 
Rokita 
Rooney 
Ros-Lehtinen 
Roskam 
Ross (AR) 
Ross (FL) 
Royce 
Runyan 
Ryan (WI) 
Scalise 
Schilling 
Schmidt 
Schock 
Schweikert 
Scott (SC) 
Scott, Austin 
Sensenbrenner 
Sessions 
Shimkus 
Shuster 
Simpson 
Smith (NE) 
Smith (NJ) 
Smith (TX) 
Southerland 
Stearns 
Stutzman 
Sullivan 
Terry 
Thompson (PA) 
Thornberry 
Tiberi 
Tipton 
Turner (NY) 
Turner (OH) 
Upton 
Walberg 
Walden 
Walsh (IL) 
Webster 
West 
Westmoreland 
Whitfield 
Wilson (SC) 
Wittman 
Womack 
Woodall 
Yoder 
Young (AK) 
Young (FL) 
Young (IN) 

NOES—171 

Andrews 
Baca 
Bachus 
Baldwin 
Barber 
Bass (NH) 
Becerra 
Berkley 
Berman 
Biggert 
Bishop (GA) 
Bishop (NY) 
Blumenauer 
Bonamici 
Brady (PA) 
Braley (IA) 
Brown (FL) 
Butterfield 
Capps 
Capuano 
Carnahan 
Carney 
Carson (IN) 
Castor (FL) 
Chu 
Cicilline 
Clarke (MI) 
Clarke (NY) 
Clay 
Cleaver 
Clyburn 
Cohen 
Connolly (VA) 
Conyers 
Cooper 
Costello 
Courtney 
Critz 
Crowley 
Cummings 

Davis (CA) 
DeFazio 
DeGette 
DeLauro 
Deutch 
Dicks 
Dingell 
Doggett 
Donnelly (IN) 
Doyle 
Edwards 
Ellison 
Engel 
Eshoo 
Farr 
Fattah 
Filner 
Frank (MA) 
Fudge 
Garamendi 
Gonzalez 
Green, Al 
Grijalva 
Gutierrez 
Hahn 
Hanabusa 
Hastings (FL) 
Heinrich 
Higgins 
Himes 
Hinchey 
Hinojosa 
Hochul 
Holt 
Honda 
Hoyer 
Israel 
Johnson (GA) 
Johnson (IL) 
Johnson, E. B. 

Kaptur 
Keating 
Kildee 
Kind 
Kissell 
Kucinich 
Langevin 
Larsen (WA) 
Larson (CT) 
Lee (CA) 
Levin 
Lewis (GA) 
Lipinski 
Lofgren, Zoe 
Long 
Lowey 
Luján 
Lynch 
Maloney 
Markey 
Matsui 
McCarthy (NY) 
McCollum 
McDermott 
McGovern 
McNerney 
Michaud 
Miller (NC) 
Miller, George 
Moore 
Moran 
Nadler 
Napolitano 
Neal 
Olver 
Pallone 
Pascrell 
Pelosi 
Perlmutter 
Peters 
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Pingree (ME) 
Polis 
Price (NC) 
Quigley 
Rangel 
Reyes 
Richardson 
Richmond 
Rothman (NJ) 
Roybal-Allard 
Ruppersberger 
Rush 
Ryan (OH) 
Sánchez, Linda 

T. 
Sanchez, Loretta 
Sarbanes 
Schakowsky 

Schiff 
Schrader 
Schwartz 
Scott (VA) 
Scott, David 
Serrano 
Sewell 
Sherman 
Shuler 
Sires 
Slaughter 
Smith (WA) 
Speier 
Stark 
Sutton 
Thompson (CA) 
Thompson (MS) 
Tierney 

Tonko 
Towns 
Tsongas 
Van Hollen 
Velázquez 
Visclosky 
Walz (MN) 
Wasserman 

Schultz 
Waters 
Watt 
Waxman 
Welch 
Wilson (FL) 
Wolf 
Woolsey 
Yarmuth 

NOT VOTING—12 

Ackerman 
Akin 
Cardoza 
Culberson 
Davis (IL) 

Hirono 
Jackson (IL) 
Jackson Lee 

(TX) 
Mack 

Meeks 
Murphy (CT) 
Stivers 

ANNOUNCEMENT BY THE ACTING CHAIR 

The Acting CHAIR (during the vote). 
There is 1 minute remaining. 

b 1141 

Mr. LUETKEMEYER changed his 
vote from ‘‘no’’ to ‘‘aye.’’ 

So the amendment was agreed to. 
The result of the vote was announced 

as above recorded. 
Stated for: 
Mr. BACHUS. Mr. Chair, on rollcall No. 525, 

I inadvertantly voted ‘‘no’’ when I intended to 
vote ‘‘aye.’’ 

AMENDMENT NO. 12 OFFERED BY MR. NADLER 

The Acting CHAIR. The unfinished 
business is the demand for a recorded 
vote on the amendment offered by the 
gentleman from New York (Mr. NAD-
LER) on which further proceedings were 
postponed and on which the noes pre-
vailed by voice vote. 

The Clerk will redesignate the 
amendment. 

The Clerk redesignated the amend-
ment. 

RECORDED VOTE 

The Acting CHAIR. A recorded vote 
has been demanded. 

A recorded vote was ordered. 
The Acting CHAIR. This will be a 2- 

minute vote. 
The vote was taken by electronic de-

vice, and there were—ayes 176, noes 243, 
not voting 12, as follows: 

[Roll No. 526] 

AYES—176 

Andrews 
Baca 
Baldwin 
Barber 
Bass (CA) 
Becerra 
Berkley 
Berman 
Bishop (GA) 
Bishop (NY) 
Blumenauer 
Bonamici 
Boswell 
Brady (PA) 
Braley (IA) 
Brown (FL) 
Butterfield 
Capps 
Capuano 
Carnahan 
Carney 
Carson (IN) 
Castor (FL) 
Chandler 
Chu 

Cicilline 
Clarke (MI) 
Clarke (NY) 
Clay 
Cleaver 
Clyburn 
Cohen 
Connolly (VA) 
Conyers 
Cooper 
Courtney 
Critz 
Crowley 
Cuellar 
Cummings 
Davis (CA) 
DeFazio 
DeGette 
DeLauro 
Dent 
Deutch 
Dicks 
Dingell 
Doggett 
Donnelly (IN) 

Doyle 
Edwards 
Ellison 
Engel 
Eshoo 
Farr 
Fattah 
Filner 
Fitzpatrick 
Frank (MA) 
Fudge 
Garamendi 
Gerlach 
Gibson 
Gonzalez 
Green, Al 
Grijalva 
Gutierrez 
Hahn 
Hanabusa 
Hastings (FL) 
Hayworth 
Heinrich 
Higgins 
Himes 

Hinchey 
Hinojosa 
Hochul 
Holt 
Honda 
Hoyer 
Johnson (GA) 
Johnson (IL) 
Johnson, E. B. 
Jones 
Keating 
Kildee 
Kind 
Kissell 
Kucinich 
Langevin 
Larsen (WA) 
Larson (CT) 
Lee (CA) 
Levin 
Lewis (GA) 
Loebsack 
Lofgren, Zoe 
Lowey 
Luján 
Lynch 
Maloney 
Markey 
Matsui 
McCarthy (NY) 
McCollum 
McDermott 
McGovern 
McIntyre 
McNerney 

Michaud 
Miller (NC) 
Miller, George 
Moore 
Moran 
Nadler 
Napolitano 
Neal 
Olver 
Pallone 
Pascrell 
Pastor (AZ) 
Pelosi 
Perlmutter 
Peters 
Pingree (ME) 
Platts 
Polis 
Price (NC) 
Quigley 
Rangel 
Reichert 
Reyes 
Richardson 
Richmond 
Rothman (NJ) 
Roybal-Allard 
Ruppersberger 
Rush 
Ryan (OH) 
Sánchez, Linda 

T. 
Sanchez, Loretta 
Sarbanes 
Schakowsky 

Schiff 
Schrader 
Schwartz 
Scott (VA) 
Scott, David 
Serrano 
Sewell 
Sherman 
Sires 
Slaughter 
Smith (WA) 
Speier 
Stark 
Sutton 
Thompson (CA) 
Thompson (MS) 
Tierney 
Tonko 
Towns 
Tsongas 
Van Hollen 
Velázquez 
Visclosky 
Walz (MN) 
Wasserman 

Schultz 
Waters 
Watt 
Waxman 
Welch 
Wilson (FL) 
Woolsey 
Yarmuth 

NOES—243 

Adams 
Aderholt 
Alexander 
Altmire 
Amash 
Amodei 
Austria 
Bachmann 
Bachus 
Barletta 
Barrow 
Bartlett 
Barton (TX) 
Bass (NH) 
Benishek 
Berg 
Biggert 
Bilbray 
Bilirakis 
Bishop (UT) 
Black 
Blackburn 
Bonner 
Bono Mack 
Boren 
Boustany 
Brady (TX) 
Brooks 
Broun (GA) 
Buchanan 
Bucshon 
Buerkle 
Burgess 
Burton (IN) 
Calvert 
Camp 
Campbell 
Canseco 
Cantor 
Capito 
Carter 
Cassidy 
Chabot 
Chaffetz 
Coble 
Coffman (CO) 
Cole 
Conaway 
Costa 
Costello 
Cravaack 
Crawford 
Crenshaw 
Davis (KY) 
Denham 
DesJarlais 
Diaz-Balart 
Dold 
Dreier 
Duffy 
Duncan (SC) 
Duncan (TN) 

Ellmers 
Emerson 
Farenthold 
Fincher 
Flake 
Fleischmann 
Fleming 
Flores 
Forbes 
Fortenberry 
Foxx 
Franks (AZ) 
Frelinghuysen 
Gallegly 
Gardner 
Garrett 
Gibbs 
Gingrey (GA) 
Gohmert 
Goodlatte 
Gosar 
Gowdy 
Granger 
Graves (GA) 
Graves (MO) 
Green, Gene 
Griffin (AR) 
Griffith (VA) 
Grimm 
Guinta 
Guthrie 
Hall 
Hanna 
Harper 
Harris 
Hartzler 
Hastings (WA) 
Heck 
Hensarling 
Herger 
Herrera Beutler 
Holden 
Huelskamp 
Huizenga (MI) 
Hultgren 
Hunter 
Hurt 
Israel 
Issa 
Jenkins 
Johnson (OH) 
Johnson, Sam 
Jordan 
Kaptur 
Kelly 
King (IA) 
King (NY) 
Kingston 
Kinzinger (IL) 
Kline 
Labrador 
Lamborn 

Lance 
Landry 
Lankford 
Latham 
LaTourette 
Latta 
Lewis (CA) 
Lipinski 
LoBiondo 
Long 
Lucas 
Luetkemeyer 
Lummis 
Lungren, Daniel 

E. 
Manzullo 
Marchant 
Marino 
Matheson 
McCarthy (CA) 
McCaul 
McClintock 
McHenry 
McKeon 
McKinley 
McMorris 

Rodgers 
Meehan 
Mica 
Miller (FL) 
Miller (MI) 
Miller, Gary 
Mulvaney 
Murphy (PA) 
Myrick 
Neugebauer 
Noem 
Nugent 
Nunes 
Nunnelee 
Olson 
Owens 
Palazzo 
Paul 
Paulsen 
Pearce 
Pence 
Peterson 
Petri 
Pitts 
Poe (TX) 
Pompeo 
Posey 
Price (GA) 
Quayle 
Rahall 
Reed 
Rehberg 
Renacci 
Ribble 
Rigell 
Rivera 

Roby 
Roe (TN) 
Rogers (AL) 
Rogers (KY) 
Rogers (MI) 
Rohrabacher 
Rokita 
Rooney 
Ros-Lehtinen 
Roskam 
Ross (AR) 
Ross (FL) 
Royce 
Runyan 
Ryan (WI) 
Scalise 
Schilling 
Schmidt 
Schock 
Schweikert 

Scott (SC) 
Scott, Austin 
Sensenbrenner 
Sessions 
Shimkus 
Shuler 
Shuster 
Simpson 
Smith (NE) 
Smith (NJ) 
Smith (TX) 
Southerland 
Stearns 
Stutzman 
Sullivan 
Terry 
Thompson (PA) 
Thornberry 
Tiberi 
Tipton 

Turner (NY) 
Turner (OH) 
Upton 
Walberg 
Walden 
Walsh (IL) 
Webster 
West 
Westmoreland 
Whitfield 
Wilson (SC) 
Wittman 
Wolf 
Womack 
Woodall 
Yoder 
Young (AK) 
Young (FL) 
Young (IN) 

NOT VOTING—12 

Ackerman 
Akin 
Cardoza 
Culberson 
Davis (IL) 

Hirono 
Jackson (IL) 
Jackson Lee 

(TX) 
Mack 

Meeks 
Murphy (CT) 
Stivers 

ANNOUNCEMENT BY THE ACTING CHAIR 

The Acting CHAIR (during the vote). 
There is 1 minute remaining. 

b 1145 

So the amendment was rejected. 
The result of the vote was announced 

as above recorded. 
AMENDMENT NO. 13 OFFERED BY MR. MCKINLEY 

The Acting CHAIR. The unfinished 
business is the demand for a recorded 
vote on the amendment offered by the 
gentleman from West Virginia (Mr. 
MCKINLEY) on which further pro-
ceedings were postponed and on which 
the ayes prevailed by voice vote. 

The Clerk will redesignate the 
amendment. 

The Clerk redesignated the amend-
ment. 

RECORDED VOTE 

The Acting CHAIR. A recorded vote 
has been demanded. 

A recorded vote was ordered. 
The Acting CHAIR. This will be a 2- 

minute vote. 
The vote was taken by electronic de-

vice, and there were—ayes 240, noes 178, 
not voting 13, as follows: 

[Roll No. 527] 

AYES—240 

Adams 
Aderholt 
Alexander 
Amash 
Amodei 
Austria 
Bachmann 
Bachus 
Barletta 
Barrow 
Bartlett 
Barton (TX) 
Benishek 
Berg 
Biggert 
Bilirakis 
Bishop (UT) 
Black 
Blackburn 
Bonner 
Bono Mack 
Boren 
Boustany 
Brady (TX) 
Brooks 
Broun (GA) 
Buchanan 
Bucshon 
Buerkle 
Burgess 
Burton (IN) 

Calvert 
Camp 
Campbell 
Canseco 
Cantor 
Capito 
Carter 
Cassidy 
Chabot 
Chaffetz 
Coble 
Coffman (CO) 
Cole 
Conaway 
Costello 
Cravaack 
Crawford 
Crenshaw 
Cuellar 
Davis (KY) 
Denham 
Dent 
DesJarlais 
Diaz-Balart 
Donnelly (IN) 
Dreier 
Duffy 
Duncan (SC) 
Duncan (TN) 
Ellmers 
Emerson 

Farenthold 
Fincher 
Fitzpatrick 
Flake 
Fleischmann 
Fleming 
Flores 
Forbes 
Fortenberry 
Franks (AZ) 
Frelinghuysen 
Gallegly 
Gardner 
Garrett 
Gerlach 
Gibbs 
Gingrey (GA) 
Gohmert 
Goodlatte 
Gosar 
Gowdy 
Granger 
Graves (GA) 
Graves (MO) 
Green, Gene 
Griffin (AR) 
Griffith (VA) 
Grimm 
Guinta 
Guthrie 
Hall 
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Hanna 
Harper 
Harris 
Hartzler 
Hastings (WA) 
Heck 
Hensarling 
Herger 
Herrera Beutler 
Huelskamp 
Huizenga (MI) 
Hultgren 
Hunter 
Hurt 
Issa 
Jenkins 
Johnson (OH) 
Johnson, Sam 
Jones 
Jordan 
Kaptur 
Kelly 
King (IA) 
King (NY) 
Kingston 
Kinzinger (IL) 
Kissell 
Kline 
Labrador 
Lamborn 
Lance 
Landry 
Lankford 
Latham 
Latta 
Lewis (CA) 
Long 
Luetkemeyer 
Lummis 
Lungren, Daniel 

E. 
Lynch 
Manzullo 
Marchant 
Marino 
Matheson 
McCarthy (CA) 
McCaul 
McClintock 
McHenry 

McIntyre 
McKeon 
McKinley 
McMorris 

Rodgers 
Meehan 
Mica 
Miller (FL) 
Miller (MI) 
Miller, Gary 
Mulvaney 
Murphy (PA) 
Myrick 
Neugebauer 
Noem 
Nugent 
Nunes 
Nunnelee 
Olson 
Palazzo 
Paul 
Paulsen 
Pearce 
Pence 
Petri 
Pitts 
Platts 
Poe (TX) 
Pompeo 
Posey 
Price (GA) 
Quayle 
Rahall 
Reed 
Rehberg 
Reichert 
Renacci 
Ribble 
Rigell 
Rivera 
Roby 
Roe (TN) 
Rogers (AL) 
Rogers (KY) 
Rogers (MI) 
Rohrabacher 
Rokita 
Rooney 
Ros-Lehtinen 
Roskam 

Ross (AR) 
Ross (FL) 
Royce 
Runyan 
Ryan (WI) 
Scalise 
Schilling 
Schmidt 
Schock 
Schweikert 
Scott (SC) 
Scott, Austin 
Sensenbrenner 
Sessions 
Sherman 
Shimkus 
Shuster 
Simpson 
Smith (NE) 
Smith (NJ) 
Smith (TX) 
Southerland 
Stearns 
Stutzman 
Sullivan 
Terry 
Thompson (PA) 
Thornberry 
Tiberi 
Tipton 
Turner (NY) 
Turner (OH) 
Upton 
Walberg 
Walden 
Walsh (IL) 
Webster 
West 
Westmoreland 
Whitfield 
Wilson (SC) 
Wittman 
Wolf 
Womack 
Woodall 
Yoder 
Young (AK) 
Young (FL) 
Young (IN) 

NOES—178 

Altmire 
Andrews 
Baca 
Baldwin 
Barber 
Bass (CA) 
Bass (NH) 
Becerra 
Berkley 
Berman 
Bilbray 
Bishop (GA) 
Bishop (NY) 
Blumenauer 
Bonamici 
Boswell 
Brady (PA) 
Braley (IA) 
Brown (FL) 
Butterfield 
Capps 
Capuano 
Carnahan 
Carney 
Carson (IN) 
Castor (FL) 
Chandler 
Chu 
Cicilline 
Clarke (MI) 
Clarke (NY) 
Clay 
Cleaver 
Clyburn 
Cohen 
Connolly (VA) 
Conyers 
Cooper 
Costa 
Courtney 
Critz 
Crowley 
Cummings 
Davis (CA) 
DeFazio 
DeGette 
DeLauro 

Deutch 
Dicks 
Dingell 
Doggett 
Dold 
Doyle 
Edwards 
Ellison 
Engel 
Eshoo 
Farr 
Fattah 
Filner 
Foxx 
Frank (MA) 
Fudge 
Garamendi 
Gibson 
Gonzalez 
Green, Al 
Grijalva 
Gutierrez 
Hahn 
Hanabusa 
Hastings (FL) 
Hayworth 
Heinrich 
Higgins 
Himes 
Hinchey 
Hinojosa 
Hochul 
Holden 
Holt 
Honda 
Hoyer 
Israel 
Johnson (GA) 
Johnson (IL) 
Johnson, E. B. 
Keating 
Kildee 
Kind 
Kucinich 
Langevin 
Larsen (WA) 
Larson (CT) 

LaTourette 
Lee (CA) 
Levin 
Lewis (GA) 
Lipinski 
LoBiondo 
Loebsack 
Lofgren, Zoe 
Lowey 
Lucas 
Luján 
Maloney 
Markey 
Matsui 
McCarthy (NY) 
McCollum 
McDermott 
McGovern 
McNerney 
Michaud 
Miller (NC) 
Miller, George 
Moore 
Moran 
Nadler 
Napolitano 
Neal 
Olver 
Owens 
Pallone 
Pascrell 
Pastor (AZ) 
Pelosi 
Perlmutter 
Peters 
Peterson 
Pingree (ME) 
Polis 
Price (NC) 
Quigley 
Rangel 
Reyes 
Richardson 
Richmond 
Rothman (NJ) 
Roybal-Allard 
Ruppersberger 

Rush 
Ryan (OH) 
Sánchez, Linda 

T. 
Sanchez, Loretta 
Sarbanes 
Schakowsky 
Schiff 
Schrader 
Schwartz 
Scott (VA) 
Scott, David 
Serrano 

Sewell 
Shuler 
Sires 
Slaughter 
Smith (WA) 
Speier 
Stark 
Sutton 
Thompson (CA) 
Thompson (MS) 
Tierney 
Tonko 
Towns 

Tsongas 
Van Hollen 
Velázquez 
Visclosky 
Walz (MN) 
Wasserman 

Schultz 
Waters 
Watt 
Welch 
Wilson (FL) 
Woolsey 
Yarmuth 

NOT VOTING—13 

Ackerman 
Akin 
Cardoza 
Culberson 
Davis (IL) 

Hirono 
Jackson (IL) 
Jackson Lee 

(TX) 
Mack 

Meeks 
Murphy (CT) 
Stivers 
Waxman 

ANNOUNCEMENT BY THE ACTING CHAIR 

The Acting CHAIR (during the vote). 
There is 1 minute remaining. 

b 1148 

So the amendment was agreed to. 
The result of the vote was announced 

as above recorded. 
AMENDMENT NO. 15 OFFERED BY MR. GEORGE 

MILLER OF CALIFORNIA 

The Acting CHAIR. The unfinished 
business is the demand for a recorded 
vote on the amendment offered by the 
gentleman from California (Mr. 
GEORGE MILLER) on which further pro-
ceedings were postponed and on which 
the noes prevailed by voice vote. 

The Clerk will redesignate the 
amendment. 

The Clerk redesignated the amend-
ment. 

RECORDED VOTE 

The Acting CHAIR. A recorded vote 
has been demanded. 

A recorded vote was ordered. 
The Acting CHAIR. This will be a 2- 

minute vote. 
The vote was taken by electronic de-

vice, and there were—ayes 174, noes 239, 
not voting 18, as follows: 

[Roll No. 528] 

AYES—174 

Altmire 
Andrews 
Baca 
Baldwin 
Barber 
Barrow 
Becerra 
Berkley 
Berman 
Bishop (GA) 
Bishop (NY) 
Blumenauer 
Bonamici 
Boswell 
Brady (PA) 
Braley (IA) 
Brown (FL) 
Butterfield 
Capps 
Capuano 
Carnahan 
Carney 
Carson (IN) 
Castor (FL) 
Chandler 
Chu 
Cicilline 
Clarke (MI) 
Clarke (NY) 
Clay 
Cleaver 
Clyburn 
Cohen 
Connolly (VA) 
Conyers 
Cooper 

Costello 
Courtney 
Critz 
Crowley 
Cuellar 
Cummings 
Davis (CA) 
DeFazio 
DeGette 
DeLauro 
Deutch 
Dicks 
Dingell 
Doggett 
Donnelly (IN) 
Doyle 
Edwards 
Ellison 
Engel 
Eshoo 
Farr 
Filner 
Frank (MA) 
Fudge 
Garamendi 
Gibson 
Gonzalez 
Green, Al 
Green, Gene 
Grijalva 
Hahn 
Hanabusa 
Hastings (FL) 
Heinrich 
Higgins 
Himes 

Hinchey 
Hinojosa 
Hochul 
Holden 
Holt 
Honda 
Hoyer 
Israel 
Johnson (GA) 
Johnson, E. B. 
Kaptur 
Keating 
Kildee 
Kind 
Kissell 
Kucinich 
Langevin 
Larsen (WA) 
Larson (CT) 
Lee (CA) 
Levin 
Lewis (GA) 
Lipinski 
Loebsack 
Lofgren, Zoe 
Lowey 
Luján 
Lynch 
Maloney 
Markey 
Matsui 
McCarthy (NY) 
McCollum 
McDermott 
McGovern 
McIntyre 

McNerney 
Miller (NC) 
Miller, George 
Moore 
Moran 
Nadler 
Napolitano 
Neal 
Olver 
Pallone 
Pascrell 
Pastor (AZ) 
Pelosi 
Perlmutter 
Peters 
Pingree (ME) 
Polis 
Price (NC) 
Quigley 
Rahall 
Rangel 
Reichert 
Reyes 

Richardson 
Richmond 
Rothman (NJ) 
Roybal-Allard 
Ruppersberger 
Rush 
Ryan (OH) 
Sánchez, Linda 

T. 
Sanchez, Loretta 
Sarbanes 
Schakowsky 
Schiff 
Schrader 
Schwartz 
Scott (VA) 
Scott, David 
Serrano 
Sewell 
Sherman 
Sires 
Slaughter 
Smith (WA) 

Speier 
Stark 
Sutton 
Thompson (CA) 
Thompson (MS) 
Tierney 
Tonko 
Towns 
Tsongas 
Van Hollen 
Velázquez 
Visclosky 
Walz (MN) 
Wasserman 

Schultz 
Waters 
Watt 
Waxman 
Welch 
Wilson (FL) 
Woolsey 
Yarmuth 

NOES—239 

Adams 
Aderholt 
Alexander 
Amash 
Amodei 
Austria 
Bachmann 
Bachus 
Barletta 
Bartlett 
Barton (TX) 
Bass (NH) 
Benishek 
Berg 
Biggert 
Bilbray 
Bilirakis 
Bishop (UT) 
Black 
Blackburn 
Bonner 
Bono Mack 
Boren 
Boustany 
Brady (TX) 
Brooks 
Broun (GA) 
Buchanan 
Bucshon 
Buerkle 
Burgess 
Burton (IN) 
Calvert 
Camp 
Campbell 
Canseco 
Cantor 
Capito 
Carter 
Cassidy 
Chabot 
Chaffetz 
Coble 
Coffman (CO) 
Cole 
Conaway 
Costa 
Cravaack 
Crawford 
Crenshaw 
Davis (KY) 
Denham 
Dent 
DesJarlais 
Diaz-Balart 
Dold 
Dreier 
Duffy 
Duncan (SC) 
Duncan (TN) 
Ellmers 
Emerson 
Farenthold 
Fincher 
Fitzpatrick 
Flake 
Fleischmann 
Fleming 
Flores 
Forbes 
Fortenberry 
Foxx 
Franks (AZ) 
Frelinghuysen 

Gallegly 
Gardner 
Garrett 
Gerlach 
Gibbs 
Gingrey (GA) 
Gohmert 
Goodlatte 
Gosar 
Gowdy 
Granger 
Graves (GA) 
Graves (MO) 
Griffin (AR) 
Griffith (VA) 
Grimm 
Guinta 
Guthrie 
Hall 
Hanna 
Harper 
Harris 
Hartzler 
Hastings (WA) 
Hayworth 
Heck 
Hensarling 
Herger 
Herrera Beutler 
Huelskamp 
Huizenga (MI) 
Hultgren 
Hunter 
Hurt 
Issa 
Jenkins 
Johnson (IL) 
Johnson (OH) 
Johnson, Sam 
Jones 
Jordan 
Kelly 
King (IA) 
King (NY) 
Kingston 
Kinzinger (IL) 
Kline 
Labrador 
Lamborn 
Lance 
Landry 
Lankford 
Latham 
LaTourette 
Latta 
Lewis (CA) 
LoBiondo 
Long 
Lucas 
Luetkemeyer 
Lummis 
Lungren, Daniel 

E. 
Manzullo 
Marino 
Matheson 
McCarthy (CA) 
McCaul 
McClintock 
McHenry 
McKeon 
McKinley 
McMorris 

Rodgers 

Meehan 
Mica 
Michaud 
Miller (FL) 
Miller (MI) 
Miller, Gary 
Mulvaney 
Murphy (PA) 
Myrick 
Neugebauer 
Noem 
Nugent 
Nunes 
Nunnelee 
Olson 
Owens 
Palazzo 
Paul 
Paulsen 
Pearce 
Pence 
Peterson 
Petri 
Pitts 
Platts 
Poe (TX) 
Pompeo 
Posey 
Price (GA) 
Quayle 
Reed 
Rehberg 
Renacci 
Ribble 
Rigell 
Rivera 
Roby 
Roe (TN) 
Rogers (AL) 
Rogers (KY) 
Rohrabacher 
Rokita 
Rooney 
Ros-Lehtinen 
Roskam 
Ross (AR) 
Ross (FL) 
Royce 
Runyan 
Ryan (WI) 
Scalise 
Schilling 
Schmidt 
Schock 
Schweikert 
Scott (SC) 
Scott, Austin 
Sensenbrenner 
Sessions 
Shimkus 
Shuler 
Shuster 
Simpson 
Smith (NE) 
Smith (NJ) 
Smith (TX) 
Southerland 
Stearns 
Stutzman 
Terry 
Thompson (PA) 
Thornberry 
Tiberi 
Tipton 
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Turner (NY) 
Turner (OH) 
Upton 
Walberg 
Walden 
Walsh (IL) 
Webster 

West 
Westmoreland 
Whitfield 
Wilson (SC) 
Wittman 
Wolf 
Womack 

Woodall 
Yoder 
Young (AK) 
Young (FL) 
Young (IN) 

NOT VOTING—18 

Ackerman 
Akin 
Bass (CA) 
Cardoza 
Culberson 
Davis (IL) 
Fattah 

Gutierrez 
Hirono 
Jackson (IL) 
Jackson Lee 

(TX) 
Mack 
Marchant 

Meeks 
Murphy (CT) 
Rogers (MI) 
Stivers 
Sullivan 

ANNOUNCEMENT BY THE ACTING CHAIR 

The Acting CHAIR (during the vote). 
There is 1 minute remaining. 

b 1151 

So the amendment was rejected. 
The result of the vote was announced 

as above recorded. 
AMENDMENT NO. 16 OFFERED BY MS. WOOLSEY 

The Acting CHAIR. The unfinished 
business is the demand for a recorded 
vote on the amendment offered by the 
gentlewoman from California (Ms. 
WOOLSEY) on which further proceedings 
were postponed and on which the noes 
prevailed by voice vote. 

The Clerk will redesignate the 
amendment. 

The Clerk redesignated the amend-
ment. 

RECORDED VOTE 

The Acting CHAIR. A recorded vote 
has been demanded. 

A recorded vote was ordered. 
The Acting CHAIR. This will be a 2- 

minute vote. 
The vote was taken by electronic de-

vice, and there were—ayes 178, noes 236, 
not voting 17, as follows: 

[Roll No. 529] 

AYES—178 

Altmire 
Andrews 
Baca 
Baldwin 
Barber 
Bass (CA) 
Becerra 
Berkley 
Berman 
Bishop (GA) 
Bishop (NY) 
Blumenauer 
Bonamici 
Boswell 
Brady (PA) 
Braley (IA) 
Brown (FL) 
Butterfield 
Capps 
Capuano 
Carnahan 
Carney 
Carson (IN) 
Castor (FL) 
Chandler 
Chu 
Cicilline 
Clarke (MI) 
Clarke (NY) 
Clay 
Cleaver 
Clyburn 
Cohen 
Connolly (VA) 
Conyers 
Cooper 
Costello 
Critz 
Crowley 
Cuellar 
Cummings 
Davis (CA) 

DeFazio 
DeGette 
DeLauro 
Deutch 
Dicks 
Dingell 
Doggett 
Donnelly (IN) 
Doyle 
Edwards 
Ellison 
Engel 
Eshoo 
Farr 
Filner 
Frank (MA) 
Fudge 
Garamendi 
Gibson 
Gonzalez 
Green, Al 
Green, Gene 
Grijalva 
Gutierrez 
Hahn 
Hanabusa 
Hastings (FL) 
Heinrich 
Higgins 
Himes 
Hinchey 
Hinojosa 
Hochul 
Holden 
Holt 
Honda 
Hoyer 
Israel 
Johnson (GA) 
Johnson (IL) 
Johnson, E. B. 
Kaptur 

Keating 
Kildee 
Kind 
Kissell 
Kucinich 
Langevin 
Larsen (WA) 
Larson (CT) 
Lee (CA) 
Levin 
Lewis (GA) 
Lipinski 
LoBiondo 
Loebsack 
Lofgren, Zoe 
Lowey 
Luján 
Lynch 
Maloney 
Markey 
Matsui 
McCarthy (NY) 
McCollum 
McDermott 
McGovern 
McIntyre 
McNerney 
Michaud 
Miller (NC) 
Miller, George 
Moore 
Moran 
Nadler 
Napolitano 
Neal 
Olver 
Pallone 
Pastor (AZ) 
Pelosi 
Perlmutter 
Peters 
Pingree (ME) 

Polis 
Price (NC) 
Quigley 
Rahall 
Rangel 
Reichert 
Reyes 
Richardson 
Richmond 
Ross (AR) 
Rothman (NJ) 
Roybal-Allard 
Runyan 
Ruppersberger 
Rush 
Ryan (OH) 
Sánchez, Linda 

T. 

Sanchez, Loretta 
Sarbanes 
Schakowsky 
Schiff 
Schrader 
Schwartz 
Scott (VA) 
Scott, David 
Serrano 
Sewell 
Sherman 
Sires 
Slaughter 
Smith (WA) 
Speier 
Stark 
Sutton 
Thompson (CA) 

Thompson (MS) 
Tierney 
Tonko 
Towns 
Tsongas 
Van Hollen 
Velázquez 
Visclosky 
Walz (MN) 
Wasserman 

Schultz 
Waters 
Watt 
Waxman 
Welch 
Wilson (FL) 
Woolsey 
Yarmuth 

NOES—236 

Adams 
Aderholt 
Alexander 
Amash 
Amodei 
Austria 
Bachmann 
Bachus 
Barletta 
Barrow 
Bartlett 
Barton (TX) 
Bass (NH) 
Benishek 
Berg 
Biggert 
Bilbray 
Bilirakis 
Black 
Blackburn 
Bonner 
Bono Mack 
Boren 
Boustany 
Brady (TX) 
Brooks 
Broun (GA) 
Buchanan 
Bucshon 
Buerkle 
Burgess 
Burton (IN) 
Calvert 
Camp 
Campbell 
Canseco 
Cantor 
Capito 
Carter 
Cassidy 
Chabot 
Chaffetz 
Coble 
Coffman (CO) 
Cole 
Conaway 
Costa 
Cravaack 
Crawford 
Crenshaw 
Davis (KY) 
Denham 
Dent 
DesJarlais 
Diaz-Balart 
Dold 
Dreier 
Duffy 
Duncan (SC) 
Duncan (TN) 
Ellmers 
Emerson 
Farenthold 
Fincher 
Fitzpatrick 
Flake 
Fleischmann 
Fleming 
Flores 
Forbes 
Fortenberry 
Foxx 
Franks (AZ) 
Frelinghuysen 
Gallegly 
Gardner 
Garrett 
Gerlach 

Gibbs 
Gingrey (GA) 
Gohmert 
Goodlatte 
Gosar 
Gowdy 
Granger 
Graves (GA) 
Graves (MO) 
Griffin (AR) 
Griffith (VA) 
Grimm 
Guinta 
Guthrie 
Hall 
Hanna 
Harper 
Harris 
Hartzler 
Hastings (WA) 
Hayworth 
Heck 
Hensarling 
Herger 
Herrera Beutler 
Huelskamp 
Huizenga (MI) 
Hultgren 
Hunter 
Hurt 
Issa 
Jenkins 
Johnson (OH) 
Johnson, Sam 
Jones 
Jordan 
Kelly 
King (IA) 
King (NY) 
Kingston 
Kinzinger (IL) 
Kline 
Labrador 
Lamborn 
Lance 
Landry 
Lankford 
Latham 
LaTourette 
Latta 
Lewis (CA) 
Long 
Lucas 
Luetkemeyer 
Lummis 
Lungren, Daniel 

E. 
Manzullo 
Marchant 
Marino 
Matheson 
McCarthy (CA) 
McCaul 
McClintock 
McHenry 
McKeon 
McKinley 
McMorris 

Rodgers 
Meehan 
Mica 
Miller (FL) 
Miller (MI) 
Miller, Gary 
Mulvaney 
Murphy (PA) 
Myrick 
Neugebauer 

Noem 
Nugent 
Nunes 
Nunnelee 
Olson 
Owens 
Palazzo 
Paul 
Paulsen 
Pearce 
Pence 
Peterson 
Petri 
Pitts 
Platts 
Poe (TX) 
Pompeo 
Posey 
Price (GA) 
Quayle 
Reed 
Rehberg 
Renacci 
Ribble 
Rigell 
Rivera 
Roby 
Roe (TN) 
Rogers (AL) 
Rogers (KY) 
Rogers (MI) 
Rohrabacher 
Rokita 
Rooney 
Ros-Lehtinen 
Roskam 
Ross (FL) 
Royce 
Ryan (WI) 
Scalise 
Schilling 
Schmidt 
Schock 
Schweikert 
Scott (SC) 
Scott, Austin 
Sensenbrenner 
Sessions 
Shimkus 
Shuler 
Shuster 
Simpson 
Smith (NE) 
Smith (NJ) 
Southerland 
Stearns 
Stutzman 
Sullivan 
Terry 
Thompson (PA) 
Thornberry 
Tiberi 
Tipton 
Turner (NY) 
Turner (OH) 
Upton 
Walberg 
Walden 
Walsh (IL) 
Webster 
West 
Westmoreland 
Whitfield 
Wilson (SC) 
Wittman 
Wolf 

Womack 
Woodall 

Yoder 
Young (AK) 

Young (FL) 
Young (IN) 

NOT VOTING—17 

Ackerman 
Akin 
Bishop (UT) 
Cardoza 
Courtney 
Culberson 

Davis (IL) 
Fattah 
Hirono 
Jackson (IL) 
Jackson Lee 

(TX) 

Mack 
Meeks 
Murphy (CT) 
Pascrell 
Smith (TX) 
Stivers 

ANNOUNCEMENT BY THE ACTING CHAIR 

The Acting CHAIR (during the vote). 
There is 1 minute remaining. 

b 1155 

So the amendment was rejected. 
The result of the vote was announced 

as above recorded. 
AMENDMENT NO. 18 OFFERED BY MS. WATERS 

The Acting CHAIR. The unfinished 
business is the demand for a recorded 
vote on the amendment offered by the 
gentlewoman from California (Ms. 
WATERS) on which further proceedings 
were postponed and on which the noes 
prevailed by voice vote. 

The Clerk will redesignate the 
amendment. 

The Clerk redesignated the amend-
ment. 

RECORDED VOTE 

The Acting CHAIR. A recorded vote 
has been demanded. 

A recorded vote was ordered. 
The Acting CHAIR. This will be a 2- 

minute vote. 
The vote was taken by electronic de-

vice, and there were—ayes 171, noes 247, 
not voting 13, as follows: 

[Roll No. 530] 

AYES—171 

Andrews 
Baca 
Baldwin 
Barber 
Bass (CA) 
Becerra 
Berkley 
Berman 
Bishop (GA) 
Bishop (NY) 
Blumenauer 
Bonamici 
Boswell 
Brady (PA) 
Braley (IA) 
Brown (FL) 
Butterfield 
Capps 
Capuano 
Carnahan 
Carney 
Carson (IN) 
Castor (FL) 
Chu 
Cicilline 
Clarke (MI) 
Clarke (NY) 
Clay 
Cleaver 
Clyburn 
Cohen 
Connolly (VA) 
Conyers 
Cooper 
Costa 
Costello 
Courtney 
Critz 
Crowley 
Cuellar 
Cummings 
Davis (CA) 
DeFazio 
DeGette 
DeLauro 
Deutch 
Dicks 
Dingell 

Doggett 
Donnelly (IN) 
Doyle 
Edwards 
Ellison 
Engel 
Eshoo 
Farr 
Filner 
Frank (MA) 
Fudge 
Garamendi 
Gonzalez 
Green, Al 
Grijalva 
Gutierrez 
Hahn 
Hanabusa 
Hastings (FL) 
Heinrich 
Higgins 
Himes 
Hinchey 
Hinojosa 
Holden 
Holt 
Honda 
Hoyer 
Israel 
Johnson (GA) 
Johnson, E. B. 
Jones 
Kaptur 
Keating 
Kildee 
Kind 
Kissell 
Kucinich 
Langevin 
Larsen (WA) 
Larson (CT) 
Lee (CA) 
Levin 
Lewis (GA) 
Lipinski 
Loebsack 
Lofgren, Zoe 
Lowey 

Luján 
Lynch 
Maloney 
Markey 
Matsui 
McCarthy (NY) 
McCollum 
McDermott 
McGovern 
McNerney 
Michaud 
Miller (NC) 
Miller, George 
Moore 
Moran 
Nadler 
Napolitano 
Neal 
Olver 
Owens 
Pallone 
Pascrell 
Pastor (AZ) 
Pelosi 
Perlmutter 
Peters 
Pingree (ME) 
Polis 
Price (NC) 
Quigley 
Rahall 
Rangel 
Reyes 
Richardson 
Richmond 
Rothman (NJ) 
Roybal-Allard 
Ruppersberger 
Rush 
Ryan (OH) 
Sánchez, Linda 

T. 
Sanchez, Loretta 
Sarbanes 
Schakowsky 
Schiff 
Schwartz 
Scott (VA) 
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Scott, David 
Serrano 
Sewell 
Sherman 
Sires 
Slaughter 
Smith (WA) 
Speier 
Stark 
Sutton 

Thompson (CA) 
Thompson (MS) 
Tierney 
Tonko 
Towns 
Tsongas 
Van Hollen 
Velázquez 
Visclosky 
Walz (MN) 

Wasserman 
Schultz 

Waters 
Watt 
Waxman 
Welch 
Wilson (FL) 
Woolsey 
Yarmuth 

NOES—247 

Adams 
Aderholt 
Alexander 
Altmire 
Amash 
Amodei 
Austria 
Bachmann 
Bachus 
Barletta 
Barrow 
Bartlett 
Barton (TX) 
Bass (NH) 
Benishek 
Berg 
Biggert 
Bilbray 
Bilirakis 
Bishop (UT) 
Black 
Blackburn 
Bonner 
Bono Mack 
Boren 
Boustany 
Brady (TX) 
Brooks 
Broun (GA) 
Buchanan 
Bucshon 
Buerkle 
Burgess 
Burton (IN) 
Calvert 
Camp 
Campbell 
Canseco 
Cantor 
Capito 
Carter 
Cassidy 
Chabot 
Chaffetz 
Chandler 
Coble 
Coffman (CO) 
Cole 
Conaway 
Cravaack 
Crawford 
Crenshaw 
Davis (KY) 
Denham 
Dent 
DesJarlais 
Diaz-Balart 
Dold 
Dreier 
Duffy 
Duncan (SC) 
Duncan (TN) 
Ellmers 
Emerson 
Farenthold 
Fincher 
Fitzpatrick 
Flake 
Fleischmann 
Fleming 
Flores 
Forbes 
Fortenberry 
Foxx 
Franks (AZ) 
Frelinghuysen 
Gallegly 
Gardner 
Garrett 
Gerlach 
Gibbs 
Gibson 
Gingrey (GA) 

Gohmert 
Goodlatte 
Gosar 
Gowdy 
Granger 
Graves (GA) 
Graves (MO) 
Green, Gene 
Griffin (AR) 
Griffith (VA) 
Grimm 
Guinta 
Guthrie 
Hall 
Hanna 
Harper 
Harris 
Hartzler 
Hastings (WA) 
Hayworth 
Heck 
Hensarling 
Herger 
Herrera Beutler 
Hochul 
Huelskamp 
Huizenga (MI) 
Hultgren 
Hunter 
Hurt 
Issa 
Jenkins 
Johnson (IL) 
Johnson (OH) 
Johnson, Sam 
Jordan 
Kelly 
King (IA) 
King (NY) 
Kingston 
Kinzinger (IL) 
Kline 
Labrador 
Lamborn 
Lance 
Landry 
Lankford 
Latham 
LaTourette 
Latta 
Lewis (CA) 
LoBiondo 
Long 
Lucas 
Luetkemeyer 
Lummis 
Lungren, Daniel 

E. 
Manzullo 
Marchant 
Marino 
Matheson 
McCarthy (CA) 
McCaul 
McClintock 
McHenry 
McIntyre 
McKeon 
McKinley 
McMorris 

Rodgers 
Meehan 
Mica 
Miller (FL) 
Miller (MI) 
Miller, Gary 
Mulvaney 
Murphy (PA) 
Myrick 
Neugebauer 
Noem 
Nugent 
Nunes 

Nunnelee 
Olson 
Palazzo 
Paul 
Paulsen 
Pearce 
Pence 
Peterson 
Petri 
Pitts 
Platts 
Poe (TX) 
Pompeo 
Posey 
Price (GA) 
Quayle 
Reed 
Rehberg 
Reichert 
Renacci 
Ribble 
Rigell 
Rivera 
Roby 
Roe (TN) 
Rogers (AL) 
Rogers (KY) 
Rogers (MI) 
Rohrabacher 
Rokita 
Rooney 
Ros-Lehtinen 
Roskam 
Ross (AR) 
Ross (FL) 
Royce 
Runyan 
Ryan (WI) 
Scalise 
Schilling 
Schmidt 
Schock 
Schrader 
Schweikert 
Scott (SC) 
Scott, Austin 
Sensenbrenner 
Sessions 
Shimkus 
Shuler 
Shuster 
Simpson 
Smith (NE) 
Smith (NJ) 
Smith (TX) 
Southerland 
Stearns 
Stutzman 
Sullivan 
Terry 
Thompson (PA) 
Thornberry 
Tiberi 
Tipton 
Turner (NY) 
Turner (OH) 
Upton 
Walberg 
Walden 
Walsh (IL) 
Webster 
West 
Westmoreland 
Whitfield 
Wilson (SC) 
Wittman 
Wolf 
Womack 
Woodall 
Yoder 
Young (AK) 
Young (FL) 
Young (IN) 

NOT VOTING—13 

Ackerman 
Akin 

Cardoza 
Culberson 

Davis (IL) 
Fattah 

Hirono 
Jackson (IL) 

Jackson Lee 
(TX) 

Mack 

Meeks 
Murphy (CT) 
Stivers 

ANNOUNCEMENT BY THE ACTING CHAIR 

The Acting CHAIR (during the vote). 
There is 1 minute remaining. 

b 1158 

So the amendment was rejected. 
The result of the vote was announced 

as above recorded. 
AMENDMENT NO. 19 OFFERED BY MR. 

FITZPATRICK 

The Acting CHAIR. The unfinished 
business is the demand for a recorded 
vote on the amendment offered by the 
gentleman from Pennsylvania (Mr. 
FITZPATRICK) on which further pro-
ceedings were postponed and on which 
the ayes prevailed by voice vote. 

The Clerk will redesignate the 
amendment. 

The Clerk redesignated the amend-
ment. 

RECORDED VOTE 

The Acting CHAIR. A recorded vote 
has been demanded. 

A recorded vote was ordered. 
The Acting CHAIR. This will be a 2- 

minute vote. 
The vote was taken by electronic de-

vice, and there were—ayes 251, noes 166, 
not voting 14, as follows: 

[Roll No. 531] 

AYES—251 

Adams 
Aderholt 
Alexander 
Amash 
Amodei 
Austria 
Bachmann 
Bachus 
Barletta 
Barrow 
Bartlett 
Barton (TX) 
Benishek 
Berg 
Biggert 
Bilbray 
Bilirakis 
Bishop (UT) 
Black 
Blackburn 
Bonner 
Bono Mack 
Boren 
Boswell 
Boustany 
Brooks 
Broun (GA) 
Buchanan 
Bucshon 
Buerkle 
Burgess 
Burton (IN) 
Calvert 
Camp 
Canseco 
Cantor 
Capito 
Carter 
Cassidy 
Chabot 
Chaffetz 
Coble 
Coffman (CO) 
Cole 
Conaway 
Connolly (VA) 
Cravaack 
Crawford 
Crenshaw 
Critz 
Cuellar 
Davis (KY) 
Denham 
Dent 

DesJarlais 
Diaz-Balart 
Dold 
Dreier 
Duffy 
Duncan (SC) 
Duncan (TN) 
Ellmers 
Emerson 
Farenthold 
Fincher 
Fitzpatrick 
Flake 
Fleischmann 
Fleming 
Flores 
Forbes 
Fortenberry 
Foxx 
Franks (AZ) 
Frelinghuysen 
Gallegly 
Gardner 
Garrett 
Gerlach 
Gibbs 
Gibson 
Gingrey (GA) 
Gohmert 
Goodlatte 
Gosar 
Gowdy 
Granger 
Graves (GA) 
Graves (MO) 
Griffin (AR) 
Griffith (VA) 
Grimm 
Guinta 
Guthrie 
Hall 
Hanna 
Harper 
Harris 
Hartzler 
Hastings (WA) 
Hayworth 
Heck 
Hensarling 
Herger 
Herrera Beutler 
Holden 
Huelskamp 
Huizenga (MI) 

Hultgren 
Hunter 
Hurt 
Issa 
Jenkins 
Johnson (IL) 
Johnson (OH) 
Johnson, Sam 
Jones 
Jordan 
Kelly 
Kind 
King (IA) 
King (NY) 
Kingston 
Kinzinger (IL) 
Kissell 
Kline 
Labrador 
Lamborn 
Lance 
Landry 
Lankford 
Latham 
LaTourette 
Latta 
Lewis (CA) 
LoBiondo 
Loebsack 
Long 
Lucas 
Luetkemeyer 
Lummis 
Lungren, Daniel 

E. 
Manzullo 
Marchant 
Marino 
Matheson 
McCarthy (CA) 
McCaul 
McClintock 
McHenry 
McIntyre 
McKeon 
McKinley 
McMorris 

Rodgers 
Meehan 
Mica 
Miller (FL) 
Miller (MI) 
Miller, Gary 
Mulvaney 

Murphy (PA) 
Myrick 
Neugebauer 
Noem 
Nugent 
Nunes 
Nunnelee 
Olson 
Owens 
Palazzo 
Paul 
Paulsen 
Pearce 
Pence 
Peterson 
Petri 
Pitts 
Platts 
Poe (TX) 
Pompeo 
Posey 
Price (GA) 
Quayle 
Rahall 
Reed 
Rehberg 
Reichert 
Renacci 
Ribble 
Rigell 
Rivera 

Roby 
Roe (TN) 
Rogers (AL) 
Rogers (KY) 
Rogers (MI) 
Rohrabacher 
Rokita 
Rooney 
Ros-Lehtinen 
Roskam 
Ross (AR) 
Ross (FL) 
Royce 
Runyan 
Ryan (WI) 
Scalise 
Schilling 
Schmidt 
Schock 
Schrader 
Schweikert 
Scott (SC) 
Scott, Austin 
Sensenbrenner 
Serrano 
Sessions 
Shimkus 
Shuster 
Simpson 
Smith (NE) 
Smith (NJ) 

Smith (TX) 
Southerland 
Stearns 
Stutzman 
Sullivan 
Terry 
Thompson (PA) 
Thornberry 
Tiberi 
Tipton 
Turner (NY) 
Turner (OH) 
Upton 
Walberg 
Walden 
Walsh (IL) 
Webster 
West 
Westmoreland 
Whitfield 
Wilson (SC) 
Wittman 
Wolf 
Womack 
Woodall 
Yoder 
Young (AK) 
Young (FL) 
Young (IN) 

NOES—166 

Altmire 
Andrews 
Baca 
Baldwin 
Barber 
Bass (CA) 
Bass (NH) 
Becerra 
Berkley 
Berman 
Bishop (GA) 
Bishop (NY) 
Blumenauer 
Bonamici 
Brady (PA) 
Brady (TX) 
Braley (IA) 
Brown (FL) 
Butterfield 
Campbell 
Capps 
Capuano 
Carnahan 
Carney 
Carson (IN) 
Castor (FL) 
Chandler 
Chu 
Cicilline 
Clarke (MI) 
Clarke (NY) 
Clay 
Cleaver 
Clyburn 
Cohen 
Conyers 
Cooper 
Costa 
Costello 
Courtney 
Crowley 
Cummings 
Davis (CA) 
DeFazio 
DeGette 
DeLauro 
Deutch 
Dicks 
Dingell 
Doggett 
Donnelly (IN) 
Doyle 
Edwards 
Ellison 
Engel 
Eshoo 

Farr 
Filner 
Frank (MA) 
Fudge 
Garamendi 
Gonzalez 
Green, Al 
Green, Gene 
Grijalva 
Gutierrez 
Hahn 
Hanabusa 
Hastings (FL) 
Heinrich 
Higgins 
Himes 
Hinchey 
Hinojosa 
Hochul 
Holt 
Honda 
Hoyer 
Israel 
Johnson (GA) 
Johnson, E. B. 
Kaptur 
Keating 
Kildee 
Kucinich 
Langevin 
Larsen (WA) 
Larson (CT) 
Lee (CA) 
Levin 
Lewis (GA) 
Lipinski 
Lofgren, Zoe 
Lowey 
Luján 
Lynch 
Maloney 
Markey 
Matsui 
McCarthy (NY) 
McCollum 
McDermott 
McGovern 
McNerney 
Michaud 
Miller (NC) 
Miller, George 
Moore 
Moran 
Nadler 
Napolitano 
Neal 

Olver 
Pallone 
Pascrell 
Pastor (AZ) 
Pelosi 
Perlmutter 
Peters 
Pingree (ME) 
Polis 
Price (NC) 
Quigley 
Rangel 
Reyes 
Richardson 
Richmond 
Rothman (NJ) 
Roybal-Allard 
Ruppersberger 
Rush 
Ryan (OH) 
Sánchez, Linda 

T. 
Sanchez, Loretta 
Sarbanes 
Schakowsky 
Schiff 
Schwartz 
Scott (VA) 
Scott, David 
Sewell 
Sherman 
Shuler 
Sires 
Slaughter 
Smith (WA) 
Speier 
Stark 
Sutton 
Thompson (CA) 
Thompson (MS) 
Tierney 
Tonko 
Towns 
Tsongas 
Van Hollen 
Velázquez 
Visclosky 
Walz (MN) 
Wasserman 

Schultz 
Watt 
Waxman 
Welch 
Wilson (FL) 
Woolsey 
Yarmuth 

NOT VOTING—14 

Ackerman 
Akin 
Cardoza 
Culberson 
Davis (IL) 

Fattah 
Hirono 
Jackson (IL) 
Jackson Lee 

(TX) 

Mack 
Meeks 
Murphy (CT) 
Stivers 
Waters 
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CONGRESSIONAL RECORD — HOUSEH5316 July 26, 2012 
ANNOUNCEMENT BY THE ACTING CHAIR 

The Acting CHAIR (during the vote). 
There is 1 minute remaining. 

b 1201 

Ms. BERKLEY changed her vote from 
‘‘aye’’ to ‘‘no.’’ 

So the amendment was agreed to. 
The result of the vote was announced 

as above recorded. 
AMENDMENT NO. 20 OFFERED BY MR. POSEY 

The Acting CHAIR. The unfinished 
business is the demand for a recorded 
vote on the amendment offered by the 
gentleman from Florida (Mr. POSEY) on 
which further proceedings were post-
poned and on which the ayes prevailed 
by voice vote. 

The Clerk will redesignate the 
amendment. 

The Clerk redesignated the amend-
ment. 

RECORDED VOTE 

The Acting CHAIR. A recorded vote 
has been demanded. 

A recorded vote was ordered. 
The Acting CHAIR. This will be a 2- 

minute vote. 
The vote was taken by electronic de-

vice, and there were—ayes 245, noes 171, 
not voting 15, as follows: 

[Roll No. 532] 

AYES—245 

Adams 
Aderholt 
Alexander 
Altmire 
Amodei 
Austria 
Bachmann 
Bachus 
Barletta 
Barrow 
Bartlett 
Barton (TX) 
Benishek 
Berg 
Biggert 
Bilbray 
Bilirakis 
Bishop (GA) 
Bishop (UT) 
Black 
Blackburn 
Bonner 
Bono Mack 
Boren 
Boustany 
Brady (TX) 
Brooks 
Broun (GA) 
Buchanan 
Bucshon 
Buerkle 
Burgess 
Burton (IN) 
Calvert 
Camp 
Campbell 
Canseco 
Cantor 
Capito 
Carter 
Cassidy 
Chabot 
Chaffetz 
Coble 
Coffman (CO) 
Cole 
Conaway 
Costello 
Cravaack 
Crawford 
Crenshaw 
Critz 
Davis (KY) 
Denham 
Dent 
DesJarlais 

Diaz-Balart 
Dold 
Dreier 
Duffy 
Duncan (SC) 
Duncan (TN) 
Ellmers 
Emerson 
Farenthold 
Fincher 
Fitzpatrick 
Flake 
Fleischmann 
Fleming 
Flores 
Forbes 
Fortenberry 
Foxx 
Franks (AZ) 
Frelinghuysen 
Gallegly 
Gardner 
Garrett 
Gerlach 
Gibbs 
Gingrey (GA) 
Gohmert 
Goodlatte 
Gosar 
Gowdy 
Granger 
Graves (GA) 
Graves (MO) 
Green, Gene 
Griffin (AR) 
Griffith (VA) 
Grimm 
Guinta 
Guthrie 
Hall 
Hanna 
Harper 
Harris 
Hartzler 
Hastings (WA) 
Hayworth 
Heck 
Hensarling 
Herger 
Herrera Beutler 
Holden 
Huelskamp 
Huizenga (MI) 
Hultgren 
Hunter 
Hurt 

Issa 
Jenkins 
Johnson (OH) 
Johnson, Sam 
Jones 
Jordan 
Kelly 
King (IA) 
King (NY) 
Kingston 
Kinzinger (IL) 
Kissell 
Kline 
Labrador 
Lamborn 
Lance 
Landry 
Lankford 
Latham 
LaTourette 
Latta 
Lewis (CA) 
LoBiondo 
Long 
Lucas 
Luetkemeyer 
Lummis 
Lungren, Daniel 

E. 
Manzullo 
Marchant 
Marino 
Matheson 
McCarthy (CA) 
McCaul 
McClintock 
McHenry 
McIntyre 
McKeon 
McKinley 
McMorris 

Rodgers 
Meehan 
Mica 
Miller (FL) 
Miller (MI) 
Miller, Gary 
Mulvaney 
Murphy (PA) 
Myrick 
Neugebauer 
Noem 
Nugent 
Nunes 
Nunnelee 
Olson 

Palazzo 
Paul 
Paulsen 
Pearce 
Pence 
Petri 
Pingree (ME) 
Pitts 
Platts 
Poe (TX) 
Pompeo 
Posey 
Price (GA) 
Quayle 
Rahall 
Reed 
Rehberg 
Renacci 
Ribble 
Rigell 
Rivera 
Roby 
Roe (TN) 
Rogers (AL) 
Rogers (KY) 
Rogers (MI) 
Rohrabacher 

Rokita 
Rooney 
Ros-Lehtinen 
Roskam 
Ross (AR) 
Ross (FL) 
Royce 
Runyan 
Ryan (WI) 
Scalise 
Schilling 
Schmidt 
Schock 
Schweikert 
Scott (SC) 
Scott, Austin 
Sensenbrenner 
Sessions 
Shimkus 
Shuster 
Simpson 
Smith (NE) 
Smith (NJ) 
Smith (TX) 
Southerland 
Stearns 
Stutzman 

Sullivan 
Terry 
Thompson (PA) 
Thornberry 
Tiberi 
Tipton 
Turner (NY) 
Turner (OH) 
Upton 
Walberg 
Walden 
Walsh (IL) 
Webster 
West 
Westmoreland 
Whitfield 
Wilson (SC) 
Wittman 
Wolf 
Womack 
Woodall 
Yoder 
Young (AK) 
Young (FL) 
Young (IN) 

NOES—171 

Amash 
Andrews 
Baca 
Baldwin 
Barber 
Bass (CA) 
Bass (NH) 
Becerra 
Berkley 
Berman 
Bishop (NY) 
Blumenauer 
Bonamici 
Boswell 
Brady (PA) 
Braley (IA) 
Brown (FL) 
Butterfield 
Capps 
Capuano 
Carnahan 
Carney 
Carson (IN) 
Castor (FL) 
Chandler 
Chu 
Cicilline 
Clarke (MI) 
Clarke (NY) 
Clay 
Cleaver 
Clyburn 
Cohen 
Connolly (VA) 
Conyers 
Cooper 
Costa 
Courtney 
Crowley 
Cuellar 
Cummings 
Davis (CA) 
DeFazio 
DeGette 
DeLauro 
Deutch 
Dicks 
Dingell 
Doggett 
Donnelly (IN) 
Doyle 
Edwards 
Ellison 
Engel 
Eshoo 
Farr 
Filner 
Frank (MA) 

Fudge 
Garamendi 
Gibson 
Gonzalez 
Green, Al 
Grijalva 
Gutierrez 
Hahn 
Hanabusa 
Hastings (FL) 
Heinrich 
Higgins 
Himes 
Hinchey 
Hinojosa 
Hochul 
Holt 
Honda 
Hoyer 
Israel 
Johnson (GA) 
Johnson (IL) 
Johnson, E. B. 
Kaptur 
Keating 
Kildee 
Kind 
Kucinich 
Langevin 
Larsen (WA) 
Larson (CT) 
Lee (CA) 
Levin 
Lewis (GA) 
Lipinski 
Loebsack 
Lofgren, Zoe 
Lowey 
Luján 
Lynch 
Maloney 
Markey 
Matsui 
McCarthy (NY) 
McCollum 
McDermott 
McGovern 
McNerney 
Michaud 
Miller, George 
Moore 
Moran 
Nadler 
Napolitano 
Neal 
Olver 
Owens 
Pallone 

Pascrell 
Pastor (AZ) 
Pelosi 
Perlmutter 
Peters 
Peterson 
Polis 
Price (NC) 
Quigley 
Rangel 
Reichert 
Reyes 
Richardson 
Richmond 
Roybal-Allard 
Ruppersberger 
Rush 
Ryan (OH) 
Sánchez, Linda 

T. 
Sanchez, Loretta 
Sarbanes 
Schakowsky 
Schiff 
Schrader 
Schwartz 
Scott (VA) 
Scott, David 
Serrano 
Sewell 
Sherman 
Shuler 
Sires 
Slaughter 
Smith (WA) 
Speier 
Stark 
Sutton 
Thompson (CA) 
Thompson (MS) 
Tierney 
Tonko 
Towns 
Tsongas 
Van Hollen 
Velázquez 
Visclosky 
Walz (MN) 
Wasserman 

Schultz 
Waters 
Watt 
Waxman 
Welch 
Wilson (FL) 
Woolsey 
Yarmuth 

NOT VOTING—15 

Ackerman 
Akin 
Cardoza 
Culberson 
Davis (IL) 
Fattah 

Hirono 
Jackson (IL) 
Jackson Lee 

(TX) 
Mack 
Meeks 

Miller (NC) 
Murphy (CT) 
Rothman (NJ) 
Stivers 

ANNOUNCEMENT BY THE ACTING CHAIR 

The Acting CHAIR (during the vote). 
There is 1 minute remaining. 

b 1204 

So the amendment was agreed to. 
The result of the vote was announced 

as above recorded. 
AMENDMENT NO. 21 OFFERED BY MRS. MALONEY 

The Acting CHAIR. The unfinished 
business is the demand for a recorded 
vote on the amendment offered by the 
gentlewoman from New York (Mrs. 
MALONEY) on which further pro-
ceedings were postponed and on which 
the noes prevailed by voice vote. 

The Clerk will redesignate the 
amendment. 

The Clerk redesignated the amend-
ment. 

RECORDED VOTE 

The Acting CHAIR. A recorded vote 
has been demanded. 

A recorded vote was ordered. 
The Acting CHAIR. This will be a 2- 

minute vote. 
The vote was taken by electronic de-

vice, and there were—ayes 173, noes 243, 
not voting 15, as follows: 

[Roll No. 533] 

AYES—173 

Altmire 
Andrews 
Baca 
Baldwin 
Barber 
Bass (CA) 
Becerra 
Berkley 
Berman 
Bishop (GA) 
Bishop (NY) 
Blumenauer 
Bonamici 
Boswell 
Brady (PA) 
Braley (IA) 
Brown (FL) 
Capps 
Capuano 
Carnahan 
Carney 
Carson (IN) 
Castor (FL) 
Chandler 
Chu 
Cicilline 
Clarke (MI) 
Clarke (NY) 
Clay 
Cleaver 
Clyburn 
Cohen 
Connolly (VA) 
Conyers 
Cooper 
Costa 
Costello 
Courtney 
Critz 
Crowley 
Cuellar 
Cummings 
Davis (CA) 
DeFazio 
DeGette 
DeLauro 
Deutch 
Dicks 
Dingell 
Doggett 
Donnelly (IN) 
Doyle 
Edwards 
Ellison 
Engel 
Eshoo 
Farr 
Filner 
Frank (MA) 

Fudge 
Garamendi 
Gibson 
Gonzalez 
Green, Al 
Green, Gene 
Grijalva 
Gutierrez 
Hahn 
Hanabusa 
Hastings (FL) 
Heinrich 
Higgins 
Himes 
Hinchey 
Hinojosa 
Hochul 
Holden 
Holt 
Honda 
Hoyer 
Israel 
Johnson (GA) 
Johnson, E. B. 
Jones 
Kaptur 
Keating 
Kildee 
Kind 
Kissell 
Kucinich 
Langevin 
Larsen (WA) 
Larson (CT) 
Lee (CA) 
Levin 
Lewis (GA) 
Lipinski 
Loebsack 
Lofgren, Zoe 
Lowey 
Luján 
Lynch 
Maloney 
Markey 
Matsui 
McCarthy (NY) 
McCollum 
McDermott 
McGovern 
McIntyre 
McNerney 
Michaud 
Miller (NC) 
Miller, George 
Moore 
Moran 
Nadler 
Napolitano 

Neal 
Olver 
Pallone 
Pascrell 
Pastor (AZ) 
Pelosi 
Perlmutter 
Peters 
Pingree (ME) 
Polis 
Price (NC) 
Quigley 
Rangel 
Reyes 
Richardson 
Richmond 
Rothman (NJ) 
Roybal-Allard 
Ruppersberger 
Rush 
Ryan (OH) 
Sánchez, Linda 

T. 
Sanchez, Loretta 
Sarbanes 
Schakowsky 
Schiff 
Schwartz 
Scott (VA) 
Scott, David 
Serrano 
Sewell 
Sherman 
Sires 
Slaughter 
Smith (WA) 
Speier 
Stark 
Sutton 
Thompson (CA) 
Thompson (MS) 
Tierney 
Tonko 
Towns 
Tsongas 
Van Hollen 
Velázquez 
Visclosky 
Walz (MN) 
Wasserman 

Schultz 
Watt 
Waxman 
Welch 
Wilson (FL) 
Woolsey 
Yarmuth 

NOES—243 

Adams 
Aderholt 

Alexander 
Amash 

Amodei 
Austria 
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CONGRESSIONAL RECORD — HOUSE H5317 July 26, 2012 
Bachmann 
Bachus 
Barletta 
Barrow 
Bartlett 
Barton (TX) 
Bass (NH) 
Benishek 
Berg 
Biggert 
Bilbray 
Bilirakis 
Bishop (UT) 
Black 
Blackburn 
Bonner 
Bono Mack 
Boren 
Boustany 
Brady (TX) 
Brooks 
Broun (GA) 
Buchanan 
Bucshon 
Buerkle 
Burgess 
Burton (IN) 
Calvert 
Camp 
Campbell 
Canseco 
Cantor 
Capito 
Carter 
Cassidy 
Chabot 
Chaffetz 
Coble 
Coffman (CO) 
Cole 
Conaway 
Cravaack 
Crawford 
Crenshaw 
Davis (KY) 
Denham 
Dent 
DesJarlais 
Diaz-Balart 
Dold 
Dreier 
Duffy 
Duncan (SC) 
Duncan (TN) 
Ellmers 
Emerson 
Farenthold 
Fincher 
Fitzpatrick 
Flake 
Fleischmann 
Fleming 
Flores 
Forbes 
Fortenberry 
Foxx 
Franks (AZ) 
Frelinghuysen 
Gallegly 
Gardner 
Garrett 
Gerlach 
Gibbs 
Gingrey (GA) 
Gohmert 
Goodlatte 
Gosar 
Gowdy 
Granger 
Graves (GA) 

Graves (MO) 
Griffin (AR) 
Griffith (VA) 
Grimm 
Guinta 
Guthrie 
Hall 
Hanna 
Harper 
Harris 
Hartzler 
Hastings (WA) 
Hayworth 
Heck 
Hensarling 
Herger 
Herrera Beutler 
Huelskamp 
Huizenga (MI) 
Hultgren 
Hunter 
Hurt 
Issa 
Jenkins 
Johnson (IL) 
Johnson (OH) 
Johnson, Sam 
Jordan 
Kelly 
King (IA) 
King (NY) 
Kingston 
Kinzinger (IL) 
Kline 
Labrador 
Lamborn 
Lance 
Landry 
Lankford 
Latham 
LaTourette 
Latta 
Lewis (CA) 
LoBiondo 
Long 
Lucas 
Luetkemeyer 
Lummis 
Lungren, Daniel 

E. 
Manzullo 
Marchant 
Marino 
Matheson 
McCarthy (CA) 
McCaul 
McClintock 
McHenry 
McKeon 
McKinley 
McMorris 

Rodgers 
Meehan 
Mica 
Miller (FL) 
Miller (MI) 
Miller, Gary 
Mulvaney 
Murphy (PA) 
Myrick 
Neugebauer 
Noem 
Nugent 
Nunes 
Nunnelee 
Olson 
Owens 
Palazzo 
Paul 
Paulsen 

Pearce 
Pence 
Peterson 
Petri 
Pitts 
Platts 
Poe (TX) 
Pompeo 
Posey 
Price (GA) 
Quayle 
Rahall 
Reed 
Rehberg 
Reichert 
Renacci 
Ribble 
Rigell 
Rivera 
Roby 
Roe (TN) 
Rogers (AL) 
Rogers (KY) 
Rogers (MI) 
Rohrabacher 
Rokita 
Rooney 
Ros-Lehtinen 
Roskam 
Ross (AR) 
Ross (FL) 
Royce 
Runyan 
Ryan (WI) 
Scalise 
Schilling 
Schmidt 
Schock 
Schrader 
Schweikert 
Scott (SC) 
Scott, Austin 
Sensenbrenner 
Sessions 
Shimkus 
Shuler 
Shuster 
Simpson 
Smith (NE) 
Smith (NJ) 
Smith (TX) 
Southerland 
Stearns 
Stutzman 
Sullivan 
Terry 
Thompson (PA) 
Thornberry 
Tiberi 
Tipton 
Turner (NY) 
Turner (OH) 
Upton 
Walberg 
Walden 
Walsh (IL) 
Webster 
West 
Westmoreland 
Whitfield 
Wilson (SC) 
Wittman 
Wolf 
Womack 
Woodall 
Yoder 
Young (AK) 
Young (FL) 
Young (IN) 

NOT VOTING—15 

Ackerman 
Akin 
Butterfield 
Cardoza 
Culberson 
Davis (IL) 

Fattah 
Hirono 
Jackson (IL) 
Jackson Lee 

(TX) 
Mack 

Meeks 
Murphy (CT) 
Stivers 
Waters 

ANNOUNCEMENT BY THE ACTING CHAIR 

The Acting CHAIR (during the vote). 
There is 1 minute remaining. 

b 1208 

So the amendment was rejected. 
The result of the vote was announced 

as above recorded. 

AMENDMENT NO. 25 OFFERED BY MR. POSEY 

The Acting CHAIR. The unfinished 
business is the demand for a recorded 
vote on the amendment offered by the 
gentleman from Florida (Mr. POSEY) on 
which further proceedings were post-
poned and on which the ayes prevailed 
by voice vote. 

The Clerk will redesignate the 
amendment. 

The Clerk redesignated the amend-
ment. 

RECORDED VOTE 

The Acting CHAIR. A recorded vote 
has been demanded. 

A recorded vote was ordered. 
The Acting CHAIR. This will be a 2- 

minute vote. 
The vote was taken by electronic de-

vice, and there were—ayes 251, noes 165, 
not voting 15, as follows: 

[Roll No. 534] 

AYES—251 

Adams 
Aderholt 
Alexander 
Amash 
Amodei 
Austria 
Bachmann 
Bachus 
Barletta 
Bartlett 
Barton (TX) 
Benishek 
Berg 
Biggert 
Bilbray 
Bilirakis 
Bishop (UT) 
Black 
Blackburn 
Bonner 
Bono Mack 
Boren 
Boustany 
Brady (TX) 
Brooks 
Buchanan 
Bucshon 
Buerkle 
Burgess 
Burton (IN) 
Calvert 
Camp 
Campbell 
Canseco 
Cantor 
Capito 
Carter 
Cassidy 
Castor (FL) 
Chabot 
Chaffetz 
Chandler 
Coble 
Coffman (CO) 
Cole 
Conaway 
Cravaack 
Crawford 
Crenshaw 
Cuellar 
Davis (KY) 
Denham 
Dent 
DesJarlais 
Deutch 
Diaz-Balart 
Dold 
Donnelly (IN) 
Dreier 
Duffy 
Duncan (SC) 
Duncan (TN) 
Ellmers 
Emerson 
Farenthold 
Fincher 
Fitzpatrick 
Flake 
Fleischmann 

Fleming 
Flores 
Forbes 
Fortenberry 
Foxx 
Franks (AZ) 
Frelinghuysen 
Gallegly 
Gardner 
Garrett 
Gerlach 
Gibbs 
Gibson 
Gingrey (GA) 
Gohmert 
Goodlatte 
Gosar 
Gowdy 
Granger 
Graves (GA) 
Graves (MO) 
Green, Al 
Griffin (AR) 
Griffith (VA) 
Grimm 
Guinta 
Guthrie 
Hall 
Hanna 
Harper 
Harris 
Hartzler 
Hastings (FL) 
Hastings (WA) 
Hayworth 
Heck 
Hensarling 
Herger 
Herrera Beutler 
Himes 
Hinojosa 
Huelskamp 
Huizenga (MI) 
Hultgren 
Hunter 
Hurt 
Issa 
Jenkins 
Johnson (IL) 
Johnson (OH) 
Johnson, Sam 
Jones 
Jordan 
Kelly 
King (IA) 
King (NY) 
Kingston 
Kinzinger (IL) 
Kissell 
Kline 
Labrador 
Lamborn 
Lance 
Landry 
Lankford 
Latham 
Latta 
Lewis (CA) 
LoBiondo 

Long 
Lucas 
Luetkemeyer 
Lummis 
Lungren, Daniel 

E. 
Manzullo 
Marchant 
Marino 
Matheson 
McCarthy (CA) 
McCaul 
McClintock 
McHenry 
McIntyre 
McKeon 
McKinley 
McMorris 

Rodgers 
Meehan 
Mica 
Miller (FL) 
Miller (MI) 
Miller, Gary 
Mulvaney 
Murphy (PA) 
Myrick 
Neugebauer 
Noem 
Nugent 
Nunes 
Nunnelee 
Olson 
Owens 
Palazzo 
Paul 
Paulsen 
Pearce 
Pence 
Petri 
Pitts 
Platts 
Poe (TX) 
Pompeo 
Posey 
Price (GA) 
Quayle 
Rahall 
Reed 
Rehberg 
Reichert 
Renacci 
Ribble 
Rigell 
Rivera 
Roby 
Roe (TN) 
Rogers (AL) 
Rogers (KY) 
Rogers (MI) 
Rohrabacher 
Rokita 
Rooney 
Ros-Lehtinen 
Roskam 
Ross (AR) 
Ross (FL) 
Royce 
Runyan 

Ryan (WI) 
Scalise 
Schilling 
Schmidt 
Schock 
Schrader 
Schweikert 
Scott (SC) 
Scott, Austin 
Sensenbrenner 
Sessions 
Shimkus 
Shuster 
Simpson 
Smith (NE) 
Smith (NJ) 

Smith (TX) 
Southerland 
Stearns 
Stutzman 
Sullivan 
Terry 
Thompson (PA) 
Thornberry 
Tiberi 
Tipton 
Turner (NY) 
Turner (OH) 
Upton 
Walberg 
Walden 
Walsh (IL) 

Wasserman 
Schultz 

Webster 
West 
Westmoreland 
Whitfield 
Wilson (SC) 
Wittman 
Wolf 
Womack 
Woodall 
Yoder 
Young (AK) 
Young (FL) 
Young (IN) 

NOES—165 

Altmire 
Andrews 
Baca 
Baldwin 
Barber 
Barrow 
Bass (CA) 
Bass (NH) 
Becerra 
Berkley 
Berman 
Bishop (GA) 
Bishop (NY) 
Blumenauer 
Bonamici 
Boswell 
Brady (PA) 
Braley (IA) 
Broun (GA) 
Brown (FL) 
Capps 
Capuano 
Carnahan 
Carney 
Carson (IN) 
Chu 
Cicilline 
Clarke (MI) 
Clarke (NY) 
Clay 
Cleaver 
Clyburn 
Cohen 
Connolly (VA) 
Conyers 
Cooper 
Costa 
Costello 
Courtney 
Critz 
Crowley 
Cummings 
Davis (CA) 
DeFazio 
DeGette 
DeLauro 
Dicks 
Dingell 
Doggett 
Doyle 
Edwards 
Ellison 
Engel 
Eshoo 
Farr 
Filner 

Frank (MA) 
Fudge 
Garamendi 
Gonzalez 
Green, Gene 
Grijalva 
Gutierrez 
Hahn 
Hanabusa 
Heinrich 
Higgins 
Hinchey 
Hochul 
Holden 
Holt 
Honda 
Hoyer 
Israel 
Johnson (GA) 
Johnson, E. B. 
Kaptur 
Keating 
Kildee 
Kind 
Kucinich 
Langevin 
Larsen (WA) 
Larson (CT) 
LaTourette 
Lee (CA) 
Levin 
Lewis (GA) 
Lipinski 
Loebsack 
Lofgren, Zoe 
Lowey 
Luján 
Lynch 
Maloney 
Markey 
Matsui 
McCarthy (NY) 
McCollum 
McDermott 
McGovern 
McNerney 
Michaud 
Miller (NC) 
Miller, George 
Moore 
Moran 
Nadler 
Napolitano 
Neal 
Olver 
Pallone 

Pascrell 
Pastor (AZ) 
Pelosi 
Perlmutter 
Peters 
Peterson 
Pingree (ME) 
Polis 
Price (NC) 
Quigley 
Rangel 
Reyes 
Richardson 
Richmond 
Rothman (NJ) 
Roybal-Allard 
Ruppersberger 
Rush 
Ryan (OH) 
Sánchez, Linda 

T. 
Sanchez, Loretta 
Sarbanes 
Schakowsky 
Schiff 
Schwartz 
Scott (VA) 
Scott, David 
Serrano 
Sewell 
Sherman 
Shuler 
Sires 
Slaughter 
Smith (WA) 
Speier 
Stark 
Sutton 
Thompson (CA) 
Thompson (MS) 
Tierney 
Tonko 
Towns 
Tsongas 
Van Hollen 
Velázquez 
Visclosky 
Walz (MN) 
Watt 
Waxman 
Welch 
Wilson (FL) 
Woolsey 
Yarmuth 

NOT VOTING—15 

Ackerman 
Akin 
Butterfield 
Cardoza 
Culberson 
Davis (IL) 

Fattah 
Hirono 
Jackson (IL) 
Jackson Lee 

(TX) 
Mack 

Meeks 
Murphy (CT) 
Stivers 
Waters 

b 1212 

So the amendment was agreed to. 
The result of the vote was announced 

as above recorded. 
The Acting CHAIR (Mr. GINGREY of 

Georgia). There being no further 
amendments, under the rule, the Com-
mittee rises. 

Accordingly, the Committee rose; 
and the Speaker pro tempore (Mr. 
SIMPSON) having assumed the chair, 
Mr. GINGREY of Georgia, Acting Chair 
of the Committee of the Whole House 
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on the state of the Union, reported that 
that Committee, having had under con-
sideration the bill (H.R. 4078) to pro-
vide that no agency may take any sig-
nificant regulatory action until the un-
employment rate is equal to or less 
than 6.0 percent, and, pursuant to 
House Resolution 738, he reported the 
bill, as amended by that resolution and 
House Resolution 741, back to the 
House with sundry further amend-
ments adopted in the Committee of the 
Whole. 

The SPEAKER pro tempore. Under 
the rule, the previous question is or-
dered. 

Is a separate vote demanded on any 
further amendment reported from the 
Committee of the Whole? If not, the 
Chair will put them en gros. 

The amendments were agreed to. 
The SPEAKER pro tempore. The 

question is on the engrossment and 
third reading of the bill. 

The bill was ordered to be engrossed 
and read a third time, and was read the 
third time. 

MOTION TO RECOMMIT 
Ms. SUTTON. Mr. Speaker, I have a 

motion to recommit at the desk. 
The SPEAKER pro tempore. Is the 

gentlewoman opposed to the bill? 
Ms. SUTTON. I am opposed in its 

current form. 
The SPEAKER pro tempore. The 

Clerk will report the motion to recom-
mit. 

The Clerk read as follows: 
Ms. Sutton moves to recommit the bill 

H.R. 4078 to the Committee on Oversight and 
Government Reform with instructions to re-
port the same back to the House forthwith, 
with the following amendment: 

Add, at the end of the bill, the following: 
TITLE VIII—MISCELLANEOUS 

SEC. 801. EXEMPTION FOR DISCLOSURE OF OFF-
SHORE BANK ACCOUNTS, MIDDLE 
INCOME TAX RELIEF, AND PROTEC-
TIONS FOR CONSUMERS. 

Notwithstanding any other provision of 
this Act, nothing in this Act or the amend-
ments made by this Act shall impose any 
limitation on agency action that would— 

(1) require the disclosure of a foreign finan-
cial account, including a bank account; 

(2) implement tax cuts for middle class 
American families; 

(3) protect against Asian Carp and other 
invasive species; 

(4) ensure the safety of prescription drugs; 
or 

(5) provide foreclosure relief and curb pred-
atory practices by bank and non-bank 
subprime lenders. 

The SPEAKER pro tempore. The gen-
tlewoman from Ohio is recognized for 5 
minutes in support of her motion. 

Ms. SUTTON. Mr. Speaker, at the 
outset, I want to be clear that this 
final amendment does not kill the un-
derlying bill. It only improves it. So re-
gardless of whether you intend to vote 
for the legislation or against it, you 
will have the opportunity to do so 
today. 

In a little more than a week, we will 
be getting back to our districts for the 
August work period. Some of us will 
have the opportunity to sit down with 
seniors to talk about the issues that af-

fect them. Some will visit job sites or 
national parks. Regardless of where 
you go, there are basic protections that 
ensure the safety and the security of 
the people you’ll meet with. 

If you represent a district with a 
high foreclosure rate, there are com-
monsense protections that stand be-
tween your constituents and predatory 
subprime lenders. If you represent a 
district that borders one of our Great 
Lakes, like I do, there are basic protec-
tions that aim to keep invasive species, 
like Asian carp, out of our Great 
Lakes, protections that not only pre-
serve and protect our natural species 
but thousands of jobs and the futures of 
the people from Illinois to New York. If 
you represent a district that has even 
one senior, as we all do, there are crit-
ical protections to ensure that their 
prescription drugs are safe and that the 
care they get must be safe as well. 

In a week, we will all face our con-
stituents, constituents who rely on 
these protections to stay safe, to stay 
healthy, and to hold onto their share of 
the American Dream. What this mo-
tion to recommit does is to allow us to 
recommit ourselves to those essential 
protections for the people whom we 
serve. 

It ensures, while middle class Ameri-
cans are paying their fair share and are 
playing by the rules, that those at the 
very top can’t simply hide their money 
away in foreign bank accounts, because 
those who do well in America should do 
well by America. It also ensures that 
we have the protections we need to pro-
tect the financial futures of our middle 
class families and that we have cuts for 
them, for the middle class families— 
those who really need it. 

It ensures that those protections that 
hold invasive species at bay, while al-
lowing future generations to enjoy 
America’s environmental wonders, will 
be upheld. It ensures that our prescrip-
tion drugs for our mothers and fathers, 
our sons and daughters, and our grand-
children are safe and that home owner-
ship is still the American Dream, not a 
subprime nightmare. 

If you vote for this final amendment 
to the bill today, you will be able to 
honestly tell your constituents that 
you have voted to protect them, to pro-
tect their families, and to protect their 
futures. 

Mr. Speaker, the days left in this 
Congress are quickly coming to an end. 
What we have here is an opportunity to 
accomplish what our constituents sent 
us here to do nearly 2 years ago—to put 
politics aside and to put our neighbors 
first. For the good of our country, let 
us join together in this moment to pass 
these commonsense protections. 

I encourage my colleagues to vote 
‘‘yes’’ on this commonsense, balanced 
final amendment to the bill. Then we 
can immediately vote on final passage. 

I yield back the balance of my time. 

b 1220 

Mr. KELLY. Mr. Speaker, I rise in 
strong opposition to this motion. 

The SPEAKER pro tempore. Is the 
gentleman opposed to the motion? 

Mr. KELLY. Yes. 
The SPEAKER pro tempore. The gen-

tleman from Pennsylvania is recog-
nized for 5 minutes. 

Mr. KELLY. Mr. Speaker, in 2011, we 
came to this House for one reason, and 
it was a motion to recommit. We re-
committed to the people of the United 
States that we were going to change 
the way business was done in this 
town. This motion to recommit is a 
joke. This is ridiculous. 

Let me tell you about what it’s like 
to be in the real world and not inside 
the Beltway. I operate a business that 
my father started back in 1953, after 
being a parts picker in a General Mo-
tors warehouse, going to fight the war, 
and coming back home. I called our 
body shop manager today, Jason 
Sholes. He’s been with me for 26 years. 
I said to Jason, ‘‘I need to know the 
cost of tape, Jason.’’ He goes, ‘‘What 
are you talking about, Mike?’’ I said, 
‘‘In our body shop, when people wreck 
their car and bring their car in, I know 
we have to use a lot of tape.’’ He said, 
‘‘Oh, my goodness. Has the cost of tape 
gone crazy. We use two types of tape, 
Mike. We use green tape. Green tape is 
the tape we use when we have to use 
water on a job, and we have to make 
sure that the tape sticks, and that’s up 
to $4 a roll.’’ 

I said, ‘‘Tell me about the other 
tape.’’ He said, ‘‘The other tape is yel-
low tape.’’ I said, ‘‘Tell me about the 
yellow tape.’’ He said, ‘‘That’s when 
we’re going to paint a car, and we don’t 
have to use the green tape. The yellow 
tape is a little less expensive. It’s only 
$2 a roll. But, Mike, I’ve got to tell you 
that we’re spending $160 a month on 
tape, and it’s really making me wonder 
about whether I’m doing the right 
thing.’’ 

I said, ‘‘Jason, we’re spending about 
$2,000 a year on green and yellow 
tape?’’ He said, ‘‘Yes, we are.’’ I said, 
‘‘Jason, do you know what the cost of 
red tape is?’’ He goes, ‘‘I have no idea. 
We don’t use red tape.’’ I said, ‘‘Yes, we 
do. It’s $1.75 trillion.’’ That’s the cost 
of red tape. 

I called my friend Don Shamey at 
NexTier Bank. I said, ‘‘Don, we’ve 
know each other since we were kids. 
Our wives know each other, and our 
kids grew up together. We do a lot of 
things together. I’ve done business 
with you for 40 years. You’re right 
across the street from me. Don, tell me 
about the new regulations.’’ He said, 
‘‘Mike, if you take a look at it, there’s 
1,100 pages now that are the definition 
of whether you’re a qualified borrower 
or not.’’ I said, ‘‘It only took 1,100 
pages for the government to determine 
what the definition of a qualified bor-
rower is? Are you kidding me? Do you 
mean to sit here and say that you are 
serious?’’ 

We renovated a ballpark in my home-
town with a guy named Tom 
Burnatowski, a veteran. It took us a 
couple of million dollars to renovate 
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our ballpark. The day we were going to 
open up, I got a call at the dealership 
where he said, ‘‘Mike, could you come 
down.’’ I said, ‘‘Why? What’s going on.’’ 
He said, ‘‘We’re having trouble with 
the occupancy permit.’’ I went down to 
see. I said, ‘‘What’s the problem?’’ He 
said, ‘‘Come into the men’s room. Let 
me show you what the problem is.’’ I 
said, ‘‘You know, we have 1,500 people 
that want to come and see the opening 
ball game.’’ He said, ‘‘But we’ve got a 
major problem. The mirrors in the 
restroom are a quarter of an inch too 
low. So you can’t possibly open that 
ballpark.’’ 

You want to know the price of regu-
lation? You want to talk about the 
thousands and thousands of pages that 
we put on the backs of the job cre-
ators? You want to talk about creating 
jobs in America? When you want to see 
a Nation that doesn’t want to partici-
pate but wants to dominate in the 
world market, then let them rise. Take 
the heavy boot off the throat of Amer-
ica’s job creators and let them breathe. 

The jobs we are talking about are not 
red jobs or blue jobs; they’re red, 
white, and blue jobs. They are not 
Democrat jobs or Republican jobs or 
independent jobs or libertarian jobs; 
they are American jobs. If you want 
this country to thrive and not just sur-
vive, then please start playing the 
game by the rules and stop this ridicu-
lous mockery of what it is that we do 
here in this town. We are so out of 
touch with the American people. 

Do you know what all this does? It 
adds layer, after layer of cost, and that 
cost is ultimately paid for by the 
American consumer. You want to have 
more revenues? Then let the tide rise 
for all boats. Let us be able to not only 
survive, but to thrive. 

This is not a left or right issue, this 
is an American issue. I urge my col-
leagues on both sides of the aisle to 
rise today and vote for H.R. 4078. Let’s 
let America get back to work. 

With that, I yield back the balance of 
my time. 

The SPEAKER pro tempore. Without 
objection, the previous question is or-
dered on the motion to recommit. 

There was no objection. 
The SPEAKER pro tempore. The 

question is on the motion to recommit. 
The question was taken; and the 

Speaker pro tempore announced that 
the noes appeared to have it. 

Ms. SUTTON. Mr. Speaker, on that I 
demand the yeas and nays. 

The yeas and nays were ordered. 
The SPEAKER pro tempore. Pursu-

ant to clause 9 of rule XX, the Chair 
will reduce to 5 minutes the minimum 
time for any electronic vote on the 
question of passage. 

The vote was taken by electronic de-
vice, and there were—yeas 181, nays 
234, not voting 16, as follows: 

[Roll No. 535] 

YEAS—181 

Altmire 
Andrews 

Baca 
Baldwin 

Barber 
Barrow 

Bass (CA) 
Becerra 
Berkley 
Berman 
Bishop (GA) 
Bishop (NY) 
Blumenauer 
Bonamici 
Boren 
Boswell 
Brady (PA) 
Braley (IA) 
Brown (FL) 
Butterfield 
Capps 
Capuano 
Carnahan 
Carney 
Carson (IN) 
Castor (FL) 
Chandler 
Chu 
Cicilline 
Clarke (MI) 
Clarke (NY) 
Clay 
Cleaver 
Clyburn 
Cohen 
Connolly (VA) 
Conyers 
Cooper 
Costa 
Costello 
Courtney 
Critz 
Crowley 
Cuellar 
Cummings 
Davis (CA) 
DeFazio 
DeGette 
DeLauro 
Deutch 
Dicks 
Dingell 
Doggett 
Donnelly (IN) 
Doyle 
Edwards 
Ellison 
Engel 
Eshoo 
Farr 
Fattah 
Filner 
Frank (MA) 
Fudge 
Garamendi 

Gonzalez 
Green, Al 
Green, Gene 
Grijalva 
Gutierrez 
Hahn 
Hanabusa 
Hastings (FL) 
Heinrich 
Higgins 
Himes 
Hinchey 
Hinojosa 
Hochul 
Holden 
Holt 
Honda 
Hoyer 
Israel 
Johnson (GA) 
Johnson, E. B. 
Jones 
Kaptur 
Kildee 
Kind 
Kissell 
Kucinich 
Langevin 
Larsen (WA) 
Larson (CT) 
Lee (CA) 
Levin 
Lewis (GA) 
Lipinski 
Loebsack 
Lofgren, Zoe 
Lowey 
Luján 
Lynch 
Maloney 
Markey 
Matheson 
Matsui 
McCarthy (NY) 
McCollum 
McDermott 
McGovern 
McIntyre 
McNerney 
Michaud 
Miller (NC) 
Miller, George 
Moore 
Moran 
Nadler 
Napolitano 
Neal 
Olver 
Pallone 

Pascrell 
Pastor (AZ) 
Pelosi 
Perlmutter 
Peters 
Peterson 
Pingree (ME) 
Polis 
Price (NC) 
Quigley 
Rahall 
Rangel 
Reyes 
Richardson 
Richmond 
Ross (AR) 
Rothman (NJ) 
Roybal-Allard 
Ruppersberger 
Rush 
Ryan (OH) 
Sánchez, Linda 

T. 
Sanchez, Loretta 
Sarbanes 
Schakowsky 
Schiff 
Schrader 
Schwartz 
Scott (VA) 
Scott, David 
Serrano 
Sherman 
Shuler 
Sires 
Slaughter 
Smith (WA) 
Speier 
Stark 
Sutton 
Thompson (CA) 
Thompson (MS) 
Tierney 
Tonko 
Towns 
Tsongas 
Van Hollen 
Velázquez 
Visclosky 
Walz (MN) 
Wasserman 

Schultz 
Waters 
Watt 
Waxman 
Welch 
Wilson (FL) 
Woolsey 
Yarmuth 

NAYS—234 

Adams 
Aderholt 
Alexander 
Amash 
Amodei 
Austria 
Bachmann 
Bachus 
Barletta 
Bartlett 
Barton (TX) 
Bass (NH) 
Benishek 
Berg 
Biggert 
Bilirakis 
Bishop (UT) 
Black 
Blackburn 
Bonner 
Bono Mack 
Boustany 
Brady (TX) 
Brooks 
Broun (GA) 
Buchanan 
Bucshon 
Buerkle 
Burgess 
Burton (IN) 
Calvert 
Camp 
Campbell 
Canseco 
Cantor 
Capito 
Carter 
Cassidy 

Chabot 
Chaffetz 
Coble 
Coffman (CO) 
Cole 
Conaway 
Cravaack 
Crawford 
Crenshaw 
Davis (KY) 
Denham 
Dent 
DesJarlais 
Diaz-Balart 
Dold 
Dreier 
Duffy 
Duncan (SC) 
Duncan (TN) 
Ellmers 
Emerson 
Farenthold 
Fincher 
Fitzpatrick 
Flake 
Fleischmann 
Fleming 
Flores 
Forbes 
Fortenberry 
Foxx 
Franks (AZ) 
Frelinghuysen 
Gallegly 
Gardner 
Garrett 
Gerlach 
Gibbs 

Gibson 
Gingrey (GA) 
Gohmert 
Goodlatte 
Gosar 
Gowdy 
Granger 
Graves (GA) 
Graves (MO) 
Griffin (AR) 
Griffith (VA) 
Grimm 
Guinta 
Guthrie 
Hall 
Hanna 
Harper 
Harris 
Hartzler 
Hastings (WA) 
Hayworth 
Heck 
Hensarling 
Herger 
Herrera Beutler 
Huelskamp 
Huizenga (MI) 
Hultgren 
Hunter 
Hurt 
Issa 
Jenkins 
Johnson (IL) 
Johnson (OH) 
Johnson, Sam 
Jordan 
Kelly 
King (IA) 

King (NY) 
Kingston 
Kinzinger (IL) 
Kline 
Labrador 
Lamborn 
Lance 
Landry 
Lankford 
Latham 
LaTourette 
Latta 
Lewis (CA) 
LoBiondo 
Long 
Lucas 
Luetkemeyer 
Lummis 
Lungren, Daniel 

E. 
Manzullo 
Marchant 
Marino 
McCarthy (CA) 
McCaul 
McClintock 
McHenry 
McKeon 
McKinley 
McMorris 

Rodgers 
Meehan 
Mica 
Miller (FL) 
Miller (MI) 
Miller, Gary 
Mulvaney 
Murphy (PA) 
Neugebauer 
Noem 
Nugent 

Nunes 
Nunnelee 
Olson 
Owens 
Palazzo 
Paul 
Paulsen 
Pearce 
Pence 
Petri 
Pitts 
Platts 
Poe (TX) 
Pompeo 
Posey 
Price (GA) 
Quayle 
Reed 
Rehberg 
Reichert 
Renacci 
Ribble 
Rigell 
Rivera 
Roby 
Roe (TN) 
Rogers (AL) 
Rogers (KY) 
Rogers (MI) 
Rohrabacher 
Rokita 
Rooney 
Ros-Lehtinen 
Roskam 
Ross (FL) 
Royce 
Runyan 
Ryan (WI) 
Scalise 
Schilling 
Schmidt 

Schock 
Schweikert 
Scott (SC) 
Scott, Austin 
Sensenbrenner 
Sessions 
Shimkus 
Shuster 
Simpson 
Smith (NE) 
Smith (NJ) 
Smith (TX) 
Southerland 
Stearns 
Stutzman 
Sullivan 
Terry 
Thompson (PA) 
Thornberry 
Tiberi 
Tipton 
Turner (NY) 
Turner (OH) 
Upton 
Walberg 
Walden 
Walsh (IL) 
Webster 
West 
Westmoreland 
Whitfield 
Wilson (SC) 
Wittman 
Wolf 
Womack 
Woodall 
Yoder 
Young (AK) 
Young (FL) 
Young (IN) 

NOT VOTING—16 

Ackerman 
Akin 
Bilbray 
Cardoza 
Culberson 
Davis (IL) 

Hirono 
Jackson (IL) 
Jackson Lee 

(TX) 
Keating 
Mack 

Meeks 
Murphy (CT) 
Myrick 
Sewell 
Stivers 

ANNOUNCEMENT BY THE SPEAKER PRO TEMPORE 

The SPEAKER pro tempore (during 
the vote). There is 1 minute remaining. 

b 1242 

Mr. GUTIERREZ changed his vote 
from ‘‘nay’’ to ‘‘yea.’’ 

So the motion to recommit was re-
jected. 

The result of the vote was announced 
as above recorded. 

The SPEAKER pro tempore. The 
question is on the passage of the bill. 

The question was taken; and the 
Speaker pro tempore announced that 
the ayes appeared to have it. 

RECORDED VOTE 

Mr. CUMMINGS. Mr. Speaker, I de-
mand a recorded vote. 

A recorded vote was ordered. 
The SPEAKER pro tempore. This is a 

5-minute vote. 
The vote was taken by electronic de-

vice, and there were—ayes 245, noes 172, 
not voting 14, as follows: 

[Roll No. 536] 

AYES—245 

Adams 
Aderholt 
Alexander 
Amash 
Amodei 
Austria 
Bachmann 
Bachus 
Barletta 
Barrow 
Bartlett 
Barton (TX) 
Benishek 
Berg 

Biggert 
Bilirakis 
Bishop (UT) 
Black 
Blackburn 
Bonner 
Bono Mack 
Boren 
Boustany 
Brady (TX) 
Brooks 
Broun (GA) 
Buchanan 
Bucshon 

Buerkle 
Burgess 
Burton (IN) 
Calvert 
Camp 
Campbell 
Canseco 
Cantor 
Capito 
Carter 
Cassidy 
Chabot 
Chaffetz 
Chandler 
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Coble 
Cole 
Conaway 
Costa 
Costello 
Cravaack 
Crawford 
Crenshaw 
Cuellar 
Davis (KY) 
Denham 
Dent 
DesJarlais 
Diaz-Balart 
Dreier 
Duffy 
Duncan (SC) 
Duncan (TN) 
Ellmers 
Emerson 
Farenthold 
Fincher 
Fitzpatrick 
Flake 
Fleischmann 
Fleming 
Flores 
Forbes 
Fortenberry 
Foxx 
Franks (AZ) 
Frelinghuysen 
Gallegly 
Gardner 
Garrett 
Gerlach 
Gibbs 
Gibson 
Gingrey (GA) 
Gohmert 
Goodlatte 
Gosar 
Gowdy 
Granger 
Graves (GA) 
Graves (MO) 
Griffin (AR) 
Griffith (VA) 
Grimm 
Guinta 
Guthrie 
Hall 
Hanna 
Harper 
Harris 
Hartzler 
Hastings (WA) 
Hayworth 
Heck 
Hensarling 
Herger 
Herrera Beutler 
Huelskamp 
Huizenga (MI) 
Hultgren 
Hunter 
Hurt 
Issa 
Jenkins 

Johnson (IL) 
Johnson (OH) 
Johnson, Sam 
Jones 
Jordan 
Kelly 
King (IA) 
King (NY) 
Kingston 
Kinzinger (IL) 
Kissell 
Kline 
Labrador 
Lamborn 
Lance 
Landry 
Lankford 
Latham 
LaTourette 
Latta 
Lewis (CA) 
LoBiondo 
Long 
Lucas 
Luetkemeyer 
Lummis 
Lungren, Daniel 

E. 
Manzullo 
Marchant 
Marino 
Matheson 
McCarthy (CA) 
McCaul 
McClintock 
McHenry 
McIntyre 
McKeon 
McKinley 
McMorris 

Rodgers 
Meehan 
Mica 
Miller (FL) 
Miller (MI) 
Miller, Gary 
Mulvaney 
Murphy (PA) 
Myrick 
Neugebauer 
Noem 
Nugent 
Nunes 
Nunnelee 
Olson 
Owens 
Palazzo 
Paul 
Paulsen 
Pearce 
Pence 
Peterson 
Petri 
Pitts 
Platts 
Poe (TX) 
Pompeo 
Posey 
Price (GA) 

Quayle 
Rahall 
Reed 
Rehberg 
Reichert 
Renacci 
Ribble 
Rigell 
Rivera 
Roby 
Roe (TN) 
Rogers (AL) 
Rogers (KY) 
Rogers (MI) 
Rohrabacher 
Rokita 
Rooney 
Ros-Lehtinen 
Roskam 
Ross (AR) 
Ross (FL) 
Royce 
Runyan 
Ryan (WI) 
Scalise 
Schilling 
Schmidt 
Schock 
Schweikert 
Scott (SC) 
Scott, Austin 
Sensenbrenner 
Sessions 
Shimkus 
Shuster 
Simpson 
Smith (NE) 
Smith (NJ) 
Smith (TX) 
Southerland 
Stearns 
Stutzman 
Sullivan 
Terry 
Thompson (PA) 
Thornberry 
Tiberi 
Tipton 
Turner (NY) 
Turner (OH) 
Upton 
Walberg 
Walden 
Walsh (IL) 
Webster 
West 
Westmoreland 
Whitfield 
Wilson (SC) 
Wittman 
Wolf 
Womack 
Woodall 
Yoder 
Young (AK) 
Young (FL) 
Young (IN) 

NOES—172 

Altmire 
Andrews 
Baca 
Baldwin 
Barber 
Bass (CA) 
Bass (NH) 
Becerra 
Berkley 
Berman 
Bishop (GA) 
Bishop (NY) 
Blumenauer 
Bonamici 
Boswell 
Brady (PA) 
Braley (IA) 
Brown (FL) 
Butterfield 
Capps 
Capuano 
Carnahan 
Carney 
Carson (IN) 
Castor (FL) 
Chu 
Cicilline 
Clarke (MI) 

Clarke (NY) 
Clay 
Cleaver 
Clyburn 
Cohen 
Connolly (VA) 
Conyers 
Cooper 
Courtney 
Critz 
Crowley 
Cummings 
Davis (CA) 
DeFazio 
DeGette 
DeLauro 
Deutch 
Dicks 
Dingell 
Doggett 
Dold 
Donnelly (IN) 
Doyle 
Edwards 
Ellison 
Engel 
Eshoo 
Farr 

Fattah 
Filner 
Frank (MA) 
Fudge 
Garamendi 
Gonzalez 
Green, Al 
Green, Gene 
Grijalva 
Gutierrez 
Hahn 
Hanabusa 
Hastings (FL) 
Heinrich 
Higgins 
Himes 
Hinchey 
Hinojosa 
Hochul 
Holden 
Holt 
Honda 
Hoyer 
Israel 
Johnson (GA) 
Johnson, E. B. 
Kaptur 
Keating 

Kildee 
Kind 
Kucinich 
Langevin 
Larsen (WA) 
Larson (CT) 
Lee (CA) 
Levin 
Lewis (GA) 
Lipinski 
Loebsack 
Lofgren, Zoe 
Lowey 
Luján 
Lynch 
Maloney 
Markey 
Matsui 
McCarthy (NY) 
McCollum 
McDermott 
McGovern 
McNerney 
Michaud 
Miller (NC) 
Miller, George 
Moore 
Moran 
Nadler 
Napolitano 

Neal 
Olver 
Pallone 
Pascrell 
Pastor (AZ) 
Pelosi 
Perlmutter 
Peters 
Pingree (ME) 
Polis 
Price (NC) 
Quigley 
Rangel 
Reyes 
Richardson 
Richmond 
Rothman (NJ) 
Roybal-Allard 
Ruppersberger 
Rush 
Ryan (OH) 
Sánchez, Linda 

T. 
Sanchez, Loretta 
Sarbanes 
Schakowsky 
Schiff 
Schrader 
Schwartz 
Scott (VA) 

Scott, David 
Serrano 
Sewell 
Sherman 
Shuler 
Sires 
Slaughter 
Smith (WA) 
Speier 
Stark 
Sutton 
Thompson (CA) 
Thompson (MS) 
Tierney 
Tonko 
Towns 
Tsongas 
Van Hollen 
Velázquez 
Visclosky 
Walz (MN) 
Wasserman 

Schultz 
Waters 
Watt 
Waxman 
Welch 
Wilson (FL) 
Woolsey 
Yarmuth 

NOT VOTING—14 

Ackerman 
Akin 
Bilbray 
Cardoza 
Coffman (CO) 
Culberson 

Davis (IL) 
Hirono 
Jackson (IL) 
Jackson Lee 

(TX) 
Mack 

Meeks 
Murphy (CT) 
Stivers 

ANNOUNCEMENT BY THE SPEAKER PRO TEMPORE 
The SPEAKER pro tempore (during 

the vote). There is 1 minute remaining. 

b 1250 
So the bill was passed. 
The result of the vote was announced 

as above recorded. 
A motion to reconsider was laid on 

the table. 
Mr. AKIN. Mr. Speaker, on rollcall Nos. 519, 

520, 521, 522, 523, 524, 525, 526, 527, 528, 
529, 530, 531, 532, 533, 534, 535, and 536, 
I was delayed and unable to vote. Had I been 
present I would have voted ‘‘aye’’ on rollcall 
No. 519, ‘‘no’’ on rollcall No. 520, ‘‘no’’ on roll-
call No. 521, ‘‘no’’ on rollcall No. 522, ‘‘no’’ on 
rollcall No. 523, ‘‘no’’ on rollcall No. 524, ‘‘aye’’ 
on rollcall No. 525, ‘‘no’’ on rollcall No. 526, 
‘‘aye’’ on rollcall No. 527, ‘‘no’’ on rollcall No. 
528, ‘‘no’’ on rollcall No. 529, ‘‘no’’ on rollcall 
No. 530, ‘‘aye’’ on rollcall No. 531, ‘‘aye’’ on 
rollcall No. 532, ‘‘no’’ on rollcall No. 533, ‘‘aye’’ 
on rollcall No. 534, ‘‘no’’ on rollcall No. 535 
and ‘‘aye’’ on rollcall No. 536. 

f 

PERMISSION FOR MEMBER TO BE 
CONSIDERED AS FIRST SPONSOR 
OF H.R. 3703 
Mr. SMITH of Washington. Mr. 

Speaker, I ask unanimous consent that 
I may hereafter be considered to be the 
first sponsor of H.R. 3703, a bill origi-
nally introduced by Representative 
Inslee of Washington, for the purposes 
of adding cosponsors and requesting 
reprintings pursuant to clause 7 of rule 
XII. 

The SPEAKER pro tempore. Is there 
objection to the request of the gen-
tleman from Washington? 

There was no objection. 
f 

LEGISLATIVE PROGRAM 
(Mr. HOYER asked and was given 

permission to address the House for 1 
minute.) 

Mr. HOYER. Mr. Speaker, I yield to 
my friend, the majority leader, for the 
purpose of inquiring about the schedule 
for the coming week. 

Mr. CANTOR. I thank the gentleman 
from Maryland, the Democratic whip, 
for yielding. 

Mr. Speaker, on Monday the House 
will meet in pro forma session, but no 
votes are expected. On Tuesday the 
House will meet at noon for morning- 
hour and 2 p.m. for legislative business. 
Votes will be postponed until 6:30 p.m. 
On Wednesday and Thursday the House 
will meet at 10 a.m. for morning-hour 
and noon for legislative business. On 
Friday the House will meet at 9 a.m. 
for legislative business. Last votes of 
the week are expected no later than 3 
p.m. 

Mr. Speaker, the House will consider 
a number of suspensions on Tuesday 
and Wednesday, a complete list of 
which will be announced by the close of 
business tomorrow. 

In addition, the House will consider 
two bills under a rule to stop the tax 
hikes and provide for comprehensive 
tax reform: H.R. 8, the Job Protection 
and Recession Prevention Act, spon-
sored by Chairman DAVE CAMP; and 
H.R. 6169, the Pathway to Job Creation 
through a Simpler, Fairer Tax Code 
Act, sponsored by Chairman DAVID 
DREIER. Together, these bills will en-
sure that no American faces a tax hike 
on January 1, while providing our 
small business men and women with 
the certainty to grow and create jobs. 

Finally, Mr. Speaker, the House may 
consider legislation related to pro-
grams and disaster assistance under 
the expiring farm bill legislation. 

I thank the gentleman. 
Mr. HOYER. I thank the gentleman 

for that information. 
As the gentleman knows, he was un-

able to have the colloquy last week, 
and so Mr. ROSKAM and I talked about 
the schedule. Last week, the chief dep-
uty majority whip mentioned that we 
would be voting on the tax bill, as you 
have done, and he also mentioned that 
we would be given the opportunity to 
offer a substitute amendment on the 
floor of our choosing. 

Is that still the plan of the majority 
so that we’ll be able to offer that legis-
lation? I yield to my friend. 

Mr. CANTOR. Mr. Speaker, I didn’t 
understand the gentleman’s question, 
if he would please clarify. 

Mr. HOYER. My question is: Last 
week we had a colloquy, and Mr. ROS-
KAM indicated that we would be able to 
offer an amendment, not just an 
MTR—we discussed that—but an 
amendment to the bill. Now, we 
weren’t precise whether it was in the 
form of a substitute or an amendment. 
But in either event, I’m asking, Mr. 
Majority Leader, whether that is still 
the case and whether or not such 
amendment will be obviously protected 
under the rule for such waivers as may 
be necessary for the piece of legislation 
that Mr. ROSKAM referred to? 

Mr. CANTOR. Again, without having 
been privy to the conversation between 
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the gentleman from Illinois and my 
friend from Maryland, I can say that 
the minority will be afforded the op-
portunity to offer the President’s tax 
plan—not just as a motion to recom-
mit, but certainly as a stand-alone 
amendment, as well. 

Mr. HOYER. Let me be more precise, 
then, because I’m not sure whether or 
not the definition of the President’s 
plan—in his weekly press conference 
just a few hours ago, or maybe just a 
few minutes ago, Mr. BOEHNER was 
asked if we would be allowed to vote on 
the Senate tax bill, to which he re-
sponded: 

If our Democrat colleagues want to offer 
the President’s plan in the Senate, then we 
are more than happy to give them a vote. 

He said that just a few minutes ago. 
Our intention will probably be to 

offer the bill that has now passed the 
Senate, which will protect middle class 
taxpayers from any tax increase, as I 
think your party, Mr. Leader, and my 
party agree on. 

Mr. Speaker, I would hope that we 
would be able to offer that alternative 
on the floor with such protections as 
would be necessary consistent with 
what Speaker BOEHNER has said. 

I yield to my friend. 
Mr. CANTOR. Mr. Speaker, I say to 

the gentleman, again, it is our inten-
tion to allow the minority to offer as a 
motion to recommit or as a stand- 
alone amendment the President’s plan. 
Obviously, we’ll have to see what is 
being offered, but that is the intention, 
consistent with the Speaker’s remarks 
publicly today. 

Mr. HOYER. Mr. Speaker, I would 
hope that we would not parse words. 

Mr. Leader, we have had some discus-
sions on this, and the majority party, 
when it was the minority party run-
ning for office, said that we’re going to 
have open, full debate. Mr. BOEHNER 
has said in the Pledge to America that 
that’s what you wanted to do. Now you 
keep parsing your words. 

I will tell you the President’s plan. 
The President’s plan currently is the 
bill that passed the Senate just a few 
hours ago, yesterday. That’s the Presi-
dent’s plan, I tell my friend. And if, in 
fact, Mr. BOEHNER’s words are to be in-
terpreted as something other than 
that, he says: 

If our Democratic colleagues want to offer 
the President’s plan in the Senate— 

Now, obviously, we can’t offer our 
plan in the Senate. We’re House Mem-
bers. So my presumption is, Mr. Lead-
er, that that means, if we want to offer 
the Senate plan, which is now the 
President’s plan, I tell my friend— 

—we’re more than happy to give them a 
vote. 

I hope that is accurate. I hope that 
we can have a full and open debate on 
that issue. But I hope that the Repub-
lican side of the aisle, Mr. Speaker, 
does not choose the amendment that 
we are to offer. Let us choose it, I tell 
my friend. And I would hope that we 
could clarify that so that we would 

know, and the American people would 
know, that we have a plan now passed 
by the Senate, and we have a plan also 
that was defeated in the United States 
Senate. 

I don’t know whether your side in-
tends to offer exactly the plan that was 
defeated in the United States Senate, 
but it is a plan that the President of 
the United States, as the leader knows, 
has said he won’t sign. 

So what I ask my friend, respect-
fully, so that we know what to prepare 
for and we know that it will be made in 
order, that consistent with what the 
clear meaning of this statement that 
Mr. BOEHNER made just a few hours ago 
is, that we would be given the oppor-
tunity to offer the Senate-passed plan 
and would have a vote on that plan ei-
ther in the form of an amendment or a 
substitute? 

I yield to my friend. 
Mr. CANTOR. Mr. Speaker, I will say 

back to the gentleman, we do expect, 
and our intention is, to allow your tax 
hike to be made in order. I don’t under-
stand, Mr. Speaker, how many more 
times I have to say that. The Speaker 
has always represented that we were 
going to work towards an open process. 

I would remind the gentleman that 
when his party was last in the majority 
and considered the extension of expir-
ing rates in 2010 that his party made in 
order just one amendment to H.R. 4853, 
for their own Member, Mr. LEVIN, not 
for the Republicans, because we were 
not offered a single amendment. 

b 1300 
We weren’t even offered a motion to 

recommit. In fact, the Pelosi-led Con-
gress denied us a motion to recommit 
on 47 separate occasions. 

So I would say to the gentleman 
again, the Speaker has been consistent 
throughout. We intend to continue to 
strive towards an open process. We in-
tend to offer you a motion to recom-
mit, a stand-alone amendment, if you 
want to offer a tax hike twice. That is 
our intention, yes, Mr. Speaker. 

Mr. HOYER. I thank the gentleman. 
And I will interpret that, Mr. Speaker, 
as indicating that if we choose to offer 
as an amendment the bill that passed 
the Senate—which ensures that there 
will be no tax increase on 98 percent of 
Americans—that we will be allowed to 
offer that bill and it will be protected 
under the rule, and such waivers as are 
necessary will be extended. That’s how 
I interpret that. If I am wrong, perhaps 
the majority leader can correct me. 
But I don’t want to parse words or lead 
to confusion. 

The gentleman knows what the Sen-
ate bill is. I know what the Senate bill 
is. And it is, at this point in time, our 
intention to offer that Senate bill as an 
amendment to the bill that’s offered on 
this floor. So I would hope that our un-
derstanding is that, consistent again— 
and I want to say consistent with the 
Speaker’s comments—that that will be 
allowed. 

I want to say to the gentleman as 
well, I think he is appropriate in ref-

erencing the past, and I’m pleased that 
he is not following such precedents. 

Mr. CANTOR. I appreciate that, Mr. 
Speaker. I’d say to the gentleman, 
thank you for that note. 

I know the gentleman is continuing 
to express his support for the Presi-
dent’s plan. As the gentleman knows, 
our colleagues on the Republican side 
of the aisle in the Senate feel strongly, 
as we do over here in the House, that 
the President’s tax plan, as was dem-
onstrated recently by a nonpartisan 
study, will cost the economy over 
700,000 jobs. It will reduce economic 
output. The gentleman knows our posi-
tion on that. And we intend to, again, 
allow for that vote to occur and look 
forward to a robust debate that will 
ensue. 

Mr. HOYER. I thank the gentleman. I 
think that clarifies it. He and I both 
look forward to that robust debate. We 
will clearly differ, Mr. Speaker, on the 
impact of that vote. But there will be 
no dispute that it will ensure that 98 
percent of Americans, every working 
family—every working family, 100 per-
cent—will not pay any additional taxes 
on the first $250,000 of their income, 
which we think gives confidence to 
people, gives confidence to the econ-
omy, and we think is an appropriate 
step to take. So I appreciate and look 
forward to that debate, which I think 
is an important one for the American 
people. 

I would also like to ask the gen-
tleman, with respect to the farm bill, 
he mentions in his comments that 
there may be some vote on the farm 
bill. The Senate passed a bipartisan 
farm bill, as the gentleman knows. It 
saves very substantial monies, will 
contribute to a reduction of the deficit. 
Can the gentleman tell me whether or 
not the House-passed farm bill will be 
brought to the floor or whether some 
alternative will be brought to the 
floor? 

And I yield to my friend. 
Mr. CANTOR. Mr. Speaker, I’d say to 

the gentleman that we’re continuing to 
work with Chairman LUCAS and our 
Members to determine the best way 
forward. 

I would say to the gentleman that 
the Senate bill he refers to does not 
have a majority of support in the 
House, and actually would ask the gen-
tleman if he would respond to the ques-
tion whether he supports the House 
farm bill. 

Mr. HOYER. I do not support the 
House farm bill, but as the gentleman 
knows, the ranking Democrat does sup-
port that farm bill. So as the gen-
tleman likes to observe on many occa-
sions, it does have bipartisan support. 

He asked for my personal opinion, 
Mr. Speaker, and I’ve given him my 
personal opinion. But that bill itself 
will save substantial dollars and bring 
down the deficit—not as much as the 
Senate bill, but it will have a positive 
effect on the deficit itself. In either 
event, however, we have some real dis-
tress in farm country, very substantial 
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drought, in great need of making sure 
that there’s some way to assist those 
farmers who, through no fault of their 
own, but through the fault or the re-
sult of weather conditions—lack of 
rain—are in distress. So we believe 
that something ought to be brought to 
the floor that will, A, not exacerbate 
the deficit, and, B, help the farmer. 

I yield to my friend if he has any-
thing additional. 

Mr. CANTOR. Mr. Speaker, I’d say to 
the gentleman, I’m glad to hear that 
the gentleman would like to support an 
effort to address the need for drought 
assistance and perhaps other programs 
that have or will expire, and look for-
ward to perhaps his support if that’s 
where we end up next week, allowing 
for that vote to occur, along with his 
support. 

Mr. HOYER. I thank the gentleman. 
Hopefully, we can agree on how to do 
that, again, without making the deficit 
worse and adding to that and hopefully 
helping farmers at the same time. 

Let me ask the gentleman, there are 
two very important bills that were 
passed, one in the Senate—again, with 
an overwhelmingly bipartisan vote, 
and here, with not an overwhelmingly 
bipartisan vote—in the Violence 
Against Women Act, a very, very im-
portant subject. There was a very sig-
nificant 62–37 vote in the Senate. Ex-
cuse me, that’s not the exact figure. 
That’s on the postal bill, which I’ll ask 
you about in a second. It was 68–31— 
even more bipartisan than the postal 
reform bill—back on April 26, some 
months ago, with 15 Senate Repub-
licans joining in favor. I don’t see that 
on the schedule. I don’t know whether 
the gentleman believes there’s a possi-
bility that we’ll be able to pass that be-
fore the election. 

I yield to my friend. 
Mr. CANTOR. Mr. Speaker, I respond 

to the gentleman and say that, as he 
knows, the Senate bill is unconstitu-
tional because it contains a revenue 
measure in it. So we are unable to get 
to conference with the Senate. I think 
that I, as well as the Speaker, have in-
dicated that we support going to con-
ference with the Senate. They need to 
produce a bill so that we can go to con-
ference and effect a passage of that 
very important legislation to allow for 
relief monies to get to the victims that 
that bill and legislation is designed to 
protect. 

Mr. HOYER. I thank the gentleman. 
Of course, the gentleman knows that 

that would be a very simple cure to 
simply drop the Senate bill, which has 
overwhelming bipartisan support, into 
an H.R. bill, a House bill, and that 
would cure that deficiency. I agree 
with the gentleman, I think that’s well 
known. But that’s a technical issue. If 
we have agreement in both the House 
and the Senate, put that in a House bill 
and pass it. So I think that we can act 
on it. 

I yield to my friend. 
Mr. CANTOR. Well, Mr. Speaker, I 

think the gentleman knows the Senate 
bill can’t pass the House. 

We’re trying to produce results for 
the people and particularly for the vic-
tims that need that assistance in that 
bill, and believe that this, our bill, the 
VAWA bill that passed the House, can 
pass the Senate. And again, I would say 
that the Senate bill is unconstitutional 
and it can’t pass the House. 

So it seems to me that the best way 
forward is for the Senate to agree to 
the bill, which pretty much extends ex-
isting legislation, with some minor 
changes, so that the victims of abuse 
needing the assistance can actually re-
ceive that assistance. 

Mr. HOYER. I thank the gentleman 
for those comments, Mr. Speaker. 

Mr. Speaker, as the gentleman well 
knows, the House bill excluded a large 
number of people from protection, a 
large number of people who are the vic-
tims of domestic violence from protec-
tion, as contrasted with the Senate 
bill, which was designed to ensure pro-
tection of all people who were subject 
to domestic abuse and designed to en-
courage people to make complaints 
against those who abuse them without 
fear of adverse consequences to them 
so that we could get abusers dealt with 
in a proper way. 

b 1310 

And again, I would say to my friend, 
Mr. Speaker, that over two-thirds of 
the United States Senate, with an 
overwhelming number of Republicans 
as well voting for the Senate bill be-
cause they believed it was inclusive. 
And of course every woman Member of 
the Senate, Republican and Democrat, 
who probably have greater insight into 
domestic abuse than perhaps some of 
us males and male colleagues have. 

So I would hope that we could focus 
on trying to reach agreement which we 
did not have in the House, as the gen-
tleman knows. We had not an over-
whelming bipartisan support in this 
House at all on the bill that was 
passed. So I would hope that we could 
compromise, cure the technical dif-
ficulty that the bill, the Senate bill 
passes, because, the gentleman’s right, 
it has a fee in there, it has to initiate 
in the House. 

But the gentleman also knows if 
that’s included in the House bill, that 
that defect would be cured and we 
could pass it. 

I would yield to my friend if he wants 
to make any additional comment on 
that bill. 

Mr. CANTOR. I would respond to the 
gentleman by saying there are many 
women Members of our conference that 
are cosponsors of that bill, and I know 
of at least one, if not more, who’ve 
been subject to domestic abuse, and 
feel that our bill does provide the nec-
essary protections for everyone who is 
subject to domestic abuse, and feel 
that the bill does address the concerns 
the gentleman raises. 

And in the business of trying to 
produce results rather than to dwell on 
where there are differences, if those in-
dividuals who sponsored the bill and 

who have, unfortunately, had experi-
ence in domestic abuse, as well as law 
enforcement, if that is the case, cer-
tainly, those individuals would know 
about it more than the gentleman or I. 
I think we ought to go about passing 
this bill and allow for the Senate to go 
ahead and do so, so the victims of do-
mestic abuse can actually receive the 
protections and assistance they de-
serve. 

Mr. HOYER. I thank the gentleman 
for his comment. 

As I interpret that, Mr. Speaker, pass 
the House bill or no bill. Pass the 
House bill that had 23 Republicans vot-
ing against it. Pass the House bill, and 
reject a Senate bill that has 68 United 
States Senators, a large number. 

Mr. CANTOR. Will the gentleman 
yield? 

Mr. HOYER. Certainly. 
Mr. CANTOR. I said to the gen-

tleman, we really do want to go to the 
conference with the Senate. Okay? And 
so it’s not pass the Senate bill or no 
bill. 

We want to go to conference with the 
Senate, Mr. Speaker. I’ve said that. So 
I do take exception to the gentleman’s 
remarks. 

Mr. HOYER. Let me then, reclaiming 
my time—I’m pleased to withdraw that 
assertion. But in the comments, I want 
to make it clear, Mr. Speaker, that I do 
not share the majority leader’s opinion 
that the House bill covers all people. 
As a matter of fact, I think that’s inac-
curate and incorrect. We disagree on 
our facts there, our analysis of the bill. 

What we don’t disagree on, however, 
because the facts are clear that we 
have a bill that overwhelmingly passed 
in the Senate. I’m fully prepared to 
work with a conference, as the major-
ity leader is, and work with him in a 
conference to get a bill out of the con-
ference. 

I’m hopeful, Mr. Leader, that in light 
of the fact that in this House the bill 
passed 222–205, with 23 Republicans vot-
ing ‘‘no’’ on the bill, that we not only 
have bipartisan opposition, but we 
have bipartisan support of the Senate 
bill. 

Let me go on to another bill that I 
think is very important because the 
postal department is facing real stress. 
It’s somewhat ironic that we are, in a 
Congress that has too often lamented 
the fact that the Senate couldn’t act 
on things, when they do act, and when 
they do act in a bipartisan fashion, it 
seems we can’t act. 

The postal bill has now been passed 
by a vote of 62 votes in favor, another 
bipartisan vote of the postal bill, and 
I’m wondering whether or not the gen-
tleman has any idea whether we might 
either go to conference or bring a bill 
out on the House floor that I know has 
been passed out of committee, so that 
this bill can get to conference in a 
timely fashion so that the Post Office, 
which is facing, obviously, default on 
some of its obligations, would be made 
whole. 

I yield to my friend. 
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Mr. CANTOR. I’d say to the gen-

tleman, the Senate postal bill does not 
have majority support in the House, 
and we are continuing to work with 
Chairman ISSA to ensure that there 
isn’t an incident of default on the part 
of the Post Office. I think that the 
Postal Service has indicated that there 
is no risk of that in the short-term, and 
we’re going to continue to address that 
to ensure that that does not happen; all 
the while, trying to address the overall 
issues, as the gentleman knows, that 
the Postal Service has in trying to get 
its fiscal house in order. 

Mr. HOYER. I thank the gentleman. 
Lastly, on a note on which we have 

great agreement between the majority 
leader and I, which is not always the 
case, as people observe, I’m sure: Iran 
sanctions. 

Both the majority leader and I, Mr. 
Speaker, want to see that bill pass be-
fore the August break. And I would in-
quire of the majority leader his view of 
the status of that issue at this point in 
time. 

Mr. CANTOR. Mr. Speaker, I would 
tell the gentleman, I know that our 
staffs have been working very dili-
gently on this trying to iron out the 
differences with the other body and am 
very hopeful that we can get this done 
prior to the August recess. 

Mr. HOYER. I look forward, Mr. 
Speaker, to working with the majority 
leader toward that end over the next 7, 
8 days. 

I yield back the balance of my time. 
f 

ADJOURNMENT TO MONDAY, JULY 
30, 2012 

Mr. CANTOR. Mr. Speaker, I ask 
unanimous consent that when the 
House adjourns today, it adjourn to 
meet at 2 p.m. on Monday next. 

The SPEAKER pro tempore (Mr. POE 
of Texas). Is there objection to the re-
quest of the gentleman from Virginia? 

There was no objection. 
f 

THE RED TAPE REDUCTION AND 
SMALL BUSINESS JOB CREATION 
ACT 
(Mr. ROKITA asked and was given 

permission to address the House for 1 
minute.) 

Mr. ROKITA. Mr. Speaker, I rise 
today in strong support of the Red 
Tape Reduction and Small Business 
Job Creation Act. Time and again I 
hear from my constituents that they 
want to hire more workers, but they 
don’t know what regulation is going to 
be coming down the pike next. 

Congress does not spend enough time 
fulfilling its constitutional responsi-
bility of overseeing the executive 
branch. This is why, a little more than 
a year ago, in partnership with the In-
diana Chamber of Commerce, we start-
ed Indiana’s Red Tape Rollback Pro-
gram to listen to Hoosiers, take their 
regulatory concerns to Washington, 
and get results. 

This, Mr. Speaker is our annual re-
port. This is a page from that report, 
about 26 pages long. 

Regulatory burdens are equal oppor-
tunity. They don’t affect one industry 
or type of people. Regulatory burdens 
hurt agriculture, transportation, and 
even our home health care workers, 
who fear they won’t be able to care for 
their clients. They hurt everybody. 

I’m pleased that we have achieved a 
victory in 20 of our cases, and we will 
continue charging forward. I will con-
tinue to talk about the harm of over-
regulation and what it does to our 
economy. I will continue to advocate 
for a limited government, and I will 
continue to roll back the red tape. 

You can get the report at 
rokita.house.gov. 

f 

THE CHRISTENING OF THE USS 
SOMERSET 

(Mr. SHUSTER asked and was given 
permission to address the House for 1 
minute and to revise and extend his re-
marks.) 

Mr. SHUSTER. Mr. Speaker, I rise 
today to highlight another milestone 
in the continuing efforts to honor the 
heroics of the 40 heroes aboard United 
Flight 93 on September 11, 2001. 

On July 28, the USS Somerset will be 
christened. The Somerset is named in 
honor of the passengers and crew of 
United Airlines Flight 93, and Som-
erset is the county in Pennsylvania in 
which United Flight 93 went down. 

The 680-foot, 105-foot wide LPD 
transport dock ship is used to trans-
port and land U.S. Marines, and also 
support amphibious assaults by our 
U.S. Special Forces. 

Located on the property near the 
crash site were two draglines, machin-
ery used in coal-stripping operations. 
In the days following the crash, a huge 
American flag was hoisted on top of 
one of the draglines, and the flag stood 
as a constant reminder of the sacrifices 
of the heroes of Flight 93. 

In honor of the passengers and crew 
of Flight 93, the 22-ton bucket of one of 
the draglines was melted and cast into 
the ship’s bow stern. In addition, the 
USS Somerset’s mast will also contain a 
time capsule. 

The USS Somerset, a bold representa-
tion of America’s military strength, is 
a fitting tribute to the 40 ordinary 
Americans who took a stand against 
the enemies of free society and rep-
resent the best aspects of the American 
spirit. Their actions prevented further 
loss of life and disruption of some of 
the most recognizable symbols of free-
dom and democracy in the world. 

Mr. Speaker, following is my state-
ment in its entirety: 

I rise today to highlight another milestone in 
the continuing efforts to honor the heroics of 
the 40 heroes aboard United Flight 93 on Sep-
tember 11, 2001. 

On July 28, the USS Somerset will be chris-
tened at the Avondale shipyard outside of 
New Orleans, Louisiana. The Somerset is 
named in honor of the passengers and crew 
of United Airlines Flight 93, whose courageous 
actions prevented terrorist hijackers from 
reaching their intended target in Washington, 

DC on September 11, 2001. Somerset is the 
county in Pennsylvania in which United Flight 
93 crashed. 

This 684-foot, 105-foot-wide LPD transport 
dock ship is used to transport and land U.S. 
Marines. LPD ships have supported amphib-
ious assaults for special operations forces, ex-
peditionary warfare missions, and humani-
tarian missions throughout the first half of the 
21st century. 

The final resting area of the 40 heroes who 
decided to fight back against the terrorists on 
that fateful day was an abandoned coal strip 
mine. 

Located on the property near the crash site 
were two draglines once used in coal strip-
ping. In the days following the crash, a huge 
American flag was hoisted to the top of one of 
the draglines. The flag stood as a constant re-
minder of the sacrifices and love of country 
shown by the Flight 93 heroes. 

In honor of the passengers and crew of 
Flight 93, the 22-ton bucket of one of the 
draglines was melted and cast into the Som-
erset’s bow stern. In addition, USS Somerset’s 
mast also will contain a time capsule that in-
cludes such items as a bottle of Meyersdale 
maple syrup, a Flight 93 10th-anniversary 
commemorative pin and a Somerset Borough 
bicentennial marble. 

The USS Somerset, a bold representation of 
America’s military strength and humani-
tarianism, is a fitting tribute to the 40 ordinary 
Americans who took a stand against the en-
emies of a free society and represent the best 
aspects of the American spirit. Their actions 
prevented further loss of life and the destruc-
tion of the most recognized symbols of free-
dom and democracy in the world. 

f 

b 1320 

TERRORIST ORGANIZATIONS TO 
VISIT UNITED STATES 

The SPEAKER pro tempore (Mr. 
HECK). Under the Speaker’s announced 
policy of January 5, 2011, the gen-
tleman from Texas (Mr. GOHMERT) is 
recognized for 60 minutes as the des-
ignee of the majority leader. 

Mr. GOHMERT. Thank you, Mr. 
Speaker. 

There is nothing like being vilified to 
get your senses acutely attuned. We 
had a hearing in Judiciary last week— 
on July 19, actually—in which Sec-
retary of Homeland Security Janet 
Napolitano appeared. During the ex-
change that I had with Secretary 
Napolitano, I said these words. They’re 
from the transcript: 

And this administration seems to 
have a hard time recognizing members 
of terrorist groups who are allowed 
into the White House. You’re aware of 
that happening, aren’t you? 

Secretary Napolitano: Absolutely 
not. 

This week, apparently, somebody 
brought her back into the loop when 
she testified before PETE KING’s com-
mittee. There are a couple of articles 
here about it that are rather inter-
esting. One is from The Hill, by Jordy 
Yager, apparently posted today, July 
26: 

Homeland Security Secretary Janet 
Napolitano told lawmakers on Wednesday 
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that a member of an Egyptian militant 
group labeled by the United States as a ter-
rorist organization was vetted by three U.S. 
agencies before visiting the White House. 
Napolitano said the State Department, the 
Department of Homeland Security and the 
Secret Service all thoroughly examined the 
Egyptian man, Hani Nour Eldin, before his 
visit to Washington, D.C., where he met with 
Members of Congress and senior administra-
tion officials. 

Then there is a quote in the article 
from Secretary Napolitano that says: 

‘‘As we move forward, we are going to con-
tinue to have visitors to this country that 
the State Department and others feel are 
useful to bring to the country, to have dis-
cussions moving forward, who say they’re 
members of a political party that in the past 
has been so designated.’’ 

Another quote: 
‘‘He was vetted before he got a visa against 

all known terrorists and other databases for 
derogatory information. None was found. As 
he entered the United States, we, too, vetted 
him against all of our holdings, including 
terrorists and information from a variety of 
sources, and no derogatory information was 
found. Before he entered the White House, he 
was vetted a third time by the Secret Serv-
ice. No derogatory information was found. 
So then we can have some confidence that 
this was not a security breach in that 
sense.’’ 

Napolitano said she knew ‘‘of no such in-
tention’’ by U.S. officials to release Abdel- 
Rahman, the Blind Sheikh. 

Chairman King said, ‘‘The administration, 
whether it’s this administration or another 
administration, may feel that some of these 
people can be dealt with, can be worked 
with, but if that’s to be done, to me, it would 
seem it would have to be an open process, a 
transparent process, where Congress and the 
people would know who was being let into 
this country.’’ 

Napolitano, according to the article, con-
ceded that King made a ‘‘fair point’’ and that 
she would look into whether efforts were 
taken to notify Members of Congress. 

It’s a little pesky detail. There do 
happen to be laws on the books that 
were apparently ignored in that proc-
ess. 

The problem is, when the Secretary 
of Homeland Security says there is no 
derogatory information, when the in-
formation we have indicates he is a 
member of a group that we have named 
as a terrorist organization, then it 
would seem that the obvious thing 
would be the fact that he is a member 
of a known terrorist organization, 
which would, to most of us, or at least 
to many of us, be considered deroga-
tory information. The fact that we 
can’t dig up minute details of specific 
acts of misconduct, nonetheless, should 
not be necessary when someone is a 
known member of a terrorist organiza-
tion, an organization designated by 
this government to be ‘‘terrorist.’’ It’s 
an amazing thing. 

But then we’re told in an article by 
Joel Gehrke from The Washington Ex-
aminer on July 25: 

Department of Homeland Security Sec-
retary Janet Napolitano told Congress today 
to expect more members of designated for-
eign terrorist organizations to visit the 
United States. 

‘‘I think you are right in pointing out that 
as we move forward we are going to continue 

to have visitors to this country that the 
State Department and others feel are useful 
to bring to the country to have discussions 
moving forward who say they are members 
of the political party that in the past have 
been so designated,’’ Napolitano told House 
Homeland Security Committee Chairman 
Pete King during a committee hearing this 
morning. 

Napolitano was defending the decision to 
host Hani Nour Eldin—a member of Egyptian 
Parliament elected on the political party 
platform of the Islamic Group, which the 
State Department has designated a foreign 
terrorist organization—at the White House. 

Just as a reminder, Mr. Speaker, in 
our hearing, I said these words: 

This administration seems to have a 
hard time recognizing members of ter-
rorist groups who are allowed in the 
White House. You’re aware of that hap-
pening, aren’t you? 

Her answer: Absolutely not. 
So the evidence seems to be pretty 

clear. He was a member of a known ter-
rorist group. He was allowed into the 
White House, but the answer by the 
Secretary of Homeland Security to 
that happening was: Absolutely not. 

She didn’t say that we had vetted 
him many times and that, even though 
he was a member of what we in the 
State Department had designated as a 
terrorist organization, we still thought 
he was safe. She said it just absolutely 
did not happen. Absolutely not. 

The article goes on from The Wash-
ington Examiner: 

‘‘I think we have to add more nuance to 
that,’’ she said, when King mentioned that 
Eldin is part of a designated foreign terrorist 
organization. ‘‘We have to know what the 
group was. Is it now a political party that is 
running the government of a country that 
has strong ties to the United States?’’ She 
added that he went through three stages of 
vetting, and ‘‘everyone who looked at this 
person felt confident that he was not a secu-
rity risk to the White House or to the United 
States.’’ 

King charged the Obama administration 
with violating a law in hosting Eldin at the 
White House. ‘‘It appears as if the law was 
not complied with in that he did not apply 
for a waiver, and Congress was not notified, 
which is also required. It does not appear 
that either the letter or the spirit of the law 
was complied with.’’ 

When King reiterated that complaint 
about the process by which Eldin was al-
lowed into the country, Napolitano con-
ceded, ‘‘On the process, that’s a fair point to 
make.’’ 

There is a reason we have laws, and 
you would hope that someone who is a 
Cabinet official in the top position of 
our Homeland Security would think 
that it is important to comply with the 
law. 

b 1330 

Just as we’ve seen massive amounts 
of money go to places that have leaders 
who say they want to eliminate Israel 
and the United States, we see this kind 
of conduct from this administration. 

And I have reporters asking me if I 
want to apologize for five separate let-
ters that were written to five separate 
inspectors general of five different de-
partments with different facts per-
taining to that department in each let-

ter, and the facts in the letter are true. 
The simple question was not an accusa-
tion or allegation, because it’s pretty 
obvious there is influence by the Mus-
lim Brotherhood in America. The ques-
tion is: How much influence is there, 
and where is it coming from? It is an 
amazing thing to see all of this tran-
spire. 

Obviously, it’s great fun and sport to 
attack a messenger that is not liked by 
certain people in the media, but what 
we keep seeing that is amazing and 
that is happening with what was once 
the proud tradition of journalism in 
America is our national security being 
sacrificed on the altar of political cor-
rectness. Why isn’t the mainstream 
media making a big deal about a Sec-
retary of Homeland Security who one 
week says, Absolutely not, it was not a 
member of a known terrorist organiza-
tion that got in the White House, and a 
week later she admits, It did happen, 
but we properly vetted him three dif-
ferent times? 

I hear about what apparently is being 
grossly overlooked also that I get as I 
speak to Muslims in other parts of the 
world who are our friends, who have 
fought with us, who have buried family 
members and loved ones because they 
want to live in freedom like we do. 
They don’t want a strict group like the 
Taliban dictating their lives. They’re 
moderate Muslims who want to live in 
peace. What they keep bringing home 
to me is what this administration 
misses entirely. When the President of 
the United States, when the leaders of 
this country, this administration, meet 
with members of known terrorist orga-
nizations and will not meet with our 
Muslim friends who have fought with 
us instead of against us from other 
parts of the world, the message has a 
chilling effect on our friends wanting 
to continue to be our friends because it 
appears to be the most dangerous place 
in the world to be, in the category of 
‘‘friends’’ with the United States, be-
cause it means this administration is 
one step away from abandoning them 
in favor of ties and relationships with 
groups that we know have been ter-
rorist organizations. 

It’s not just the meeting with. It’s 
not just a danger or lack of danger of 
someone coming into the White House. 
Of course they can check them with 
the metal detectors to make sure 
they’re not carrying anything. It goes 
beyond that. It devastates our friends. 
It destroys hope around the world for 
people who are hoping that we’ll stand 
up as we once have, not for the Muslim 
Brotherhood who want an inter-
national caliphate which includes the 
United States and the United States to 
be added to the 57 Muslim states that 
comprise the OIC; it’s what we’re doing 
to our friends. 

I hope and pray that people in the 
mainstream media will get past the en-
joyment of vilifying and trying to de-
stroy the messenger and look at the 
message, that they’ll get beyond the 
lazy tactics of calling someone, getting 
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with someone and saying, ‘‘What’s 
your opinion about these allegations?’’ 
and getting a response of, ‘‘Well, gee, 
we don’t think there is anything to 
them,’’ instead of digging the facts out 
and presenting them as the once proud 
journalist tradition was here in Amer-
ica. There are still journalists doing it, 
but I hope that that practice will be ex-
tended. We’re hurting ourselves, but 
unfortunately we also hurt our friends 
when we do that. 

Mr. Speaker, for those who say there 
is no evidence of any Muslim Brother-
hood influence in America, I would 
urge them to go back and review the 
evidence in the convictions of the Holy 
Land Foundation trial obtained in No-
vember of 2008 before this administra-
tion began embracing the named co-
conspirators like CAIR and ISNA, when 
they were named as coconspirators of 
supporting terrorism. I would hope 
they would go back to the 1995 trial 
where Andrew McCarthy did a stellar 
job, and the Clinton administration 
awarded him for his incredible work in 
proving that there are people in Amer-
ica who want to establish shari’a law 
as the law of the land and subvert our 
Constitution. He proved it beyond a 
reasonable doubt among some wonder-
ful New York citizens in New York 
City. 

And as Andrew McCarthy has asked: 
‘‘What’s happened since 1995 to make 
that evidence no longer true?’’ It was 
true then; it’s true today. 

With that, I yield back the balance of 
my time. 

f 

LEAVE OF ABSENCE 

By unanimous consent, leave of ab-
sence was granted to: 

Mr. CULBERSON (at the request of Mr. 
CANTOR) for today on account of per-
sonal reasons. 

f 

SENATE BILL REFERRED 

A bill of the Senate of the following 
title was taken from the Speaker’s 
table and, under the rule, referred as 
follows: 

S. 285. An act for the relief of Sopuruchi 
Chukwueke; to the Committee on the Judici-
ary. 

f 

BILL PRESENTED TO THE 
PRESIDENT 

Karen L. Haas, Clerk of the House, 
reported that on July 25, 2012, she pre-
sented to the President of the United 
States, for his approval, the following 
bill. 

H.R. 2527. To require the Secretary of the 
Treasury to mint coins in recognition and 
celebration of the National Baseball Hall of 
Fame. 

f 

ADJOURNMENT 

Mr. GOHMERT. Mr. Speaker, I move 
that the House do now adjourn. 

The motion was agreed to; accord-
ingly (at 1 o’clock and 39 minutes 

p.m.), under its previous order, the 
House adjourned until Monday, July 30, 
2012, at 2 p.m. 

f 

EXECUTIVE COMMUNICATIONS, 
ETC. 

Under clause 2 of rule XIV, executive 
communications were taken from the 
Speaker’s table and referred as follows: 

7099. A letter from the Attorney, Office of 
the General Counsel, Bureau of Consumer Fi-
nancial Protection, transmitting the Bu-
reau’s final rule — State Official Notifica-
tion Rule [Docket No.: CFPB-2011-0005] (RIN: 
3170-AA02) received July 18, 2012, pursuant to 
5 U.S.C. 801(a)(1)(A); to the Committee on Fi-
nancial Services. 

7100. A letter from the Attorney, Office of 
the General Counsel, Bureau of Consumer Fi-
nancial Protection, transmitting the Bu-
reau’s final rule — Equal Access to Justice 
Act Implementation Rule [Docket No.: 
CFPB-2012-0020] (RIN: 3170-AA27) received 
July 18, 2012, pursuant to 5 U.S.C. 
801(a)(1)(A); to the Committee on Financial 
Services. 

7101. A letter from the Attorney, Office of 
the General Counsel, Bureau of Consumer Fi-
nancial Protection, transmitting the Bu-
reau’s final rule — Rules Relating to Inves-
tigations [Docket No.: CFPB-2011-0007] (RIN: 
3170-AA03) received July 18, 2012, pursuant to 
5 U.S.C. 801(a)(1)(A); to the Committee on Fi-
nancial Services. 

7102. A letter from the Attorney, Office of 
the General Counsel, Bureau of Consumer Fi-
nancial Protection, transmitting the Bu-
reau’s final rule — Rules of Practice for Ad-
judication Proceedings [Docket No.: CFPB- 
2011-0006] (RIN: 3170-AA05) received July 18, 
2012, pursuant to 5 U.S.C. 801(a)(1)(A); to the 
Committee on Financial Services. 

7103. A letter from the Secretary, Securi-
ties and Exchange Commission, transmitting 
the Commission’s final rule — Process for 
Submissions for Review of Security-Based 
Swaps for Mandatory Clearing and Notice 
Filing Requirements for Clearing Agencies; 
Technical Amendments to Rule 19b-4 and 
Form 19b-4 Applicable to All Self-Regulatory 
Organizations [Release No.: 34-67286; File No. 
S7-44-10] (RIN: 3235-AK87) received July 3, 
2012, pursuant to 5 U.S.C. 801(a)(1)(A); to the 
Committee on Financial Services. 

7104. A letter from the Acting Assistant 
Administrator for Fisheries, NMFS, National 
Oceanic and Atmospheric Administration, 
transmitting the Administration’s final rule 
— Fisheries of the Northeastern United 
States; Northeast Multispecies, Monkfish, 
Atlantic Sea Scallop; Amendment 17 [Docket 
No.: 110901552-1021-01] (RIN: 0648-BB34) re-
ceived July 16, 2012, pursuant to 5 U.S.C. 
801(a)(1)(A); to the Committee on Natural 
Resources. 

7105. A letter from the Acting Assistant 
Administrator for Fisheries, NMFS, National 
Oceanic and Atmospheric Administration, 
transmitting the Administration’s final rule 
— Temporary Rule To Delay Start Date of 
2012-2013 South Atlantic Black Sea Bass 
Commercial Fishing Season [Docket No.: 
120501426-2426-01] (RIN: 0648-BB98) received 
June 26, 2012, pursuant to 5 U.S.C. 
801(a)(1)(A); to the Committee on Natural 
Resources. 

7106. A letter from the Acting Deputy As-
sistant Administrator for Regulatory Pro-
grams, NMFS, National Oceanic and Atmos-
pheric Administration, transmitting the Ad-
ministration’s final rule — Fisheries of the 
Caribbean, Gulf of Mexico, and South Atlan-
tic; Comprehensive Ecosystem-Based 
Amendment 2 for the South Atlantic Region; 
Correction [Docket No.: 110831547-2425-03] 

(RIN: 0648-BB26) received July 16, 2012, pursu-
ant to 5 U.S.C. 801(a)(1)(A); to the Committee 
on Natural Resources. 

7107. A letter from the Acting Assistant 
Attorney General, Department of Justice, 
transmitting the 2011 Annual Report of the 
National Institute of Justice (NIJ); to the 
Committee on the Judiciary. 

7108. A letter from the Fiscal Assistant 
Secretary, Department of the Treasury, 
transmitting the Fiscal Year 2011 Report to 
the Congress on U.S. Government Receiv-
ables and Debt Collection Activities of Fed-
eral Agencies; to the Committee on the Judi-
ciary. 

7109. A letter from the Program Analyst, 
Department of Transportation, transmitting 
the Department’s final rule — Airworthiness 
Directives; Fokker Services B.V. Airplanes 
[Docket No.: FAA-2012-0141; Directorate 
Identifier 2011-NM-092-AD; Amendment 39- 
17054; AD 2012-10-05] (RIN: 2120-AA64) received 
July 20, 2012, pursuant to 5 U.S.C. 
801(a)(1)(A); to the Committee on Transpor-
tation and Infrastructure. 

7110. A letter from the Program Analyst, 
Department of Transportation, transmitting 
the Department’s final rule — Airworthiness 
Directives; Bombardier, Inc. Airplanes 
[Docket No.: FAA-2012-0109; Directorate 
Identifier 2010-NM-244-AD; Amendment 39- 
17067; AD 2012-11-04] (RIN: 2120-AA64) received 
July 20, 2012, pursuant to 5 U.S.C. 
801(a)(1)(A); to the Committee on Transpor-
tation and Infrastructure. 

7111. A letter from the Program Analyst, 
Department of Transportation, transmitting 
the Department’s final rule — Airworthiness 
Directives; The Boeing Company Airplanes 
[Docket No.: FAA-2011-1320; Directorate 
Identifier 2011-NM-208-AD; Amendment 39- 
17066; AD 2012-11-03] (RIN: 2120-AA64) received 
July 20, 2012, pursuant to 5 U.S.C. 
801(a)(1)(A); to the Committee on Transpor-
tation and Infrastructure. 

7112. A letter from the Program Analyst, 
Department of Transportation, transmitting 
the Department’s final rule — Airworthiness 
Directives; Eurocopter Deutschland GMBH 
Helicopters [Docket No.: FAA-2012-0101; Di-
rectorate Identifier 2010-SW-042-AD; Amend-
ment 39-17046; AD 2012-09-11] (RIN: 2120-AA64) 
received July 20, 2012, pursuant to 5 U.S.C. 
801(a)(1)(A); to the Committee on Transpor-
tation and Infrastructure. 

7113. A letter from the Program Analyst, 
Department of Transportation, transmitting 
the Department’s final rule — Airworthiness 
Directives; BAE SYSTEMS (Operations) 
Limited Airplanes [Docket No.: FAA-2012- 
0188; Directorate Identifier 2011-NM-120-AD; 
Amendment 39-17079; AD 2012-11-15] (RIN: 
2120-AA64) received July 20, 2012, pursuant to 
5 U.S.C. 801(a)(1)(A); to the Committee on 
Transportation and Infrastructure. 

7114. A letter from the Program Analyst, 
Department of Transportation, transmitting 
the Department’s final rule — Airworthiness 
Directives; Bombardier, Inc. Airplanes 
[Docket No.: FAA-2012-0293; Directorate 
Identifier 2012-NM-034-AD; Amendment 39- 
17081; AD 2012-12-02] (RIN: 2120-AA64) received 
July 20, 2012, pursuant to 5 U.S.C. 
801(a)(1)(A); to the Committee on Transpor-
tation and Infrastructure. 

7115. A letter from the Program Analyst, 
Department of Transportation, transmitting 
the Department’s final rule — Airworthiness 
Directives; Rolls-Royce plc (RR) Turbofan 
Engines [Docket No.: FAA-2007-28059; Direc-
torate Identifier 2007-NE-13-AD; Amendment 
39-17061; AD 2012-10-12] (RIN: 2120-AA64) re-
ceived July 20, 2012, pursuant to 5 U.S.C. 
801(a)(1)(A); to the Committee on Transpor-
tation and Infrastructure. 

7116. A letter from the Federal Register Li-
aison Officer, Department of the Treasury, 
transmitting the Department’s final rule — 
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Implementation of Statutory Amendments 
Requiring the Qualification of Manufactures 
and Importers of Processed Tobacco and 
Other Amendments Related to Permit Re-
quirements, and the Expanded Definition of 
Roll-Your-Own Tobacco [Docket No.: TTB- 
2009-0002; T.D. TTB-104; Re: T.D. TTB-78, No-
tice No. 95 and Notice No. 98; T.D. TTB-80; 
T.D. TTB-81 and Notice No. 99] (RIN: 1513- 
AB72) received July 5, 2012, pursuant to 5 
U.S.C. 801(a)(1)(A); to the Committee on 
Ways and Means. 

7117. A letter from the Chief, Publications 
and Regulations Branch, Internal Revenue 
Service, transmitting the Service’s final rule 
— Notice requirements under section 101(j) of 
ERISA for funding-related benefit limita-
tions in single-employer defined benefit pen-
sion plans [Notice 2012-46] received July 16, 
2012, pursuant to 5 U.S.C. 801(a)(1)(A); to the 
Committee on Ways and Means. 

7118. A letter from the Chief, Publications 
and Regulations Branch, Internal Revenue 
Service, transmitting the Service’s final rule 
— Update for Weighted Average Interest 
Rates, Yield Curves, and Segment Rates [No-
tice 2012-47] received July 16, 2012, pursuant 
to 5 U.S.C. 801(a)(1)(A); to the Committee on 
Ways and Means. 

f 

REPORTS OF COMMITTEES ON 
PUBLIC BILLS AND RESOLUTIONS 

Under clause 2 of rule XIII, reports of 
committees were delivered to the Clerk 
for printing and reference to the proper 
calendar, as follows: 

Mr. LUNGREN, DANIEL E. of California: 
Committee on House Administration. H.R. 
6122. A bill to revise the authority of the Li-
brarian of Congress to accept gifts and be-
quests on behalf of the Library, and for other 
purposes (Rept. 112–624). Referred to the 
Committee of the Whole House on the state 
of the Union. 

Mr. LUNGREN, DANIEL E. of California: 
Committee on House Administration. H.R. 
1402. A bill to authorize the Architect of the 
Capitol to establish battery recharging sta-
tions for privately owned vehicles in parking 
areas under the jurisdiction of the House of 
Representatives at no net cost to the Federal 
Government; with an amendment (Rept. 112– 
625). Referred to the Committee of the Whole 
House on the state of the Union. 

Mr. HASTINGS of Washington: Committee 
on Natural Resources. H.R. 3641. A bill to es-
tablish Pinnacles National Park in the State 
of California as a unit of the National Park 
System, and for other purposes; with an 
amendment (Rept. 112–626). Referred to the 
Committee of the Whole House on the state 
of the Union. 

Mr. HASTINGS of Washington: Committee 
on Natural Resources. H.R. 4606. A bill to au-
thorize the issuance of right-of-way permits 
for natural gas pipelines in Glacier National 
Park, and for other purposes; with an amend-
ment (Rept. 112–627). Referred to the Com-
mittee of the Whole House on the state of 
the Union. 

f 

PUBLIC BILLS AND RESOLUTIONS 

Under clause 2 of rule XII, public 
bills and resolutions of the following 
titles were introduced and severally re-
ferred, as follows: 

By Mr. NUGENT: 
H.R. 6205. A bill to amend the Internal Rev-

enue Code of 1986 to prevent identity theft 
and tax fraud, and for other purposes; to the 
Committee on Ways and Means. 

By Mr. NEAL (for himself, Mr. RANGEL, 
Mr. CROWLEY, Mr. LEVIN, Mr. STARK, 

Mr. MCDERMOTT, Mr. LEWIS of Geor-
gia, Mr. BECERRA, Mr. DOGGETT, Mr. 
THOMPSON of California, Mr. LARSON 
of Connecticut, Mr. BLUMENAUER, Mr. 
KIND, Mr. PASCRELL, and Ms. BERK-
LEY): 

H.R. 6206. A bill to amend the Internal Rev-
enue Code of 1986 to permanently extend the 
tax treatment for certain build America 
bonds, and for other purposes; to the Com-
mittee on Ways and Means. 

By Ms. SLAUGHTER (for herself, Mr. 
HINCHEY, Mr. GRIJALVA, and Ms. 
CHU): 

H.R. 6207. A bill to provide for the estab-
lishment of the Task Force on Environ-
mental Health Risks and Safety Risks to 
Children; to the Committee on Energy and 
Commerce. 

By Mr. FARENTHOLD: 
H.R. 6208. A bill to temporarily limit the 

authority of the Secretary of the Interior to 
require or authorize the removal or move-
ment of offshore oil and gas facilities; to the 
Committee on Natural Resources. 

By Mr. MARCHANT (for himself and 
Mr. CUELLAR): 

H.R. 6209. A bill to amend the Internal Rev-
enue Code of 1986 to allow qualified scholar-
ship funding corporations to access tax-ex-
empt financing for alternative private stu-
dent loans; to the Committee on Ways and 
Means. 

By Mr. CONYERS (for himself and Mr. 
CHAFFETZ): 

H.R. 6210. A bill to amend the Immigration 
and Nationality Act to provide for additional 
immigrant visas for certain entrepreneurs 
and job creators, and for other purposes; to 
the Committee on the Judiciary. 

By Mr. GEORGE MILLER of California 
(for himself, Mr. HOLT, Mr. TIERNEY, 
Mr. GRIJALVA, Ms. FUDGE, Ms. SCHA-
KOWSKY, Mr. HINCHEY, Mr. LARSON of 
Connecticut, Mr. KILDEE, Mr. KUCI-
NICH, Ms. CHU, Ms. EDWARDS, Ms. 
NORTON, Ms. MOORE, Mr. MCGOVERN, 
Ms. WOOLSEY, Mr. ELLISON, Mr. 
SERRANO, Ms. MCCOLLUM, Mr. AN-
DREWS, Mr. TOWNS, Mr. BRADY of 
Pennsylvania, Mr. MCDERMOTT, Ms. 
LEE of California, Mr. CONYERS, Mr. 
RANGEL, Ms. ESHOO, Mr. FRANK of 
Massachusetts, Mr. BLUMENAUER, Ms. 
PINGREE of Maine, Mr. AL GREEN of 
Texas, Mr. STARK, Mr. FILNER, Mr. 
COHEN, Mrs. MALONEY, Mrs. NAPOLI-
TANO, Mr. WELCH, Ms. LINDA T. 
SÁNCHEZ of California, Mr. MARKEY, 
Mr. FARR, Mr. HONDA, Mr. OLVER, 
Mrs. DAVIS of California, Mr. MEEKS, 
Ms. SEWELL, Ms. DELAURO, Ms. 
BROWN of Florida, Ms. BERKLEY, Ms. 
BASS of California, Mr. ROTHMAN of 
New Jersey, Mr. GUTIERREZ, Mr. DIN-
GELL, Mr. NEAL, Ms. VELÁZQUEZ, Mr. 
BECERRA, Mr. SARBANES, Mr. MORAN, 
Mr. CLARKE of Michigan, Ms. 
DEGETTE, Ms. CASTOR of Florida, Mr. 
HASTINGS of Florida, Mr. CAPUANO, 
Mr. PALLONE, Ms. ZOE LOFGREN of 
California, Ms. EDDIE BERNICE JOHN-
SON of Texas, Mr. FATTAH, Mr. LEVIN, 
Mr. DEFAZIO, Mr. HIGGINS, Mr. PAS-
TOR of Arizona, Mr. CUMMINGS, Mr. 
HOLDEN, Mr. BUTTERFIELD, Ms. RICH-
ARDSON, Mr. KEATING, Mr. CLAY, Mr. 
LYNCH, Mr. SMITH of Washington, Mr. 
CARNAHAN, Ms. BALDWIN, Ms. KAP-
TUR, Mr. DAVIS of Illinois, Ms. ROY-
BAL-ALLARD, Mr. LEWIS of Georgia, 
Ms. TSONGAS, Mr. JOHNSON of Geor-
gia, Mr. CICILLINE, Ms. SCHWARTZ, 
Ms. HAHN, Mr. SCHIFF, Mr. LANGEVIN, 
Ms. CLARKE of New York, Mr. PAS-
CRELL, Mr. SHERMAN, Mr. DEUTCH, 
Mr. MURPHY of Connecticut, Mr. 
CLEAVER, Ms. MATSUI, Mrs. 

CHRISTENSEN, Ms. WILSON of Florida, 
Mr. WAXMAN, Ms. WATERS, Mr. RYAN 
of Ohio, Mr. LOEBSACK, and Mr. BER-
MAN): 

H.R. 6211. A bill to amend the fair Labor 
Standards Act of 1938 to provide for increases 
in the minimum wage consistent with infla-
tion, and for other purposes; to the Com-
mittee on Energy and Commerce. 

By Mr. KIND (for himself and Mr. 
LEWIS of Georgia): 

H.R. 6212. A bill to amend the Internal Rev-
enue Code of 1986 to make qualified biogas 
property eligible for the energy credit and to 
permit new clean renewable energy bonds to 
finance qualified biogas property; to the 
Committee on Ways and Means. 

By Mr. UPTON (for himself, Mr. 
STEARNS, Mr. PITTS, Mr. TERRY, Mr. 
STIVERS, Mr. LATHAM, Mr. SCOTT of 
South Carolina, Mr. GINGREY of Geor-
gia, Mrs. ELLMERS, Mr. LANCE, Mr. 
ROGERS of Michigan, Mr. WHITFIELD, 
Mr. BURGESS, Mr. SULLIVAN, Mrs. 
BLACKBURN, Mr. POMPEO, Mrs. 
MYRICK, Mr. HARPER, Mr. FLAKE, and 
Mr. OLSON): 

H.R. 6213. A bill to limit further taxpayer 
exposure from the loan guarantee program 
established under title XVII of the Energy 
Policy Act of 2005; to the Committee on En-
ergy and Commerce, and in addition to the 
Committee on Science, Space, and Tech-
nology, for a period to be subsequently deter-
mined by the Speaker, in each case for con-
sideration of such provisions as fall within 
the jurisdiction of the committee concerned. 

By Mr. BARTON of Texas (for himself 
and Mr. STEARNS): 

H.R. 6214. A bill to limit the number and 
pay of individuals serving as special consult-
ants, fellows, or other employees pursuant to 
subsection (f) or (g) of section 207 of the Pub-
lic Health Service Act, and for other pur-
poses; to the Committee on Energy and Com-
merce. 

By Mr. SMITH of Texas: 
H.R. 6215. A bill to amend the Trademark 

Act of 1946 to correct an error in the provi-
sions relating to remedies for dilution; to the 
Committee on the Judiciary. 

By Mr. GARAMENDI (for himself, Mrs. 
NAPOLITANO, Ms. SUTTON, and Mr. 
GRIJALVA): 

H.R. 6216. A bill to strengthen Buy Amer-
ica requirements applicable to airports, 
highways, high-speed rail, trains, and tran-
sit, and for other purposes; to the Committee 
on Transportation and Infrastructure. 

By Mr. GARAMENDI (for himself, Mr. 
CONYERS, Mr. KILDEE, Mr. HINCHEY, 
and Mr. LIPINSKI): 

H.R. 6217. A bill to require 85 percent do-
mestic content in green technologies pur-
chased by Federal agencies or by States with 
Federal funds and in property eligible for the 
renewable energy production or investment 
tax credits; to the Committee on Oversight 
and Government Reform, and in addition to 
the Committee on Ways and Means, for a pe-
riod to be subsequently determined by the 
Speaker, in each case for consideration of 
such provisions as fall within the jurisdic-
tion of the committee concerned. 

By Ms. BUERKLE (for herself, Mrs. 
MALONEY, Ms. LEE of California, Mr. 
KING of New York, Mr. HANNA, Mr. 
RANGEL, Mrs. DAVIS of California, 
Mr. TURNER of New York, Ms. CHU, 
Mrs. EMERSON, Mr. MARINO, Mr. 
WOLF, Mr. SMITH of New Jersey, and 
Mr. KELLY): 

H.R. 6218. A bill to provide for the estab-
lishment of the Autoimmune Diseases Inter-
departmental Coordinating Committee, and 
for other purposes; to the Committee on En-
ergy and Commerce. 
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By Mr. CARTER: 

H.R. 6219. A bill to amend the Endangered 
Species Act of 1973 to halt the premature 
proposed listing of 4 central Texas sala-
mander species resulting from a settlement 
agreement, and to take into account exten-
sive, ongoing State and local conservation 
efforts; to the Committee on Natural Re-
sources. 

By Mr. CLARKE of Michigan: 
H.R. 6220. A bill to prohibit an employer 

from inquiring whether an applicant for em-
ployment has been convicted of a criminal 
offense, except in certain circumstances; to 
the Committee on Education and the Work-
force, and in addition to the Committees on 
House Administration, Oversight and Gov-
ernment Reform, and the Judiciary, for a pe-
riod to be subsequently determined by the 
Speaker, in each case for consideration of 
such provisions as fall within the jurisdic-
tion of the committee concerned. 

By Ms. CLARKE of New York (for her-
self and Mr. DANIEL E. LUNGREN of 
California): 

H.R. 6221. A bill to amend the Homeland 
Security Act of 2002 to require the Secretary 
of Homeland Security to research, identify, 
and evaluate cybersecurity risks to critical 
infrastructure, and for other purposes; to the 
Committee on Homeland Security. 

By Ms. DELAURO (for herself and Mr. 
LARSON of Connecticut): 

H.R. 6222. A bill to amend the Clean Air 
Act with respect to the sulfur fuel content of 
heating oil; to the Committee on Energy and 
Commerce. 

By Mr. DENT: 
H.R. 6223. A bill to amend section 1059(e) of 

the National Defense Authorization Act for 
Fiscal Year 2006 to clarify that a period of 
employment abroad by the Chief of Mission 
or United States Armed Forces as a trans-
lator, interpreter, or in an executive level se-
curity position is to be counted as a period of 
residence and physical presence in the 
United States for purposes of qualifying for 
naturalization if at least a portion of such 
period was spent in Iraq or Afghanistan, and 
for other purposes; to the Committee on the 
Judiciary. 

By Mr. AUSTIN SCOTT of Georgia: 
H.R. 6224. A bill to amend title 44 of the 

United States Code, to provide for the sus-
pension of fines under certain circumstances 
for first-time paperwork violations by small 
entities, and for other purposes; to the Com-
mittee on Oversight and Government Re-
form, and in addition to the Committee on 
Small Business, for a period to be subse-
quently determined by the Speaker, in each 
case for consideration of such provisions as 
fall within the jurisdiction of the committee 
concerned. 

By Mr. WALBERG: 
H.R. 6225. A bill to amend the Internal Rev-

enue Code of 1986 to provide for economic 
growth and personal financial liberty, and 
for other purposes; to the Committee on 
Ways and Means. 

By Mr. WELCH (for himself and Mr. 
RENACCI): 

H.R. 6226. A bill to amend the Internal Rev-
enue Code of 1986 to extend the nonbusiness 
energy property credit to include the insula-
tion component of insulated siding; to the 
Committee on Ways and Means. 

By Mr. YOUNG of Alaska: 
H.R. 6227. A bill to authorize the establish-

ment of a Niblack mining area road corridor 
in the State of Alaska, and for other pur-
poses; to the Committee on Natural Re-
sources. 

By Ms. RICHARDSON (for herself, Ms. 
JACKSON LEE of Texas, Mr. CAMP, Ms. 
MCCOLLUM, Mr. PASCRELL, and Mrs. 
MYRICK): 

H. Res. 742. A resolution condemning the 
Government of the Russian Federation for 

providing weapons to the regime of President 
Bashar al-Assad of Syria; to the Committee 
on Foreign Affairs. 

By Mr. BARLETTA (for himself, Mr. 
KELLY, Mr. MARINO, Mr. ROE of Ten-
nessee, Mr. RAHALL, Mr. CRITZ, Mr. 
MEEHAN, Mr. PITTS, Mr. STIVERS, Mr. 
BACHUS, Mr. ROGERS of Kentucky, 
Mrs. CAPITO, Mr. DENT, Mr. THOMP-
SON of Pennsylvania, Mr. PLATTS, Mr. 
JOHNSON of Ohio, Mr. MCKINLEY, Mr. 
SHUSTER, Mr. YOUNG of Alaska, Mr. 
GERLACH, Mr. HOLDEN, Mr. MURPHY of 
Pennsylvania, Mr. DOYLE, Mr. BART-
LETT, Mr. FITZPATRICK, Mr. SCHIL-
LING, Mr. FLEISCHMANN, Mr. RYAN of 
Ohio, Mr. GARDNER, Mr. GRIMM, Mr. 
CHABOT, and Mr. COSTELLO): 

H. Res. 743. A resolution expressing the 
sense of Congress that the United States 
Postal Service should issue a commemora-
tive stamp honoring the Nation’s coal min-
ers; to the Committee on Oversight and Gov-
ernment Reform. 

By Mr. TIERNEY (for himself and Mr. 
GEORGE MILLER of California): 

H. Res. 744. A resolution recognizing the 
75th anniversary of the enactment of the Na-
tional Apprenticeship Act of 1937 and sup-
porting the goals and ideals of National Reg-
istered Apprenticeship Month; to the Com-
mittee on Education and the Workforce. 

f 

CONSTITUTIONAL AUTHORITY 
STATEMENT 

Pursuant to clause 7 of rule XII of 
the Rules of the House of Representa-
tives, the following statements are sub-
mitted regarding the specific powers 
granted to Congress in the Constitu-
tion to enact the accompanying bill or 
joint resolution. 

By Mr. NUGENT: 
H.R. 6205. 
Congress has the power to enact this legis-

lation pursuant to the following: 
Article 1, Section 8 of the U.S. Constitu-

tion gives Congress the authority to lay and 
collect taxes and duties. With this authority 
comes the inherent duty to protect these 
funds from fraud and theft so that they are 
used for their constitutional purpose- to pay 
the debts and provide for the general welfare 
of our nation. 

By Mr. NEAL: 
H.R. 6206. 
Congress has the power to enact this legis-

lation pursuant to the following: 
Article I, Section 8, Clause 1 
‘‘The Congress shall have Power to lay and 

collect Taxes, Duties, Imposts and Excises, 
to pay the Debts and provide for the common 
Defence and general Welfare of the United 
States; but all Duties, Imposts and Excises 
shall be uniform throughout the United 
States.’’ 

Sixteenth Amendment 
‘‘The Congress shall have power to lay and 

collect taxes on incomes, from whatever 
source derived, without apportionment 
among the several States, and without re-
gard to any census or enumeration.’’ 

By Ms. SLAUGHTER: 
H.R. 6207. 
Congress has the power to enact this legis-

lation pursuant to the following: 
Art. I, Sec. 8, cl. 1 
Art. I, Sec. 8, cl. 18 

By Mr. FARENTHOLD: 
H.R. 6208. 
Congress has the power to enact this legis-

lation pursuant to the following: 
Article 1, Section 8, Clauses 1 and 3 of the 

Constitution 
By Mr. MARCHANT: 

H.R. 6209. 

Congress has the power to enact this legis-
lation pursuant to the following: 

Article I, Section 8, Clause 1. The Congress 
shall have Power to lay and collect Taxes, 
Duties, Imposts and Excises, to pay the 
Debts and provide for the common Defence 
and general Welfare of the United States; but 
all Duties, Imposts and Excises shall be uni-
form throughout the United States. 

By Mr. CONYERS: 
H.R. 6210. 
Congress has the power to enact this legis-

lation pursuant to the following: 
Article I, Section 8, Clause 4 of the Con-

stitution. 
By Mr. GEORGE MILLER of Cali-

fornia: 
H.R. 6211. 
Congress has the power to enact this legis-

lation pursuant to the following: 
Article I, § 8, Clause 3 

By Mr. KIND: 
H.R. 6212. 
Congress has the power to enact this legis-

lation pursuant to the following: 
Article I Section 8. 

By Mr. UPTON: 
H.R. 6213. 
Congress has the power to enact this legis-

lation pursuant to the following: 
This bill is enacted pursuant to the power 

granted to Congress under Article I, Section 
8, Clause 3 of the United States Constitution. 

By Mr. BARTON of Texas: 
H.R. 6214. 
Congress has the power to enact this legis-

lation pursuant to the following: 
This bill is enacted pursuant to the power 

granted to Congress under Article I, Section 
8, Clause 18 of the United States Constitu-
tion. 

By Mr. SMITH of Texas: 
H.R. 6215. 
Congress has the power to enact this legis-

lation pursuant to the following: 
clause 8 of section 8 of Article I of the Con-

stitution. 
By Mr. GARAMENDI: 

H.R. 6216. 
Congress has the power to enact this legis-

lation pursuant to the following: 
Article 1, Section 8 

By Mr. GARAMENDI: 
H.R. 6217. 
Congress has the power to enact this legis-

lation pursuant to the following: 
Article 1, Section 8 

By Ms. BUERKLE: 
H.R. 6218. 
Congress has the power to enact this legis-

lation pursuant to the following: 
Article I, Section 8, Clause 18 (‘‘The Con-

gress shall have Power . . . To make all 
Laws which shall be necessary and proper for 
carrying into Execution the foregoing Pow-
ers, and all other Powers vested by the Con-
stitution in the Government of the United 
States, or in any Department or Officer 
thereof’’). 

By Mr. CARTER: 
H.R. 6219. 
Congress has the power to enact this legis-

lation pursuant to the following: 
Article I, Section 8, Clause 3 of the Con-

stitution 
The Congress shall have Power . . . To reg-

ulate Commerce with foreign Nations, and 
among the several States, and with the In-
dian Tribes. 

And: 
Article I, Section 8, Clause 18 of the Con-

stitution 
The Congress shall have Power . . . To 

make all Laws which shall be necessary and 
proper for carrying into Execution the fore-
going Powers, and all other Powers vested by 
the Constitution in the Government of the 
United States, or in any Department or Offi-
cer thereof. 
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By Mr. CLARKE of Michigan: 

H.R. 6220. 
Congress has the power to enact this legis-

lation pursuant to the following: 
Article I, Section 8, Clause 3 of the United 

States Constitution. 
By Ms. CLARKE of New York: 

H.R. 6221. 
Congress has the power to enact this legis-

lation pursuant to the following: 
The U.S. Constitution including Article 1, 

Section 8. 
By Ms. DELAURO: 

H.R. 6222. 
Congress has the power to enact this legis-

lation pursuant to the following: 
Article I, Section 8, Clauses 3 and 18 of the 

United States Constitution. 
By Mr. DENT: 

H.R. 6223. 
Congress has the power to enact this legis-

lation pursuant to the following: 
Article 1, Section 8. 

By Mr. AUSTIN SCOTT of Georgia: 
H.R. 6224. 
Congress has the power to enact this legis-

lation pursuant to the following: 
Article I, Section 8, Clause 3 of the United 

States Constitution: To regulate Commerce 
with foreign Nations, and among the several 
States, and with the Indian Tribes. 

By Mr. WALBERG: 
H.R. 6225. 
Congress has the power to enact this legis-

lation pursuant to the following: 
Clause 1 of Section 8 of Article I of the 

United States Constitution and Amendment 
XVI of the United States Constitution. 

By Mr. WELCH: 
H.R. 6226. 
Congress has the power to enact this legis-

lation pursuant to the following: 
Article 1, Section 8, Clause 18: The Con-

gress shall have Power To . . . make all 
Laws which shall be necessary and proper for 
carrying into Execution the foregoing Pow-
ers, and all other Powers vested by this Con-
stitution in the Government of the United 
States, or in any Department or Officer 
thereof. 

By Mr. YOUNG of Alaska: 
H.R. 6227. 
Congress has the power to enact this legis-

lation pursuant to the following: 
Article IV, Section 3, Clause 2 

f 

ADDITIONAL SPONSORS 

Under clause 7 of rule XII, sponsors 
were added to public bills and resolu-
tions as follows: 

H.R. 8: Mr. GRAVES of Missouri, Mr. GRIF-
FIN of Arkansas, Mr. CRENSHAW, and Mr. 
KLINE. 

H.R. 6: Ms. LORETTA SANCHEZ of California. 
H.R. 87: Mr. SCHWEIKERT and Mr. QUAYLE. 
H.R. 139: Mr. PALLONE. 
H.R. 529: Mr. SCHILLING. 

H.R. 683: Ms. WILSON of Florida. 
H.R. 942: Mr. LOEBSACK and Mr. CRITZ. 
H.R. 998: Mr. THOMPSON of California. 
H.R. 1084: Mr. OLVER. 
H.R. 1106: Mr. HASTINGS of Florida, Mr. 

BUTTERFIELD, Ms. BASS of California, and 
Mr. CLAY. 

H.R. 1116: Mr. THOMPSON of California. 
H.R. 1244: Mr. PETRI. 
H.R. 1344: Mr. KISSELL. 
H.R. 1370: Mr. WHITFIELD. 
H.R. 1394: Ms. SCHAKOWSKY, Mr. BRADY of 

Pennsylvania, Mr. COHEN, and Mr. CUMMINGS. 
H.R. 1519: Mr. CHANDLER. 
H.R. 1672: Mr. BENISHEK, Ms. MCCOLLUM, 

Ms. RICHARDSON, and Mr. MCKEON. 
H.R. 1775: Mr. CHABOT, Mr. YOUNG of Alas-

ka, Mr. HUIZENGA of Michigan, and Mr. 
BISHOP of Georgia. 

H.R. 2028: Mr. COURTNEY. 
H.R. 2033: Mr. MCDERMOTT. 
H.R. 2040: Mr. WOLF, Mr. GOODLATTE, Mr. 

ROSS of Florida, Mr. HUIZENGA of Michigan, 
and Mr. RIGELL. 

H.R. 2139: Mrs. CHRISTENSEN, Mr. FRELING-
HUYSEN, Mr. HUNTER, Mrs. LOWEY, and Mr. 
STUTZMAN. 

H.R. 2355: Mr. SCALISE. 
H.R. 2359: Ms. NORTON, Mr. KILDEE, and Ms. 

RICHARDSON. 
H.R. 2382: Ms. EDDIE BERNICE JOHNSON of 

Texas and Mr. KIND. 
H.R. 2437: Mr. SCHILLING. 
H.R. 2481: Mr. CONYERS. 
H.R. 2547: Ms. LEE of California and Mr. 

MICHAUD. 
H.R. 2697: Ms. NORTON and Mr. PLATTS. 
H.R. 2705: Mr. REYES. 
H.R. 3030: Ms. SPEIER. 
H.R. 3067: Mr. ROSS of Florida. 
H.R. 3158: Mr. CRAVAACK. 
H.R. 3159: Mr. SCALISE. 
H.R. 3429: Mr. CARTER. 
H.R. 3458: Mr. FORTENBERRY. 
H.R. 3510: Mr. SCHIFF. 
H.R. 3594: Mr. HULTGREN. 
H.R. 3608: Mr. SCALISE. 
H.R. 3612: Mrs. NOEM. 
H.R. 3627: Mr. GRIFFITH of Virginia, Mr. 

KING of New York, and Mr. WHITFIELD. 
H.R. 3643: Mrs. HARTZLER, Mrs. LUMMIS, 

Mr. ROE of Tennessee, and Mr. HERGER. 
H.R. 3705: Mr. MCINTYRE. 
H.R. 3721: Mr. MICHAUD. 
H.R. 3798: Mr. ANDREWS, Ms. JACKSON LEE 

of Texas, and Ms. CASTOR of Florida. 
H.R. 3806: Mr. BARTLETT. 
H.R. 3828: Mr. HARRIS. 
H.R. 3861: Mr. PETERS, Mr. KILDEE, and Mr. 

LEVIN. 
H.R. 3866: Mr. WATT. 
H.R. 4011: Mr. SHERMAN. 
H.R. 4062: Mr. DREIER. 
H.R. 4122: Mr. RANGEL and Mr. CARSON of 

Indiana. 
H.R. 4169: Mrs. NAPOLITANO and Mr. LAR-

SON of Connecticut. 
H.R. 4173: Mr. JOHNSON of Georgia. 
H.R. 4287: Mr. SHULER and Mr. HOLT. 

H.R. 4305: Mr. LATOURETTE and Mr. 
SCHOCK. 

H.R. 4373: Mr. LATHAM and Mr. CONYERS. 
H.R. 4403: Mr. SCALISE. 
H.R. 4405: Mr. DOLD, Mr. TIBERI, Mr. WALSH 

of Illinois, Mr. PAULSEN, Mr. WEST, Mr. 
GALLEGLY, and Ms. PINGREE of Maine. 

H.R. 4818: Mr. DAVID SCOTT of Georgia. 
H.R. 5796: Mr. COFFMAN of Colorado and Mr. 

SOUTHERLAND. 
H.R. 5846: Mr. HUIZENGA of Michigan and 

Mr. HULTGREN. 
H.R. 5864: Ms. HIRONO. 
H.R. 5907: Ms. CHU. 
H.R. 5943: Mr. MARINO and Mr. CANSECO. 
H.R. 5944: Mr. POLLIS, Mr. TOWNS, and Mr. 

CARSON of Indiana. 
H.R. 6028: Mr. KEATING. 
H.R. 6075: Mr. BISHOP of Utah and Mr. 

HULTGREN. 
H.R. 6128: Ms. ZOE LOFGREN of California 

and Mr. CONYERS. 
H.R. 6138: Mr. GUTIERREZ and Mr. MCGOV-

ERN. 
H.R. 6147: Mr. CALVERT. 
H.R. 6149: Ms. PINGREE of Maine, Mr. 

MCGOVERN, and Ms. SUTTON. 
H.R. 6150: Mr. SABLAN, Mr. HINCHEY, Mr. 

NADLER, and Mr. TOWNS. 
H.R. 6151: Mrs. CAPITO, Mr. DAVIS of Ken-

tucky, Mr. WITTMAN, and Mr. YOUNG of Alas-
ka. 

H.R. 6159: Ms. RICHARDSON, Ms. CLARKE of 
New York, Mr. KEATING, Mr. CUELLAR, Ms. 
HAHN, Mr. REYES, Ms. HANABUSA, Mr. ISRAEL, 
Ms. BROWN of Florida, and Mr. MARKEY. 

H.R. 6165: Mr. MILLER of Florida and Mr. 
JONES. 

H.R. 6169: Mr. GRAVES of Missouri. 
H.R. 6170: Ms. BROWN of Florida, Mr. DEFA-

ZIO, Mrs. ELLMERS, Mr. CONNOLLY of Vir-
ginia, and Mr. LATOURETTE. 

H.R. 6174: Mr. ROSS of Florida. 
H.R. 6175: Mr. DINGELL. 
H.J. Res. 111: Mr. GARAMENDI, Mr. 

CICILLINE, and Mr. PETERSON. 
H. Con. Res. 21: Mr. CLAY. 
H. Res. 459: Mr. SCALISE. 
H. Res. 663: Mr. DOLD and Ms. FUDGE. 
H. Res. 672: Mrs. MALONEY. 
H. Res. 676: Mr. GRIMM and Ms. BERKLEY. 
H. Res. 716: Mr. SCALISE. 
H. Res. 722: Mr. MCDERMOTT. 
H. Res. 725: Mr. LOEBSACK. 
H. Res. 734: Ms. RICHARDSON, Mr. 

MCDERMOTT, and Mr. MORAN. 
H. Res. 735: Mr. GOSAR. 

f 

DISCHARGE PETITIONS— 
ADDITIONS OR DELETIONS 

The following Members added their 
names to the following discharge peti-
tion: 

Petition 4 by Mr. VAN HOLLEN on H.R. 
4010: Sheila Jackson Lee, Dennis J. Kucinich, 
and Walter B. Jones. 
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Senate 
The Senate met at 9:30 a.m. and was 

called to order by the Honorable MI-
CHAEL F. BENNET, a Senator from the 
State of Colorado. 

PRAYER 
The PRESIDING OFFICER. Today’s 

guest Chaplain, Rev. John Fuller, sen-
ior pastor of Prairie Lakes Church in 
Cedar Falls, IA, will lead the Senate in 
prayer. 

The guest Chaplain offered the fol-
lowing prayer: 

Let us pray. 
God of all nations and all peoples, we 

come before You on this day acknowl-
edging You as the sovereign Lord of 
this Nation and of the whole world. 

Father, it is a privilege to pray for 
these lawmakers, knowing that You 
hear and respond to the prayers of 
Your people. I pray for these women 
and men, whom You have put in this 
position, that they would be filled with 
Your wisdom to make wise choices and 
decisions as they lead this country. I 
pray that this body will be courageous, 
that they wouldn’t be led by fear or 
their own personal desires but they 
would have the courage to lead with 
conviction that comes from You. Give 
these Senators strength to lead well 
through difficult times, that they 
would be strengthened in their inner 
being by a power that only comes from 
You. 

And, Father, I pray for a spirit of hu-
mility that recognizes that others are 
more important than we are and that 
You have plans that are greater than 
ours; that, Father, we would lead with 
humble and gracious hearts. 

We pray all this in Jesus’s Name. 
Amen. 

f 

PLEDGE OF ALLEGIANCE 
The Honorable MICHAEL F. BENNET 

led the Pledge of Allegiance, as follows: 
I pledge allegiance to the Flag of the 

United States of America, and to the Repub-
lic for which it stands, one nation under God, 
indivisible, with liberty and justice for all. 

APPOINTMENT OF ACTING 
PRESIDENT PRO TEMPORE 

The PRESIDING OFFICER. The 
clerk will please read a communication 
to the Senate from the President pro 
tempore (Mr. INOUYE). 

The assistant legislative clerk read 
the following letter: 

U.S. SENATE, 
PRESIDENT PRO TEMPORE, 
Washington, DC, July 26, 2012. 

To the Senate: 
Under the provisions of rule I, paragraph 3, 

of the Standing Rules of the Senate, I hereby 
appoint the Honorable MICHAEL F. BENNET, a 
Senator from the State of Colorado, to per-
form the duties of the Chair. 

DANIEL K. INOUYE, 
President pro tempore. 

Mr. BENNET thereupon assumed the 
chair as Acting President pro tempore. 

f 

RECOGNITION OF THE MAJORITY 
LEADER 

The ACTING PRESIDENT pro tem-
pore. The majority leader is recog-
nized. 

f 

CYBERSECURITY ACT—MOTION TO 
PROCEED 

Mr. REID. Mr. President, I now move 
to proceed to Calendar No. 470, S. 3414, 
which is the Cybersecurity Act. 

The ACTING PRESIDENT pro tem-
pore. The clerk will report. 

The assistant legislative clerk read 
as follows: 

Motion to proceed to Calendar No. 470, S. 
3414, a bill to enhance the security and resil-
iency of the cyber and communications in-
frastructure of the United States. 

Mr. REID. Mr. President, I would now 
yield to the senior Senator from the 
State of Iowa, Mr. GRASSLEY. 

The ACTING PRESIDENT pro tem-
pore. The Senator from Iowa. 

PASTOR JOHN FULLER 

Mr. GRASSLEY. Mr. President, it is 
my privilege to introduce Pastor John 
Fuller to my fellow Senators, and I 

thank Pastor Fuller for opening the 
Senate with prayer. It is my privilege 
to highlight my home pastor and 
church. 

Pastor Fuller and his wife Kay are 
visiting the Nation’s Capital this week. 

Since 1998 Pastor Fuller has been the 
senior pastor at Prairie Lakes Church 
in Cedar Falls, IA. Pastor Fuller is a 
native of Iowa. He was born in Onawa 
and grew up in Sloan. His family 
moved to Sheridan, WY, when he was 
in the eighth grade. He graduated from 
high school in Sheridan. He played 
both high school and college football. 
He is to this day obviously a die-hard 
Broncos fan. You won’t know that, but 
I sure know it. He is a 1986 graduate of 
the University of Sioux Falls and a 1990 
graduate of Denver Seminary with a 
master’s of divinity degree. 

He was an associate and preaching 
pastor at First Baptist Church in For-
est City, IA, before coming to Cedar 
Falls in 1998, to Prairie Lakes Church, 
and has been senior pastor. I have been 
worshipping at Prairie Lakes Church 
for 58 years come this August 29. The 
church has changed its name and in-
creased its congregation over the 
years, but its heart has remained the 
same and very constant. 

In 1855 a small group known as the 
Baptist Society started this church. In 
1862 it became the First Baptist 
Church. The first 45 years that I wor-
shipped at First Baptist Church, at 
various times the congregation num-
bered 200 to 300 people. Under Pastor 
Fuller’s leadership, the number of wor-
shipers has grown to about 2,000, with 
worship centers in Osage, Waterloo, 
and soon in Grennell, IA, besides the 
main campus in Cedar Falls, IA. In 2005 
a new building was constructed, and 
the name of the congregation then be-
came Prairie Lakes Church. 

The worship service is very informal. 
That has changed in the 58 years I have 
attended there, but the service has al-
ways been Christ-centered, and that 
has not changed. Prairie Lakes Church 
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is multigenerational, with an extraor-
dinary vision for the future. Worship 
services are heartfelt, creative, prac-
tical, Bible-based, and here to serve 
Christ and here to serve all—those who 
just stepped over the faith line as well 
as those who have been longtime fol-
lowers of Jesus Christ. 

Prairie Lakes Church is affiliated 
with the Baptist General Conference. 
Prairie Lakes Church is all about lov-
ing God, loving people, and influencing 
the world. Everyone is invited to wor-
ship with us—including anybody here 
in Washington, DC—through streaming 
online at prairielakeschurch.org. 

In closing, I would remind all, ac-
cording to the Scriptures, in Corin-
thians, we are all called to be ambas-
sadors of Christ, and that is how I see 
Pastor Fuller. 

I am also grateful to Pastor Fuller 
for his leadership and faithfulness to 
this congregation. After 58 years, in 
my looking back, I know God’s word 
has been preached faithfully at this 
congregation. Pastor Fuller has con-
tributed significantly during his tenure 
and continues to do so. 

This is what Pastor Fuller had to say 
about our church: 

There are a lot of good churches around 
the valley. We’re lucky to have that. I think 
people get attracted here because we just 
stick with the Bible. We’re authentic. We’re 
invitational, and we try to keep things sim-
ple. 

These attributes have attracted 
many, and I believe they will continue 
to attract many more and the church 
will continue to grow. 

Lastly, I pray that God will continue 
to shine His light through Pastor 
Fuller, his family, and the Prairie 
Lakes congregation. It is my privilege 
once again to introduce Pastor Fuller 
to this Senate. 

I yield the floor. 
The ACTING PRESIDENT pro tem-

pore. The majority leader. 
Mr. REID. Mr. President, I appreciate 

my friend’s remarks about his pastor. 
They were very well thought out, and I 
appreciate them very much. 

SCHEDULE 
Mr. REID. Mr. President, the first 

hour here today will be equally divided 
and controlled between the two leaders 
or their designees. The majority will 
control the first half and the Repub-
licans the final half. 

I filed cloture last night on a motion 
to proceed to the cybersecurity bill. I 
hope we can reach an agreement to 
have that cloture vote sometime today. 
If not, we will have it tomorrow. 

When a major storm ripped through 
the Mid-Atlantic region last month, it 
left millions of people without power— 
I repeat, millions of people. I was at 
my home here in Washington, which is 
different from my home in Searchlight, 
NV. In Searchlight, the wind blows a 
lot, so you can hear the wind. It is kind 
of pleasant for me. But the wind we 
heard at our home in Washington was 
not pleasant. At 9:30 or 10:00 at night, 
it was loud and it was abusive and it 
was, quite frankly, a little scary. 

Our power was not affected, but that 
wasn’t the case for millions of other 
people. Residents of Maryland, Vir-
ginia, West Virginia, Ohio, and the Dis-
trict of Columbia soon realized how 
quickly a major power outage can alter 
life as we know it. I talked to Senator 
MANCHIN of West Virginia, and a week 
later power was still out in large parts 
of West Virginia. He said it was the 
worst storm they have ever known in 
West Virginia. 

This power outage altered life as peo-
ple knew it here in the entire eastern 
part of the United States. The blackout 
was devastating to many families and 
many businesses. But it was also minor 
compared to the devastation that mali-
cious cyber terrorists could wreak with 
a single keystroke. I repeat, as dam-
aging and frightening as this storm 
was, we could have a malicious cyber 
attack by terrorists that would be far 
more devastating than this violent 
storm. Cyber attackers could all too 
easily shut down the electric grid for 
the entire east coast, the west coast, 
and the middle part of our country. 
Any one attack could leave dozens of 
major cities and tens of millions of 
Americans without power. We know, 
because we were shown in a room here 
in the Capitol, how an attack could 
take place and what damage it would 
do, so we know this is not just make- 
believe. 

Without ATMs or debit card readers, 
commerce would immediately grind to 
a halt. My daughter, who lives here in 
the DC area, lost power when the storm 
hit. They waited for a number of hours, 
and then they took all the food out of 
their freezer, they gave away what 
they could, and they threw the rest 
away. And that was the way it was all 
over. Their power was out for about a 
week, and it made it very difficult. 
They are fortunate enough to have a 
basement, and the heat wasn’t oppres-
sive down there. 

Without refrigeration, food would rot 
on the shelves, the freezers would have 
to be emptied, and people could actu-
ally go hungry. Without gas pumps, 
transportation arteries would clog with 
abandoned vehicles. Without cell 
phones or computers, whole regions of 
the country would be cut off from com-
munication and families would be un-
able to reach each other. Without air- 
conditioning and without lifesaving 
technology and the service of hospitals 
and nursing homes, the elderly and 
sick would become much sicker and 
die. Most major hospitals have backup 
power, but it is only for a limited 
amount of time. It depends on how 
much fuel they can store, and that is 
very limited. 

The devastation is really unimagi-
nable, but we have heard these omi-
nous scenarios before. What many 
Americans haven’t considered is that 
the same power grids that supply cities 
and towns, stores and gas stations, cell 
towers and heart monitors also power 
every military base in our country. 
About 99 percent of electricity used to 

power military installations comes 
from outside the bases. Nellis Air 
Force Base, one of the largest in the 
world of its type, has some solar en-
ergy there that they have developed, 
but over 90 percent of their power, in 
spite of that, comes from outside the 
base, and more than 85 percent of that 
power is provided by the same electric 
utilities that power homes and busi-
nesses and schools in the civilian 
world. So a cyber attack that took out 
a civilian power grid would also soon 
cripple our Nation’s military—very 
soon. 

Although bases would be prepared to 
weather a short power outage with 
backup diesel generators, within hours, 
not days, fuel supplies would run out. 
Command and control centers would go 
dark. Radar systems that detect air 
threats to our country would shut 
down. Communication between com-
manders and their troops would go si-
lent. And many weapons systems would 
be left without either fuel or electric 
power. 

Much of what we do militarily is now 
done by computers and done very re-
motely. It is no secret that the drones 
that operate for our country all over 
the world are not operated from Paki-
stan, Afghanistan, or Somalia, they are 
operated from a base 35 miles outside 
Las Vegas. That is all done with elec-
tricity. So in a few short hours or days, 
the mightiest military in the world 
would be left scrambling to maintain 
base functions. 

That is why our top national security 
officials—including the Chairman of 
the Joint Chiefs, the Director of the 
National Security Agency, the Sec-
retary of Defense, and the CIA Direc-
tor—have said that the kind of mali-
cious cyber attack I have just de-
scribed is among the most urgent 
threats to our country. In fact, they 
have said that unless we do something 
and do it soon, it is not a question of if, 
it is only a question of when. 

There have already been cyber at-
tacks on our nuclear infrastructure, 
our Defense Department’s most ad-
vanced weapons, the NASDAQ stock 
exchange, and most major corpora-
tions. These are just a few of the things 
that have already been attacked by 
cyber. 

Senator MCCONNELL and I recently 
received a letter from a bipartisan 
group of former national security offi-
cials, including six former Bush and 
Obama administration officials, that 
presented the danger in stark terms: 

We carry the burden of knowing that 9/11 
might have been averted with the intel-
ligence that existed at the time. We do not 
want to be in the same position again when 
‘‘cyber 9/11’’ hits—it is not a question of 
whether this will happen; it is only a ques-
tion of ‘‘when.’’ 

That is what they said, not me. The 
group said the threat of cyber attack 
‘‘represents the most serious challenge 
to our national security since the onset 
of the nuclear age sixty years ago.’’ 

The bill before this body, proposed by 
a coalition of Democrats and Repub-
licans—including Chairman LIEBERMAN 
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and ranking member COLLINS—is an ex-
cellent piece of legislation endorsed by 
many members of the national security 
community. 

In my view, it is not strong enough, 
but it is a tremendous step forward, 
and I admire the work they have done. 
I know some of my colleagues have 
suggestions on how to improve this leg-
islation. I have a few of my own. There 
is plenty of room for good ideas. Some 
of them are already on the table. It is 
my intention for Senators to have an 
opportunity to have a robust debate on 
these proposals. Let’s stick with what 
this bill is all about and let’s have as 
many amendments as people feel is ap-
propriate. 

The national security experts agree 
we can’t afford to waste more time. 
The question is not whether we should 
act but whether we will act in time. 

As I mentioned at the start, we are 
scheduled to have this vote an hour 
after we come in tomorrow. I am work-
ing with Senator MCCONNELL now to 
try to arrange a time, perhaps even 
today. My goal is to get on the bill. I 
hope we can get on the bill. It would be 
terrible for our country if we are not 
on the bill. I would like to get on the 
bill and have Senators LIEBERMAN, 
COLLINS, ROCKEFELLER, FEINSTEIN, and 
the other committees that are involved 
come up with a list of amendments as 
we have done so well on a number of 
the bills we have worked through. 
When we come back next week, let’s 
start doing some legislating and have 
some robust debate, get some of these 
amendments disposed of, and pass this 
bill on to the House. 

The House has done their bill. We can 
go to conference and get something 
done. It would be very important for 
our country. 

RECOGNITION OF THE MINORITY LEADER 
The ACTING PRESIDENT pro tem-

pore. The Republican leader is recog-
nized. 

THE ECONOMY 
Mr. MCCONNELL. Mr. President, yes-

terday our Democratic friends took a 
vote that says a lot about the way they 
view the world. After nearly 4 years of 
spending and debt, millions of Ameri-
cans are still struggling amidst the 
slowest recovery in modern times, and 
the economy is flat on its back. Our 
friends on the other side think a great 
way to go forward is to raise taxes. 
Under the guise of pretending to care 
about the deficit, Democrats are push-
ing an ideological goal of a symbolic 
tax increase that would not even fund 
the government for 1 week. The vote 
we had yesterday—with all but two of 
the Democrats on board—allegedly 
doing something about the deficit 
wouldn’t fund government for 1 week. 

They are not even pretending to care 
about the economy. They have sort of 
given up on the argument that this is 
about the economy. We know that be-
cause 2 years ago the Democrats agreed 
the higher taxes they are now fighting 
for would hurt the economy. 

Let’s look at the economy then and 
the economy now. At a time when eco-

nomic growth was 31⁄2 percent, back in 
December of 2010, 40 Democrats voted 
to keep rates where they were on the 
grounds that it was the best thing to 
do for jobs. In December 2010, 40 Demo-
crats voted to keep the tax rates where 
they were because it was the best thing 
for jobs. Yet now when the growth rate 
is 2 percent—it was 31⁄2 percent then, it 
is 2 percent now—and 13 million Ameri-
cans are still out of work, they are vot-
ing to slam nearly 1 million businesses 
with a tax increase. Maybe they are ex-
pecting the GDP numbers tomorrow to 
be 31⁄2 percent. We will see. 

That is one of two things, either our 
Democratic friends don’t even care 
about the economy and jobs anymore 
and are just embracing Thelma-and- 
Louise economics—let’s take every-
body off the cliff and hope people sup-
port them for some other reason—or 
their economic world view is so far out-
side the mainstream of everyone else 
who has looked at the situation that 
they think 2 percent growth and 13 mil-
lion Americans unemployed is good 
enough. Maybe they think that is as 
good as we can do. That is where this 
ideological crusade of theirs is taking 
them, right in that direction. I just 
hope for the sake of a struggling Amer-
ican economy that some of them soon 
see how misguided an approach this is. 

Let me repeat, 2 years ago in Decem-
ber of 2010, when the economy was 
growing at a rate of 31⁄2 percent, 40 of 
our Democratic colleagues, the Presi-
dent, the Vice President, me, and the 
Speaker agreed to extend the current 
tax rates for 2 years because it would 
be good for jobs. 

Just yesterday, with two exceptions, 
every Democrat voted to raise taxes on 
1 million businesses when the growth 
rate—the GDP increased rate—is 2 per-
cent and 13 million Americans are 
looking for work. That is not a pre-
scription for the economy; that is an 
ideological crusade. That is not about 
America’s jobs; that is about the elec-
tion 4 months from now. 

I yield the floor. 
RESERVATION OF LEADER TIME 

The PRESIDING OFFICER (Mr. 
MANCHIN). Under the previous order, 
the leadership time is reserved. 

ORDER OF BUSINESS 
Under the previous order, the fol-

lowing hour will be equally divided and 
controlled between the two leaders or 
their designees, with the majority con-
trolling the first half and the Repub-
licans controlling the final half. 

The Senator from Colorado. 
PRODUCTION TAX CREDIT 

Mr. UDALL of Colorado. Mr. Presi-
dent, I rise to speak on the floor of the 
Senate again this morning to urge my 
colleagues to vote to extend the pro-
duction tax credit for wind energy. It is 
also known as the production tax cred-
it. I know the Presiding Officer’s home 
State of West Virginia has a robust 
wind energy sector as well. I look for-
ward to coming to the floor and talk-
ing about the Presiding Officer’s State 
in the future. 

The reason I am talking about the 
production tax credit is it is set to ex-
pire at the end of this year, and it will 
cost citizens in my State and the rest 
of the Nation their jobs. We cannot let 
this happen. Tens of thousands of vital 
jobs are dependent on the wind indus-
try all across our great country. 

As I have mentioned, I come to the 
Senate floor on a daily basis and I 
highlight a State and talk about what 
the production tax credit has done to 
encourage economic growth in that 
State. Today, I wish to talk about the 
great State of Illinois, the land of Lin-
coln, where the wind industry is thriv-
ing. Illinois is an impressive example 
of how wind resources can be harnessed 
and put to good use creating jobs and 
supporting local communities. 

Overall, Illinois has the fourth larg-
est installed wind capacity in the 
United States, with over 600,000 homes 
powered by the wind. If fully utilized, 
the wind energy resource in Illinois 
could provide 525 percent of the State’s 
current electricity needs. That is truly 
a staggering amount of electricity for 
the fifth largest State in the Nation. 

In 2011, Illinois was second only to 
California in the number of new wind 
energy projects completed, and they in-
stalled more wind turbines there than 
any other State in the country. Clear-
ly, Illinois recognizes the economic po-
tential wind energy holds for the fu-
ture, as many other States have. 

Just last week in Illinois, Invenergy 
announced it completed construction 
of the Bishop Hill wind energy facility 
in Henry County. That is up in the 
northwestern part of Illinois, near Dav-
enport, IA. The project covers 22,000 
acres of farmland and includes over 100 
wind turbines and can power 60,000 
homes. The Bishop Hill project is clear-
ly a huge investment in Illinois and 
our Nation’s clean energy future. But 
the economic power of wind energy has 
been equally impressive. The wind en-
ergy there supports 7,000 jobs, it con-
tributes close to $19 million every year 
in property taxes to local communities, 
and Illinois led our Nation in 2011 with 
over 400 new wind turbines installed. 

Just this month, Illinois State Uni-
versity released a report that esti-
mates that the 23 largest wind farms in 
Illinois will contribute roughly $5.8 bil-
lion to the local economies over the 
lifetime of these projects. The con-
struction of these wind farms gen-
erated over 19,000 jobs that cut pay-
checks totaling over $1 billion for 
workers. These are good-paying, high- 
skill jobs that we are proud to have in 
our country and that American work-
ers are proud to have and it is one part 
of the overall wind energy story. 

For example, the Odell Grade School, 
in Odell, IL, has a much needed project 
underway that will expand the school 
and make it more energy efficient. 
While this project is expensive, it will 
be paid for, in part, by payments from 
local wind farms. Wind energy is sup-
porting a better education for Odell’s 
youth without increasing taxes to the 
local residents. 
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This is not unique to Illinois. It is 

happening all across our country. I 
have no doubt the people of Odell 
would agree with me that extending 
the PTC is a commonsense proposal. 
However, without Congress extending 
the production tax credit, our country 
and the wind industry literally face im-
pending disaster. In fact, many wind 
energy manufacturers and producers 
have already been preparing for the end 
of the PTC by backing off their invest-
ments in many of these communities 
such as Odell and by announcing future 
layoffs of thousands of workers. It is 
just flatout unacceptable that we in 
the Congress would let this happen. 

I think everyone understands where I 
am heading. This is a serious issue that 
needs attention now—not next month, 
not in the fall, not in the lameduck 
session but now. The wind industry will 
not wait for us to extend the PTC at 
some date in the future. They have al-
ready begun to scale back their oper-
ations and move overseas. Further in-
action is unacceptable. China is step-
ping into the breach and literally tak-
ing our jobs overseas. Other countries 
are prepared to do the same. For us in 
Congress to miss this opportunity to 
not only preserve jobs but put in place 
policy that would create thousands of 
good-paying jobs because of election- 
year gridlock is flatout unacceptable. 
If we don’t act, our people in our 
States will suffer. 

I come to the floor every day to im-
plore my colleagues to extend the wind 
production tax credit as soon as pos-
sible. The PTC equals jobs. We ought to 
pass it as soon as possible. I will be 
back next week to continue discussing 
the wind Production Tax Credit and 
urge us to be bold, take up this issue 
and extend the wind production tax 
credit. It is about American jobs. It is 
about maintaining our leading position 
in the world when it comes to clean en-
ergy development. 

I yield the floor and note the absence 
of a quorum. 

Mrs. MURRAY. If the Senator could 
abstain from the quorum, please. 

The PRESIDING OFFICER. Without 
objection, it is so ordered. 

The Senator from Washington. 
VIOLENCE AGAINST WOMEN ACT 

Mrs. MURRAY. Mr. President, I come 
to the Senate floor today in order to 
continue the efforts started right here 
earlier this week, efforts by the women 
of the Senate and the men who support 
the Violence Against Women Act to 
bring a simple, straightforward mes-
sage to our friends in the House of Rep-
resentatives: Stop the games and pass 
the inclusive, bipartisan Senate VAWA 
bill without delay. 

The Violence Against Women Act is a 
bill that has successfully helped pro-
vide lifesaving assistance to hundreds 
of thousands of women and families. It 
is a bill that passed the Senate 3 
months ago today by a vote of 68 to 31. 
It is a bill that has consistently in-
cluded bipartisan provisions to address 
those who are not being protected by it 

each and every time it has been reau-
thorized. But here we are, back on the 
Senate floor, urging support for a bill 
that should not be controversial. 

Just as we did on Tuesday, just as we 
are doing today, and just as we are 
going to continue to do in the coming 
weeks, we will be making sure this 
message resonates loudly and clearly 
both in Washington, DC, and back in 
our home States because we are not 
going to back down—not while there 
are thousands of women across our 
country who are excluded from the cur-
rent law. In fact, for Native and immi-
grant women and LGBT individuals, 
every moment our inclusive legislation 
to reauthorize the Violence Against 
Women Act is delayed is another mo-
ment they are left without the re-
sources and protection they deserve in 
this country. 

The numbers are staggering: 1 in 3 
Native American women will be raped 
in their lifetimes—1 in 3. And 2 in 5 of 
them are victims of domestic violence, 
and they are killed at 10 times the rate 
of the national average. These shock-
ing statistics are not isolated to one 
group of women; 25 to 35 percent of 
women in the LGBT community expe-
rience domestic violence in their rela-
tionships, and 3 in 4 abused immigrant 
women never enter the process to ob-
tain legal status, even though they 
were eligible, because their abuser hus-
bands never filed their paperwork. 

This should make it perfectly clear 
to our colleagues in the other Chamber 
that their current inaction has a real 
impact on the lives of women across 
America affected by violence, women 
such as Deborah Parker. Deborah is the 
vice chairman of the Tulalip Tribe in 
my home State of Washington. 

Deborah was repeatedly abused start-
ing at a very young age by a nontribal 
man who lived on a reservation. Not 
until after the abuse stopped—some-
time around when she was in the fourth 
grade—did Deborah realize she was not 
the only child suffering at the hands of 
that same assailant. At least a dozen 
other young girls had fallen victim to 
that man—a man who was never ar-
rested for his crimes, never brought to 
justice, and still walks free today, all 
because he committed these heinous 
acts on the reservation. As someone 
who is not a member of a tribe, it is an 
unfortunate reality that he is unlikely 
to ever be held liable for his crimes. 

Reauthorizing an inclusive VAWA is 
a matter of fairness. Deborah’s experi-
ence and the experience of other vic-
tims of that man do not represent an 
isolated incident. For the narrow set of 
domestic violence crimes laid out in 
VAWA, tribal governments should be 
able to hold accountable defendants 
who have a strong tie to the tribal 
community. 

I was very glad to see Republican 
Congresswoman JUDY BIGGERT and sev-
eral of her Republican colleagues echo 
those sentiments last week. They sent 
a letter to Speaker BOEHNER and Lead-
er CANTOR. These Republican Members 

explicitly called on their party leader-
ship to end this gridlock and accept the 
‘‘Senate-endorsed provisions that 
would protect all victims of domestic 
violence, including college students, 
LGBT individuals, Native Americans 
and immigrants.’’ 

So today I am here to urge Speaker 
BOEHNER to listen to the members of 
his own caucus and join us in taking a 
major step to uphold our government’s 
promise to protect its people, people 
such as Maribel and Maria, two more 
constituents who come from my home 
State of Washington. 

As a transgender woman, Maribel has 
been subject to random acts of violence 
by family and boyfriends and strang-
ers. She has been mugged and attacked 
on the street. She has suffered broken 
bones and cuts and bruises. She has 
been raped, and she was left for dead. 
What Maribel said to me was deeply 
concerning. She said: 

Not once have the police ever conducted an 
investigation, much less shown any concern 
for me. Rather my experience with law en-
forcement is one of harassment and abuse. I 
have been ostracized by family and friends 
. . . in fact it is most of my first memories. 

She experiences hate daily from 
those who think she has no place in our 
society. 

Then there is Maria. Shortly after 
their wedding, Maria’s husband became 
a different man, she said. His abuse 
ranged from emotional to physical, and 
on two separate occasions he held a 
knife to Maria’s throat threatening to 
kill her. He constantly threatened 
Maria with deportation back to Ja-
maica. Eventually, he refused to attend 
the interview with immigration au-
thorities necessary for her to obtain a 
green card. Her application was denied 
for lack of attendance. She was angry 
and scared, but she found the courage 
to ask her husband for a divorce. In re-
sponse, he raped her. Maria moved out 
of the house though her husband re-
peatedly tracked her down and as-
saulted her. To save her own life, Maria 
fled to Seattle with her two young chil-
dren. 

It does not have to be this way. I was 
so proud to have been serving in the 
Senate in 1994 when we first passed the 
Violence Against Women Act. Since we 
took that historic step, VAWA has 
been a great success in coordinating 
victims’ advocates and social service 
providers, and law enforcement profes-
sionals to meet the immediate chal-
lenges of combating domestic violence. 
Along with its bipartisan support, it 
has received praise from law enforce-
ment officers and prosecutors, judges, 
victim service providers, faith leaders, 
health care professionals, advocates, 
and survivors. 

The Violence Against Women Act has 
broad support for one reason: It works. 
Where a person lives, their immigra-
tion status, who they love should not 
determine whether perpetrators of do-
mestic violence are brought to justice. 
These women cannot afford any further 
delay—not on this bill. 
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Mr. WYDEN. Mr. President, would 

the Senator yield for a question. 
Mrs. MURRAY. I would be happy to 

yield for a question. 
Mr. WYDEN. I think the Senator 

from Washington has made an extraor-
dinary presentation in terms of out-
lining the facts of the abuse women 
face. Having done a series of forums 
around my home State—as my col-
league knows, in our part of the coun-
try in Washington and in Oregon where 
there are many small communities of 
10,000, 15,000 people, it is my experi-
ence—and I would be interested in get-
ting the assessment of our colleague 
since she has been a leader on this— 
that without the Violence Against 
Women Act, it is my understanding 
that women in rural areas who face the 
kind of brutal treatment my colleague 
described would literally have nowhere 
to turn, so that the Violence Against 
Women Act for women in rural areas in 
particular is sort of the last line of de-
fense for them. 

Mrs. MURRAY. The Senator from Or-
egon is absolutely correct. If a woman 
has been beaten and abused and be-
lieves she is a victim of violence with 
nowhere to turn, especially in a rural 
community where everyone knows ev-
eryone and a person doesn’t know who 
to turn to, there is no place to go. The 
Violence Against Women Act provides 
the support of law enforcement officers 
and advocates so a person can get out 
of a very abusive situation. 

Mr. WYDEN. I am going to listen to 
the rest of my colleague’s remarks, and 
I will have my own. But I just want to 
thank the Senator from Washington 
for her leadership. This is such an im-
portant issue. It is not about dollars 
and cents, and it is not about politics. 
It is about doing what is right for com-
bating violence, and I commend my 
colleague. 

Mrs. MURRAY. I thank my colleague 
from Oregon. I know he is going to 
speak in just a few minutes, but I know 
he has spent a great deal of time trav-
eling around his State and listening to 
these women and he knows personally 
from their stories how important it is 
that we cannot continue to delay this 
bill over something called a blue slip. 
It is not about a blue slip. It is about 
doing what is right. 

We have overcome the blue slip issue 
time and time again for issues such as 
FAA and Transportation bills and 
many other pieces of legislation be-
cause it is the will of the body to do so. 
So to tell a woman in Oregon or Wash-
ington State that this bill can’t happen 
because of a blue slip is ridiculous. 
They have been told they can’t get help 
for a lot tougher reasons. Let’s not let 
a blue slip be what comes between 
them and the support they need. 

In fact, I say to my colleague from 
Oregon and all of my colleagues that 
on Tuesday the New York Times ran an 
editorial that gets to the heart of it. 
They said: 

House Republicans have to decide which is 
more important: Protecting victims of do-

mestic violence or advancing the harsh 
antigay and anti-immigrant sentiments of 
some on their party’s far right. At the mo-
ment, harshness is winning. 

The editorial also echoed our senti-
ments that it does not have to be this 
way. It pointed out: 

In May, 15 Senate Republicans joined with 
the chamber’s Democratic majority to ap-
prove a strong reauthorization bill. 

It ends with what we all know it will 
take to move this legislation forward: 
leadership from Congressman BOEHNER. 
So today we are on the Senate floor to 
make this effort and to call for the 
same thing: leadership. 

It is time for Speaker BOEHNER to 
look past ideology and partisan poli-
tics. It is time for him to hear the sto-
ries of women across America who have 
not had the protection of this bill and 
to make a major step forward which 
will assure that a woman, no matter 
where she lives or who she is, will have 
the protections this great country can 
offer. 

So I thank my colleague from Oregon 
for his real passion and understanding 
on this issue and for taking the time to 
hear from women and men who have 
been impacted. 

I yield the floor. 
The PRESIDING OFFICER. The Sen-

ator from Oregon. 
Mr. WYDEN. Mr. President, I wish to 

follow on the very important remarks 
made by our colleague, Senator MUR-
RAY. As a result of the debate we have 
had in Washington, DC, I knew there 
was a significant problem, but until we 
held these forums across our State—we 
essentially went into every corner of 
Oregon—it really didn’t come home to 
me how serious a problem this is. 

I wish to highlight for a moment or 
two this point I got into with Senator 
MURRAY with respect to rural areas, 
some of the stories. For example, I was 
told about a woman in central Oregon 
who essentially, faced with a very abu-
sive relationship, spent the evening 
trying to hide out in ditches in the 
community. She would just run from 
ditch to ditch. Of course, a person gets 
pretty banged up and bruised when 
they do something like that, but she 
hid out in ditches through the night in 
order to avoid her abuser. 

But then it came to morning time 
and she wanted to get out. She wanted 
to get to the Safety Net program, 
which is a wonderful shelter in her 
area. But the fact was the only way to 
get out was to ask for a ride from the 
one person who had a vehicle in the 
community, and that was the person 
who abused her in the first place. So, 
literally, in a rural community—and I 
heard this account just recently—she 
had nowhere to turn. That is why I 
characterize the Violence Against 
Women Act as—especially for rural 
women—the last line of defense be-
tween them and the abuser. 

In another community—I know my 
colleague, the Presiding Officer, will 
identify with this, and I enjoyed going 
to West Virginia and the like—in a 

rural community in the eastern part of 
our State, it was described to me that 
there was no transportation out of the 
community. There was no transpor-
tation at all. The woman involved was 
going to literally have to stay there 
and face continual abuse. The one vehi-
cle in the community was a fishing 
shuttle. 

I am sure the Senator from West Vir-
ginia identifies with that. It is some-
thing we have in our rural commu-
nities—a vehicle that takes folks 
fishing. 

The owner of the fishing shuttle said: 
I am going to be the one to take this 
woman to safety. I don’t need to be re-
imbursed. I don’t need to have some 
kind of government program or some-
thing. I am going to do it because it is 
right. 

That is how that woman in a rural 
community escaped her abuser. She got 
out. She got free. She was able to 
shake out of the clutches of the abuser 
because the fellow who owned the fish-
ing shuttle stuck up for her. 

But I think this is Senator MURRAY’s 
point: I do not think we can accept 
that all across the country we are 
going to have fishing shuttles available 
in order to rescue women who are sub-
ject to this kind of abuse. I think that 
is pretty farfetched, and the good 
hearts of Oregonians came through in 
that particular situation, but we have 
to reenact this program. 

The fact is, Mr. President and col-
leagues, this has been the law of the 
land for more than a decade. There has 
not been a shred of partisanship in it. 
It is not about ideology. It is about 
protecting women from brutality. I had 
thought, frankly, we had gotten over 
some of the arguments against this leg-
islation that had been trotted out in 
the past. 

For example, it was often said in the 
past: Well, maybe these abuse cases are 
not abuse. Maybe they are just kind of 
family matters. They are going to get 
settled when the family kind of calms 
down. Maybe somebody got upset about 
something, and then in a day or so ev-
erything is going to go back to normal. 

That is not the case. This is about re-
peated instances of violence, repeated 
instances of violence you cannot 
slough off as a family difference of 
opinion. It is a crime. It is brutal vio-
lence. That is why we need this legisla-
tion, and we need it reauthorized. 

I think it is also especially impor-
tant, given some of the budget cuts we 
have seen that are particularly hitting 
small communities like a wrecking 
ball. For example, in Josephine Coun-
ty—a rural part of our State—they are 
in the position where, when a subpoena 
goes out, they essentially do not have 
the resources to follow it up. In other 
words, the subpoena is used to, in ef-
fect, set in motion the law enforcement 
process to bring the abuser to justice, 
and I was told by the key law enforce-
ment officials in Josephine County—in 
a community forum I held in Medford, 
OR, for folks from the southwestern 
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part of the State—that they literally 
do not have the resources to follow up 
on how to ensure that abuser is 
brought to justice. 

I would make a couple of additional 
points. I see colleagues on the floor 
waiting to speak. 

I also want to talk about the costs 
that are associated with this. You have 
two kinds of costs. First, you have di-
rect health care costs that stem from 
the violence you see perpetrated 
against women, and then also you have 
costs in terms of lost productivity. At 
a time when we are getting hit very 
hard by unemployment—and we know 
we are in a productivity race with Asia 
and India and China and other coun-
tries—we cannot afford the costs, the 
health care costs of the violence 
against women that ends up having 
women land in hospital emergency 
rooms and the like, nor can we allow 
this lost productivity at a time when 
we are pushing so hard to create more 
good-paying jobs. 

The protection that is offered 
through the Violence Against Women 
Act saves my home State of Oregon 
now millions of dollars through its key 
provisions. Safety from domestic vio-
lence would save Oregon more than $35 
million per year in direct health care 
costs. Our State loses approximately 
$9.3 million per year in lost produc-
tivity from paid work as a result of do-
mestic violence. The fact is, the pre-
ventive services offered by the Vio-
lence Against Women Act saves money, 
as does the very important work that 
is done by victim services. 

The study of 278 victims in my home 
town of Portland who received domes-
tic violence and housing assistance 
found that those services resulted in 
more than $610,000 in savings during 
the first 6 months. So there are savings 
in terms of assistance, whether it is 
housing or counseling. Emergency 
medical care utilization is reduced as a 
result of emergency services, safety net 
services being available. Whether it is 
one measure or another, from a finan-
cial standpoint, reauthorizing the vio-
lence against women legislation makes 
sense. 

But at the end of the day, while the 
financial savings are substantial, it 
seems to me the Violence Against 
Women Act is about restoring dignity 
to women who have been abused in our 
country. No woman in the United 
States should be subject to the kind of 
physical abuse I have documented in 
cases coming from Oregon and that 
Senator MURRAY has described this 
morning. They strip our people— 
women in this country—of their dig-
nity and their confidence and their 
ability, after they shake free from 
their abuser, to get on and have the 
kind of productive life they want for 
themselves and their family. 

Ultimately, this is about dignity. It 
is about doing what is right. This legis-
lation has been on the books for more 
than a decade. There is no reason— 
none whatever—that this legislation is 

not passed overwhelmingly on a bipar-
tisan, bicameral basis. I am going to do 
everything I can here on the floor of 
the Senate talking with colleagues on 
both sides of the aisle to make sure 
this legislation is reauthorized. Be-
cause what I saw during these commu-
nity forums in my home State, from 
small towns across Oregon, should not 
happen in my State, it should not hap-
pen anywhere, because it is not right, 
and the Senate can take action to stop 
it. 

With that, I yield the floor. 
The PRESIDING OFFICER. The Sen-

ator from Arkansas. 
PASSING APPROPRIATIONS BILLS 

Mr. BOOZMAN. Mr. President, there 
has been a lot of talk about the dan-
gers of raising taxes during a recession. 
President Obama famously said in 2009: 
‘‘You don’t raise taxes in a recession.’’ 
Our economy is certainly worse now 
than it was then. But that did not stop 
the Senate majority from pushing 
through a tax increase on our small 
business owners yesterday. 

We need to get our fiscal house in 
order, and that starts with budgeting 
in a responsible manner. Washington’s 
primary problem is not a revenue prob-
lem. Washington’s primary problem is 
a spending problem, and the Senate 
majority’s actions have exacerbated 
that problem. 

The Senate has failed to pass a budg-
et for the past 3 years. Meanwhile, our 
country is facing record deficits and an 
ever-increasing debt. This is the fifth 
straight year that Washington’s exces-
sive spending has led to a trillion-dol-
lar deficit. It now sits at a jaw-drop-
ping $15.9 trillion. The Senate major-
ity’s only answer to this crisis is to 
raise taxes on our job creators during a 
time while our country has an unem-
ployment rate of over 8 percent. 

Along with failing to produce a budg-
et, the Senate majority leader is now 
backtracking on a pledge to enact 
every individual appropriations bill 
this year. Needless to say, I am dis-
appointed. In fact, I think it is safe to 
say our entire caucus is disappointed. 

It was not too long ago that I was 
down here on the floor praising the ma-
jority leader in his efforts and those 
who would have us go forward and 
enact our individual appropriations 
bills. We believed we had a good-faith 
agreement to move these bills, to make 
the effort to function the way this 
body was established to work, to do our 
job and pass all of the appropriations 
bills so that the government operates 
on a budget the way every Arkansan 
does. 

Now the majority is telling us this is 
not going to happen. Determining how 
we spend hard-earned taxpayer dollars 
is a basic responsibility of Congress. 
We know tough choices have to be 
made in these appropriations bills, but 
moving forward is the right direction. 
The trend of continuing resolutions 
and giant omnibus appropriations bills 
has to stop. 

Enacting all appropriations bills in 
regular order would be an important 

step to reducing government spending. 
It would help balance our budget while 
investing in programs Americans have 
come to rely on. 

Moving forward on these bills would 
return the Senate to its proper func-
tion and provide a framework of spend-
ing so the American people can see and 
understand where their hard-earned 
money is going. Most importantly, it 
would help us back away from the fis-
cal cliff we are hanging on to. 

Here is the reality: We borrow around 
40 cents of every $1 we spend. We are 
running record-breaking deficits every 
year. The average American family 
does not have the luxury to live by this 
sort of budgeting. If you tried to run 
your household, your business this 
way, the bank would cut you off. It is 
time we apply that lesson to Wash-
ington. 

We are at a crossroads in our coun-
try. If we continue down the path we 
are going, we risk going in the direc-
tion of Greece, Ireland, Portugal, and 
now Spain—each facing economic cri-
ses that have pushed them to the brink 
of default. 

If Congress continues the reckless 
spending, rather than crafting an im-
mediate solution to this crisis, our ac-
tions will inevitably lead to an eco-
nomic collapse. We cannot keep kick-
ing the can down the road, which is ex-
actly what we are doing by passing 
continuing resolutions and omnibuses 
after continuing resolutions and omni-
buses. It goes on and on. 

Each one of us in this Chamber owes 
it to the American people to work to-
gether to help our country today and 
build a path of success for the future. 
Our Founding Fathers laid the founda-
tion that allows the Senate to function 
effectively and efficiently, but it does 
require us working together. 

The American people are tired of the 
finger pointing that has stalled much 
of the work they have sent us here to 
do. That starts with trying to enact all 
of the appropriations bills through a 
regular process each year. I sincerely 
hope the Senate majority leader recon-
siders the decision to cancel consider-
ation of the appropriations bills, again, 
so we can get back to a normal budg-
eting process, get back to a normal 
method, an efficient method, a very 
transparent method, so the American 
people can see where their taxpayer 
dollars are going. 

With that, I yield the floor. 
I suggest the absence of a quorum. 
The PRESIDING OFFICER. The 

clerk will call the roll. 
The legislative clerk proceeded to 

call the roll. 
The PRESIDING OFFICER (Mr. 

UDALL of New Mexico). The Senator 
from Oklahoma is recognized. 

Mr. COBURN. Mr. President, I ask 
unanimous consent that the order for 
the quorum call be rescinded. 

The PRESIDING OFFICER. Without 
objection, it is so ordered. 

Mr. COBURN. Mr. President, I as-
sume we are out of morning business. 
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The PRESIDING OFFICER. The Sen-

ate is on the motion to proceed to S. 
3414. 

UNANIMOUS CONSENT REQUEST—S. 3326 
Mr. COBURN. Mr. President, I have a 

unanimous consent request. 
I ask unanimous consent that the 

Senate proceed to the immediate con-
sideration of S. 3326; that the Coburn 
amendment at the desk be agreed to, 
the bill, as amended, be read a third 
time and passed; that when the Senate 
receives the House companion bill to S. 
3326, as determined by the majority 
and the Republican leaders, the Senate 
proceed to its immediate consider-
ation; that all after the enacting clause 
be stricken, and the text of S. 3326, as 
passed by the Senate, be inserted in 
lieu thereof; that the bill be read a 
third time and passed; that a statutory 
pay-go statement be read, if needed, 
and passed with no amendments in 
order prior to passage, the motions to 
reconsider be considered made and laid 
upon the table with no intervening ac-
tion or debate, and any statements re-
lated to the bill be printed in the 
RECORD at the appropriate place, as if 
read. 

The PRESIDING OFFICER. Is there 
objection? 

The Senator from Montana. 
Mr. BAUCUS. Mr. President, I re-

serve the right to object and would like 
to make a statement. 

I am basically opposed to the Sen-
ator’s request, and let me explain why. 
The Finance Committee considered 
this bill last week, and we passed it out 
of committee by a voice vote without a 
single amendment being offered. No-
body on the committee offered an 
amendment. I think we cannot and 
should not delay the passage now. It 
passed unanimously, no amendments 
offered, and now is not the time to 
delay. 

This bill is fully offset. How? By ex-
tending customs user fees and cor-
porate timing shift. This is not the 
first time we have used the corporate 
timing shift as an offset. I have a list— 
a very long list—of the many times 
when this body has used this very same 
provision and very same offset. In fact, 
it has been used multiple times since 
2005 in trade bills and lots of other 
bills, so there is much precedent. 

I, nonetheless, understand Senator 
COBURN now has concerns about the 
offset, and I am willing to work with 
him to find alternate offsets in future 
trade measures. We need to move for-
ward on this bill in its entirety as soon 
as possible. We can’t pick and choose 
to move forward on component parts 
while leaving others to linger. There 
are real consequences for delay. 

This bill extends provisions of the Af-
rican Growth and Opportunity Act— 
otherwise known as AGOA—trade pref-
erence program that would otherwise 
expire in September. Without swift 
passage of this bill, U.S. retailers do 
not have the certainty they need to 
place orders with African apparel man-
ufacturers. Not only are these U.S. 

companies struggling to make the best 
decisions for their companies, but a 
substantial drop in orders has caused 
devastating job losses in Africa. The 
job losses are occurring why? Because 
of the uncertainty as to whether this 
provision will be extended. Right now 
the Senator from Oklahoma suggests 
we don’t proceed. 

Another provision of this bill closes a 
loophole in the Dominican Republic- 
Central American-United States Free 
Trade Agreement that will save almost 
2,000 yarn-spinning jobs in North Caro-
lina and in South Carolina. And the 
Burma sanctions provision expires 
today. These provisions are all nec-
essary parts of the delicate com-
promise we negotiated in advance with 
the House and that the Senate Finance 
Committee approved. Ways and Means 
Chairman CAMP in the House and 
Ranking Member LEVIN in the House 
have made it equally clear they will 
not pass this bill in the House without 
the AGOA provisions included. So the 
House will not pass these provisions if 
the Senator is successful. 

I, therefore, urge my colleagues to 
pass S. 3326 as it passed from the Fi-
nance Committee, quickly and without 
amendment. For those reasons, I must 
object. 

The PRESIDING OFFICER. Objec-
tion is heard. 

The Senator from Oklahoma. 
Mr. COBURN. Mr. President, short 

memories are just that. In my opening 
statement in the Finance Committee 
on this bill, I made it very clear I op-
posed the pay-for in this bill. I had two 
amendments to offer. They were not of-
fered because the chairman had assured 
me beforehand that he would object 
and rule them nongermane, even 
though they were not nongermane. As 
a matter of fact, we had offered what 
the Obama administration had already 
offered in terms of trade duplication— 
a $200 million pay-for that the adminis-
tration supports. 

So let’s talk about what is really 
going on here. We are a country that is 
$15.8 trillion in debt. We have a process 
that is not open, really, to the consid-
eration of addressing real pay-fors for a 
real bill that I agree needs to pass. I 
have no objection to the underlying 
policies in any of the three components 
in this bill, but there is a process we 
continue to practice which has our 
country bankrupt. That process is the 
following: We are going to spend $200 
million over the next 3 years, and then 
we are going to take 10 years to pay for 
it. 

We have $350 billion in waste, fraud, 
and duplication in the Federal Govern-
ment that we have done nothing about 
as a Senate. Not one thing have we 
done to address the issues that are 
wasting the hard-earned money of the 
taxpayers of this country. So when we 
have a small bill and administration 
concurrence on something that should 
be eliminated, and yet we would rather 
not do that but just kick the can down 
the road, we are failing the American 
people. 

I have a great deal of respect for the 
chairman of our committee, but it 
seems to me that my conversations 
with the Speaker and Mr. CANTOR and 
Mr. CAMP in the House are much dif-
ferent than his. As a matter of fact, if 
we were to divide this, they would di-
vide theirs and pass them both back 
over here, and we could do the same. 
What I have offered is to separate out 
these two from the AGOA package. I 
am for that. I just think we ought to 
pay for it. 

What I have offered, and I offer to do 
now if the chairman splits it, is to have 
30 minutes on the floor to explain why 
I want to pay for the AGOA, then have 
a vote, and let it go. But we will not 
even do that. So not only do we not 
want to address the problems, we don’t 
even want to have a debate and an op-
portunity to stand up and say whether 
we are for cutting wasteful spending, 
which even the administration is for. 
That is what is offered. 

So now we stand here, with Burma 
sanctions going to expire. I am going 
to tell you, I am not moving. I will ob-
ject to any unanimous consent request 
that doesn’t have a real pay-for for the 
$200 million for this bill out of real 
spending in the next 1 or 2 or 3 years, 
which is exactly what we offered to put 
forward in committee and what we 
have offered to negotiate. I am not 
going to be a part of kicking the can 
down the road again. I am not going to 
be a part of playing gimmicks where 
we ask corporations to overpay their 
taxes so we can get around the 1974 
Budget Act and pay-go and essentially 
be dishonest with the American people 
about what we are doing. 

I understand I am not the chairman 
of the Finance Committee, but I am a 
member. And I am a Member of this 
body. Since I had no right in com-
mittee to offer an offset because they 
were ruled—they were going to be ruled 
nongermane, which they weren’t, and 
now, consequently, we want to ram 
this through on a timed basis, I am not 
going to agree to that happening. 

So we need to start acting like 
grownups in terms of our debt and not 
kick the can down the road 10 years, 
and that is what we are doing. We are 
going to use 10 years to pay for some-
thing we are going to spend over 3, just 
like we did on the highway bill, just 
like we violated pay-go, just like we 
violated the budget agreement we just 
agreed to last August. Now we are 
going to continue to do the same thing. 

I have the greatest respect for my 
chairman. He has been here a long 
time. He knows a lot about these 
issues. I agree they need to happen, but 
they do not need to happen on the 
backs of taxpayers 10 years from now. 
We need to pay for what we are doing 
now. 

That is the whole point of this exer-
cise. I want us to be able to have cer-
tainty. I want us to have the Burma 
sanctions continued. I want us to do 
the right thing. But I want us to do it 
in the right way, and we are not. So 
that is where I stand. 
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I would defer to the chairman for his 

comments. 
The PRESIDING OFFICER. The Sen-

ator from Montana. 
Mr. BAUCUS. Mr. President, I very 

much understand the frustration of the 
Senator from Oklahoma, and I under-
stand his reasons for objecting. In a 
perfect world, I might be sympathetic 
with his reasons, but this is not the 
perfect world. This is a world where we 
try to do our best to do our work and 
get legislation passed. 

I personally don’t have a problem 
with the Senator’s suggestion that we 
could set 30 minutes aside and vote on 
his amendment as an alternate way to 
pay. I think the Senator understands 
this bill is fully paid for already. It is 
just the Senator would like it paid for 
in a different way. 

The problem I have in trying to ar-
range all this and put it together is I 
can’t control other Senators. Other 
Senators may object to the Senator’s 
provision. They may have their own 
bills. In fact, I can think of two or 
three right now who would very much 
take advantage of a process where the 
Senator from Oklahoma strips out the 
bill and offers his own pay-for because 
they would say: Oh gosh, this is now an 
opportunity for me to offer mine. That 
is what they will say to themselves, 
and then we are really stuck because 
the Burma provisions expire, as the 
Senator knows, today. We can’t dally. 
We can’t wait. The AGOA provision ex-
pires at the end of September. 

Now, one could say: Well, wait until 
the end of September. Unfortunately, a 
lot of American companies are uncer-
tain whether we are going to extend 
past the September 30 date, and they 
are laying off people. Lots of job losses 
are already occurring as a consequence 
of the uncertainty. So my job, in put-
ting together these several bills—in-
cluding PNTR for Russia—in the com-
mittee was to talk to Senators and try 
to find an accommodation where we 
could get it passed. 

I totally agree with the Senator on 
his main point; namely, how much 
fraud and waste there is and that it 
should be addressed and how important 
it is to get the debt down. As the Sen-
ator knows, yesterday, in committee, 
we talked about ways to address the 
so-called fiscal cliff, the very begin-
nings of the Finance Committee’s find-
ing solutions to the debt and some kind 
of grand bargain in the form of tax re-
form. 

The Senator is correct. He did file 
amendments with alternative offsets, 
and I did state the amendments would 
be ruled nongermane. That is true. In 
my judgment, they were not germane. 
And he did suggest at that time that he 
wanted to offer an amendment on the 
Senate floor. As I said, I am not per-
sonally opposed to having a vote on the 
Senator’s amendment as long as there 
is a limited time of debate. But I do 
think and believe others will object, 
and they will want to have their provi-
sions passed. I just believe at this point 

it makes sense to proceed with AGOA, 
the DR-CAFTA bill, and the Burma 
bill, and deal with how we do offsets at 
a future date, not right now because it 
just gums up too much else. 

The PRESIDING OFFICER. The Sen-
ator from Oklahoma. 

Mr. COBURN. Mr. President, what 
the chairman said is this bill is paid 
for. I would put forward to the Amer-
ican public that if they went to 
Wendy’s this afternoon and said: Give 
me a double cheeseburger; and, oh, by 
the way, over the next 10 years I am 
going to pay for it, most Americans 
would not say it is paid for. 

What we are doing with this bill is 
taking custom user fees in the years 
2021, 2020, 2019, and all the way down to 
pay for this bill. That is the problem. 
We will never solve our other problems 
until we get out of the mindset of say-
ing because of the rules, we can stretch 
out the payment and call it paid for. 

This bill isn’t paid for. It is going to 
be paid for by the people who import 
things 10 years from now, not now. 
That is the whole point. That is why 
we have a $1.3 trillion deficit this year. 
That is why we have at least 2 to 3 mil-
lion people unemployed in this coun-
try—because of our debt. So the ques-
tion is, Is there a point in time when 
we are going to stop paying for things 
in the future and pay for them now? 
That is my objection. 

I am fully open to passing this bill if 
somebody will just pay for it this year. 
If we are not going to pay for it this 
year, then we are not going to pass a 
bill by unanimous consent. 

I will tell you, nobody else operates 
this way. Nobody rationalizes that you 
can pay—and the other thing, this is 
just $200 million. To everybody outside 
of Washington that is one ton of 
money. Here it is peanuts. To say we 
can’t pay for something worth $200 mil-
lion in a bill to do this, right now, to 
start the self-discipline of paying for 
it, it just says we are not worthy of 
being here if we would not do that. 

So I would love to work out a solu-
tion, but there is a time and place 
where we have to change the direction 
of how we operate. For me, this is the 
bill that now says to me we are going 
to start paying for things. And if we 
can’t pay for a $200 million pay-for in 
the same year, or at least the same 3 
years we are going to actually spend it, 
then we are just not going to pass bills 
with my help. 

I am not speaking for just TOM 
COBURN. The vast majority of Ameri-
cans want us to pay for things by cut-
ting wasteful spending. The fact that 
we are going to take custom user fees 
over 10 years to pay for this is ludi-
crous. Nobody in the rest of the econ-
omy can go out and say: Oh, by the 
way, I want to consume it now, but I 
will pay for it 10 years from now—in-
terest free. It doesn’t work that way, 
and we ought not to be doing it. 

The chairman has my utmost re-
spect. He has a tough job, I know that, 
of trying to do that. I will continue to 

try to work on solutions for this prob-
lem, but I am not moving from a posi-
tion that we are going to pay for the 
things in the year in which we count 
them. 

I yield the floor and I suggest the ab-
sence of a quorum. 

The PRESIDING OFFICER (Mr. 
BROWN of Ohio). The clerk will call the 
roll. 

The legislative clerk proceeded to 
call the roll. 

Mr. LIEBERMAN. Mr. President, I 
ask unanimous consent that the order 
for the quorum call be rescinded. 

The PRESIDING OFFICER. Without 
objection, it is so ordered. 

Mr. LIEBERMAN. Mr. President, 
may I ask what the pending business is 
now? 

The PRESIDING OFFICER. The mo-
tion to proceed on S. 3414. 

Mr. LIEBERMAN. Mr. President, I 
rise to speak on the motion to proceed 
to S. 3414, which is the Cybersecurity 
Act of 2012. 

This cloture motion has been filed 
that will ripen sometime tomorrow, 
but I think it is the hope of Members 
on both sides of the aisle that we can 
proceed to vote on the motion to pro-
ceed today. I am hopeful colleagues on 
both sides of the aisle will vote to pro-
ceed, because although there continues 
to be some disagreement about the 
content of this bill and different ap-
proaches taken, I don’t think there is 
any Member of the Senate who doesn’t 
appreciate the fact that our country is 
currently under cyber attack every 
day, our businesses are victims of 
cyber theft every day, with the con-
sequential loss of billions of dollars’ 
worth of investments and, I would say, 
tens of thousands of jobs going else-
where. 

So this bill is not a solution in search 
of a problem; it is an attempt to solve 
a problem. Although there may be dif-
ferences still on different components 
of the bill, I hope everybody will join 
together in at least saying: Let’s pro-
ceed to the debate, and let’s see if we 
can reach a conclusion before we leave 
for the August break next week. 

I will report in this regard that this 
morning there was a second meeting 
held of those who have been most ac-
tive in supporting different legislation 
that deals with the cyber threat to 
America. Senator COLLINS and I, Sen-
ator FEINSTEIN, Senator ROCKEFELLER, 
Senator CARPER—who introduced the 
pending matter, the Cybersecurity Act 
of 2012—Senators HUTCHISON and CHAM-
BLISS were there today, Senator 
COATS—who introduced the so-called 
SECURE IT Act—and then a group of 
peacemakers-bridge builders, Senators 
KYL and WHITEHOUSE, Senator GRAHAM, 
Senator COONS, Senator BLUMENTHAL, 
and Senator COATS, again, who sits in 
two of the three groups, which makes 
him a superbridge builder. 

It was a very good, substantive dis-
cussion, in which we were all fleshing 
out the details of the various pro-
posals. We are seeing some areas where 
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I think we feel we have a real oppor-
tunity to agree and some areas where 
it may be more difficult, but we 
haven’t given up. But overall, I would 
say this process has been very encour-
aging. Basically, all the leading parties 
in the Senate and all the Senators are 
around the same table talking, which 
is very constructive to have happen. I 
appreciate that. To me, it is more rea-
son to vote to proceed. 

I wish to begin by thanking the 
aforementioned Senators COLLINS, 
ROCKEFELLER, FEINSTEIN, and CARPER, 
who joined me in sponsoring S. 3414, 
which I wish to talk about a bit now in 
this opening statement. 

I also wish to thank the majority 
leader, Senator REID, for seeing the 
cyber threat to America in all its ur-
gency and reality last year, urging 
Senator COLLINS and me to go forward 
and work on legislation, to work across 
party lines to get a bill out and now to 
thank Senator REID for keeping his 
commitment to bring this bill to the 
floor, even though, as always, there are 
clearly other important issues vying 
for this body’s attention. But, to me, 
there is none more important to Amer-
ica’s security and prosperity than this 
topic, which is cybersecurity and the 
cybersecurity bill that is now pending. 

I would like to make three points in 
my remarks to my colleagues. 

First is that the danger of cyber at-
tacks against the United States is 
clear, present, and growing, with en-
emies ranging from rival nations to 
cyber terrorists, to organized crime 
gangs, to rogue hackers sitting at com-
puters almost anywhere around the 
world. The pending matter, S. 3414, Cy-
bersecurity Act of 2012, responds di-
rectly and effectively to this danger. 

Second, this bill has been a long time 
in coming. In this regard, I note a let-
ter sent out by the U.S. Chamber of 
Commerce overnight that, I must say, 
I found very disappointing overall be-
cause, if I may state it affirmatively, it 
doesn’t embrace the same spirit I see 
Members of the Senate embracing; that 
although we have different positions, 
we can’t afford to be inflexible. We 
can’t be closed to compromise because 
of the urgency of the threat to our 
country and because of the general 
principle that has not been as evident 
in the Senate and Congress generally 
as it should be in recent years; that we 
never get anything done unless there is 
some compromise. I am not talking 
about compromise of principle. But if 
we go into every negotiation saying, I 
will only accept 100 percent of what I 
want, ultimately we are not going to 
get anything, if we can get 80 percent, 
75 percent, 60 percent—particularly 
when we are dealing with a threat to 
the security of the United States and 
our prosperity as real as the cyber 
threat. 

I hope our friends at the Chamber 
will reconsider the tone of their opposi-
tion and come to the table to talk with 
us about their concerns and see if we 
can’t reach common ground because 

there is a larger national interest at 
stake than represented by any par-
ticular group or any individual Senator 
or their point of view. 

In their letter of July 25, 2012, signed 
by R. Bruce Josten, executive VP for 
government affairs of the U.S. Cham-
ber of Commerce, the Chamber says 
that: 

. . . S. 3414, the ‘‘Cybersecurity Act of 
2012,’’ which has been rushed to the floor 
without a legislative hearing or markup. The 
bill was introduced just last week and re-
mains a moving target; new and modified 
provisions of the bill are expected to be re-
leased in the coming days. 

If they are, it is going to be a result 
of the give-and-take compromise that 
leads to legislation that is going on 
now. But I wish to respond to the idea 
that this came out of nowhere. 

This bill has been a long time in com-
ing. As a matter of fact, I went back 
and looked at the records. I attended 
my first hearing on cybersecurity as a 
member of the former Senate Govern-
mental Affairs Committee—the prede-
cessor to the current Homeland Secu-
rity Governmental Affairs Com-
mittee—under the leadership of then- 
Chairman Fred Thompson. That was 
back in 1998, 14 years ago. I have been 
concerned ever since about the growing 
threat of cyber attack. 

Along with my dear friend and col-
league on the committee, Senator COL-
LINS, our committee has held multiple 
hearings on cybersecurity; that is, the 
new Homeland Security and Govern-
mental Affairs Committee, and we 
weren’t alone. There have been numer-
ous hearings over the past several 
years and markups by multiple com-
mittees in both the Senate—many held 
by our colleagues Senator ROCKE-
FELLER and Senator FEINSTEIN in the 
Commerce and Senate Intel Commit-
tees—as well as in the House. Those de-
liberations and discussions were in-
formed by numerous government and 
private sector studies on the dangers 
that lurk in cyberspace. 

So this bill didn’t come out of no-
where. We reported a bill out of our 
committee, with a lot of hearings and 
an open markup. We began, at the ma-
jority leader’s direction, to negotiate 
with the other committees, particu-
larly Commerce and Intel. We reached 
agreement, which is essentially what 
this bill is. 

Incidentally, we then altered this 
bill—Senators COLLINS, FEINSTEIN, 
ROCKEFELLER, and I, in response to the 
bipartisan Kyl-Whitehouse group rec-
ommendations—to make it nonmanda-
tory but still significant. So this bill 
has been aired and worked on and is 
ready for action. 

But more to the point, the Senate 
needs to act. That is why it is so im-
portant we adopt the motion to pro-
ceed, because this threat is real, dan-
gerous, and growing every day. 

Third, this bill, S. 3414, is the result 
of bipartisan compromise. It is both bi-
partisan and it is the result of com-
promise. We cosponsors, as I men-

tioned, gave up some elements we 
thought were important that we had in 
our original bill. Given the cyber 
threat, we actually thought it was 
more important to move forward with 
a bill that will significantly strengthen 
our cybersecurity, even though it 
doesn’t do everything we want it to do 
and thought should be done. 

We didn’t want to lose the chance to 
pass cyber legislation this year that 
could prevent a cyber 9/11 attack 
against the United States before it 
happens, instead of rushing in the 
midst of mayhem back to the Senate 
and House to adopt cybersecurity legis-
lation after we suffer a major attack. 

As I said, we have incorporated ideas 
from Senators WHITEHOUSE, KYL, and 
the other Members whom we were 
working with quite diligently to help 
us find common ground. I wish to ex-
plicitly and enthusiastically thank 
them for their efforts. 

We have heard and responded to Sen-
ators DURBIN, FRANKEN, WYDEN, and 
others, and advocacy groups across the 
political spectrum from left to right, 
who have pressed for greater protec-
tions for privacy, personal privacy in 
this bill. We have made substantial 
changes designed to address concerns 
from stakeholders and colleagues. 

I am confident we can work through 
more issues as we debate the bill on the 
floor. But the main point here, if I may 
use quite a familiar expression around 
here with a slightly unique follow-on 
phrase, I hope: If in our quest for cy-
bersecurity legislation we allow the 
perfect to be the enemy of the good, we 
are going to end up allowing our en-
emies to destroy a lot that is good in 
the United States of America. We have 
to act together for the good of the Na-
tion, get the debate started and bring 
amendments to the floor for an up-or- 
down vote. 

Let me stress at this point that Sen-
ator REID, the majority leader, has 
been quite clear that his desire, his in-
tention is to have the process be an 
open amendment process so long as the 
amendments are germane and relevant 
to the topic of the bill, cybersecurity, 
not just open to any amendment about 
any subject. 

I want to go back over these three 
points and talk about them in a bit 
more detail. Let me start with the re-
ality of the threat. I want to read from 
a letter sent to us recently by some of 
our Nation’s most experienced security 
leaders from both Republican and 
Democratic administrations. Here is a 
letter to the majority and minority 
leader, signed by former Bush adminis-
tration Secretary of Homeland Secu-
rity Michael Chertoff; former Bush ad-
ministration Director of National In-
telligence ADM Mike McConnell; 
former Bush Deputy Defense Secretary 
Paul Wolfowitz; former NSA and CIA 
Director General Michael Hayden; 
former vice chair of the Joint Chiefs of 
Staff Marine Gen. Jim Cartwright; and 
former Deputy Defense Secretary Wil-
liam Lynn. I quote from the letter. It 
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is quite an impressive group, clearly 
bipartisan—nonpartisan. 

We write to urge you to bring cybersecu-
rity legislation to the floor as soon as pos-
sible. Given the time left in this legislative 
session and the upcoming election this fall, 
we are concerned that the window of oppor-
tunity to pass legislation that is in our view 
critically necessary to protect our national 
and economic security is quickly dis-
appearing. 

These security leaders went on to 
say: 

Infrastructure that controls our elec-
tricity, water and sewer, nuclear plants, 
communications backbone, energy pipelines 
and financial networks must be required to 
meet appropriate cybersecurity standards. 
We carry the burden of knowing— 

It is really chilling. 
We carry the burden of knowing that 9/11 

might have been averted with the intel-
ligence that existed at the time. We do not 
want to be in the same position again when 
‘‘cyber 9/11’’ hits—it is not a question of 
whether it will happen—but when. 

That is not a statement from a Mem-
ber of the Senate or an advocate on one 
side or the other. These are proven na-
tional security leaders who have 
worked in administrations of both po-
litical parties. ‘‘It is not a question of 
whether a cyberattack will happen,’’ 
they say, ‘‘but when.’’ 

Many others have issued similar 
warnings. Secretary of Defense Panetta 
has said the next Pearl Harbor-like at-
tack against America will be launched 
from cyberspace. 

Chairman of the Joint Chiefs of Staff 
Gen. Martin Dempsey has warned: ‘‘A 
cyberattack could stop our society in 
its tracks.’’ 

Just this month, National Security 
Agency Cybercommand Chief Gen. 
Keith Alexander blamed cyber attacks 
for: ‘‘The greatest transfer of wealth in 
history.’’ 

General Alexander estimated that 
American companies lose about $250 
billion a year through intellectual 
property theft through cyberspace; $114 
billion to theft through cyber crime; 
and another $224 billion in downtime 
the thefts caused. 

We talk a lot here in the Senate 
these days, as we must, about how we 
protect American jobs. It turns out 
that in creating more cybersecurity in 
our country we are also going to pro-
tect tens of thousands of jobs which 
otherwise are going to end up else-
where in the world because they will 
have stolen the industrial secrets that 
lead to the new industries that create 
those jobs. 

General Alexander concluded this 
part of the statement he made by say-
ing: ‘‘ . . . this is our future dis-
appearing before us.’’ 

Cyber attack. 
These fears are not speculative. Let 

me go through a recent op-ed in the 
Wall Street Journal that President 
Obama wrote. 

In a future conflict, an adversary unable to 
match our military supremacy on the battle-
field might seek to exploit our computer vul-
nerabilities here at home. Taking down vital 

banking systems could trigger a financial 
crisis. The lack of clean water or functioning 
hospitals could spark a public health emer-
gency. And as we have seen in past black-
outs— 

Which were caused by natural disas-
ters, for instance— 
the loss of electricity can bring businesses, 
cities and entire regions to a standstill. 

These fears are not speculative. They 
are not theoretical. They are based on 
existing facts and existing vulnerabili-
ties. Consider, if you will, this recent 
story in the Washington Post that de-
tailed how a young man living an 
ocean away used his computer to hack 
into the control panel of a small town 
water utility in Texas. It took him just 
10 minutes and required no special 
tools or training. The utility had no 
idea of what had happened until the 
hacker posted screen shots of his ex-
ploit online as a warning of how vul-
nerable all of us are. Imagine if terror-
ists decided to target a string of small 
utilities across the United States and 
either cut off fresh water or dumped 
raw sewage into our lakes, rivers, and 
streams. We would have an environ-
mental and economic disaster on our 
hands. But this is a real possibility. 

This brings me to my second point. 
We need to act and act now. The chal-
lenge of cybersecurity has been studied 
for a long time and there is no need for 
more studies or hearings or delay, as 
the Chamber letter requests. I went 
back to the Congressional Research 
Service. According to a report that 
they issued, in the 112th Congress alone 
there have been 38 hearings and 4 
markups in the House and 33 hearings 
in the Senate on cybersecurity. 

In the 112th Congress, the Judiciary 
Committee also held a markup on the 
Personal Data and Privacy Security 
Act and in previous Congresses the 
Senate has held markups on cybersecu-
rity legislation in five separate com-
mittees under regular order, all of 
which is included in the bill that is 
pending before us today. 

Since 2005, the Senate Homeland Se-
curity Committee alone has held 10 
hearings with 48 witnesses testifying 
and took questions over a total of 18 
hours. Look at the bill’s cosponsors. S. 
3414: Senators COLLINS and I, along 
with Senators FEINSTEIN and ROCKE-
FELLER, have held numerous hearings, 
forums, and cybersecurity demonstra-
tions for Members and staff. All these 
hearings and briefings were further in-
formed by, according to the CRS, a 
total of 60 governmental reports total-
ing 2,624 pages produced by the GAO, 
the Department of Defense, the OMB, 
the Department of Energy, and other 
Federal agencies. This doesn’t count 
the many more reports from the pri-
vate sector—computer security firms 
such as SEMANTEC and think tanks 
and academic institutions such as MIT 
and the Center for Strategic and Inter-
national Studies. 

This matter is ready for action. I go 
back to a 1936 book Winston Churchill 
wrote, ‘‘When England Slept.’’ Not 

‘‘Why England Slept’’ but ‘‘When Eng-
land Slept’’ . He asked his colleagues in 
the Parliament who were refusing at 
that time to act decisively to counter 
the rise of German military power de-
spite its clear threat to Europe— 
Churchill said: ‘‘What will you know in 
a few weeks about this matter that you 
do not know now . . . and have been 
not been told any time in the last six 
months?’’ 

I think the same can be said now. 
That is why I think it is so important 
to adopt the motion to proceed and get 
something done before we leave Wash-
ington for the August break. 

Finally, in the interest of moving 
forward, my cosponsors and I, as I indi-
cated earlier, have made a major com-
promise in the bill we are bringing to 
the floor in terms of how we deal with 
critical cyber infrastructure. Here 
again, we are talking not about small 
businesses around America, we are 
talking about powerplants, energy 
pipelines, water systems, financial sys-
tems that we all depend on for our 
banking, water—sewer systems, for in-
stance—that if sabotaged or com-
mandeered in a cyber attack could lead 
to catastrophic deaths and economic 
and environmental losses. 

In our original bill, Senators COL-
LINS, FEINSTEIN, ROCKEFELLER, and I 
called for mandatory cyber safety 
standards for all critical infrastructure 
after those standards were developed in 
consultation with the private sector. 
We did not think this was a unique or 
onerous requirement but our responsi-
bility in carrying out our constitu-
tional oath to provide for the common 
defense. Since antiquity, as a matter of 
fact long before the American Con-
stitution, societies have chosen to 
adopt safety standards to protect their 
citizens, particularly safety standards 
for physical structures starting with 
the homes we live in, but also our of-
fices, factories, and critical infrastruc-
ture such as powerplants and dams. 
Today we call these building codes. Can 
you imagine if there were no building 
codes, the danger that people would 
take when they walked in our office 
buildings or factories or apartment 
houses or residences? 

I cannot resist saying these building 
codes in some sense are as old as the 
Bible. Here I go to Deuteronomy 22:8 
which says: 

When you build a new house, you shall 
build a parapet for your roof, so you shall 
not bring the guilt of blood upon your house 
if anyone should fall from it. 

There is direct relevance in a very 
different context from the Biblical con-
text to what we are trying to do here, 
which is to build a kind of parapet 
around our cyber systems so we do not 
bring the guilt of blood on us because 
somebody has attacked through those 
cyber systems. 

The reason we have done this over 
antiquity in the physical world is obvi-
ous. If one of our homes catches fire be-
cause of the wiring not up to code or it 
happens in an apartment building or an 
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office building, the people in it are en-
dangered, obviously, but also the lives 
and homes of our neighbors, the com-
munity are in danger as well. Numer-
ous bipartisan national security ex-
perts have been in total agreement 
that mandatory requirements are need-
ed to protect our national and eco-
nomic security from the ever-rising 
risk of cyber attacks. 

But it was this provision, seen in the 
context of regulation of business while 
we were seeing it as homeland security, 
protecting homeland security, that was 
the most controversial in our com-
promise bill and drew the most criti-
cism. To be more specific about it, it 
threatened to prevent passage of any 
cybersecurity legislation this year 
which, for the sponsors of this bill, was 
simply an unacceptable result. 

Following the rule that no matter 
how deeply one believes in the 
rightness of a provision in a bill, we 
agreed to change it because there is so 
much else that is critically important 
in our bill that will protect America’s 
cybersecurity. So we withdrew the 
mandatory provision and created all 
the standards for performance of how 
the most critical infrastructure, cyber 
structure, would protect itself. But 
then we left it voluntary; however, we 
did create some incentives. Let me be 
clear that the decision is to be what we 
all want it to be, which is as a result of 
a collaborative, cooperative effort that 
businesses that operate the most crit-
ical cyber structure, such as, electrical 
systems, water systems, transpor-
tation, finance, communications, will 
want to comply. 

Under our revised bill, private indus-
try, which incidentally owns as much 
as 85 percent of the Nation’s critical in-
frastructure—that is the American 
way, and that is great. But when that 
80 to 85 percent of our critical infra-
structure can well and probably will be 
the target of not just theft but attacks 
by enemies of the United States, we 
have to work together to prevent that. 

In our bill we give the private sector 
the opportunity to develop a set of cy-
bersecurity practices which will then 
be reviewed by the new National Cyber-
security Council that our bill creates. 
It will be chaired by the Secretary of 
Homeland Security and made up of rep-
resentatives of the Department of De-
fense, Commerce, Justice, and the in-
telligence community, and presumably 
the Director of National Intelligence. 
This National Cybersecurity Council 
will review the standards agreed upon 
by the private sector and decide wheth-
er they are adequate to provide the 
necessary level of cybersecurity for the 
American people. 

Owners of critical infrastructure will 
then have a decision to make. Do they 
want to essentially opt into the system 
or do they want to not do so? That is 
up to them under the bill as is put be-
fore them because it is voluntary. If 
they opt in—and this is what we hope 
will be an incentive—they will be enti-
tled to receive some benefits, the most 

significant of which will be immunity 
from certain forms of liability in case 
of a cyber attack. We also offer expe-
dited security clearances and prioritize 
technical assistance from our govern-
ment on cyber questions from those 
critical covered cyber-infrastructure 
companies that opt into the system. 

I think our colleague from Rhode Is-
land, Senator WHITEHOUSE, has a very 
good metaphor for what we are trying 
to do. As he said, we are trying to build 
Fort Cybersecurity where we essen-
tially become part of a system that 
provides greatly enhanced protection 
from cyber attack and cyber theft, but 
we are not compelling anybody to come 
into Fort Cybersecurity. We are en-
couraging them to do so, and we are 
giving them some incentives to do so. 
Of course, we hope that sound and wise 
administrators of those companies and 
forces of the marketplace will encour-
age them to make a decision to come 
into Fort Cybersecurity. 

Finally, our bill contains informa-
tion-sharing provisions, which I think 
most people who have looked at the 
threat of cyber attack and cyber theft 
think are very important. These provi-
sions will allow the private sector and 
government to share threat informa-
tion between each other and among 
themselves. In other words, one private 
company can share information about 
an attack with another private com-
pany to see if the attack is part of a 
broader pattern. 

For instance, they can talk about 
where it may be coming from to raise 
their cyber defenses against it, and to 
do so without fear of—well, for in-
stance, any trust action by the State 
or Federal Government. Also, very 
often companies that believe they have 
been a victim of cyber attack will go to 
the Federal Government, the Depart-
ment of Homeland Security, or the Na-
tional Security Administration for 
help; however, a lot of them don’t. Part 
of the reason for that is they fear, 
among other things, they may com-
promise the privacy of their records. 
Others, quite frankly, don’t want to 
admit they have been attacked. This is 
a real problem. I will come back to 
that in just a moment. 

We give protection from liability for 
companies that share their information 
with the government. Yet there were 
many individual Senators and many 
people from outside groups who are fo-
cused on privacy who were concerned 
that in doing this we were opening up 
a method by which parts of our Federal 
Government could basically violate 
privacy restrictions, take personal in-
formation off of the information shared 
by a private company with the govern-
ment, and they be the victim of some 
kind of public intrusion or even law en-
forcement. 

So I think we negotiated a good se-
ries of agreements on this which, one, 
will ensure that companies who share 
cybersecurity information with the 
government give it directly to civilian 
agencies and not to military agencies. 
That was a concern people had. 

Second, we ensure that information 
shared under the program be reason-
ably necessary and described as a cy-
bersecurity threat. In other words, not 
just wantonly share it because some of 
this is private information. 

Third, we restrict the government’s 
use of information it receives under the 
cyber information-sharing authority so 
that it can be used only for actual cy-
bersecurity purposes and to prosecute 
cyber crimes with two exceptions 
broadly agreed on: One is that the in-
formation can be used to protect people 
from imminent threat of death or phys-
ical harm; and, two, to protect children 
from serious threats of one sort or an-
other. 

Next, we would require annual re-
ports from the Justice Department, 
Homeland Security, the defense and in-
telligence community, and inspectors 
general to describe what information 
has been received in the previous year, 
such as, who got it and what was done 
with it. Finally, we allow individuals 
to sue our government if the govern-
ment intentionally or willfully violates 
the law; that is to say, the law relating 
to these privacy protections. 

I am very pleased by these changes 
we made. I want to say this loudly and 
clearly: This bill is about cybersecu-
rity. But in trying to elevate our cy-
bersecurity, we didn’t want to com-
promise people’s privacy or their free-
dom. So what I have just read was in-
tended to assure that this bill, as best 
we could, would not compromise pri-
vacy or freedom rights. 

Then I took this set of compromises 
to the most important people in our 
government who are focused on cyber-
security—the Department of Homeland 
Security, the National Security Agen-
cy, the FBI—and they all said, I am 
pleased to say, these privacy protec-
tions will not inhibit their ability to 
protect America’s cybersecurity. They 
can live with these without the slight-
est diminishing of their focus, which 
understandably is not privacy but it is 
cybersecurity. They said these amend-
ments to our original bill don’t inhibit 
what they are doing. 

I conclude by, again, urging my col-
leagues to vote, presumably today, yes 
on the motion to proceed so we can get 
the debate started, so we can continue 
to work to achieve common ground and 
a meeting of the minds and enact this 
piece of crucial national and economic 
and security legislation in this session 
of Congress. 

I thank the Chair, and I yield the 
floor. 

The PRESIDING OFFICER. The sen-
ior Senator from Texas. 

Mrs. HUTCHISON. Mr. President, I 
have listened to the distinguished Sen-
ator and chairman of the Homeland Se-
curity Committee and the presentation 
of the bill that I assume will be voted 
on today. I appreciate very much that 
we have had the meetings. There are 
really two bills that have been intro-
duced: the Lieberman-Collins, bill with 
their cosponsors, and then I have intro-
duced legislation called the SECURE 
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IT Act along with Senators MCCAIN, 
CHAMBLISS, GRASSLEY, MURKOWSKI, 
COATS, JOHNSON, and BURR. These are 
eight ranking members of committees 
and subcommittees who have jurisdic-
tion over cybersecurity, and we differ 
in a major way from the bill that is be-
fore us that is cosponsored by the 
Chair and ranking member of the 
Homeland Security Committee. All the 
other ranking members of the commit-
tees that have jurisdiction, are in dis-
agreement with their approach. 

Now, the good news is we have been 
meeting to try to begin to work out 
the differences and see if we can move 
forward. Our bill, the SECURE IT bill, 
will be introduced as an amendment in 
the nature of a substitute if, in fact, we 
take up the bill today. 

I would agree with what Senator LIE-
BERMAN said right off the bat in that I 
believe, as long as we have an open 
amendment process, we will vote to 
move to the bill. I don’t think anyone 
in our group or anyone with whom I 
have talked wants to hold up dealing 
with cybersecurity. We know Amer-
ica’s systems could be under threat, 
and some have been hacked into al-
ready. There are terrorists who seek to 
sabotage networks. There are people 
who want access to proprietary infor-
mation and intellectual property. We 
need to protect our systems and our 
country against those attacks, which is 
why as long as we have an amendment 
process and we are not shut out from 
discussing this, we will vote to move 
forward to the bill. 

This bill was not marked up in com-
mittee. It did have a lot of hearings in 
committee. Since it wasn’t marked up, 
amendments were not able to be intro-
duced and discussed and voted on, 
which makes it harder, as we all know, 
when we come to the floor with a bill 
where there are major disagreements. 
We have not had the capability for the 
committee to take up the amendments 
and vote on them. That is why I think 
we need to have the open amendment 
process and why we do want to move 
forward on the good faith that it will 
be open. 

Now, our bill, the SECURE IT Act, is 
centered on consensus items. It sets 
aside the controversial provisions that 
are of questionable need, and it is also 
one that we believe we can work with 
the House on to pass and send to the 
President. The bill we have would 
greatly improve information sharing to 
and from and with the government 
with other private sector industries in 
the same field, and we think that is the 
most important step we could all take 
on a fairly quick basis to start the 
process of getting more security 
throughout our systems. 

We must also ensure that the entities 
and government and industry share in-
formation back and forth. It has to be 
a two-way street. Obviously, if an in-
dustry is going to share information 
about potential threats, if they see 
risks or they see problems in a system, 
it must get information from the gov-

ernment agencies that are doing the in-
telligence gathering on a quick basis. 

Our bill also dramatically improves 
cybersecurity for Federal agencies 
themselves. It does update the rules 
that govern cybersecurity, and it re-
quires any government contractor to 
inform their agency clients if their cli-
ents’ systems are under a significant 
risk or attack. We think that is reason-
able as a part of a government con-
tracting requirement. 

Today antitrust laws and liability 
concerns inhibit private companies 
from exchanging the information that 
is necessary to defend against and re-
spond to cyber threats. If a company is 
going to be encouraged to share infor-
mation with a competitor about cyber 
threats, they have to know they are 
not going to be then hit with an anti-
trust lawsuit. I think that is pretty 
clear. So our bill does address that. We 
make it very clear there are antitrust 
immunities as well as most certainly 
immunity from a lawsuit if they pro-
vide information on a voluntary basis. 
If they are sued, and they have acted in 
accordance with our bill, then they 
would have protection from liability 
for a lawsuit on cyber attack. So those 
are the things we do that I think will 
open up the information sharing, which 
is the way we believe it is important as 
the next step. 

It is also very important that we 
have the safeguards for privacy. I do 
believe the underlying bill certainly 
protects privacy, and so does our sub-
stitute. We have safeguards that pro-
tect the privacy and civil liberties of 
all Americans while we preserve the 
right to ensure that we try to protect 
America in general from attack from 
the outside. 

We also in our bill improve the secu-
rity of Federal information systems 
and facilitate the prosecution of cyber 
crime. We want to beef up protections 
against criminals who are hacking in, 
as well as potential terrorists who 
might, in order to be able to prosecute 
against cyber crime as a disincentive 
to break the law. 

Finally, our legislation has broad in-
dustry support. The businesses in the 
private sector that know their systems 
best and that fight every day to pro-
tect their systems and networks be-
lieve SECURE IT is the best way to go. 
We believe that with the cooperation of 
the business community, without hav-
ing a big regulatory morass, is the way 
we are going to get the most coopera-
tion from the people who are running 
the networks and systems. 

I have letters of endorsement from 
the U.S. Chamber of Commerce, the 
National Association of Manufacturers, 
the American Fuel and Petrochemical 
Manufacturers, the American Petro-
leum Institute, U.S. Telecom, National 
Retail Federation, the Internet Secu-
rity Alliance, and I ask unanimous 
consent that these letters be printed in 
the RECORD. 

There being no objection, the mate-
rial was ordered to be printed in the 
RECORD, as follows: 

CHAMBER OF COMMERCE OF THE 
UNITED STATES OF AMERICA, 

Washington, DC, June 29, 2012. 
Hon. JOHN MCCAIN, 
U.S. Senate, 
Washington, DC. 
Hon. KAY BAILEY HUTCHISON, 
U.S. Senate, 
Washington, DC. 

DEAR SENATORS MCCAIN AND HUTCHISON: 
The U.S. Chamber of Commerce, the world’s 
largest business federation representing the 
interests of more than three million busi-
nesses and organizations of every size, sec-
tor, and region, supports S. 3342, the ‘‘SE-
CURE IT Act of 2012.’’ This bill would dra-
matically help the United States improve its 
cybersecurity posture and serve as a catalyst 
for greater sharing of targeted cyber threat 
information between the government and the 
private sector. 

The Chamber agrees that the right path 
forward is for the public and private sectors 
to work together in solving mutual chal-
lenges, increasing real-time cyber threat in-
formation sharing between and among the 
public and private sectors, and fostering the 
development and deployment of innovative 
cybersecurity technologies. This path pro-
vides the best opportunity of staying ahead 
of fast-paced cyber threats. 

The Chamber also agrees that Congress 
should not layer additional cybersecurity 
regulations on the business community. New 
compliance mandates would automatically 
drive up costs and misallocate business re-
sources in a tough economy without nec-
essarily increasing security. Critical infra-
structure owners and operators already de-
vote significant resources toward protecting 
and making their information systems more 
resilient because it is in their overwhelming 
interest to do so and good for the country. 

Another positive aspect of S. 3342 is that it 
would leverage existing information-sharing 
and analysis organizations and incorporate 
lessons learned from pilot programs under-
taken by critical infrastructure sectors. 
Both offer complementary, demonstrated 
models to enable the government to share 
cyber threat information with the private 
sector in a trusted, constructive, and action-
able manner without creating burdensome 
regulatory mandates or new bureaucracies. 

S. 3342 would also provide businesses the 
much-needed certainty that threat and vul-
nerability information shared with the gov-
ernment would be provided safe harbor and 
not lead to frivolous lawsuits, would be ex-
empt from public disclosure, and would not 
be used by officials to regulate other activi-
ties. The Chamber welcomes your efforts to 
make certain that the information-sharing 
processes in your bill include necessary pri-
vacy and civil liberties protections, such as 
tightening the definition of cyber threat in-
formation. 

The Chamber appreciates your efforts to 
address an array of industry concerns. As the 
SECURE IT Act progresses, we look forward 
to working with you to tailor the scope of in-
formation that certain entities in the pri-
vate sector could be required to provide a 
government agency or department under 
statute. 

Equally, we want to ensure that govern-
ment entities continue to acquire the most 
innovative and secure technology products 
and services under provisions of S. 3342 re-
lated to reforming the Federal Information 
Security Management Act. Federal officials 
who manage agencies’ information security 
programs should leverage industry-led, glob-
ally accepted standards for security assur-
ance during the acquisition process. Added 
language stipulating that the bill would not 
convey any new regulatory authority to 
agencies or departments is a step in the 
right direction. 
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The Chamber believes that your bill high-

lights the notion that Congress should focus 
on enacting legislation that would truly im-
prove the sharing of actionable and targeted 
information between public and private enti-
ties in order to defeat our mutual adver-
saries—not layering additional regulations 
on the business community. We appreciate 
your commitment to a nonregulatory ap-
proach to bolstering collective security; it is 
one that the Chamber strongly supports. 

Sincerely, 
R. BRUCE JOSTEN. 

NATIONAL ASSOCIATION OF 
MANUFACTURERS, 

Washington, DC, March 26, 2012. 
Hon. JOHN MCCAIN, 
U.S. Senate, 
Washington, DC. 
Hon. KAY BAILEY HUTCHISON, 
U.S. Senate, 
Washington DC. 

DEAR SENATOR MCCAIN AND SENATOR 
HUTCHISON: On behalf of the 12,000 members 
of the National Association of Manufacturers 
(NAM), the largest manufacturing associa-
tion in the United States representing manu-
facturers in every industrial sector and in all 
50 states, I am writing to express the NAM’s 
support for S. 2151, the Strengthening and 
Enhancing Cybersecurity by Using Research, 
Education, Information, and Technology Act 
or ‘‘SECURE IT’’ Act. 

Manufacturers through their comprehen-
sive and connected relationships with cus-
tomers, vendors, suppliers, and governments 
are entrusted with vast amounts of data. 
They hold the responsibility of securing this 
data, the networks on which it runs, and the 
facilities and machinery they control at the 
highest priority level. Manufacturers know 
the economic security of the United States is 
directly related to our cybersecurity. 

The NAM supports the government sharing 
timely and actionable threat and vulner-
ability information with the private sector. 
We also support the creation of a voluntary 
framework that allows companies to share 
information with the government and with 
each other without creating new liabilities. 

NAM member companies also support al-
lowing the private sector to continue devel-
oping appropriate general and industry-spe-
cific best practices in collaboration with the 
Federal government for improved security. 
Encouraging manufacturers to adopt indus-
try-standard best practices through incen-
tives is the best way to ensure innovation 
while addressing the evolving threats to our 
nation’s security. In contrast, mandates on 
the use of specific technologies or standards 
and imposing a prescriptive regulatory 
framework would unduly inhibit innovation. 

The SECURE IT Act addresses these issues 
important to manufacturers. The bill would 
allow for voluntary information sharing 
across the cyber community and protect in-
formation owners from liability stemming 
from those actions. It would also help secure 
government networks, increase the penalties 
for cybercrime, and prioritize cybersecurity 
research using existing government dollars. 
The SECURE IT Act does this without cre-
ating a new and unnecessary regulatory bur-
den on manufacturers. 

The NAM and all manufacturers remain in-
tensely committed to working with Congress 
to secure our cyberinfrastructure from harm. 
We look forward to thoughtful discussions 
and examination by all the Committees with 
jurisdiction on this issue to ensure that any 
legislation that moves forward mitigates the 
cyber threat facing our nation. 

Sincerely, 
BRIAN J. RAYMOND, 

Director, Technology Policy. 

AMERICAN FUEL & PETROCHEMICAL 
MANUFACTURERS, 

Washington, DC, March 13, 2012. 
Re AFPM supports the Strengthening and 

Enhancing Cybersecurity by Using Re-
search, Education, Information, and 
Technology (SECURE IT) Act. 

Hon. HARRY REID, 
Senate Majority Leader, 
U.S. Senate, Washington, DC. 
Hon. MITCH MCCONNELL, 
Senate Republican Leader, 
U.S. Senate, Washington, DC. 

DEAR SENATORS REID AND MCCONNELL: 
AFPM, the American Fuel and Petro-
chemical Manufacturers (formerly National 
Petrochemical & Refiners Association), 
writes today to express its support for S. 
2151, the ‘‘Strengthening and Enhancing Cy-
bersecurity by Using Research, Education, 
Information, and Technology (SECURE IT) 
Act of 2012 ’’ introduced by Senators McCain, 
Hutchison, Grassley, Chambliss, Murkowski, 
and Coats. This important legislation breaks 
down current barriers to information sharing 
to ensure greater security without inter-
fering in the ability of private-sector busi-
nesses to protect their own IT systems. 

AFPM is a trade association representing 
high-tech American manufacturers of vir-
tually the entire U.S. supply of gasoline, die-
sel, jet fuel, other fuels and home heating 
oil, as well as the petrochemicals used as 
building blocks for thousands of products 
vital to everyday life. Protection of our 
members’ Information Technology (IT) and 
Industrial Control Systems (ICS) are critical 
to the fuel and petrochemical manufacturing 
process. 

The SECURE IT Act opens avenues to fos-
ter greater information sharing between the 
private sector, non-federal government agen-
cies, and Federal cybersecurity centers, al-
lowing private companies to voluntarily 
share information without concern of anti-
trust and liability violations. Instead of cre-
ating a massive regulatory regime under the 
Department of Homeland Security, this leg-
islation recognizes the proactive role the re-
fining and petrochemical industries have 
taken to protect our facilities. The sharing 
of information among companies, as well as 
with the federal government, will improve 
our preparedness for an attack and better 
educate our companies’ employees on the 
various threats facing all critical infrastruc-
tures. 

AFPM’s members remain concerned over 
alternative approaches to cybersecurity that 
would create an environment focused simply 
of compliance with bureaucratic government 
regulation, rather than on actual security. 
Because cyber threats and crimes are always 
changing, establishing a one size fits all reg-
ulatory framework for our facilities could 
create more vulnerabilities and has the po-
tential to make existing cybersecurity pro-
tections significantly less effective. 

Cybersecurity is critical to protecting re-
fineries and petrochemical facilities. Break-
ing down the barriers to information sharing 
will ensure our security and provide our fa-
cilities with timely information to better 
protect our systems against attack. AFPM 
believes that the SECURE IT Act will make 
America and its IT and ICS systems more se-
cure and urges your support for this legisla-
tion. 

Sincerely, 
CHARLES T. DREVNA, 

President, AFPM. 

API, 
Washington, DC, March 7, 2012. 

Hon. HARRY REID, 
Senate Majority Leader, U.S. Senate, 
Washington, DC. 
Hon. MITCH MCCONNELL, 
Senate Republican Leader, 
U.S. Senate, Washington, DC. 

DEAR SENATORS REID AND MCCONNELL: We 
are writing to express our support for S. 2151 
‘‘SECURE IT Act of 2012’’, which was re-
cently introduced by Senators McCain, 
Hutchison, Chambliss, Grassley, Murkowski, 
Coats, Burr and Ron Johnson. The American 
Petroleum Institute is the national trade or-
ganization representing nearly 500 companies 
involved in all aspects of the domestic oil 
and natural gas industry. 

We appreciate the balanced and carefully 
crafted approach taken in S 2151, using and 
improving upon sector-based cybersecurity 
processes and partnerships already in 
progress, and working toward increased col-
laboration between government and industry 
rather than imposing additional and unwork-
able regulations. For example, the sharing of 
timely and actionable information on cyber 
threats, vulnerabilities and mitigation pro-
cedures will help companies improve their 
detection, prevention, mitigation and re-
sponse capabilities. Continuing to improve 
valuable information sharing, both between 
a company and the government and among 
companies within industry sectors, is an ef-
fective tool in advancing our nation’s cyber-
security. 

We remain concerned that alternative leg-
islative approaches under consideration 
could have unintended consequences on busi-
ness and industry, including the diversion of 
resources away from activities that will re-
duce or mitigate risks associated with daily 
cyber threats in order to comply with man-
dates that would soon be outdated. 

Cyber threats change rapidly. API believes 
the proposed path to improved information 
sharing will encourage the public and private 
sectors to work together to reduce risk and 
promote investment in new technologies to 
keep industry cyber systems secure. Legisla-
tion must enhance, rather than impede, in-
novative processes and encourage advance-
ments in new cyber risk assessment and 
mitigation measures. 

API recognizes the leadership of the ‘‘SE-
CURE IT Act’’ sponsors in addressing our na-
tion’s cyber security challenges. We appre-
ciate the continued commitment to offer 
valuable solutions on this complex issue and 
look forward to working together in the days 
and weeks ahead. 

Sincerely, 
MARTY DURBIN, 

Executive Vice President. 

NATIONAL RETAIL FEDERATION, 
Washington, DC, June 27, 2012. 

Hon. JOHN S. MCCAIN, 
U.S. Senate, Russell Senate Office Building, 

Washington, DC. 
DEAR SENATOR MCCAIN: The National Re-

tail Federation strongly supports your ef-
forts to craft effective cybersecurity legisla-
tion to protect our nation’s critical infra-
structure from cyber-attacks and we appre-
ciate and applaud your introduction today, 
June 27, of S. 3342, the Strengthening and 
Enhancing Cybersecurity by Using Research, 
Education, Information, and Technology Act 
of 2012 (the ‘‘SECURE IT Act’’). In your ef-
forts to develop a bipartisan bill for Senate 
floor consideration, we urge you and your co-
sponsors to ensure that all provisions of the 
bill support the overall purpose of protecting 
our critical infrastructure and are not ex-
panded to include unrelated or unvetted 
amendments, such as data breach and com-
mercial privacy legislation. 
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As the world’s largest retail trade associa-

tion and the voice of retail worldwide, NRF 
represents retailers of all types and sizes, in-
cluding chain restaurants and industry part-
ners, from the United States and more than 
45 countries abroad. Retailers operate more 
than 3.6 million U.S. establishments that 
support one in four U.S. jobs—42 million 
working Americans. Contributing $2.5 tril-
lion to annual GDP, retail is a daily barom-
eter for the nation’s economy. NRF’s Retail 
Means Jobs campaign emphasizes the eco-
nomic importance of retail and encourages 
policymakers to support a Jobs, Innovation 
and Consumer Value Agenda aimed at boost-
ing economic growth and job creation. 

The SECURE IT Act advances the impor-
tant goal of facilitating cooperative informa-
tion sharing about cyber threats between the 
government and private sector, a key compo-
nent of cybersecurity legislation we support. 
The goals underlying cybersecurity legisla-
tion and provisions in data breach notifica-
tion legislation are fundamentally con-
tradictory. The cybersecurity proposals en-
courage information sharing by limiting 
companies’ liability for that sharing. On the 
other hand, some proposed breach notifica-
tion bills either penalize companies for shar-
ing news of a breach, by imposing onerous 
credit monitoring obligations, or impose 
lesser civil penalties for failing to disclose a 
breach in the first instance. Juxtaposing 
these contrasting proposals would place busi-
nesses in a precarious position when their 
systems are attacked by cyber criminals. 
Thoughtful examination and comparison of 
the SECURE IT Act with proposed data 
breach legislation reveal that they are not 
properly aligned. 

A similar case exists with respect to com-
mercial privacy legislation called for by the 
Obama Administration in its Privacy and In-
novation Blueprint and by the Federal Trade 
Commission in its final privacy report. Com-
prehensive consumer privacy legislation, 
which has not been vetted by any commit-
tees of jurisdiction in the Senate, attached 
to the SECURE IT Act, flies in the face of 
the deliberative process that this sensitive 
topic deserves. 

Congress must strike the careful balance 
between consumers’ privacy interests and 
the provision of goods and services over the 
Internet that the average American con-
sumer expects in this e-commerce economy. 
That type of careful deliberation, we fear, 
may not take place on the Senate floor at 
this time. Furthermore, these commercial 
privacy provisions are unrelated to the core 
purposes of cybersecurity legislation, and 
Congress has ample time to fully consider 
the positions and concerns of all stake-
holders in a separate and unrushed legisla-
tive process. 

NRF is supportive of your efforts to create 
a cybersecurity bill that is based on fully 
vetted concepts that will aid in protecting 
our nation’s most critical infrastructure but 
that is not encumbered with conflicting 
amendments addressing data breach notifi-
cation or insufficiently examined new pri-
vacy regimes. NRF looks forward to working 
with you on this legislation moving forward. 

Sincerely, 
DAVID FRENCH, 

Senior Vice President, Government Relations. 

Mrs. HUTCHISON. Mr. President, our 
bill also allows for a true collaborative 
effort. 

The reason we are not supporting the 
bill that is on the floor today is be-
cause we believe it does not do the pri-
orities that we can pass, and it does in-
crease the mandates and the regu-
latory overkill, in our opinion, that 

will keep our companies from being 
able to move forward on an expedited 
basis to start protecting our systems. 

A priority of mine throughout this 
process has been that we help the pri-
vate sector combat cyber attacks by 
breaking down the barriers to sharing 
information. If we could take that one 
step, we would be a long way toward 
ensuring that we are increasing the se-
curity of all Americans. The bill before 
us will actually undermine current in-
formation sharing between the govern-
ment and the private sector. That bill’s 
information-sharing title is a step 
backward because it slows the transfer 
of critical information to our intel-
ligence agencies, and there is not suffi-
cient protection from antitrust. In ad-
dition, there is no consensus in the 
Senate to grant the Department of 
Homeland Security broad new author-
ity to impose burdensome regulations 
on the private sector. 

While I am pleased our colleagues 
who are cosponsoring the bill that is 
before us have made an effort to move 
away from direct regulation of our Na-
tion’s systems, it has a long way to go. 
While their bill allows the private sec-
tor to propose standards that are de-
scribed as voluntary, the bill actually 
empowers Federal agencies to make 
these voluntary standards mandatory. 
If an agency does not make the stand-
ards mandatory, it would have to re-
port to Congress why it had failed to do 
so. That is a pretty big incentive for 
mandates to start being put on with 
regulations that will be required. 

I believe there is a way forward. If 
the Senate takes the well-reasoned and 
broadly supported provisions of the SE-
CURE IT bill and puts them with a vol-
untary and industry-driven critical in-
frastructure protection title, we could 
pass a Senate bill with overwhelming 
support. 

The key to reaching consensus has 
five parts: 

The cybersecurity standards must be 
developed by the private sector and 
must be truly voluntary. The relation-
ship between government and the pri-
vate sector in this area must be cooper-
ative, not adversarial and not regu-
latory. 

The National Institute for Standards 
and Technology should be the con-
vening authority for the private sector 
standard-setting process. The govern-
ment can have a role in ensuring the 
standards are sufficient, and it should, 
but it can’t establish a regulatory re-
gime that will lengthen and hamper 
the efforts to open information shar-
ing. 

Companies—and here is the incentive 
for the companies to do exactly what 
we are asking them to do—companies 
that adopt the voluntary standards 
must receive robust and straight-
forward protections from liability as 
well as necessary antitrust and Free-
dom of Information Act exemptions. If 
a company is going to turn over its 
proprietary information to the govern-
ment, it must be protected from free-

dom of information requests from the 
government that then would take its 
private proprietary information public. 

As in the SECURE IT Act, the infor-
mation-sharing title must be strong 
and encourage the private sector to 
share information, and it must encour-
age the government to share with the 
private sector. It cannot cut out those 
with the most expertise in the area, 
meaning the national security agencies 
should not have to be subservient to 
the Department of Homeland Security. 

In addition, a 5-year sunset would 
allow Congress to revisit the act and 
make needed changes. FISA has cer-
tainly shown that with a sunset, it al-
lows the flexibility to adapt to new 
issues that arise and stay current in its 
processes to deal with cybersecurity. 
We believe a 5-year sunset would be the 
right amount of time to get this going, 
set things in place, see what works, 
and see what needs to be adjusted. 

I am hopeful my colleagues and I can 
come to a compromise on this critical 
issue. We want a strong cybersecurity 
bill. We want one that can pass both 
Houses. The five points I have laid out 
could get us to a bill that will signifi-
cantly take the steps to improve our 
Nation’s cybersecurity. 

I wish to read a couple of excerpts 
from the Heritage Foundation’s views 
of the bill that is before us today: 

Cybersecurity legislation will likely be 
taken up by the Senate tomorrow. 

This was written yesterday. 
Regrettably, the idea that we just need to 

do something about cybersecurity seems to 
be trumping the view that we need to do it 
right. 

The Cybersecurity Act of 2012, authored by 
Senators Lieberman and Collins, seeks to 
solve our cybersecurity ills but only threat-
ens to make the situation worse. 

The ‘‘voluntary’’ nature of the CSA’s 
standards is also questionable. Any vol-
untary standard is one step away from man-
datory, and Senator Lieberman has already 
indicated that if the standards aren’t volun-
tarily used, he would push to make them 
mandatory. 

Even more concerning, section 103(g) of the 
CSA gives current regulators the power to 
make these ‘‘voluntary’’ standards manda-
tory. 

It specifically authorizes that action. 
If a regulator doesn’t mandate the stand-

ards, the regulatory agency will have to re-
port to Congress why it didn’t do so. 

Again, there is strong encouragement 
to just make the standards mandatory 
and avoid a congressional inquisition. 

Finally, the Heritage Foundation 
goes on to say: 

Finally, the sharing and analysis of cyber-
security threat information was weakened 
by confining cybersecurity information ex-
changes to civilian organizations. Though in 
an ideal world the Department of Homeland 
Security would have the capability to lead 
our cybersecurity efforts, it currently lacks 
those capabilities and needs to lean on more 
capable organizations such as the National 
Security Agency. The recent changes, how-
ever, give DHS more responsibility than it is 
likely able to handle. 

So we will certainly move forward 
with the understanding that we will 
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have the ability to offer amendments 
and try to make this a workable bill. It 
is certain that because the committee 
was not able to mark up the bill, we 
have to have the amendments to try to 
perfect it. 

I would very much like to take the 
first step forward in cybersecurity, 
which is why, assuming we have the 
right to amend, I will support going to 
the legislation so that we can start the 
amendment process next week. I think 
the people who are cosponsors of my 
legislation, along with Senator 
MCCAIN, Senator CHAMBLISS, Senator 
GRASSLEY, Senator BURR, Senator 
MURKOWSKI, Senator COATS, and Sen-
ator JOHNSON, want to make sure we do 
this right. As the Heritage Foundation 
has so aptly said, we don’t want a big, 
new regulatory scheme that is not 
going to be successful in our efforts to 
improve the cybersecurity safeguards 
in our system. 

We are the ranking members of all 
but one of the relevant committees. We 
know this area. We deal with the agen-
cies that deal with cybersecurity and 
all of the national security in our 
country. We know what can work, we 
know what we have a chance to pass, 
and we know how to take the first step 
forward without another big regulatory 
overreach, as we have seen happen in 
the last 31⁄2 years in this administra-
tion. We hope to work with the major-
ity, with the Lieberman-Collins bill, 
and come up with something that ev-
eryone will feel is the right step for-
ward. We would like to have a bill that 
will get a large number of votes rather 
than a very lopsided vote against it. 

I appreciate very much that we are 
now beginning to discuss this. I am ap-
preciative that we have had several 
meetings with all of the sides that have 
been put forward as having concerns 
with the bill that is on the floor as well 
as its sponsors. I hope we can keep 
working toward a solution that will 
protect America and do it in the right 
way. 

Thank you, Mr. President. I yield the 
floor. 

The PRESIDING OFFICER. The sen-
ior Senator from Arizona. 

Mr. MCCAIN. I thank the Chair. I ask 
unanimous consent to take 5 minutes 
in morning business and then speak on 
the pending legislation. 

The PRESIDING OFFICER. Is there 
objection? 

Without objection, it is so ordered. 
TRIBUTE TO AMBASSADOR RYAN CROCKER 

Mr. MCCAIN. Mr. President, I would 
note that I saw my friend Senator LIE-
BERMAN on the floor a second ago, and 
I know he joins with me in this state-
ment. 

I wish to take a few minutes to pay 
tribute to Ambassador Ryan Crocker, 
who ended his tour this week as the 
U.S. Chief of Mission in Kabul, Afghan-
istan. 

As some of my colleagues may know, 
Ambassador Crocker’s health has un-
fortunately been poor, so he is return-
ing to receive some much needed care. 

But what my colleagues may not know 
is that Ambassador Crocker’s health 
has been poor for some time and the 
people who care about him most—his 
family, his friends and colleagues in 
the Foreign Service, and our Secretary 
of State herself—told Ambassador 
Crocker long ago that he needed to 
leave his post and that he needed to get 
away from the long days and long 
nights of too much stress and not 
enough sleep. They told him to come 
home for his own sake. 

Eventually, Ambassador Crocker re-
lented, but still he was only going to 
leave on his own terms. He said that 
America asks the best of our country— 
our men and women in uniform and 
their many civilian partners who work 
and sacrifice shoulder to shoulder with 
our troops in the field—to serve in Af-
ghanistan for 1 year. Ambassador 
Crocker said he would expect no less of 
himself, and do no less, whatever the 
cost. So for the past few months, Am-
bassador Crocker has fought through 
persistent pain and discomfort to finish 
out his 1-year in Kabul, doing every-
thing that is asked of him—and more. 
On Tuesday, that year came to an end, 
and Ambassador Crocker came home to 
receive the care he desperately needs. 

This is a remarkable story, but it is 
only surprising to those who do not 
know Ryan Crocker. For those of us 
who have had the pleasure and the 
honor of coming to know Ryan well, 
this latest story is not at all sur-
prising. It is actually quite in keeping 
with the character and the actions of 
this superb, decent, and selfless man— 
a man whom I would call, without 
question or hesitation, the most excel-
lent Foreign Service officer and one of 
the finest public servants I have ever 
known. 

For the past 41 years, ever since he 
was a junior diplomat serving in 
prerevolution Iran, Ryan Crocker has 
consistently answered the call to serve 
in the most challenging, the most dif-
ficult, but also the most important 
posts in the world. They were the 
places, as it turned out, where America 
needed Ryan Crocker the most, and he 
has always served with distinction. 

He was a young officer in Lebanon 
when our Embassy was bombed, and 
Ryan Crocker helped to pull his col-
leagues from the rubble and then got 
back to work. He was one of the first 
civilians into Afghanistan and Iraq 
after the recent wars, helping to rees-
tablish our diplomatic presence in both 
countries after decades. He returned to 
Iraq during the surge and, as General 
Petraeus tells everyone, was absolutely 
indispensable in turning around our 
war effort, even as his life was con-
stantly in danger from the rockets that 
smashed into his office in Baghdad and, 
perhaps more threatening, his own re-
lentless work ethic, which literally al-
most killed him. 

Many Presidents, Republicans and 
Democrats alike, have had the wisdom 
to appoint Ryan Crocker as their Am-
bassador to six different countries— 

Lebanon, Kuwait, Syria, Pakistan, 
Iraq, and finally Afghanistan. 

Ambassador Crocker has been just as 
indispensable in Kabul as he has every-
where else in his career, from enhanc-
ing our relationship with President 
Karzai and the people of Afghanistan, 
to negotiating and concluding the 
Strategic Partnership Agreement with 
Afghanistan, to being the dedicated 
partner every hour of every day of GEN 
John Allen and all of our men and 
women serving in harm’s way. 

In my many years and my many 
travels, I have had the pleasure and 
honor of meeting and getting to know 
many of our career diplomats, and I am 
continually impressed by their high 
quality and tough-mindedness, their 
patriotism and love of their country, 
their constant willingness to serve and 
the many quiet sacrifices they make. 
But of all of these remarkable men and 
women, never have I met a Foreign 
Service officer more outstanding or 
more committed to our country than 
Ryan Crocker. 

The one comfort I take in Ryan’s de-
parture from Afghanistan is that he re-
mains an abiding inspiration to his fel-
low diplomats, who revere him and 
hold him in the highest regard and 
wish to model themselves and their ca-
reers after his life and service. America 
will be a better and safer place because 
of this, thanks to Ryan Crocker. 

Mr. President, I rise today to oppose 
the Cybersecurity Act of 2012 because 
it would do very little to improve our 
country’s national security. In fact, in 
its present form, I believe the bill be-
fore us would do more harm to our 
country’s economy and expand the size 
and influence of the Federal Govern-
ment—specifically, the Department of 
Homeland Security—than anything 
else. 

But before I begin my critique of the 
Cybersecurity Act, I would like to reaf-
firm my sincere respect for the lead 
sponsor of this bill—both sponsors, ac-
tually, both Senators LIEBERMAN and 
COLLINS. Although I disagree, whatever 
criticisms I may have with the legisla-
tion should not be interpreted as an at-
tack on the sponsors of the bill but, 
rather, on the process by which the bill 
being debated today arrived before us 
and its public policy implications. 

Consider this for a moment: If we 
pass this bill in its present form, which 
I hope we will not, we will have handed 
over one of the most technologically 
complex aspects of our national secu-
rity to an agency with an abysmal 
track record, the Department of Home-
land Security. The problems at DHS 
are too numerous to list here today, 
but I think I speak for many when I 
question the logic of putting this agen-
cy in charge of sensitive national secu-
rity matters. They cannot even screen 
airline passengers without constant 
controversy. And do not forget that 
this is the same outfit in charge of the 
Chemical Facility Anti-Terrorism 
Standards Program, or CFATS, which 
was described in a recent report as ‘‘at 
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measurable risk,’’ beset by deep-seated 
problems such as wasteful spending and 
a largely unqualified workforce that 
lacks ‘‘professionalism.’’ I for one am 
not willing to take such a broad leap of 
faith and entrust this complex area of 
our national security and so many vi-
brant parts of our economy to this in-
effective, bloated government agency. 

The poor quality of the bill before us 
is a direct reflection of the lack of a 
thorough and transparent committee 
process. Had this bill been subjected to 
the proper process, my colleagues and I 
and the American public would have a 
much better understanding of the real 
implications of this undertaking. Un-
fortunately, this bill has not been the 
subject of one hearing, a single mark-
up, or a whiff of regular legislative pro-
cedure. 

Our Nation’s cybersecurity is crit-
ical, and the issue is deserving of the 
regular order and the full attention 
and input of every Member of this 
body. I urge the majority leader to 
allow a full, fair, and open amendment 
process if cloture is invoked on the mo-
tion to proceed. 

All of us should recognize the impor-
tance of cybersecurity. Time and again 
we have heard from experts about the 
importance of maximizing our Nation’s 
ability to effectively prevent and re-
spond to cyber threats. We have all lis-
tened to accounts of cyber espionage 
originating from countries such as 
China, organized criminals in Russia, 
and the depth of the threat from Iran 
in the aftermath of the Stuxnet leaks 
originating from the current adminis-
tration. Unfortunately, this bill would 
do little to minimize those threats or 
generally improve our current cyberse-
curity posture. 

The reason for this bill’s general in-
adequacy is that rather than using a li-
ability protection framework to enter 
into cooperative relationships with the 
private sector, which happens to own 80 
to 90 percent of the critical cyber infra-
structure in this country, this bill 
chooses to take an adversarial ap-
proach, with government mandates and 
inadequate liability protections. 

Further, this bill includes unneces-
sary items that our government cannot 
afford and makes no mention of what 
the additional programs will cost. For 
instance, I am sure some of us have 
fond childhood memories of going to or 
taking part in a talent show, but to in-
clude talent show provisions in this bill 
is ridiculous. Title IV of this bill au-
thorizes 9th to 12th grade cyber talent 
shows and cyber summer programs for 
kindergartners to seniors in high 
school—again, ridiculous, especially 
considering that the majority leader 
deemed this bill more important than 
the National Defense Authorization 
Act. 

While I have criticisms with every 
title of this bill, I will limit my com-
ments today to title I, which regulates 
critical infrastructure, and title VII, 
which concerns information sharing 
among the government and the private 

sector. In my view, these titles, along 
with weighing how much this bill, 
which lacks a CBO score—we do not 
even know how much it is going to 
cost—will ultimately cost and how it 
will dramatically increase the size of 
the Federal Government, are the most 
important aspects we can discuss. 

With respect to the first title, title I, 
the proponents of the Cybersecurity 
Act would have you believe this bill au-
thorizes the private sector to generate 
their own standards, that those stand-
ards are voluntary, and that the bill es-
tablishes a ‘‘public-private partner-
ship.’’ Unfortunately, I disagree with 
each of those characterizations. As the 
bill is currently written, the govern-
ment and not the private sector would 
have the final say on what standards 
look like and the private sector would 
be forced to comply. While my col-
leagues might suggest that section 103 
states that the private sector proposes 
‘‘voluntary’’ cybersecurity practices to 
the government, I call your attention 
to the following provision in section 
103, which states the government would 
then decide whether and how to 
‘‘amend’’ or ‘‘add’’ to those cybersecu-
rity practices. Additionally, there is no 
recourse for the private sector to chal-
lenge the government’s actions. 

Soon after the government’s take-
over of the development of cybersecu-
rity standards, any notion of the stand-
ards being ‘‘voluntary’’ evaporates. 
Section 103 clearly states: ‘‘A Federal 
agency with responsibilities for regu-
lating the security of critical infra-
structure may adopt the cybersecurity 
practices as mandatory requirements.’’ 
That is the language of the bill. What 
is being portrayed as ‘‘voluntary’’ pro-
posals would soon become mandatory 
requirements. 

Unfortunately, the conversion from 
voluntary to mandatory does not stop 
there. Shockingly, under this bill, if an 
agency does not adopt mandatory cy-
bersecurity practices, it must explain 
why it chose not to do so. That is right. 
Under this bill, if a regulatory agency 
chooses not to mandate the ‘‘vol-
untary’’ practices, it must explain 
itself—as if it must be doing something 
contrary to the final objective. If this 
provision does not reveal the true regu-
latory intent of the proponents of this 
bill, nothing does. 

Section 105 brings home this point by 
stating: ‘‘Nothing in this title shall be 
construed to limit the ability of a Fed-
eral agency with responsibilities for 
regulating the security of critical in-
frastructure from requiring that the 
cybersecurity practices developed 
under section 103 be met.’’ I would very 
much commend my colleagues to read 
that provision of the bill. All you have 
to do is read it. The regulatory result 
of these standards could not be clearer. 

Moving on to title VII, which deals 
with the flow of information between 
the government and the private sector, 
the current bill is a step in the wrong 
direction. Specifically, the bill would 
make us less safe by failing to place 

the agencies with the most expertise 
and that are the most capable of pro-
tecting us on the same footing as other 
entities within the Federal Govern-
ment. It strikes me as counterintuitive 
to prevent the institutions most capa-
ble of protecting the United States 
from a cyber attack and leave us reli-
ant on agencies with far less capabili-
ties. 

Because this bill fails to equitably 
incentivize the voluntary sharing of in-
formation with all of the Federal Gov-
ernment’s cyber defense assets, it does 
a great disservice to our national secu-
rity. In cyber war, where speed and re-
action times are essential to success, 
real-time responses are essential. The 
bill language states that information 
should be shared in ‘‘as close to real 
time as possible.’’ That may sound 
nice, but it will not get the job done. 

We all agree that the threat we face 
in the cyber domain is among the most 
significant challenges of the 21st cen-
tury. It is reckless and irresponsible to 
rebuild the very stovepipes and infor-
mation-sharing barriers that the 9/11 
Commission attributed as responsible 
for one of our greatest intelligence fail-
ures. 

Because of my opposition to this bill 
and the lack of a regular legislative 
process, I have joined with Senators 
CHAMBLISS, HUTCHISON, GRASSLEY, 
MURKOWSKI, BURR, JOHNSON of Wis-
consin, and COATS in offering an alter-
native cybersecurity bill. The funda-
mental difference in our alternative 
approach is that we aim to enter into a 
truly cooperative relationship with the 
entire private sector through vol-
untary information sharing rather 
than an adversarial one with the threat 
of mandates. Our bill, which also ad-
dresses reforming how the government 
protects its own assets, sets penalties 
for cyber crimes, refocuses government 
research toward cybersecurity, and 
provides a commonsense path forward 
to improve our Nation’s cybersecurity 
defenses with no new spending. We be-
lieve that by improving information 
sharing among the private sector and 
the government, updating our Criminal 
Code to reflect the threat cyber crimi-
nals pose, reforming the Federal Infor-
mation Security Management Act, and 
focusing Federal investments in cyber-
security, our Nation will be better able 
to defend itself against cyber attacks. 

Even though we do not offer talent 
shows or summer camps in our bill, it 
has the support of the industries that 
themselves are under attack. Before I 
close, I would like to leave with you a 
final point which gets to the heart of 
why we are having this debate. In our 
country, unlike other countries around 
the globe, the private sector owns 80 to 
90 percent of the critical cyber infra-
structure. 

This is a fact in which we should all 
take great pride. After all, it speaks to 
the essence of American 
entrepreneuralism and our spirit of in-
dividualism. The companies that own 
these systems are large and small, they 
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employ men and women everywhere, 
and their influence reaches every 
State, every congressional district, and 
about every corner of our country. 
While we all agree we are involved in a 
serious national security discussion, 
we must not forget to weigh the eco-
nomic realities of this debate too. 

I caution all my colleagues to tread 
very carefully because I am deeply con-
cerned we are on the cusp of granting 
the Federal Government broad authori-
ties and influence over one of the most 
vibrant and innovative sectors of our 
economy. The technology sector and 
the use of the Internet by American 
companies to innovate and improve the 
customer experience are deeply threat-
ened by the heavy and too often clum-
sy hand of government. 

As we confront the security chal-
lenges of an innovative economy, we 
must be careful not to undermine the 
economy itself. It is well known that 
we continue to have discussions 
amongst various parties: Senator KYL, 
Senator WHITEHOUSE, Senator LIEBER-
MAN, Senator COLLINS. Sometimes the 
crowd is large, sometimes it is not so 
large. I think we have made some 
progress. I think there is a better un-
derstanding of both of the different 
proposals that are before us. I do be-
lieve it is important, I do believe it is 
very important that businesses large 
and small in the United States of 
America, whether they be the utility 
companies or whether they be the most 
high-tech sectors, be represented in 
these discussions. We have tried to do 
that. 

I believe we can make progress. I be-
lieve we can reach an agreement. I also 
know we have had several meetings 
and have not had extremely measur-
able progress. But I am committed to 
doing everything I can to see we reach 
that agreement before we conclude the 
consideration of this legislation. 

I would also like to point out to my 
colleagues that I have had numerous 
conversations with my friends on the 
other side of the Capitol. They find this 
legislation in its present form unac-
ceptable. I would hope we would also 
consider the fact that we need to get a 
final bill, not just one passed by the 
Senate. 

I yield the floor. 
The PRESIDING OFFICER (Mrs. 

HAGAN). The Senator from Illinois. 
Mr. DURBIN. Madam President, con-

sider these ominous words: 
To the loved ones of the victims who are 

here in this room . . . to those who are 
watching on television, your government 
failed you. Those who you entrusted with 
protecting you failed you. And I failed you. 
We tried hard, but that doesn’t matter, be-
cause we failed. 

Those are not my words. They con-
tain a sentiment I hope none of us ever 
has to convey to the American people. 
Those are the words of Richard Clarke, 
the senior White House official who 
was in charge of counterterrorism ef-
forts in the previous administration 
when the September 11 terrorist at-
tacks occurred. 

Mr. Clarke’s testimony before the 
9/11 Commission was apologetic, re-
morseful and tragic because he knew, 
he knew like no one else, our govern-
ment had failed, failed to act on re-
peated warnings. This failure led to 9/11 
and the largest loss of life on American 
soil at the hands of a foreign enemy 
since December 7, 1941, at Pearl Har-
bor. 

Today, the national alarm security 
bells are ringing once again. This time, 
however, the enemy is not in a ter-
rorist training camp learning how to 
make an explosive device or com-
mandeer an aircraft. The enemy is not 
trying to sneak its way into the United 
States. The enemy we face does not 
need to hijack an airplane in order to 
wreck the American economy and to 
cause widespread loss of life. The only 
tool this enemy needs is a computer 
and access to the Internet. 

The threat our Nation faces from a 
cyber attack will soon equal or surpass 
the threat from any terrorism that has 
consumed our attention so much since 
September 11. That is not my assess-
ment. That is the assessment of the Di-
rector of the Federal Bureau of Inves-
tigation, Robert Mueller. In fact, he is 
not alone. There is an overwhelming 
bipartisan consensus among officials in 
the intelligence, defense, and national 
security community that America is 
incredibly vulnerable to a cyber attack 
that can be launched at any moment 
from anywhere in the world. 

Michael Hayden, the former Director 
of the National Security Agency, Mi-
chael Chertoff, the former Secretary of 
Homeland Security who served under 
President George W. Bush, agreed. 
They and many other officials have 
joined the current Secretary of Home-
land Security, Janet Napolitano, the 
current Director of the National Secu-
rity Agency, GEN Keith Alexander, and 
others in warnings as follows: The 
cyber threat is imminent to America. 
It poses as serious a challenge to our 
national security as the introduction 
of nuclear weapons in the global debate 
60 years ago. 

The experts are sounding the alarm, 
telling us to take action now to pre-
vent a catastrophic cyber attack that 
could cripple our Nation’s economy, 
cause widespread loss of life, sadly send 
our economy into free fall. When the 
Cybersecurity Act of 2012 comes up for 
a vote, the Senate will have an oppor-
tunity to take action on this critical 
bill that will enhance our national se-
curity. In light of these warnings from 
the experts, the least we can do in the 
Senate is to vote to open the debate on 
this critically important bill. 

I wish to thank its sponsors: Senator 
LIEBERMAN, the chairman of the sub-
committee, Senator COLLINS, the rank-
ing member, Senator FEINSTEIN of the 
Intelligence Committee, Senator 
ROCKEFELLER on the Commerce Com-
mittee. They have put a lot of time and 
effort into this important piece of leg-
islation. They have worked together on 
a bipartisan basis. They have listened 

to a wide range of comments, including 
a few I have offered, and I am pleased 
the revised Cybersecurity Act of 2012 
incorporates many suggestions. 

It will help make America safe by en-
hancing our Nation’s ability to pre-
vent, mitigate, and rapidly respond to 
cyber attacks. The bill contains impor-
tant provisions for securing our Na-
tion’s critical infrastructure. Every 
day, without thinking about it, we rely 
on powerplants, pipelines, electric 
power grids, water treatment facilities, 
transportation systems, and financial 
networks to work, to live, to travel, to 
do so many things we take for granted. 

All those critical systems are in-
creasingly vulnerable to cyber attack 
from our enemies. Last year, there was 
a 400-percent increase in cyber attacks 
reported by the owners of critical in-
frastructure, according to the Depart-
ment of Homeland Security. That in-
crease does not even account for the 
many attacks that went unreported. 

We do not think twice about it, but 
this infrastructure is the backbone of 
America’s economy and our way of life. 
This bill has provisions that will help 
minimize our vulnerability and shore 
up our defenses. The bill also includes 
a new framework for voluntary infor-
mation sharing so government agencies 
and private companies can improve 
their mutual understanding of cyber 
threats and vulnerabilities and develop 
good practices to keep us safe. 

I thought it was worth doing a few 
months ago to call together a dozen 
major corporations in Chicago and 
across Illinois that I thought, with the 
advice of some people who were ex-
perts, might be vulnerable to cyber at-
tack. I asked those experts in a closed 
setting, outside the press, what Con-
gress could do to help them secure 
their infrastructure at their business 
and networks from cyber attacks. 

The answer from each and every one 
of them was the same: We need to be 
able to share information on cyber 
threats with the government and other 
private entities. We need to receive in-
formation from them in order to know 
what they have done to effectively pre-
vent and mitigate attacks. 

Estimates are that 85 percent of 
America’s critical infrastructure is 
owned by the private sector. Since we 
depend so much on the private sector 
for our critical infrastructure, the lines 
of communication between government 
and the private sector must be open. If 
we share best practices, the result 
could be to make us a secure nation. 

Let me say as well, I have the high-
est regard for my friend and colleague 
Senator JOHN MCCAIN of Arizona. Sen-
ator MCCAIN’s life story is a story of 
patriotism and commitment to Amer-
ica. He understands the military far 
better than I ever will, having served 
and spent so many years working on 
the House Armed Services Committee. 
But I take exception to one of his 
statements earlier, at least what I con-
sider to be the message of that state-
ment, about how we have to be ex-
tremely careful in how we engage the 
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private sector in keeping America safe 
from cyber attack. 

I believe we should be open, trans-
parent, and we should be respectful of 
the important resources and capacity 
of the private sector. But I think back 
70 years now to what happened in Lon-
don, when there was a blitzkrieg, and 
the decision was made by the British 
Government to appeal to every busi-
ness, every home, every family, every 
individual to turn out the lights, be-
cause if the lights were on, those bomb-
ers from Germany knew where the tar-
gets could be found. It was a national 
effort to protect a nation. Should it 
have been a voluntary effort? Should 
we have had a big town meeting and 
said: Some of you can leave your lights 
on if you like, if you think it might be 
an inconvenience. 

There comes a moment when it 
comes to national defense when we 
need to appeal to a higher level in pro-
tecting America. My experience has 
been that the private sector is right 
there. They are as anxious to protect 
this country as anyone. They are as 
anxious to protect individuals, fami-
lies, even their own businesses. So this 
notion that somehow we are adver-
sarial in protecting America with the 
private sector I do not think is the 
case. 

In fact, Senator COLLINS is here rep-
resenting the other side of the aisle. I 
know it is not the case. She and I have 
worked together. I have been very re-
spectful of the efforts she and Senator 
LIEBERMAN put into rewriting the rules 
for our intelligence community. They 
did it in a thoughtful and balanced 
way. This bill does too. 

Are there amendments we might 
take? Of course. This is not perfect. No 
product of legislation is. But I have to 
say I believe the private sector will be 
our ally, our friend, our partner in 
making America safe. This should not 
be a fight to the finish as to whether it 
is government or the private sector 
which will prevail. Ultimately, Amer-
ica has to prevail. 

Let me say a word about one part of 
this bill that I played a small role in 
addressing. Even through the threat in 
cyberspace is new and emerging, it 
calls to the forefront a familiar atten-
tion which we witnessed in Wash-
ington; on the one hand a mutually 
shared goal of protecting our country, 
on the other hand an important obliga-
tion to safeguard constitutionally pro-
tected rights to privacy and civil lib-
erties. 

It is this tension that led us to a con-
versation about some provisions and 
trying to find the right balance. The 
Cybersecurity Act of 2012 is not per-
fect, but it effectively strikes that bal-
ance between national security and in-
dividual liberty. The bill will enhance 
our national security and still do it in 
a way that is far superior to some of 
the alternatives that will be offered on 
the floor. 

CISPA, the cybersecurity act that 
was passed by the House of Representa-

tives, and SECURE IT, the alternative 
approach that has been introduced in 
the Senate, do not meet this standard, 
by my estimation. I wish to thank Sen-
ator COLLINS, Senator LIEBERMAN, and 
all those engaged in this conversation 
but special thanks to my colleague 
Senator FRANKEN because he is chair of 
the Privacy Subcommittee of our Sen-
ate Judiciary Committee. 

We joined together with some col-
leagues: Senators COONS, BLUMENTHAL, 
SANDERS, and AKAKA. We asked the 
sponsors of the legislation to work 
with us and they did. The revised bill 
now requires that the government cy-
bersecurity exchange, to which private 
companies can send threat indicators, 
must be operated by civilian agencies. 
I think that is smart. 

The cybersecurity threat indicator 
could be a sensitive, personal commu-
nication, such as an e-mail from a 
spouse or private message on a social 
media site. As a result of our efforts, 
no longer can personal communica-
tions be indiscriminately sent directly 
to the NSA or CIA. The people who 
work at these agencies are fine, dedi-
cated public servants, but these agen-
cies are often shrouded in secrecy. I 
learned that as a member of the Senate 
Intelligence Committee. 

To have the appropriate oversight, 
we ask that the first line of review be 
with a civilian agency subject to con-
gressional oversight. This does not 
mean our intelligence and defense 
agencies will never be able to apply 
their experience and expertise to ana-
lyze and mitigate cyber threats. They 
should not be the first recipients, but 
the bill requires—and I think it is en-
tirely appropriate—relevant cyber 
threat information can be shared by 
these agencies in real time. Waste no 
time doing it. Send it to the agencies if 
there is any perceived threat to Amer-
ica’s security. 

The revised bill no longer provides 
immunity for companies that violate 
the privacy rights of Americans in a 
knowing, intentional, or grossly neg-
ligent way—not simple negligence but 
things that go over that line dramati-
cally. 

I can support providing immunity for 
companies to share cybersecurity 
threats with the government, as long 
as they take adequate precautions and 
follow commonsense rules established 
in the bill. 

The revised bill enables law enforce-
ment entities to receive information 
about cyber crimes from cybersecurity 
exchanges without first going to court 
to obtain a warrant. To ensure these 
exchanges are not used to circumvent 
the Constitution and they do not cre-
ate a perpetual warrantless wiretap, 
the bill requires law enforcement to 
only use information from the ex-
changes to stop cyber crimes, prevent 
imminent death or bodily harm to 
adults or prevent exploitation of mi-
nors. 

The revised bill now requires that the 
rules for how the government will use 

and protect the private information it 
receives must be in place before compa-
nies begin sending information to the 
new cybersecurity exchanges. That 
makes sense. To be sure that govern-
ment agencies follow the rules for 
using and protecting private informa-
tion, the revised bill gives individuals 
the authority to hold the government 
accountable for privacy violations. 

To ensure transparency and account-
ability, the revised bill requires recur-
ring, independent oversight by the in-
spector general and the Privacy and 
Civil Liberties Oversight Board. 

These are commonsense reforms. 
Senator LIEBERMAN spoke to the Demo-
cratic Senate caucus luncheon the 
other day and addressed these directly. 
He said he took these changes to those 
who were in charge of our cybersecu-
rity and said to them: Give me an hon-
est, candid assessment. If you think 
this ties our hands in protecting Amer-
ica, tell me right now. They reviewed 
them carefully, debated them, and 
came back and said: No, these are 
things we can live with and work with. 
That is the kind of approval we are 
looking for from those who have this 
awesome responsibility. 

So as a result, this bill will have my 
support, because I think it keeps Amer-
ica safe from a threat which many 
Americans don’t even know about but 
could literally take or change our lives 
in a heartbeat. It also has the support 
of many progressive groups from the 
left and center and right. It is an indi-
cation to me we have struck the right 
balance. 

I thank those who helped us reach 
this point. As with any piece of sub-
stantial legislation, there is going to 
be disagreement. Senator MCCAIN ex-
pressed some areas of concern. That is 
what debate and amendments are all 
about. Let’s move this bill forward this 
afternoon. Let’s entertain relevant, 
germane amendments. Let’s take this 
as seriously as the threat is serious to 
the United States. That, to me, is the 
right way to go. 

Again, I thank Senator COLLINS per-
sonally and all the others who made 
this bill a reality in bringing it to the 
floor for our consideration. 

I yield the floor. 
The PRESIDING OFFICER. The Sen-

ator from Maine. 
Ms. COLLINS. Madam President, I 

want to rise very briefly—I know there 
are a number of Members who are seek-
ing recognition—to thank my friend 
and colleague from Illinois for his 
statement today. He has worked very 
hard on this bill. I know it is an issue 
he cares deeply about, and I very much 
appreciate his taking the time to come 
to the floor and to urge Members to 
vote for the motion to proceed to the 
debate on this absolutely vital piece of 
legislation. 

I must say I was disappointed to hear 
some of the comments made on the 
Senate floor today in opposition to this 
bill. The fact is both Republican and 
Democratic officials have, with very 
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few exceptions, endorsed the frame-
work of this bill and urged us to move 
forward. In fact, they have warned us 
repeatedly in saying the only question 
is when a major cyber attack will 
occur. Not whether it will occur, but 
when it will occur. We have letter after 
letter, statement after statement from 
national and homeland security ex-
perts, representing both President 
Bush’s administration and the current 
administration, urging us to act. 

Indeed, yesterday the Aspen Institute 
Homeland Security Group put out a 
statement, stating the following: 

The Aspen Homeland Security Group 
strongly urges the U.S. Senate to vote this 
week to take up S. 3414, the cyber-security 
bill, for debate on the Floor. 

The statement goes on to say: 
We urge the Senate to adopt a program of 

voluntary cyber-security standards and 
strong positive incentives for critical infra-
structure operators to implement those 
standards. The country is already being hurt 
by foreign cyber-intrusions, and the possi-
bility of a devastating cyber-attack is real. 
Congress must act now. 

This letter is signed by officials from 
the previous administration, such as 
Charles Allen, Stewart Baker, Michael 
Leiter, and Michael Chertoff. There are 
numerous representatives of past ad-
ministrations and individuals who are 
renowned for their expertise. How can 
we ignore their warning that we must 
act, that it is urgent, and that we must 
have voluntary standards for critical 
infrastructure—infrastructure that, if 
it were attacked, would result in mass 
casualties, mass evacuations, a severe 
blow to our economy, or a serious deg-
radation of our national security? 

That is the definition of the core 
critical infrastructure we want to 
cover and to help make more secure 
through a partnership with the private 
sector. And it has to be a partnership 
because 85 percent of critical infra-
structure is owned by the private sec-
tor. We have worked hard to alter our 
bill to take suggestions from the pri-
vate sector, from our colleagues, from 
the administration, and from experts 
across the philosophical range to im-
prove our bill. 

I heard a Member saying this morn-
ing that somehow we are going to be 
hurting the high-tech sector of our so-
ciety. Well, that is not what Cisco and 
Oracle think—certainly two of the 
leading businesses in the high-tech sec-
tor. This morning they wrote to us, the 
chief sponsors of the bill—Chairman 
LIEBERMAN, Chairman ROCKEFELLER, 
Chairman FEINSTEIN, myself, and Sen-
ator CARPER—and I want to read a brief 
excerpt from their letter. They said: 

. . . we appreciate your efforts to craft leg-
islation that addresses the important issue 
of cybersecurity by supporting American in-
dustry in its efforts to continue to be the 
world’s leading innovators. 

The fact is, it is American businesses 
that are being robbed of billions of dol-
lars every year due to cyber intrusions 
from foreign governments, from 
transnational criminals, and from 
hackers. This is a threat not only to 

our national security but to our eco-
nomic prosperity. 

That is why the letter from Cisco and 
Oracle goes on to say: 

We praise your continued recognition of 
the importance of these objectives through 
the provisions of S. 3414. 

They say they support those provi-
sions. Continuing to read from the let-
ter: 

We also commend your commitment to en-
suring that the IT industry maintains the 
ability to drive innovation and security into 
technologies and the network. 

So the idea we heard this morning on 
the Senate floor that somehow we are 
going to bring innovation in America 
to a standstill or hurt this important 
sector of our economy is not supported 
by a reading of our bill, and it is cer-
tainly contradicted by the letter we re-
ceived from Cisco and Oracle, leading 
companies in the high-tech sector. 

Finally, I would point out they thank 
us for our outreach, our willingness to 
engage in an exhaustive process around 
this issue set, and to consider and to 
respond to the views of America’s tech-
nology sector. That is what we have 
done. That is what we are continuing 
to do with our colleagues on both sides 
of the aisle who bring varying views to 
this issue. But what we cannot do is to 
fail to act when the warnings are so 
constant and alarming about the 
threats to our Nation, to our economy, 
and to our way of life. 

Madam President, I ask unanimous 
consent to have printed in the RECORD 
the statement from the Aspen Institute 
Homeland Security Group as well as 
the July 26 letter from Cisco and Ora-
cle. 

There being no objection, the mate-
rial was ordered to be printed in the 
RECORD, as follows: 

JULY 24, 2012. 

STATEMENT OF THE ASPEN HOMELAND 
SECURITY GROUP 

The Aspen Homeland Security Group 
strongly urges the U.S. Senate to vote this 
week to take up S. 3414, the cyber-security 
bill, for debate on the floor. We urge the Sen-
ate to adopt a program of voluntary cyber- 
security standards and strong positive incen-
tives for critical infrastructure operators to 
implement those standards. The country is 
already being hurt by foreign cyber-intru-
sions, and the possibility of a devastating 
cyber-attack is real. Congress must act now. 

Charles E. Allen; Stewart A. Baker; 
Richard Ben-Veniste; Peter Bergen; Mi-
chael Chertoff; P.J. Crowley; Clark K. 
Ervin; Jane Harman; Michael V. Hay-
den; Michael Leiter; James M. Loy; 
Paul McHale; John McLaughlin; Phil-
lip Mudd; Eric T. Olson; Guy Swan, III; 
Juan Zarate; Philip Zelikow. 

JULY 26, 2012. 
Hon. JOSEPH I. LIEBERMAN, 
Chairman, Committee on Homeland Security 

and Governmental Affairs, U.S. Senate, 
Washington, DC. 

Hon. SUSAN M. COLLINS, 
Ranking Member, Committee on Homeland Se-

curity and Governmental Affairs, U.S. Sen-
ate, Washington, DC. 

Hon. JOHN D. ROCKEFELLER, 
Chairman, Committee on Commerce, Science and 

Transportation, U.S. Senate, Washington, 
DC. 

Hon. DIANNE FEINSTEIN, 
Chairman, Select Committee on Intelligence, 

U.S. Senate, Washington, DC. 
Hon. THOMAS R. CARPER, 
U.S. Senator, 
Washington, DC. 

DEAR SENATORS LIEBERMAN, COLLINS, 
ROCKEFELLER, FEINSTEIN AND CARPER: As two 
of the industry-leading companies providing 
information technology across the nation 
and the world, we appreciate your efforts to 
craft legislation that addresses the impor-
tant issue of cybersecurity by supporting 
American industry in its efforts to continue 
to be the world’s leading innovators. This 
matter deserves the continuing attention of 
industry, the Congress and the Administra-
tion, and we commend you for having con-
structively engaged stakeholders throughout 
this process. 

As you know, effective cybersecurity must 
be driven by an IT industry that is free to 
drive innovation and security and maintain 
world leadership in the creation of secure 
systems. Effective cybersecurity depends on 
our having the ability to drive innovation 
globally—it is our core value. We have long 
advocated a cybersecurity approach based on 
the importance of real information sharing 
that can help protect important assets. We 
thank you for your leadership in recognizing 
that any cybersecurity legislation must in-
corporate iron-clad protections to ensure 
American industry remains the world’s lead-
er in the creation and production of informa-
tion technology, and to make certain that 
legislation maintains and protects industry’s 
ability and opportunity to drive innovation 
and security in technologies across global 
networks. 

We praise your continued recognition of 
the importance of these objectives through 
the provisions of S. 3414, the Cybersecurity 
Act of 2012. The provisions regarding the des-
ignation of critical cyber infrastructure, the 
specifics of cybersecurity practices, and the 
treatment of the security of the supply chain 
demonstrate your continued recognition of 
these core principles, and we support them. 
Wherever the important cyber debate takes 
this legislation, these core principles should 
be promoted and preserved. We believe these 
provisions as written capture that principle 
and believe it is in the interest of cybersecu-
rity and critical infrastructure that they re-
main explicit. We also commend your com-
mitment to ensuring that the IT industry 
maintains the ability to drive innovation 
and security into technologies and the net-
work. Further, we appreciate the recognition 
that more needs to be done in advancing in-
novation through increased research and de-
velopment, and in raising awareness and edu-
cation, and importantly on increasing global 
law enforcement. 

By explicitly maintaining these principles 
and provisions, your legislation proposes a 
number of tools that will enhance the na-
tion’s cybersecurity, without interfering 
with the innovation and development proc-
esses of the American IT industry. Ulti-
mately, the ability of the tech industry to 
continue to innovate will provide the best 
defense against cyber attacks and data 
breaches. 
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We also note the shift toward a voluntary 

framework for critical cyber infrastructure 
in the new bill, and commend and support 
the great strides you have made toward that 
goal. We look forward to continuing to work 
with you on this issue. 

We thank you for your outreach, willing-
ness to engage in an exhaustive process 
around this issue set, and to consider and re-
spond to the views of America’s technology 
sector. We look forward to working with you 
and others in the Congress to continue the 
public-private collaboration and to make 
sure that what results continues to meet our 
common goals. 

Sincerely, 
BLAIR CHRISTIE, 

Senior Vice President and Chief 
Marketing Officer, Government Affairs, 

Cisco Systems, Inc. 
KENNETH GLUECK, 

Senior Vice President, Office of the CEO 
Oracle Corporation. 

Ms. COLLINS. Madam President, I 
yield the floor. 

The PRESIDING OFFICER. The Sen-
ator from Minnesota. 

Mr. FRANKEN. Madam President, I 
rise today to talk about our Nation’s 
defenses against cyber attacks, and I 
wish to commend the Senator from 
Maine for her leadership. She is the 
ranking member, of course, on the 
Committee on Homeland Security and 
Governmental Affairs. I wish also to 
commend all three chairs, Senators 
LIEBERMAN, FEINSTEIN, and ROCKE-
FELLER, for their work. 

As I said, I rise today to talk about 
our Nation’s defense against cyber at-
tacks and how our Nation needs to re-
spond to those threats which affect our 
national security, our economic secu-
rity, and our privacy. 

News reports and experts confirm our 
Nation’s critical infrastructure, such 
as our water systems, our power grid 
and so forth, are vulnerable to attacks 
from hackers and foreign governments. 
Every few weeks we hear about yet an-
other breach—Yahoo and Gmail, 
Citibank, Bank of America, Sony 
PlayStation. Millions of people have 
had their names, passwords, credit card 
information or health information 
compromised. 

It isn’t just our national security or 
economic well-being that is being 
threatened by these attacks, it is the 
Internet itself. If you want to use 
Facebook or a cloud-based e-mail pro-
vider to communicate with your 
friends and loved ones, you need to 
know that your private communica-
tions won’t be exposed by hackers. If 
you want to use the Internet to spread 
new ideas or fight for democracy, you 
need to know your work won’t be dis-
rupted by hackers or repressive re-
gimes. 

Unfortunately, it is hard to write a 
good cybersecurity bill, because when 
you try to make it easier for the gov-
ernment or Internet companies to de-
tect and stop the work of hackers or 
other bad actors, you often end up 
making it easier—or very easy—for 
those same entities to snoop in on the 
lives of innocent Americans. 

Until recently, every major cyberse-
curity bill on the table would have 

done too much to immunize and expand 
the authority of the government and 
industry and far too little to protect 
our privacy and civil liberties. These 
bills would make it too easy for compa-
nies to hand over your e-mails and 
other private information to the gov-
ernment—even to the military. Setting 
aside the fourth amendment, these 
bills would allow almost all of that in-
formation to go to law enforcement. 
And these bills do far too little to hold 
these companies and the government 
accountable for their mistakes. 

A few months ago, I teamed up with 
Senators DURBIN, WYDEN, SANDERS, 
COONS, BLUMENTHAL, and AKAKA to try 
to address this situation. We worked 
with privacy and civil liberties groups 
on the left, the right, and the center to 
come up with a package of proposals. 
We worked with the ACLU, the Elec-
tronic Frontier Foundation, and the 
Center for Democracy and Technology, 
which are traditionally associated with 
progressives; we worked with the Con-
stitution Project, which is a bipartisan 
centrist think tank; and we worked 
with TechFreedom and the Competi-
tive Enterprise Institute, which are 
conservative libertarian organizations. 

Together, we approached Chairman 
LIEBERMAN, Ranking Member COLLINS, 
Chairman ROCKEFELLER, and Chairman 
FEINSTEIN, and proposed a package of 
amendments to the information-shar-
ing title of the Cybersecurity Act of 
2012. 

The information-sharing title is the 
part of the bill that will make it easier 
for companies to share critical infor-
mation about cyber attacks with each 
other and with the government. These 
Senators engaged with us earnestly 
and in good faith. After a lot of hard 
work and a lot of conversations, the 
sponsors made a series of changes to 
the bill that are major, unequivocal 
victories for privacy and civil liberties. 

The bill is still not perfect, from my 
point of view, but I can say with con-
fidence that when it comes to pro-
tecting both our cybersecurity and our 
civil liberties, the Cybersecurity Act of 
2012 is the only game in town. 

I want to take a moment to explain 
the changes made to the information- 
sharing title, and compare how the Cy-
bersecurity Act now stacks up with its 
rival bills, the Cyber Intelligence Shar-
ing and Protection Act, or CISPA, 
which recently passed the House, and 
the SECURE IT Act, which has been in-
troduced here in the Senate. 

First of all, I agree we need to make 
it easier for companies to share time- 
sensitive information with experts in 
the government. But the cyber threat 
information that companies are shar-
ing often comes from private, sensitive 
communications, like our e-mails. And 
so the gatekeeper of any information 
shared under these proposals should 
never be the military. It should never 
be the NSA. The men and women of the 
NSA are patriots and they are undoubt-
edly skilled and knowledgeable. But as 
Senator DURBIN said, that institution 

is too shrouded in secrecy. And—he 
didn’t say but as I will say—it has too 
dark a history of spying on innocent 
Americans to be trusted with this re-
sponsibility under any administration. 

Under the new, revised Cybersecurity 
Act of 2012, the one that will soon be 
before us on the floor, companies can 
use the authorities in the bill to give 
cyber threat information only to civil-
ian agencies. That is a critical protec-
tion for civil liberties, and it is a pro-
tection that CISPA and the SECURE 
IT Act do not have. I want to be very 
clear. An America with CISPA and an 
America with the SECURE IT Act is an 
America where your e-mails can be 
shared directly, immediately, and with 
impunity, with the NSA. 

Second, any cybersecurity bill should 
focus on just that—cybersecurity. It 
should not be a back door for 
warrantless wiretaps or information 
entirely unrelated to cyber attacks. In 
other words, once a company gives the 
government cyber threat information, 
the government shouldn’t be able to 
say, Hey, this e-mail doesn’t have a 
virus, but it does say that Michael is 
late on his taxes; I am going to send 
that to the IRS. 

Under the Cybersecurity Act of 2012, 
once a cyber exchange gets informa-
tion, it can give that information to 
law enforcement only to prosecute or 
stop a cyber crime or to stop serious 
imminent harm to adults or serious 
harm to minors. CISPA actually has 
similar protections, but SECURE IT al-
lows a far broader range of disclosures 
to law enforcement. Here in the Sen-
ate, the Cybersecurity Act is the pro-
posal that does the most to respect the 
spirit and letter of the fourth amend-
ment. 

Third, a cybersecurity bill should 
make it easier for a company to share 
information with experts in the gov-
ernment. But it has to hold companies 
that abuse that authority accountable 
for their actions. Both CISPA and the 
SECURE IT Act give companies immu-
nity for knowing violations of your pri-
vacy. Under CISPA and the SECURE 
IT Act, if a company’s CEO knows for 
a fact that his engineers are sending 
every one of your e-mails to the NSA, 
there is nothing you can do about it. 
That is not an exaggeration. Thanks to 
the changes I have pushed for—along 
with Senators DURBIN, WYDEN, COONS, 
SANDERS, BLUMENTHAL, and AKAKA— 
the Cybersecurity Act does not protect 
companies that violate your privacy 
intentionally, knowingly, or with gross 
negligence. 

Fourth, and finally, a cybersecurity 
bill should also hold the government 
accountable for its actions. Under both 
CISPA and the SECURE IT Act, com-
panies can start giving the Federal 
Government your private information 
well before the government actually 
has privacy rules in place for how to 
handle that information. 

Under the SECURE IT Act, the gov-
ernment has total immunity from law-
suits arising out of its cybersecurity 
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operations—total immunity for the 
government. The SECURE IT Act also 
lacks any regular independent over-
sight of the Federal Government’s ac-
tions under these new authorities. The 
Cybersecurity Act of 2012 now has all 
three of these protections. Under this 
bill, privacy rules have to be in place 
on the first day companies start giving 
the government information. People 
can sue the government when it abuses 
its authority. And there will be recur-
rent, independent oversight by both 
the Privacy and Civil Liberties Over-
sight Board and inspectors general. 

These are just the four main cat-
egories of changes that the sponsors of 
the Cybersecurity Act have adopted. 
There are other changes, too, that I 
won’t go into now. 

Before I close, I want to elaborate on 
one way I do think we need to improve 
the Cybersecurity Act to better protect 
privacy. The sponsors of the bill have 
rightly adopted several critical protec-
tions. I hope they will accept at least 
one more amendment that I think is 
very important. I will talk about my 
amendment more on another occasion, 
but for now I want to flag it for my col-
leagues. 

For decades, Federal law has given 
Internet service providers and other 
companies the right to monitor their 
systems to protect themselves and 
their customers from cybersecurity 
threats. They also have the right to de-
ploy what are called countermeasures 
to protect their systems against those 
threats. So these companies have the 
right to monitor and protect them-
selves; but at the same time, Federal 
law prevents them from abusing those 
rights. If an ISP starts randomly pick-
ing customers and reading their e- 
mails, their customers—and the gov-
ernment—can take them to court, and 
the ISP can’t throw its hands up and 
plead cybersecurity. 

This is why, when the President of 
the United States brought together all 
of the Federal agencies to craft a bill 
that would comprehensively protect 
our cybersecurity, that proposal in-
cluded a new authority for companies 
to disclose information to the govern-
ment but contained no new authority 
for companies to monitor e-mail or de-
ploy countermeasures. When the ad-
ministration’s lawyers were asked why 
that was, they said that doing so would 
have been duplicative—duplicative—be-
cause the companies already have 
those rights. 

Right now, the Cybersecurity Act 
and the President’s proposal are not in 
line with each other, because unlike 
the President’s proposal, the Cyberse-
curity Act does give ISPs and other 
companies a brandnew right to monitor 
communications and to deploy coun-
termeasures. That right is very broad— 
so broad that if a company uses that 
power negligently to snoop in on your 
e-mail or damage your computer, they 
will be immune from any lawsuit. I 
plan to offer an amendment to delete 
these new monitoring and counter-

measures authorities and bring this 
bill in line with the President’s pro-
posal. I hope my colleagues here in the 
Senate will join me in passing this 
amendment. Seven of my colleagues 
have already indicated they will co-
sponsor this amendment. 

But I want to end on a high note. I 
don’t want my amendment to cloud my 
central message here, so I will repeat 
what I said earlier. The Cybersecurity 
Act is not perfect, but when it comes 
to striking a balance between cyberse-
curity and privacy and civil liberties, 
it is the only game in town. It is far 
more protective of our rights than ei-
ther CISPA or the SECURE IT Act. I 
thank the sponsors of the Cybersecu-
rity Act for taking this high road, and 
I urge my colleagues to vote to proceed 
to the bill so we can have a good, full 
debate on it. 

Madam President, I yield the floor. 
The PRESIDING OFFICER. The Sen-

ator from Delaware. 
Mr. COONS. Madam President, I am 

honored to be able to join the Senator 
from Minnesota in speaking today in 
support of all the Members of this body 
voting to proceed to the consideration 
of the important cybersecurity bill to 
which he and Senator DURBIN have spo-
ken. 

Today we have an opportunity to cel-
ebrate progress—very real, very con-
crete, and very important progress—in 
the legislative efforts to make America 
both more secure and yet retain our 
core constitutional freedoms: the pro-
tections of privacy that Americans 
have held dear from the very beginning 
of this Republic. 

As I have said before on this floor, 
taking action to protect our Nation 
from the very real and urgent threat of 
cyber attack is of paramount impor-
tance, something so urgent that it de-
serves our undivided attention. But so 
is protecting the privacy rights of law- 
abiding American citizens. 

As we work together toward this 
commonsense, compromise piece of leg-
islation the Senate should consider in 
coming days, I fought hard, along with 
several colleagues, to ensure we main-
tain the right balance between privacy 
and security. That balance is essential. 
Compromising our liberty would be as 
dangerous as compromising our safety. 
But thanks to the hard work of so 
many of my colleagues—in particular 
Senator DURBIN, Senator FRANKEN, 
Senator BLUMENTHAL, Senator 
MERKLEY, Senator SANDERS, and oth-
ers—we found that appropriate balance 
in this legislation that is before us. 

The changes we have made to the 
original text and to the House-passed 
version have significantly strengthened 
privacy rights. That is why I say we 
can celebrate real progress here today. 

I long thought it was the privacy 
issues that would be the rock on which 
this ship would founder, that the crit-
ical and unaddressed privacy issues in 
CISPA and SECURE IT, spoken to by 
Senator FRANKEN, would be issues that 
would prevent me from supporting cy-

bersecurity legislation in this session 
of Congress. But we have made remark-
able progress. Let me briefly review a 
few of the areas where that progress 
has been made. 

We made sure companies cannot pry 
into the private online activities of ev-
eryday Americans in the name of na-
tional security. I want to mention one 
more improvement. 

In addition to those mentioned by 
Senator FRANKEN just before me con-
cerning legal immunities contained in 
this bill, this bill appropriately gives 
companies the authority to share cyber 
threat-related information with each 
other and the government, without 
which we can’t know what the rapidly 
emerging significant national cyber 
threats are. It also gives them immu-
nity from suit if they do so. So if com-
panies share with each other real-time 
cyber threat information, they cannot 
be sued. But prior versions of this bill 
might have provided bad actors with 
immunity against all privacy laws. So 
instead, we added tough provisions to 
ensure if a company acts recklessly or 
willfully to violate the law and the on-
line privacy of its customers, they will 
be held accountable. This legislation 
now, in my view, strikes an appro-
priate balance between empowering 
companies and providing them cer-
tainty, as well as maintaining the pri-
vacy rights of Americans and their cus-
tomers. 

In this new, better, stronger legisla-
tion, it is no longer the case that com-
panies can share your data and violate 
your privacy because you interact with 
them online. If that had remained in 
this bill, I would have expected mil-
lions of Americans to mobilize to stop 
this legislation. But we are here today 
as a group of Senators to announce 
that real progress has been made, and 
we are comfortable with and support 
this legislation from a privacy perspec-
tive. 

I urge my colleagues, when we take 
up this vote later this afternoon, to 
vote to proceed to the bill and to allow 
us a full and robust debate on this cy-
bersecurity legislation. 

Getting to this new and improved 
legislation was a team effort, and spe-
cial credit is due to Senators LIEBER-
MAN and COLLINS for leading the way, 
for being willing to find common 
ground on challenging issues. There 
was also a great deal of work done by 
my senior Senator TOM CARPER and by 
Senators FEINSTEIN and ROCKEFELLER 
who chair committees and were also es-
sential to making such great progress. 

One of the aspects of cybersecurity 
and the threat to our country that 
keeps me up at night is that it is con-
stantly evolving. Our enemies are 
smart, they are capable, and they are 
fast. That means our cyber defenses 
have to be flexible, adaptable, and reg-
ularly evaluated in order to keep up. 

One good thing about the House 
version of this legislation is that it in-
cludes a sunset provision requiring 
that in 5 years, this body once again 
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must take a hard and serious look at 
cybersecurity threats, and update or 
change our defense as needed, and en-
sure that privacy protections have 
been fully observed. 

That is not just good strategy, it is 
good sense. Think about the capabili-
ties of your computer, your cell phone 
5 years ago compared to today. The 
pace of change is faster online than 
ever before, and we need the kind of 
legislative process that allows us to re-
view our work and ensure not only that 
we stay ahead of the curve in defending 
our country but we continue to strike 
the right balance between privacy and 
security. 

That is why, similar to Senator 
FRANKEN before me, I intend to intro-
duce an amendment on the floor— 
which I hope will earn consideration by 
this body and the support of my col-
leagues—to take the sunset provision 
of our House counterparts and match 
that in the Senate in this bill. It is the 
right thing to do to help keep us safe 
and to help our military leaders and 
cybersecurity experts stay one step 
ahead of those who would wish us 
harm. 

In closing, I thank Senator WHITE-
HOUSE, who has been an important part 
of two different teams working on this 
bill. Senators KYL and WHITEHOUSE led 
a team that worked hard on critical in-
frastructure. I wish to thank Senator 
BLUMENTHAL of Connecticut, who par-
ticipated in the privacy side work and 
in the critical infrastructure work. 
Now we are speaking to title VII, to 
the information-sharing provision of 
the bill and the dramatic and real 
progress that has been made in ad-
dressing the balance between security 
and privacy. 

There has also been great progress 
made, in my view, in addressing the 
issues of critical infrastructure, and I 
invite Senator BLUMENTHAL of Con-
necticut, who has contributed so well 
to both these efforts, to address the 
Chamber at this time. 

I yield the floor. 
The PRESIDING OFFICER (Mrs. 

MCCASKILL). The Senator from Con-
necticut. 

Mr. BLUMENTHAL. Madam Presi-
dent, I thank my very distinguished 
and effective colleague from Delaware 
for his great work as part of a team 
that has sought to enhance the protec-
tions of privacy in this bill. His per-
spective as a local official, as a con-
stitutional expert, as someone who 
cares deeply about privacy and civil 
liberties, has been invaluable to this 
effort. He too has participated in the 
critical infrastructure team which both 
of us have been privileged to join with 
Senators WHITEHOUSE and KYL, who 
have been so enormously helpful in this 
effort. I join him as well in thanking 
our colleagues Senators AKAKA, DUR-
BIN, FRANKEN, SANDERS, and WYDEN for 
their very important efforts to protect 
privacy and civil liberties in the infor-
mation-sharing title of the cybersecu-
rity act. 

We have truly worked as a team and, 
in many ways, a bipartisan team in 
forging this legislation. Of course, we 
have followed the lead of Senators LIE-
BERMAN and COLLINS who have been at 
the forefront of this effort, as well as 
Senators ROCKEFELLER, FEINSTEIN, and 
CARPER, who deserve our appreciation 
for drafting the bill, shepherding it 
through committee, and bringing a 
modified version to the floor where 
now we have the historic opportunity 
to move forward. I am here to urge my 
colleagues, in fact, to move forward 
and vote to proceed to the bill later 
today. 

We have made good progress on this 
legislation. I am optimistic that we 
will pass a cybersecurity bill in the 
very near future—as we must for all 
the reasons that have been articulated 
by myself and others. This Nation is 
under attack. It is under cyber attack. 
Literally, every day our defense indus-
trial base, our military systems, and 
our private industry are under attack 
by nations and by hackers, both sophis-
ticated and unsophisticated, abroad 
and at home. We must make sure we 
provide the tools and the resources, 
legal resources and authority to stop 
that attack, to deter it, to defeat it, to 
make sure our country is defended 
against it effectively and comprehen-
sively. 

The nature of defending against 
cyber attack involves information 
sharing. There is no way around that 
basic fact that information about the 
attacks—the sources, the objects and 
targets, the times—all the details are, 
in essence, the power to defend. Infor-
mation is power when it comes to de-
fending against cyber attack. Yet we 
also know that information, when 
shared, can also be abused. Some of the 
most tragic chapters of our Nation’s 
history have involved snooping, spying, 
surveilling, and then sharing of infor-
mation that is inappropriate and un-
necessary and sometimes illegal. 

We know also that one of our core 
constitutional protections is, in fact, 
the right to privacy. It is enshrined in 
our Constitution. It dates from our 
founding. It is integral to the fabric of 
the rule of law. We resisted and re-
jected the rule of the British, in part, 
because they had no respect for the pri-
vacy of the colonials. That basic value 
has inspired the rule of law since. 

There is a saying—I believe it is a 
Latin saying—that in war, law is the 
first casualty. We are in a cyber war, 
but our constitutional law cannot be a 
casualty. Our right to privacy and civil 
liberties must be protected. 

Information sharing must involve the 
right information shared with the right 
people and officials for the right pur-
poses. There must be red lines and red 
lights. There must be consequences if 
those red lines or red lights are dis-
regarded or dismissed. 

This bill meets those basic require-
ments. It is enforceable and it must be 
enforced. In fact, I will offer an amend-
ment to increase the enforceability and 

enforcement of these basic protections 
by increasing the penalties for vio-
lating these basic protections. The 
trust and confidence of our Nation in 
the rule of law depends on our getting 
it right: information sharing with the 
right information to the right people 
and for the right purposes. 

The kinds of modifications contained 
in this bill are critically important. 
They are in sharp contrast to the 
House-approved version of CISPA, 
which utterly fails to protect civil lib-
erties and privacy rights in sufficient 
degree. Unlike past versions, this 
measure establishes unequivocal civil-
ian control of cybersecurity informa-
tion exchanges. Unlike past versions, 
this bill bars companies from using cy-
bersecurity as a pretext for violating 
FCC net neutrality rules. Unlike other 
versions, this bill bars companies from 
using cybersecurity as a pretext for 
violating other guarantees, and it al-
lows citizens to hold companies ac-
countable and take them to court for 
knowingly or grossly negligent viola-
tions of the information-sharing provi-
sions of this bill. 

Equally important, it enables them 
to hold the U.S. Government and other 
public officials responsible and take 
them to court if they violate the pri-
vacy guarantees in this bill. 

A private company receiving some-
one’s private information while moni-
toring for cyber threat should protect 
that information. It is a public trust 
and a public responsibility. This act 
protects Americans’ privacy by requir-
ing companies that obtain that kind of 
information—some of it medical or fi-
nancial of the most confidential and 
private nature—through monitoring, to 
protect that information. 

This measure also imposes restric-
tions on the use of shared information 
for law enforcement purposes. The gov-
ernment can only provide information 
to law enforcement if it relates to a 
cyber crime or a serious threat to pub-
lic safety; that is, physical safety—bod-
ily harm. Law enforcement can only 
use information to prosecute or stop 
cyber attacks to prevent that kind of 
imminent and immediate harm to a 
person or a child. 

There are other protections—some of 
them have been mentioned by Senators 
FRANKEN and COONS before me—that I 
will support. For example, Senator 
FRANKEN mentioned that his amend-
ment would eliminate new authorities 
in the bill to monitor communications 
or operate countermeasures. Senator 
COONS mentioned a 5-year sunset on 
the use of information sharing under 
this measure to help guard against un-
foreseen consequences of the legisla-
tion and ensure that congressional 
oversight occurs on a regular and fore-
seeable basis. Other measures which I 
consider important would require Fed-
eral agencies that suffer a data breach 
to notify affected individuals and allow 
those individuals to recover damages 
and require the creation of a new office 
in the Office of Management and Budg-
et, that of Chief Privacy Officer. 
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I support these amendments and I 

support also increasing the penalties in 
the event that government or compa-
nies violate the protections in this 
statute. 

We have indeed made progress. There 
is more to do. I hope more progress will 
be made. I foresee passage of a cyberse-
curity measure that is desperately and 
direly needed in this country—not at 
some point in the future but now. As 
others before me have said on this floor 
and as I have said before, cybersecurity 
is national security and we must pro-
tect our national security while at the 
same time retaining the reason, our 
fundamental rights and civil liberties, 
that we want to protect our Nation and 
its constitutional values. 

I yield the floor. 
I suggest the absence of a quorum. 
The PRESIDING OFFICER. The 

clerk will call the roll. 
The assistant legislative clerk pro-

ceeded to call the roll. 
Mr. MORAN. Madame President, I 

ask that the order for the quorum call 
be rescinded and that I may speak as in 
morning business. 

The PRESIDING OFFICER. Without 
objection, it is so ordered. The Senator 
may speak as in morning business. 

MEATLESS MONDAY 
Mr. MORAN. Madam President, yes-

terday I was on the Senate floor, and I 
had the opportunity to highlight a de-
velopment at the Department of Agri-
culture. We learned yesterday after-
noon that the Department of Agri-
culture, in an employee newsletter, 
was promoting something called Meat-
less Mondays. The Department of Agri-
culture newsletter offered encourage-
ment for its employees and I assume 
others who might see the newsletter— 
even tourists who visit Washington, 
DC, and eat at the Department of Agri-
culture cafeteria—to participate in 
Meatless Monday. It indicates the de-
sirability of reducing the consumption 
of meat and dairy products. I found 
that very startling and surprising. 
Never in my life would I expect the De-
partment of Agriculture, which I al-
ways presumed is the farmers’ and 
ranchers’ friend, to be promoting the 
idea that it is a bad idea to eat the 
products of farms and ranches across 
Kansas and our Nation. Yet that is 
what we saw and read yesterday. 

The Department of Agriculture news-
letter said that ‘‘beef production re-
quires a lot of water, fertilizer, fossil 
fuels, and pesticides. In addition, there 
are many health concerns related to 
excessive consumption of meat.’’ Those 
are the words of the Department of Ag-
riculture newsletter. I am pleased to 
report that in asking Secretary 
Vilsack to reconsider what the Depart-
ment had said and was promoting, they 
have done that and they have appar-
ently removed the promotion from 
their newsletter and from their Web 
site. That is a positive development, 
and so I appreciate that happening. 

It is amazing to me, unfortunately, 
that this is just one of many cir-

cumstances in which we see adminis-
tration agencies and departments on 
the side of something that those of us 
who believe strongly in traditional 
family agriculture across the country 
believe is very important. One would 
expect in this case that the Depart-
ment of Agriculture would promote the 
consumption of meat. In fact, within 
the Department of Agriculture, we 
have the Secretary saying in his mis-
sion statement that he is about in-
creasing and expanding domestic and 
foreign markets for beef and meat 
products. We have the U.S. beef board, 
organized and monitored by the De-
partment of Agriculture, whose job it 
is to promote agricultural products. 
Many of us in Congress try to encour-
age the sale of agricultural products, 
particularly meat and beef products, to 
South Korea and China. We have de-
bated on the Senate floor the value of 
trade agreements, most recently with 
Colombia, South Korea, and Panama, 
because we believe in the opportunity 
for American producers to sell their 
products around the globe. Yet we saw 
at least some at USDA who have the 
view that we need to discourage the 
consumption of meat for environ-
mental and health reasons. 

Particularly troublesome is the fact 
that the Department of Agriculture 
was citing the United Nations as a rea-
son that we ought to discourage the 
consumption of beef for environmental 
reasons. Our Department of Agri-
culture positions ought to be based 
upon sound science, not some U.N. 
study. 

Beef is an important and vital com-
ponent of the Kansas economy. We are 
the second largest beef-producing State 
in the country. The economic impact 
to our country is around $44 billion. 
Beef exports in 2011 were over $4.08 bil-
lion. This matters to us greatly. 

This is happening at a time in which 
to the cattle producers across the Mid-
west, including in the State of the 
President today, the drought is so dam-
aging. 

It is also happening at a time in 
which we have been having the debate 
about the farm bill. My farmers in 
Kansas will often say: I know we need 
to do something about reducing spend-
ing. We have to get the deficit under 
control. 

In fact, the farm bill we passed in the 
Senate has a reduction in the farm bill 
spending of $23 billion. No one likes to 
see something that is important to 
them go away, but if this farm bill be-
comes legislation and direct payments 
leave, the safety net for producers 
across our country will be less. Yet 
farmers and ranchers say: We have a 
responsibility as American citizens to 
give these things up, to reduce the 
spending that comes our way, but 
please don’t do anything that is dam-
aging to us as far as our ability to earn 
a living in the free market, in the real 
world. 

So when we see something like this 
from the Department of Agriculture 

discouraging the use of meat prod-
ucts—and, again, at a time in which 
the temperatures across my State have 
been over 100 degrees for more than a 
month. We had a record high of 118 de-
grees. Perhaps that is a record high on 
the globe. It certainly is in the United 
States. In Norton, KS, it was 118 de-
grees. Rain is so scarce, we spend a lot 
of time in our State down on our knees 
praying for moisture and we spend a 
lot of time looking up to the skies hop-
ing for moisture. We need to make sure 
that what we do in this Congress and 
what the Obama administration does is 
not something that diminishes the 
chances for the survival of family 
farms in the United States, certainly 
at home in Kansas and around rural 
America. 

If this was just an isolated instance, 
perhaps the point has been made and 
the words have been withdrawn, but I 
remember we started a year ago with a 
Department of Labor that concluded 
that we need to regulate the use of 14- 
and 15-year-olds on family farms. That 
was a real misunderstanding of how 
production agriculture and family 
farms work. Agriculture is a family op-
eration, and yet we had the Depart-
ment of Labor suggesting that someone 
15 years old should perhaps not be able 
to work on their own family’s farm. I 
remember just 6 months or so ago, I 
was on the Senate floor worried about 
a Department of Agriculture forum on 
animal safety that was being organized 
by the Humane Society. Again, my 
farmers and ranchers would say—par-
ticularly in a time of drought and 
where the safety net provided by the 
farm bill is going to become less— 
please don’t do anything that is harm-
ful to us, that reduces the chance for 
us to succeed. 

In this regulatory environment in 
which we find ourselves, we need to 
take the steps that promote agri-
culture, not do things that diminish 
the opportunity for a farmer or rancher 
to earn a living in the free market. 

Yesterday we had a debate about es-
tate taxes and the consequences to 
family agriculture across the country, 
and again, at a time in which the 
drought is so prevalent, circumstances 
so difficult, the Tax Code matters 
greatly and the ability to pass a family 
farm from one generation to the next is 
critical. It is so much about agri-
culture in States such as mine that 
when our farmers and ranchers don’t 
succeed, the success of the commu-
nities in which they live and raise their 
kids greatly diminishes. This is a way 
of life for us, and we need to make cer-
tain we have a Department of Agri-
culture that is promoting our farmers 
and ranchers and their success. 

I was on the Senate floor yesterday 
with the Senator from Wyoming. We 
had a conversation about the drought, 
the estate taxes, and the farm bill. I 
am interested if the Senator from Wyo-
ming has any further thoughts. I know 
he is a leader in the Western Caucus. 
As Members of the Senate, we are in 
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the process of writing Secretary 
Vilsack in regard to the promotion of 
Meatless Monday. There are those who 
have a different view about what their 
menus should be and what they want to 
see on the menu, and that is fine with 
me. That is a personal decision. But 
the Department of Agriculture ought 
to be supportive of the people who 
produce the food, fiber, and energy for 
our country each and every day. They 
get up at sunrise and go to bed after 
sunset because they are out there try-
ing to make a living on family farms 
across the country. 

I yield for the Senator from Wyo-
ming. 

Mr. BARRASSO. Madam President, 
never in my life would I expect to see 
the U.S. Department of Agriculture 
come out against farming, ranching, 
agriculture, and its products. 

I was talking to a radio station this 
morning in Afton, WY. They were as-
tonished. They had not heard the news 
of this yet, and they are now fully 
aware of it. They are grateful to the 
Senator from Kansas because one of 
those involved actually had heard the 
Senator on the floor last night talking 
about Meatless Mondays and then the 
USDA linking ranching and farming to 
climate change. It is not just cattle or 
beef producers—and beef is clearly the 
No. 1 cash crop for Wyoming—but the 
USDA has gone after dairy products, 
such as milk and cheese, as part of a 
climate change issue. 

So this does seem to be an assault 
against a way of life, a significant part 
of our country’s heritage, as well as 
our economic future. We see this as-
sault on our products through the De-
partment of Agriculture. We see it as 
an assault on family values of young 
families working together, as we have 
seen with the Department of Labor. 
And now yesterday, with a vote on this 
Senate floor, there was an attack by a 
reinstitution of the death tax. People 
are trying to keep a family operation 
within the family, a ranch or a farm, 
all across rural America. These small 
businesses in communities all across 
the country are finding that it is going 
to be much more difficult, under what 
the Democrats voted for yesterday, to 
keep their ranches and farms in the 
family. 

I know farmers and ranchers in Wyo-
ming where a member of the family 
works in town just to make the money 
to pay the expenses of keeping the op-
eration of the farm or the ranch going. 
They know full well that under the 
Democratic proposal, if someone were 
to die, once that becomes the case, 
their chances of being able to hold on 
to that operation are reduced to almost 
nothing. Bringing back the costs of the 
death tax to the levels of the Clinton 
administration, anything over $1 mil-
lion in assessed value would be taxed at 
55 percent. The only solution for many 
is to sell. 

There are three specific attacks: the 
death tax attack, the Meatless Monday 
attack, and the attack on children 

helping out on the family or neighbor 
farm or ranch. There are values that 
they learn through the FFA. All of 
those things make me wonder in what 
direction the country is heading. I 
guess that is no surprise when only one 
in three Americans all across the coun-
try think the country is heading in the 
right direction. 

I am happy to join my colleague from 
Kansas who came to the Senate floor 
yesterday to bring this to the atten-
tion of the Senate. He and I are work-
ing together to now address the Sec-
retary of Agriculture to make sure 
that something like this doesn’t hap-
pen again and to make sure that the 
Secretary does insist that farmers and 
ranchers across this country—and the 
products that they make and should be 
promoted by the Department of Agri-
culture—receive the proper honor that 
is deserved by them for what they do to 
continue to put food on the table and 
continue to bring forth the values from 
those who built this great country. 

I thank my friend and colleague, the 
Senator from Kansas, for bringing this 
to the attention of the Nation. 

Mr. MORAN. Madam President, just 
to conclude my remarks, I would indi-
cate that my family and I will be eat-
ing more beef, not less. I would urge 
Americans to respond in that way. It is 
an opportunity for us to support the 
cattlemen and the livestock producers 
of our country at a time when they are 
selling their herds because the drought 
is so severe that there is no grass and 
no feed to feed the cattle. As a result, 
the market is depressed and prices are 
lower because there are so many sales 
occurring. We can help our livestock 
producers, our farm and ranch families 
in the country, by having a hamburger 
or steak. Let’s go back to that tradi-
tional American meal of ‘‘let’s eat 
beef.’’ The front of my truck at home 
says ‘‘Eat Beef,’’ and I would encourage 
Kansans and Americans to do so at this 
time when our livestock producers, due 
to the drought, are struggling so great-
ly. 

I yield the floor. 
The PRESIDING OFFICER. The Sen-

ator from Wyoming. 
Mr. BARRASSO. I ask unanimous 

consent to speak as in morning busi-
ness. 

The PRESIDING OFFICER. Without 
objection, it is so ordered. 

A SECOND OPINION 
Mr. BARRASSO. Madam President, I 

come to the floor today, as I do week 
after week since the health care law 
was passed, to give a doctor’s second 
opinion about the health care law that 
I believe is bad for patients, bad for the 
providers, the nurses and the doctors 
who take care of those patients, and 
terrible for the American taxpayers. 

I come to the floor today reminding 
myself and the Senate of some prom-
ises the President made during the 
health care debate. The President had 
a couple of key promises. The first was 
he stated that health insurance pre-
miums would go down. The second 

promise he made was that if a person 
likes their insurance plan, they can 
keep it. 

The President actually reiterated the 
second point after the Supreme Court 
issued its decision regarding the health 
care law a few weeks ago. From the 
East Room of the White House, the 
President proclaimed: 

If you’re one of the 250 million Americans 
who already have health insurance, you will 
keep your health insurance. 

Perhaps the President does not know 
that his health care law has already 
forced many colleges and universities 
to stop offering their student health 
plans or perhaps the President is un-
aware that one can no longer purchase 
a child-only health insurance policy in 
many States, including my home State 
of Wyoming. 

Apparently, the President has not 
spoken to businesses across the coun-
try that must actually deal with the 
ramifications of his health care law. I 
speak with business owners around Wy-
oming every weekend as I travel 
around the State, and the people with 
whom I speak believe the law will in-
crease the cost of their insurance, in-
crease the cost of their care, and make 
it more difficult for them to provide in-
surance for their employees. 

Now we have a new study—a report 
that has come out from the Deloitte 
consulting firm—and it has spoken to 
businesses all across the country about 
the law. The results were compiled in 
their 2012 survey of employers. In this 
report, the company did random sur-
veys of 560 companies with 50 or more 
employees. These results are only from 
companies that currently offer health 
insurance to their employees. 

So what are the results? Well, the re-
sults are not encouraging. They found 
that approximately 1 in 10 employers is 
considering dropping the health cov-
erage they currently supply to their 
employees over the next few years. 
Specifically, they found that 9 percent 
of companies expect to drop their in-
surance coverage, while another 10 per-
cent of respondents said they weren’t 
sure about how they would proceed. 
The survey revealed that small busi-
nesses—those with between 50 and 100 
workers—are going to be hit especially 
hard by this new health care law. 

Thirteen percent of the businesses in 
this category stated they would drop 
their insurance coverage in the next 1 
to 3 years. Thirteen percent of all of 
those small businesses with between 50 
and 100 employees plan to drop their 
insurance within 1 to 3 years. 

Keep in mind that the nonpartisan 
Congressional Budget Office did some 
evaluations and thought that only 7 
percent of workers would lose their em-
ployer-provided health insurance start-
ing in 2014 because the President, look-
ing straight into the camera straight 
from the White House, said, ‘‘If you 
like what you have, you can keep it.’’ 

Companies also made it clear that 
how implementation of the health care 
law moves forward would impact their 
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decisions. How so? Here is an example: 
Approximately one-third of the compa-
nies stated they might decide to stop 
offering health insurance if they find 
that the law passed by the Democrats 
in this Senate, along partisan lines—if 
these companies find that the health 
insurance under the law and required 
by the law requires them to offer more 
generous benefits than they currently 
provide, they are likely—one-third—to 
discontinue providing health insur-
ance. 

Why is that? Well, it is because the 
President’s health care law actually 
mandates what kind of insurance com-
panies must give to their employees. 
This is what is called the essential 
health benefits package or, as most 
Americans refer to it, government-ap-
proved insurance. It may not be the in-
surance you want or the insurance you 
like; it may not be the insurance you 
need or it may not be the insurance 
you can afford. No matter how we look 
at it, the President and those who sup-
ported this law say they know better 
than American consumers, American 
workers, and people in need of insur-
ance. 

So instead of allowing businesses and 
workers to decide what kind of insur-
ance they need, the health care law 
empowers Federal bureaucrats to make 
this decision. 

In an article that recently appeared 
in the Wall Street Journal, the chief fi-
nancial officer of McDonald’s stated 
that he thought implementing the 
health care law could cost his company 
more than $400 million a year. So busi-
nesses that decide they can’t afford to 
offer this government-approved insur-
ance are going to be forced to pay a 
penalty. 

How big is the penalty? That is a le-
gitimate question. The Supreme Court 
says it is a tax—a tax. So they are 
going to have to pay a tax. So for com-
panies with over 50 employees, they 
will have to pay, starting at $2,000 per 
worker. That sounds like a lot of 
money, but keep this in mind: In 2011 
the Kaiser Family Foundation found 
that the average cost of employer-pro-
vided health insurance for families was 
over $15,000. So they can decide: Do 
they pay the government $2,000, that 
tax, or do they pay $15,000 for the in-
surance? This means many companies 
would have a sizable financial incen-
tive to simply drop the insurance. 

So then what happens? What happens 
to these folks who previously had the 
insurance the President said they could 
keep? Of course, we all know they can’t 
because, once again, the President mis-
led the American people—I believe in-
tentionally. Well, then these employ-
ees who were dropped would have to en-
roll in a government-run exchange. So 
what happens in the exchange? Well, 
many of these individuals would qual-
ify for subsidies from the Federal Gov-
ernment to help them purchase insur-
ance—subsidies from the Federal Gov-
ernment to help them pay for insur-
ance that they were previously getting 

at work, but now because of the health 
care law they can’t get it anymore. 

So who is going to end up subsidizing 
this? The American taxpayers are now 
going to be paying for the health insur-
ance instead of the employer. This is 
not only going to cause many Ameri-
cans to lose their health insurance, but 
it will also make the $1 trillion health 
care law even more expensive than the 
Congressional Budget Office said this 
past week. 

Many businesses surveyed stated 
they do not intend on dumping the 
health insurance plans, but they said 
something else. They said they are not 
going to stop providing it. Instead, em-
ployers are saying to workers: If you 
want to keep this, you are going to 
have to pick up the additional cost of 
your insurance coverage, and you are 
going to have to do it by helping to pay 
higher copays, higher deductibles, or 
participating and contributing to the 
higher premiums we are going to have 
to pay. 

So for those Americans lucky enough 
to keep their employer-provided cov-
erage, they will now be paying more 
money for that privilege. This means 
employees have essentially two alter-
natives under this health care law. Ei-
ther they will lose their employer-pro-
vided coverage or they will be facing 
higher insurance premiums. 

For over 150 million Americans who 
receive their insurance through their 
employer, neither of these choices is a 
good one. It didn’t have to be this way. 
That is why I remain committed to re-
pealing the President’s health care law 
and replacing it with patient-centered 
reforms that will allow patients to get 
the care they need from a doctor they 
choose at lower cost. 

Thank you, Madam President. I yield 
the floor. 

The PRESIDING OFFICER. The Sen-
ator from Minnesota. 

Ms. KLOBUCHAR. Madam President, 
I ask unanimous consent to speak in 
morning business for up to 15 minutes. 

The PRESIDING OFFICER. Without 
objection, it is so ordered. 

Ms. KLOBUCHAR. I am here to talk 
about two very different subjects, two 
very different bills. One is the farm 
bill, and one is the Violence Against 
Women Act. Both bills are stuck over 
in the House of Representatives, and 
both bills should pass. Both bills re-
ceived significant bipartisan support in 
the Senate. I am simply asking my col-
leagues in the other body to get their 
job done and to get these bills passed. 

THE FARM BILL 
I will start with the farm bill. Min-

nesota is fifth in the country for agri-
culture. It means a lot to our State, it 
means a lot to the rural areas, but it is 
also tied to our metropolitan area with 
our farm businesses, with our food pro-
ducers, and it is clearly tied in with 
the rest of the country. This spring’s 
talk of a bin-busting crop has burned 
away under the extreme summer heat. 
Farmers and ranchers across the coun-
try are experiencing what the U.S. De-

partment of Agriculture is calling the 
most widespread drought we have seen 
in decades. 

With nearly 90 percent of the corn 
and soybean crops being grown in areas 
impacted by the drought, the crop 
losses are being felt not just by our 
grain farmers but also are driving up 
feed prices for our livestock, poultry, 
and dairy producers. As we well know, 
dairy producers have already come off 
some very difficult years. 

Higher feed costs for cattle, pork, 
poultry and dairy impact all Ameri-
cans at the grocery store. Yesterday 
the USDA estimated that consumers 
could expect to pay 3 to 4 percent more 
for groceries next year at this point. 

While some people might think that 
food magically appears on their tables 
or in their grocery stores, in Minnesota 
we know food is produced every day by 
our farmers. Farmers stand behind 
each General Mills box of Cheerios or 
every Jennie-O turkey on the dinner 
table. That is why when I travel our 
State I am always reminded of the crit-
ical role farming plays in our State’s 
economy and in our country’s econ-
omy. It has, in fact, been one of the 
brightest spots. Minnesotans in rural 
communities and larger cities all ben-
efit from a strong farm economy that 
provides jobs at farms, mills, proc-
essing plants, and equipment manufac-
turers. 

While Congress can’t do anything 
about the lack of rain, we shouldn’t 
make this disaster worse by delaying 
the passage of the farm bill, which 
gives farmers and ranchers the assist-
ance they need to help weather this 
disaster and the certainty they need to 
make plans for next year and the year 
after and the year after that. The fact 
that the 2008 farm bill was a 5-year 
time period was key to the stability in 
the rural areas. It was key so farmers 
could plan ahead. It made a difference 
during the downturn. We need to do 
that same thing again. 

I think it is a mistake for the House 
leadership to delay further action on 
the farm bill. These bills are never 
easy, but in the Senate we were able to 
work through 70 amendments before 
passing the bipartisan farm bill with a 
strong 64-to-35 vote. Maybe they should 
do the same. 

As part of our responsibility to do 
more with fewer resources, this bill in-
cludes over $23 billion in cuts over the 
2008 farm bill. We eliminated direct 
payments, further focused farm pay-
ments on our family farmers, and 
worked to eliminate fraud and waste 
through the farm bill to ensure these 
programs are efficient and targeted. 

President Eisenhower was famously 
quoted as saying this: 

Farming looks mighty easy when your 
plow is a pencil and you’re a thousand miles 
from the corn field. 

I fear that some in Washington have 
taken that same position and are con-
tent with kicking the can down the 
road and leaving rural America in the 
lurch. Well, those of us in the Senate 
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who supported this bill—Democrats 
and Republicans—were not content 
with putting our heads in the sand. We 
weren’t content with just letting the 
crops burn out in the fields. We wanted 
to get something done. 

There are those in the House, such as 
Representative COLLIN PETERSON of 
Minnesota, who are trying valiantly to 
get this farm bill through the House. 
We must let them do this. 

The Senate passed the 5-year farm 
bill because it is important. It is im-
portant because it strengthens the crop 
insurance program, it funds livestock 
disaster programs for this year, and 
continues the program through the end 
of the farm bill. It ensures that the 
programs farmers use to get help 
through tough times, such as the emer-
gency financing credit program or dis-
aster grazing authorities, will be con-
tinued with unbroken service. 

The farm bill also includes two of my 
amendments that will help farmers get 
through these tough times. The first 
amendment reduces the cost of access-
ing crop insurance by 10 percent for be-
ginning farmers. This is critical be-
cause beginning farmers are less able 
to afford crop insurance protection and 
are under greater financial stress be-
cause of the drought. 

The second amendment eliminates 
the penalty for beginning farmers that 
graze livestock on CRP land. This will 
help beginning ranchers struggling 
with high feed prices and will also ben-
efit all livestock producers by freeing 
up the corn to be fed to other animals. 

Secretary Vilsack is working at the 
USDA to help producers with this 
drought. Under his leadership, the 
USDA has streamlined the disaster 
declaration process, reducing the time 
it takes to start getting help for im-
pacted counties by 40 percent. They re-
duced the interest rate for emergency 
loans, as well as reduced the penalty 
for producers grazing livestock on con-
servation reserve program acres from 
25 down to 10 percent. 

While these are important steps, they 
in no way replace the help farmers in 
this country will get from this farm 
bill. We all know it is not just a farm 
bill, it is a food bill. Only 14 percent of 
this that we look at is farm programs. 
The rest are conservation programs. 
The rest are important school lunch 
programs. This is a farm bill for the 
country not just the rural areas. But 
we can see—anyone who drives through 
Wisconsin, anyone who drives through 
Indiana or Missouri or Iowa can see— 
firsthand why we need this safety net 
for our farmers, why we need this safe-
ty net for our country. 

We plead with the House to get this 
done, to follow the leadership of COLLIN 
PETERSON and those of us in the Senate 
who, on a bipartisan basis, got this 
farm bill done. They need to take it to 
the floor. 

VIOLENCE AGAINST WOMEN ACT 
Madam President, as I mentioned, 

there is a second bill that has also been 
hung up, a bipartisan bill that received 

significant support in the Senate—in 
fact, it got the support of every single 
woman Senator in this body, Democrat 
and Republican—and that is the Vio-
lence Against Women Act. 

Here in the Senate we passed that re-
authorization bill in April on a bipar-
tisan 68-to-31 vote. Getting to that 
point was a tough road. It was not al-
ways clear we were going to pass the 
bill. Just like the two reauthorizations 
from 2000 and 2006, our bill strengthens 
current law and provides solutions to 
problems we have learned more about 
since the Violence Against Women Act 
was first passed in 1994. Ever since 
then, this bill has been able to get 
through both Houses on a bipartisan 
basis without significant controversy. 

We do not want to go back in time. 
We do not want to go back to a time 
when we treated women who were vic-
tims of domestic violence like they 
were not really victims, like it was 
something they should just expect to 
happen. We do not want to turn back 
on the great strides we have made. 

One of the improvements in this cur-
rent bill focuses on a particularly un-
derserved community: women living in 
tribal areas. We have a number of res-
ervations in Minnesota, and it is a 
heartbreaking reality that Native 
American women experience rates of 
domestic violence and sexual assault 
that are much higher than the national 
average. 

Our committee, the Judiciary Com-
mittee on which I serve, worked closely 
with the Indian Affairs Committee to 
come up with some commonsense solu-
tions to the horrific levels of domestic 
violence and sexual assault in tribal 
areas. 

One of the problems on tribal lands is 
that currently tribal courts do not 
have jurisdiction over non-Indian de-
fendants who abuse their Indian 
spouses on Indian lands, even though 
more than 50 percent of Native women 
are married to non-Indians. 

The bipartisan Senate bill addresses 
this problem by allowing tribal courts 
to prosecute non-Indians in a narrow 
set of cases that meet three specific 
criteria: the crime must have occurred 
in Indian Country; the crime must be a 
domestic violence offence, and the non- 
Indian defendant must live or work in 
Indian Country. 

That is the way we get these cases 
prosecuted. I do not think we believe 
the Federal courts are going to come in 
and handle all these domestic violence 
cases. This is the pragmatic solution 
that protects these Native American 
women. 

As we were considering the Violence 
Against Women Act on the Senate 
floor, many of us had to work very 
hard to get the message out there that 
VAWA was and always has been a bi-
partisan bill—one that law enforce-
ment and State and local governments 
strongly support. 

Throughout this entire process, 
under the leadership of Senator LEAHY 
and Republican Senator CRAPO, who 

did this bill together from the begin-
ning, I have found it very helpful that 
whenever I needed to tell people why 
we needed to pass a reauthorization 
bill, I could point to the great work 
that my State is doing to combat do-
mestic violence. 

There is the legacy of Paul and Shei-
la Wellstone, who were there at the be-
ginning ushering this bill through in 
1994. 

Minnesota is the home to many na-
tionally recognized programs. 

The Hennepin County Domestic 
Abuse Service Center that I was hon-
ored to be in charge of during my 8 
years as county attorney in Hennepin 
County is a nationally recognized cen-
ter. We opened one of the first shelters 
in the country in 1974, and the city of 
Duluth was the first city to require its 
police officers to make arrests in do-
mestic violence cases. 

I have learned about a unique domes-
tic violence court that Stearns Coun-
ty—that is the area around St. Cloud— 
has implemented using money from 
VAWA grants. The partnership, which 
involves trained people from all levels 
of the criminal justice system, has al-
lowed 58 percent of the victim partici-
pants to separate from their abusers. 

Washington County relies on cutting- 
edge research to provide direction for 
officers to take appropriate action 
when responding to domestic violence 
calls. It is the only program of its kind 
in the entire country. 

These are the kinds of innovative ini-
tiatives from law enforcement that are 
especially critical to combating vio-
lence and are directly a result of the 
Domestic Violence Against Women Act 
that we have worked so hard to pass in 
past years in this Congress. 

I want to stress just how crucial it is 
that we get this bill signed into law. 
We have made a lot of progress over 
the years, and we have been able to 
work together across the aisle to build 
on VAWA’s successes. But we should 
not just send any bill to the President. 
As you know, the House has passed its 
own reauthorization of VAWA, which, 
unfortunately, does not include many 
of the improvements the Senate bill in-
cludes, including the one I mentioned 
on tribal courts. It also rolls back some 
of the important improvements that 
have been made to VAWA in the past. 

I am hopeful we will be able to iron 
out these differences as we move for-
ward, but I strongly believe the im-
provements that were included in the 
Senate bill should remain a part of the 
bill that gets sent to the President. I 
hope our colleagues in the House will 
follow suit with the Senate on this do-
mestic violence bill, pass a bipartisan 
bill, get this done, and get it done soon. 
It simply is not that hard. Just look 
into the eyes of a domestic violence 
victim, look into the eyes of the chil-
dren, and you know it is not that hard. 

I yield the floor. 
The PRESIDING OFFICER. The Sen-

ator from Arizona. 
Mr. KYL. Madam President, I just 

want to make a very brief comment 
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primarily for the benefit of our Repub-
lican colleagues who have been inquir-
ing about whether we would have, and 
when we would have, a vote to invoke 
cloture to proceed to the cybersecurity 
legislation. 

I am hopeful we can do that very 
soon. From my perspective, it would be 
wise for us to move forward, to go to 
the bill, and see if we can work things 
out. There have been discussions be-
tween various groups who are inter-
ested in the subject. They are now all 
talking to each other, which is a very 
good sign because it is amazing how, 
when Senators get together and talk to 
each other, sometimes we can actually 
accomplish things in a bipartisan way. 

So my hope is that we can do that. If 
it turns out it does not work out, we 
can always vote no at the end of the 
day. But I believe we should go for-
ward, that we should get on the bill, 
and, therefore, I intend to support clo-
ture on the motion to proceed to the 
cybersecurity legislation. 

I thank my colleagues for yielding. 
The PRESIDING OFFICER. The Sen-

ator from Texas. 
Mr. CORNYN. Madam President, I 

appreciate the courtesy of my col-
league from Maryland, and I promise I 
am going to be just no more than 10 
minutes. 

TAX HIKES AND SMALL BUSINESS 
Two years ago, Members of both par-

ties in this Chamber recognized that 
America’s economic recovery was frag-
ile, too fragile to absorb a tax increase. 
Since then, obviously, my colleagues 
across the aisle have changed their 
minds and experienced a change of 
heart. 

Yesterday the Senate voted to raise 
taxes. I have been amused by some of 
the headlines I have read that say the 
Senate voted to cut taxes, which is 
false. The Senate did not vote to cut 
taxes; the Senate voted to maintain 
the tax rates that have been in exist-
ence for 12 years for a certain class of 
taxpayers, while raising taxes on ev-
eryone else. 

I cannot explain the logic behind this 
vote. I can only assume it is some elec-
tion-year calculus designed to galva-
nize the political base of our friends 
across the aisle. It most definitely is 
not good economics, and it is not good 
for job creation. 

For 3 years, it is no secret America 
has been living through the weakest 
economic recovery since the Great De-
pression. We know from history, from 
economics, and from common sense 
that the last thing you want to do 
amid persistently slow economic 
growth is to dramatically raise taxes 
on income and investment. If you want 
more economic activity, if you want 
growth, then you do not burden it fur-
ther. You relieve those burdens, which 
allows it to flourish and grow, which 
creates prosperity and jobs. Yet our 
friends across the aisle just voted to 
raise taxes on nearly 1 million Amer-
ican businesses. 

Many American businesses do not op-
erate as a corporation. They operate as 

a sole proprietorship, a partnership—in 
other words, a mom-and-pop oper-
ation—or even as a subchapter S or 
some other legal entity, which causes 
business income to be paid on indi-
vidual tax returns not on a separate 
corporate tax return. 

The bottom line is, when we raise 
taxes on people in the top tax brackets, 
we inevitably are going to capture, in 
this instance, 1 million different indi-
viduals paying business income on an 
individual tax return, which is bad for 
the economy, bad for jobs. 

We should make no mistake about it: 
Given our anemic growth rates, given 
the ongoing debt crisis in Europe, and 
given the economic slowdown in China 
and other emerging market countries, 
raising taxes on so many job creators 
could easily tip the U.S. economy back 
into recession. If we take yesterday’s 
vote to increase taxes on so many 
small businesses together with the un-
willingness to deal with the single larg-
est tax increase in American history— 
which will occur on December 31, 2012, 
and is something that has been called 
taxmageddon, when virtually all the 
tax provisions in the code will expire, 
the ones passed 12 years ago—if we 
combine that huge tax increase with 
the sequestration, $1.2 trillion, which 
comes disproportionately out of de-
fense spending, without exception the 
economists I have talked to say we will 
be in a recession. 

Why is it that our colleagues across 
the aisle are willing to risk putting 
America back into recession just to 
raise taxes? I cannot understand that, 
unless they have taken some kind of 
poll, done some sort of focus group that 
has laid out some strategy which is not 
readily apparent to most people. 

So the idea that this tax increase 
would solve our fiscal problem is laugh-
able. As my good friend, the Repub-
lican leader, said yesterday, the addi-
tional revenue generated by the taxes 
that our Democratic friends voted for 
yesterday ‘‘[wouldn’t] even fund the 
government for a week.’’ A week—and 
that is before we consider the harmful 
impact on the economy and jobs. 

Whenever I talk to business owners 
back home in Texas, they express utter 
bewilderment as to why Members of 
Congress would want to raise taxes 
during the current economic environ-
ment. Don’t our friends across the aisle 
realize how many small businesses are 
struggling to stay afloat? Don’t they 
realize that our Byzantine Tax Code 
and misguided regulations are already 
strangling job creation? Don’t they re-
alize our national unemployment rate 
has been stuck at more than 8 percent 
for 41 consecutive months? 

No one here wants to see another re-
cession, but apparently some are will-
ing to risk a recession by putting ide-
ology ahead of sound economic policy. 
After last night’s vote, I thought of all 
the Texas entrepreneurs—more than 
400 of them—who have contacted my 
office, sending their personal, inspiring 
American success stories. These stories 

remind us that the American dream is 
still alive, and it is inextricably inter-
twined with our free enterprise system. 
It is not a gift from government. It is 
what people earn as a result of hard 
work and the opportunities given to 
them in this great country. 

These stories remind us the Amer-
ican dream is not dependent upon gov-
ernment assistance. It is not about tax-
ing certain people to pay for ideologi-
cally driven government projects like 
Solyndra. It is about offering all Amer-
icans the opportunity to earn their 
success and achieve their dreams. 

My office has received literally hun-
dreds of entrepreneurial success stories 
from Texas, stories such as that of 
Gary Murray, a Vietnam veteran who 
came home from the war after three 
tours as a marine in Vietnam, who 
spent two decades working at IBM and 
then launched his own fencing club—a 
fencing club. For more than a quarter 
century, Gary’s Round Rock Fencing 
Club has been training young Texans 
and producing world-class talent, in-
cluding two Olympians, one world 
champion, and eight national cham-
pions. It is a remarkable story about 
someone deciding this is what they 
wanted to do, this is where their pas-
sion lies, making the most of it, and 
creating opportunities for other people. 

Gary started the Round Rock Fenc-
ing Club with his own money, without 
any financial support from the govern-
ment. What he achieved, he achieved 
on his own. His story is a testament to 
hard work and human creativity. As 
Gary puts it: ‘‘The only support I ever 
got was from my wife and family.’’ 

There are many other business own-
ers like Gary Murray all across Texas 
and all across this great country. 

Before my colleagues advocate high-
er taxes on these businesses, perhaps 
they should spend some time talking to 
the job creators and small business 
people and the entrepreneurs about the 
myriad challenges and obstacles gov-
ernment places in their way because of 
high taxes and overregulation. I sus-
pect my colleagues might learn some-
thing. 

I yield the floor. 
The PRESIDING OFFICER (Mr. 

SANDERS). The Senator from Maryland. 
AFFORDABLE CARE ACT 

Mr. CARDIN. Madam President, I 
have taken the floor before to talk 
about the health care reform bill, to 
comment on the Supreme Court deci-
sion, which I believe history will show 
was clearly the right decision. It was 
the right decision on the law giving the 
Congress the power to legislate in an 
area where there is a national need, as 
the legislature did in the 1930s with So-
cial Security and in the 1960s with 
Medicare. 

The health reform proposals that 
were adopted by Congress are within 
the purview of the legislative branch of 
government. The Supreme Court 
upheld that right in that decision. I 
also said it was the right decision be-
cause it allows us to move forward on 
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a path toward universal coverage, 
where all Americans are guaranteed ac-
cess to affordable health care. America 
will now join all of the other industrial 
nations of the world to say health care 
is a right, not a privilege. 

The legislation that was passed, the 
health reform bill, has already helped 
American families. Let me talk about 
an area—I could talk about many— 
about what it has done in protecting 
our consumers against the practices, 
the arbitrary practices of health insur-
ance companies. We already are seeing 
that it is in effect where families are 
being able to take advantage of the 
fact there are no longer any lifetime 
caps on health insurance policies. By 
2014, we will eliminate annual caps on 
benefits on health insurance plans. We 
already have seen for our children the 
elimination of preexisting conditions, 
so our children can get policies without 
having restrictions on what is covered 
and what is not covered. By 2014 we 
will see that the preexisting conditions 
for everyone will no longer be an obsta-
cle to full insurance coverage. That is 
particularly important for women, 
where we know at times they have 
been held to a preexisting condition be-
cause of a pregnancy or being the vic-
tim of domestic violence. 

We have seen discrimination in pre-
miums against women. That no longer 
will be the case. I could talk about 
many Marylanders who are happy 
today because they can stay on their 
parents’ insurance policies—the fact 
that they are over the age of 21. They 
can now stay on that policy until age 
26. 

I want to talk about one other aspect 
of this law that may not be quite as fa-
miliar to our constituents. This provi-
sion will take effect on August 1, but 
we already are seeing the benefits. 
What I am talking about is the 80–20 
rule, where health insurance companies 
must give value for the premium dollar 
to the beneficiary. At least 80 percent 
of the dollars we pay for premiums 
must go for benefits. 

Let me share with you a letter I re-
ceived from one of my constituents. 
She wrote: 

I recently had a pleasant surprise. . . . two 
checks from my health care [insurer] that 
were rebates on premiums paid. I am some-
one who has to buy individual health cov-
erage and have been doing so for the last 8 
years. The premiums are high and the de-
ductible is high—so I am essentially paying 
a high price for catastrophic coverage while 
still paying for individual doctor visits, pre-
scriptions, etc. It is frustrating, but the 
choices are limited and expensive for indi-
vidual coverage, and you don’t really know 
how good your coverage is because you don’t 
use it unless you have a major medical 
event. My premiums go up every year despite 
the fact that I don’t file claims. This month 
I received a check in the amount of $139 from 
my current [insurer] and over $300 from a 
previous [insurer]. Both checks were rebates 
as a result of the new health care act. 

I did not realize it, but the act requires in-
surance companies to use 80% of the pre-
miums they collect on health care costs. . . . 
and neither of them hit that percentage and 

were thus required to provide a refund. Won-
derful! The bill is so complicated that I do 
not understand a great deal of it—but am 
very pleased with this aspect which seems to 
go a long way in helping keep health care 
costs reasonable and prevent consumers from 
being gouged . . . So thanks to the Senator 
and all who helped with this health care act. 

I bring this to my colleagues’ atten-
tion, because there are going to be mil-
lions of American who are going to be 
getting rebate checks, and some are 
going to start scratching their heads, 
wondering where it is coming from. 
They are going to be saying: Gee, I 
guess I made a mistake in the pre-
miums I paid. They are returning 
them. They are getting those checks 
because of the passage of the health re-
form bill, and the provision in the 
health reform bill that requires insur-
ance companies to give value for the 
premium dollars we pay. 

That protection is now the law of the 
land. Thanks to the acts of Congress 
and President Obama, and the Supreme 
Court upholding the law, those rebates 
are going to be received. The number of 
people in the country is 12.8 million 
Americans who are going to get rebate 
checks worth about $1.1 billion. Aver-
age rebate: $151. That is real money for 
people who are struggling with their 
health care needs. 

I am proud that in the State of Mary-
land, there is going to be $27 million 
made available to 141,000 Marylanders, 
with an average rebate of $340 for those 
who get rebates in my State. Let me 
break this down a little bit further. In 
the individual market, like the person 
I received the letter from, the rebates 
for the people in Maryland will actu-
ally average a higher amount. They 
will average $496. I think that speaks 
to the fact that insurance companies 
have hedged their bets in the indi-
vidual market. They tell us that, you 
know, we have got to charge a lot more 
because we do not know what we are 
getting, when in reality they are mak-
ing a lot more money in the individual 
market. 

So for the people of Maryland, 38,000 
of them are going to get, on average, 
close to $500 in rebates thanks to the 
passage of the Affordable Care Act, 
thanks to the passage of health reform, 
and thanks to the Supreme Court up-
holding our right to do it. 

The same thing is true in the small 
group markets where we find that 
there will be 3.3 million Americans get-
ting rebate checks who are in the small 
group markets. These are the markets, 
of course, in which again the options 
were not as great, more difficult, be-
cause of insurance carriers not being as 
anxious to insure people in small group 
markets as they are in the larger mar-
kets. 

The average rebate per family will be 
$174. In Maryland that number again is 
higher, $310 for the 13,000 people in 
Maryland. It also applies to those in 
the large group markets. These are the 
large plans. They also are going to see 
rebates because the insurance carriers 
charged excessive fees. And they are 

going to get premium dollar rebates. 
Some 5.3 million Americans in these 
large plans will see rebates that aver-
age $135. In my State of Maryland, it 
will be 89,000 people, with rebates aver-
aging $268 a family. These are 1-year 
numbers. These continue every year. 
So let me tell the people of Maryland 
and the people of this country what 
you can expect. You might get a check 
that will be delivered to you in the 
mail. It will be a rebate check. That is 
as a result of the passage of the health 
reform bill. You might also see a de-
posit into the account that automati-
cally pays for your health premiums, 
because the insurance carrier can make 
a direct deposit into the accounts 
which are paying for these premiums. 

It is possible you might find a reduc-
tion in future premiums. They can use 
it to reduce your future premiums, but 
they have to let you know that, so you 
realize you are getting the rebate, but 
it is being applied against future pre-
miums. Or if the employer is paying 
the premiums, the rebates will go to 
the employer, but the employer must 
use it to benefit your plan. They can-
not use it for themselves. It is used to 
help again the beneficiary. You will get 
notice of that. 

My purpose again is to make it clear 
that you would not have gotten these 
rebates but for the protections that are 
in the Affordable Care Act. I know my 
colleague from Vermont and I have 
been on the floor many times pointing 
out that all Americans, not just those 
who do not have insurance today, not 
just those who might have been dis-
criminated against because of pre-
existing conditions, not only that 24- 
year-old who is now on her parent’s 
policy, but all Americans have bene-
fited from the Affordable Care Act, the 
protections that are in it. 

Now millions who thought they were 
being treated unfairly by their insur-
ance companies are going to be able to 
get rebates because of excessive pre-
miums. The rule works in combination 
with another provision of the law that 
requires rate review to ensure premium 
increases are reasonable. In other 
words, we have put into the law protec-
tions against unreasonable increases in 
your premiums. Insurance companies 
are now required to justify any pre-
mium increases of 10 percent or higher. 
Most States now have the authority to 
determine whether these increases are 
excessive, while HHS reviews rates in 
States that do not operate under effec-
tive rate review programs. 

That is how federalism should work. 
States have an opportunity to act. If 
they do not have adequate review, we 
have national backup and protection to 
make sure the rate reviews are being 
handled in the appropriate way. So as 
our constituents start to get the bene-
fits—another benefit of the health re-
form bill, and there are many more 
that are starting to take effect, and we 
will hear about some more of those 
next week, on August 1—I wanted my 
constituents of Maryland and my 
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friends around the Nation to know we 
have provided that you get value for 
the premium dollar you pay for your 
health insurance. 

We back that up with enforcement, 
so if there are excessive premiums 
being charged, the insurance carriers 
must rebate those premiums to you. 
Millions of Americans will get the ben-
efit, starting now. We are pleased that 
this type of protection is in the Afford-
able Care Act. 

I yield the floor and I suggest the ab-
sence of a quorum. 

The PRESIDING OFFICER. The 
clerk will call the roll. 

The assistant legislative proceeded 
to call the roll. 

Ms. STABENOW. Mr. President, I ask 
unanimous consent that the order for 
the quorum call be rescinded. 

The PRESIDING OFFICER. Without 
objection, it is so ordered. 

THE FARM BILL 
Ms. STABENOW. Mr. President, I 

wish to take a few moments to update 
folks about what is happening as it re-
lates to the very important effort to 
pass a 5-year farm bill for our coun-
try—for our ranchers, for our farmers, 
for those who care deeply about nutri-
tion and conservation policy for the 
country. 

We have somewhere between 16 and 
20 million people who work in this 
country because of agriculture—the 
farm bill and food policy—and I am 
very proud of all the work we did to-
gether to pass a bipartisan farm bill. In 
doing that, we sent a very strong mes-
sage on a number of fronts that we 
were committed to economic certainty 
for our growers. We said we understand 
the need to have long-term policies in 
place, and we also sent a message 
about disaster assistance. 

I have spoken on the floor before, as 
my colleagues have, about the very se-
rious situation happening all across 
our country as it relates to livestock 
and the broad question now of drought 
in every region of the country. We also 
have had areas, in addition to drought 
in Michigan and other places, where 
food growers have been hit with an 
early warming and then a freeze again. 
So we have had multiple reasons to 
care about short-term disaster assist-
ance, and I am very proud the bill we 
passed includes a very good livestock 
disaster assistance program available 
for this year which will be very helpful 
for our livestock producers. 

We also added provisions for fruit 
growers that will help those who don’t 
have access to any crop insurance. 
That will not only include this year, 
but we looked to the future by putting 
in new options on crop insurance, new 
tools for the risk management agency 
to develop with growers, with com-
modity groups across the country crop 
insurance for the future. So as we see 
these kinds of weather disasters, they 
will have more certainty because there 
will be better coverage and broader 
kinds of coverage for crop insurance for 
all commodities, which we don’t have 
today. 

We definitely need to pass a farm 
bill. We need the House to pass a farm 
bill both for long-term policy but also 
for disaster assistance right now, and 
we know this is an opportunity to 
achieve deficit reduction. The only bi-
partisan effort we have had on deficit 
reduction on the Senate floor—and I 
would argue probably bipartisanship on 
the House floor as well—has been 
through the farm bill, with $23 billion 
in deficit reduction, with major re-
forms, changes in policy, and elimi-
nating four different subsidies that are 
there when growers don’t need them or 
for things they don’t plant anymore 
and replacing that with a risk-based, 
market-based system for when farmers 
truly do need us, as they do now. 

So there is a whole range of things 
we have done—reforms and strength-
ening conservation efforts in our coun-
try, focusing on the right policies 
around nutrition, around local food 
systems and so on—and all that is in 
jeopardy at the moment because the 
House, rather than bringing to the 
floor the bill passed out of the House 
committee, which, even though it is 
different and I would argue doesn’t 
have all the reforms we have and takes 
a little different approach on commod-
ities and so on, it is a bill we can work 
with to come to final agreement on be-
tween the House and the Senate. But 
instead of bringing that to the floor, 
getting it done, we are now hearing dis-
cussions about just passing some kind 
of a disaster assistance program. 

Certainly, we need to do that. We 
have already passed it and we can 
strengthen it as we move forward to a 
conference committee and I would sup-
port doing that as well. But instead of 
having a full 5-year farm bill policy, 
they are talking about kicking the can 
down the road one more time. That 
seems to be a very popular strategy 
around here. It is not one the public 
wants us to use. They want to extend 
the farm bill for another year, with no 
deficit reduction, no reform, no cer-
tainty for farmers, and with policies 
extended another year that don’t work 
for a lot of industries and then just do 
some disaster assistance. I think that 
would be a disaster. 

I know we have colleagues on both 
sides of the aisle—and I am grateful for 
the leadership of the chairman and 
ranking member in the House for their 
advocacy and leadership—who want to 
get this done, but we need to know the 
House leadership will allow that to 
happen so we can get real reform, def-
icit reduction, and the kinds of policies 
we need in place that will solve prob-
lems and provide the safety net all our 
farmers need. If we end up in a situa-
tion with just an extension, what hap-
pens? As our distinguished Presiding 
Officer knows, it would keep in place 
for another year a dairy policy that 
doesn’t work. 

I remember, in 2009, sitting around 
the table and talking about what was 
happening to dairy farmers—folks 
going out of business, losing their 

farms because of policies that didn’t 
work. Now the House is talking about 
extending those policies for another 
year rather than adopting the changes 
and the reforms we have put in place 
that would help dairy farmers all 
across the country. They are talking 
about an extension that would elimi-
nate about half the support for fruit 
and vegetable growers that we put in 
place. In the last farm bill, I was proud 
to offer that, and we strengthened that 
in this farm bill. It is one of the largest 
areas of commodities, groups of com-
modities, in the country. So that would 
not be continued. 

There are a number of things that, 
frankly, would not be continued or 
available, and there are a number of 
things that would continue that are 
bad policy. So if we have a 1-year ex-
tension, we are continuing something 
we rejected and that everybody on both 
sides of the aisle in the House and Sen-
ate said they didn’t want to do, which 
is direct payments going to farmers, 
government payments, regardless of 
whether the prices are high or low, in 
good times or bad times, and con-
tinuing even on things that aren’t 
grown anymore. We all said that makes 
no sense. 

We all said, instead, that we wanted 
to move to a risk-based system and 
have a strong safety net there when 
farmers and ranchers need us, to 
strengthen crop insurance and make 
sure farmers have skin in the game; 
that they are sharing in the cost on 
crop insurance. 

But none of that happens with a sim-
ple 1-year extension. We continue 
things we have all said are not good 
policy, that cost taxpayers money, and 
that we shouldn’t be spending our 
money on at a time of huge deficits; 
that we should not have those kinds of 
subsidies in place. We eliminated four 
of those, with $15 billion in savings 
alone in the commodity title. All that 
would go away under what the House is 
talking about. We would be continuing 
things people have said were bad pol-
icy. Everyone talks about reforms and 
changes, but this would continue the 
old ways. 

We eliminated about 100 different 
programs, duplication, and things that 
do not work anymore—redundancy, 
whatever it is. About 100 different pro-
grams we eliminated in what we 
passed. They would all continue—every 
single one of them—for another year if 
we just do a 1-year extension. 

Let me just say in conclusion that I 
encourage House colleagues to join 
with us. We can have differences in 
what our commodity title looks like, 
and I respect those differences. We can 
work those out if we have the oppor-
tunity to negotiate in good faith and 
get things done. We will do that. We 
can have differences in what should 
happen in the nutrition title, but we 
should not be saying to farmers and 
growers that we are going to walk 
away from them and put in place an-
other kick-the-can-down-the-road 
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strategy that keeps bad policy or no 
policy going, no deficit reduction, and 
puts us in a situation where, frankly, 1 
year from now it is tougher and it is a 
bigger mess than ever, with our grow-
ers trying to go to the bank, trying to 
figure out what they are going to do 
when planting season comes and mak-
ing decisions, all the while looking at 
us and asking: What happened here? 
Why did you do this? 

We did our job in the Senate on a 
strong bipartisan basis. It was a lot of 
hard work. We spent a lot of time here. 
We need to complete the job. If our 
House colleagues will come together 
with us; if the Speaker, the leadership 
in the House, will decide to give us a 
vehicle with which to do that, I am 
very confident we can get the job done. 

I yield the floor. 
The PRESIDING OFFICER. The Sen-

ator from Connecticut. 
Mr. LIEBERMAN. Mr. President, for 

the information of my colleagues, I 
know the Senate majority leader is in 
discussions with the Republican leader, 
and I know the hope is we can soon 
have the vote on a motion to proceed 
to S. 3414. But as yet I have not been 
informed there has been the necessary 
meeting of minds. I hope it will be 
soon, and I hope everyone will support 
it. 

I yield the floor, and I suggest the ab-
sence of a quorum. 

The PRESIDING OFFICER. The 
clerk will call the roll. 

The legislative clerk proceeded to 
call the roll. 

Mr. HOEVEN. Mr. President, I ask 
unanimous consent that the order for 
the quorum call be rescinded. 

The PRESIDING OFFICER. Without 
objection, it is so ordered. 

(The remarks of Mr. HOEVEN per-
taining to the introduction of S. 3445 
are located in today’s RECORD under 
‘‘Statements on Introduced Bills and 
Joint Resolutions.’’) 

Mr. HOEVEN. I suggest the absence 
of a quorum. 

The PRESIDING OFFICER (Mrs. 
SHAHEEN). The clerk will call the roll. 

The legislative clerk proceeded to 
call the roll. 

The PRESIDING OFFICER. The Sen-
ator from Vermont. 

Mr. SANDERS. Madam President, I 
ask unanimous consent that the call of 
the quorum be rescinded. 

The PRESIDING OFFICER. Without 
objection, it is so ordered. 

THE ECONOMY 
Mr. SANDERS. Madam President, 

there has been a lot of talk about one 
of the major issues we as a nation are 
going to have to deal with, and cer-
tainly the Presidential candidates will 
be talking about it during the next few 
months, and that is that we have a $16 
trillion national debt and we have a $1 
trillion deficit. I think all Americans 
understand this is a very important 
issue, and it is something we as a na-
tion are going to have to grapple with. 

How we deal with the deficit and the 
national debt is certainly one of the 

most important and interesting issues 
we are going to have to address. 

What I find interesting is that when 
we talk about the deficit and the na-
tional debt, there seems to be, among 
some of my colleagues, collective am-
nesia. It is as if this debt and deficit 
popped up yesterday and we have no 
understanding of how we got to where 
we are today. 

I would like to take a moment to re-
mind some of my friends that back in 
January of 2001—not so many years 
ago—when President Bill Clinton left 
office, this country was not running a 
deficit, it was running a very signifi-
cant surplus of some $236 billion. That 
is a very significant surplus. As a mat-
ter of fact, in 2001 the Congressional 
Budget Office projected that we would 
have Federal budget surpluses totaling 
$5.6 trillion from 2002 to 2011. In other 
words, when Clinton left office there 
was a very significant surplus, and the 
projection was that surplus was going 
to go up and up. What happened? Well, 
that is a question we need a little bit of 
time to discuss. 

I find it interesting that there is no 
context for deficit reduction. Let me 
suggest that, in fact, some of the peo-
ple who come down to this floor and 
talk the loudest about the deficit and 
the national debt are precisely those 
same people who caused the national 
debt of $16 trillion and a deficit of over 
$1 trillion. 

How did we get to where we are today 
from the time when Clinton left office 
and we had a significant surplus? No. 1, 
many of our deficit hawks who are 
coming down to the Senate floor tell-
ing us about all the programs we have 
to cut for the middle class, working 
families, our children, and the elderly, 
are real deficit hawks. My goodness. 
When it came to the war in Iraq, many 
of us voted against it since it didn’t 
make a whole lot of sense. We also 
noted that our deficit hawk friends 
went to war—I believe for the first 
time in the history of America—and 
forgot they would have to pay for that 
war. I think some of us might hold a 
little bit of doubt in some of the com-
ments of our friends about their real 
sincerity and concern about deficit re-
duction when they went to a war in 
Iraq which will end up—after we take 
care of the last veteran wounded in 
that war 80 years from now or when-
ever—costing probably $3 trillion. 

Well, if you spend $3 trillion to go to 
war, forget to pay for it, and then come 
to the Senate floor and tell us how con-
cerned you are about the deficit and 
the national debt, some of us are say-
ing: Well, maybe that is not the case. 
Where were their concerns about the 
deficit when they went to war when we 
had a deficit hawk President named 
George W. Bush? So that is one of the 
major reasons we are running a $1 tril-
lion deficit right now. 

The second reason is—and you don’t 
have to have a Ph.D. in economics to 
understand it—that if in the middle of 
a war they decide to give huge tax 

breaks, including $1 trillion over a 10- 
year period to the top 2 percent, the 
billionaires and millionaires, so $1 tril-
lion is not coming into the Federal 
Government, that adds to the deficit. I 
ask my Republican friends where was 
their concern about the deficit and the 
national debt when they gave $1 tril-
lion in tax breaks to millionaires and 
billionaires? 

The third point I wish to make is 
that we are in the middle of a horren-
dous recession. Unemployment is sky 
high and underemployment is sky high. 
People have lost homes and their life 
savings. People are hurting. This reces-
sion was caused by the efforts—and I 
must confess, not just a Republican ef-
fort but also a Democratic effort—and 
the bipartisan desire to deregulate 
Wall Street because people believed 
that if we deregulate Wall Street and 
allow insurance companies to merge 
with commercial banks and investor 
banks and we do away with Glass- 
Steagall, my goodness, those folks on 
Wall Street—honest people with great 
integrity—would just create wealth for 
all Americans. That is what Alan 
Greenspan, Robert Rubin, and all these 
guys were telling us. I was a member of 
the Financial Services Committee in 
the House and never believed that for 
one moment. It never made an iota of 
sense to me. Anyway, these guys 
fought for deregulation. We had de-
regulation, and as a result of the greed, 
recklessness, and illegal behavior on 
Wall Street, we were plunged into the 
terrible recession we are in now. 

One of the points that are very rarely 
made on the Senate floor is that today, 
at 15.2 percent as a percentage of GDP, 
revenue is the lowest in more than 60 
years. So it is easy for people to come 
to the Senate floor and say we have to 
cut, cut, cut. They forget to tell us 
that as a result of the Wall Street- 
caused recession, at 15.2 percent, rev-
enue is the lowest as a percentage of 
GDP in more than 60 years. That is an 
issue we have to deal with. 

You know what, we don’t increase 
our revenue when we give more tax 
breaks to billionaires. We don’t in-
crease our revenue when we say that at 
a time when we have tripled military 
spending since 1997, maybe we need 
even more for the military. That is not 
a way to reduce the deficit. 

Now, what do my Republican friends 
and some Democrats say? Well, they 
come to the Senate floor and sud-
denly—after going to war without pay-
ing for it, after giving huge tax breaks 
to the rich, after deregulating Wall 
Street—realize we have a deficit prob-
lem, and they are very concerned about 
this deficit problem. They come to the 
Senate floor and say: The only way we 
can go forward is to cut Social Secu-
rity. Social Security is funded inde-
pendently. It hasn’t added one nickel 
to the deficit, but we are going to cut 
Social Security anyway. We are going 
to cut Medicare, we are going to cut 
Medicaid, we are going to cut Pell 
grants, we are going to cut education, 

VerDate Mar 15 2010 06:47 Jul 27, 2012 Jkt 019060 PO 00000 Frm 00030 Fmt 4624 Sfmt 0634 E:\CR\FM\G26JY6.066 S26JYPT1jb
el

l o
n 

D
S

K
7S

P
T

V
N

1P
R

O
D

 w
ith

 S
E

N
A

T
E



CONGRESSIONAL RECORD — SENATE S5449 July 26, 2012 
and we are going to cut environmental 
protection. That is deficit reduction. 

Are we going to ask millionaires and 
billionaires, who are doing phenome-
nally well, whose effective tax rate is 
the lowest in decades, to pay one nick-
el more in taxes? No, we can’t do that, 
but we can cut Social Security, Medi-
care, Medicaid, education, and every 
program that the children, seniors, and 
working families of this country de-
pend upon. 

Now, to add insult to injury in terms 
of this movement supported by big- 
money interests that have so much in-
fluence over what goes on here in Con-
gress, it is important to look at the 
playing field of the American economy 
today to understand what is going on. 
Are the people on top really hurting 
and suffering? Are large corporations 
today really struggling under onerous 
corporate taxes? The answer is, obvi-
ously not. 

We don’t talk about it enough, and 
too few people even mention it, but I 
do, and I will continue. It is important 
today to understand that the United 
States has the most unequal distribu-
tion of wealth and income since the 
1920s and the most unequal distribution 
of wealth and income of any major 
country on Earth. Why is that impor-
tant? It is important to know that. Be-
fore we cut Social Security, Medicare, 
Medicaid, education, and the ability of 
working-class kids to go to college, we 
have to know the condition of how peo-
ple are doing today. The middle class 
today is shrinking and poverty is in-
creasing. When we cut food stamps and 
Medicaid, we are going to hurt a whole 
lot of people, and in some cases very 
tragically. 

Just last week a member of my staff 
went to southwest Virginia, and she 
spent the day at a program in which 
thousands of people in that area were 
lining up to get dental and health care 
because they didn’t have any health in-
surance. There are 45,000 Americans 
who will die this year because they 
don’t have health insurance and can’t 
get to a doctor in time. There are peo-
ple who say: Let’s cut Medicaid. There 
are people all over this country who 
can’t find a dentist. There are children 
who are suffering from dental decay. 
Let’s cut Medicaid. Well, I don’t think 
so. 

If we look at the country, the middle 
class is shrinking, people are hurting, 
but people on top are doing phenome-
nally well. Very few people talk about 
it. I am going to talk about it. In the 
last study we have seen in terms of in-
come distribution in this country—and 
that is what happened between 2009 be-
tween and 2010—93 percent of all new 
income created over that year went to 
the top 1 percent. I will say it again. 
Ninety-three percent of all new income 
in that year went to the top 1 percent. 
The bottom 99 percent had the privi-
lege of sharing the remaining 7 per-
cent. Yet, when we ask the people on 
top to maybe pay a little bit more in 
taxes, oh my goodness, there are lobby-

ists all over Capitol Hill saying: We 
can’t afford to. We are down to our last 
$50 billion. We just can’t afford another 
nickel in taxes. We need that money 
now. Thanks to Citizens United, we can 
pump that money into political cam-
paigns. 

One family who is worth $50 billion is 
going to put $400 million into the cam-
paign. Another guy who is worth $20 
billion can’t pay more in taxes, but he 
does have hundreds of millions to pour 
into political campaigns. 

In terms of distribution of wealth, 
which is a different category of costs 
than distribution of income, we have 
an incredible situation. I hope people 
understand what is going on in this 
country, where one family—one family, 
the Walton family, of Wal-Mart—now 
owns more wealth at $89 billion than 
the bottom 40 percent of the American 
people. One family owns more wealth 
than the bottom 40 percent. Do we 
know what some folks want to do here? 
They want to repeal the entire estate 
tax and give that family a very sub-
stantial tax break, because owning $89 
billion is obviously not enough. They 
are struggling. We have to give them a 
tax break while we cut Social Security, 
Medicare, and Medicaid. If that makes 
any sense to the American people, I 
would be very surprised, and it does 
not make sense to the American peo-
ple. 

According to a February 2011 Wash-
ington Post poll, while more than 70 
percent of Americans oppose cutting 
Social Security and Medicare, 81 per-
cent supported a surtax on millionaires 
to reduce the deficit. My guess is if we 
go to New Hampshire, Maine, or any 
other State in America and we say to 
people, we have a deficit problem and 
the choice is between cutting Social 
Security or asking millionaires and 
billionaires to pay more in taxes, there 
is, in my view, no State in America— 
no State in this country, no matter 
how red it may be—where people will 
say: Cut Social Security and Medicare 
and Medicaid, but don’t raise taxes on 
millionaires and billionaires. I don’t 
believe that is true anyplace in Amer-
ica. 

Today, the top 1 percent owns 40 per-
cent of the wealth of our Nation while 
the bottom 60 percent owns less than 2 
percent. The top 1 percent owns 40 per-
cent; the bottom 60 percent owns less 
than 2 percent, and there are Members 
of this Senate coming to the floor and 
saying we are going to punish the bot-
tom 60 percent and we are going to give 
more to the people on top. 

There was a study that recently 
came out that talks about the ability 
of billionaires and corporations to use 
tax havens. What we know—and I am a 
member of the Budget Committee—is 
that millionaires and billionaires and 
corporations in this country are avoid-
ing paying about $100 billion every sin-
gle year by using tax havens in the 
Cayman Islands, in Bermuda, Panama, 
and other countries. Maybe, just 
maybe, before we cut Social Security 

and Medicare, we might want to pass 
legislation to make those people start 
paying their fair share in taxes and do 
away with those tax havens. 

Let me conclude by saying we are in 
a pivotal moment in American history. 
If we as a Nation do not get our act to-
gether, in my view, we will move even 
more rapidly in the direction of an oli-
garchy, where we will have a few peo-
ple on the top with incredible wealth 
controlling not only our economy but 
also, through Citizens United, the po-
litical life of this country. We are see-
ing that playing out right here on the 
floor of the Senate, with people who 
are turning their backs on working 
families and the middle class, and at a 
time when the wealthiest people are 
doing phenomenally well, fighting for 
more tax breaks for people who abso-
lutely don’t need them. 

I hope the American people pay rapt 
attention to this debate, and I hope the 
American people get involved in this 
debate, because if they do not, mark 
my words, within 4 months, a handful 
of people, supported by corporate 
America and the big money interests, 
are going to bring down to this floor a 
deficit reduction proposal which will 
cut Social Security, Medicare, Med-
icaid, and give more tax breaks to the 
wealthiest people in this country. It 
will have virtually all Republican sup-
port. It will have some Democratic sup-
port. If we don’t aggressively oppose 
this approach, that is exactly what will 
happen. 

I yield the floor. 
The PRESIDING OFFICER. The ma-

jority leader. 
Mr. REID. Madam President, I appre-

ciate my friend yielding, my dear 
friend from Vermont. 

f 

EXECUTIVE SESSION 

NOMINATION OF ROBERT E. 
BACHARACH TO BE UNITED 
STATES CIRCUIT JUDGE FOR 
THE TENTH CIRCUIT 
Mr. REID. I ask unanimous consent 

that the Senate proceed to executive 
session to consider Calendar No. 759, 
the nomination of Robert E. 
Bacharach, of Oklahoma. 

The PRESIDING OFFICER. Without 
objection, it is so ordered. 

The clerk will report the nomination. 
The assistant bill clerk read the 

nomination of Robert E. Bacharach, of 
Oklahoma, to be United States Circuit 
Judge for the Tenth Circuit. 

CLOTURE MOTION 
Mr. REID. Madam President, I send a 

cloture motion to the desk with re-
spect to this nomination. 

The PRESIDING OFFICER. The clo-
ture motion having been presented 
under rule XXII, the Chair directs the 
clerk to read the motion. 

The assistant bill clerk read as fol-
lows: 

CLOTURE MOTION 
We, the undersigned Senators, in accord-

ance with the provisions of rule XXII of the 
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Standing Rules of the Senate, hereby move 
to bring to a close debate on the nomination 
of Robert E. Bacharach, of Oklahoma, to be 
United States Circuit Judge for the 10th Cir-
cuit. 

Harry Reid, Patrick J. Leahy, Thomas R. 
Carper, Tom Udall, Robert Menendez, 
Kirsten E. Gillibrand, Dianne Fein-
stein, Kent Conrad, Christopher A. 
Coons, Herb Kohl, Amy Klobuchar, 
Jack Reed, Ron Wyden, Richard J. Dur-
bin, Jeff Merkley, Richard Blumenthal, 
Sherrod Brown. 

Mr. REID. I ask unanimous consent 
that the mandatory quorum under rule 
XXII be waived. 

The PRESIDING OFFICER. Without 
objection, it is so ordered. 

f 

LEGISLATIVE SESSION 

Mr. REID. I ask unanimous consent 
that the Senate resume legislative ses-
sion. 

The PRESIDING OFFICER. Without 
objection, it is so ordered. 

f 

CYBERSECURITY ACT OF 2012— 
MOTION TO PROCEED—Continued 

Mr. REID. I ask unanimous consent 
that at 3:30 p.m. today, the Senate pro-
ceed to vote on the motion to proceed— 
or what we can do, we will start the 
vote at 3:25; and if somebody is going 
to be a bit late, we will protect them 
on that. 

So I ask unanimous consent we start 
voting at 3:25 p.m. today on the motion 
to proceed to S. 3414, the cybersecurity 
bill. 

The PRESIDING OFFICER. Without 
objection, it is so ordered. 

Mr. REID. Madam President, I meant 
that request to be 3:22 p.m. 

The PRESIDING OFFICER. Without 
objection, it is so ordered. 

Mr. REID. All for my friend from 
Louisiana. 

CLOTURE MOTION 

The PRESIDING OFFICER. Pursuant 
to rule XXII, the Chair lays before the 
Senate the pending cloture motion, 
which the clerk will state. 

The assistant bill clerk read as fol-
lows: 

CLOTURE MOTION 

We, the undersigned Senators, in accord-
ance with the provisions of Rule XXII of the 
Standing Rules of the Senate, hereby move 
to bring to a close debate on the motion to 
proceed to calendar No. 470, S. 3414, a bill to 
enhance the security and resiliency of the 
cyber and communications infrastructure of 
the United States. 

Harry Reid, Joseph I. Lieberman, John 
D. Rockefeller IV, Dianne Feinstein, 
Sheldon Whitehouse, Barbara A. Mi-
kulski, Barbara Boxer, Jeff Bingaman, 
Patty Murray, Max Baucus, Charles E. 
Schumer, Bill Nelson, Christopher A. 
Coons, Tom Udall, Carl Levin, Mark R. 
Warner, Ben Nelson. 

The PRESIDING OFFICER. By unan-
imous consent, the mandatory quorum 
call has been waived. 

The question is, Is it the sense of the 
Senate that debate on the motion to 
proceed to S. 3414, a bill to enhance the 
security and resiliency of the cyber and 

communications infrastructure in the 
United States, shall be brought to a 
close? 

The yeas and nays are mandatory 
under the rule. 

The clerk will call the roll. 
The assistant legislative clerk called 

the roll. 
Mr. DURBIN. I announce that the 

Senator from North Dakota (Mr. CON-
RAD) is necessarily absent. 

Mr. KYL. The following Senators are 
necessarily absent: the Senator from 
South Carolina (Mr. DEMINT), the Sen-
ator from Oklahoma (Mr. INHOFE), the 
Senator from Illinois (Mr. KIRK), and 
the Senator from Utah (Mr. LEE). 

Further, if present and voting, the 
Senator from South Carolina (Mr. 
DEMINT) would have voted ‘‘nay.’’ 

The PRESIDING OFFICER. Are there 
any other Senators in the Chamber de-
siring to vote? 

The yeas and nays resulted—yeas 84, 
nays 11, as follows: 

[Rollcall Vote No. 185 Leg.] 
YEAS—84 

Akaka 
Alexander 
Ayotte 
Begich 
Bennet 
Bingaman 
Blumenthal 
Blunt 
Boozman 
Boxer 
Brown (MA) 
Brown (OH) 
Burr 
Cantwell 
Cardin 
Carper 
Casey 
Chambliss 
Coats 
Coburn 
Cochran 
Collins 
Coons 
Corker 
Cornyn 
Crapo 
Durbin 
Feinstein 

Franken 
Gillibrand 
Graham 
Grassley 
Hagan 
Harkin 
Hatch 
Hoeven 
Hutchison 
Inouye 
Isakson 
Johnson (SD) 
Kerry 
Klobuchar 
Kohl 
Kyl 
Landrieu 
Lautenberg 
Leahy 
Levin 
Lieberman 
Lugar 
Manchin 
McCain 
McCaskill 
McConnell 
Menendez 
Merkley 

Mikulski 
Murkowski 
Murray 
Nelson (NE) 
Nelson (FL) 
Portman 
Pryor 
Reed 
Reid 
Risch 
Rockefeller 
Sanders 
Schumer 
Sessions 
Shaheen 
Shelby 
Snowe 
Stabenow 
Thune 
Toomey 
Udall (CO) 
Udall (NM) 
Vitter 
Warner 
Webb 
Whitehouse 
Wicker 
Wyden 

NAYS—11 

Barrasso 
Baucus 
Enzi 
Heller 

Johanns 
Johnson (WI) 
Moran 
Paul 

Roberts 
Rubio 
Tester 

NOT VOTING—5 

Conrad 
DeMint 

Inhofe 
Kirk 

Lee 

The PRESIDING OFFICER. On this 
vote, the yeas are 84, the nays are 11. 
Three-fifths of the Senators duly cho-
sen and sworn having voted in the af-
firmative, the motion is agreed to. 

The PRESIDING OFFICER. The Sen-
ator from Connecticut. 

Mr. LIEBERMAN. I will yield to the 
leader. I thank him, too, for that re-
sounding vote, which seems to me not 
that the debate is over but the debate 
is going to begin, and an overwhelming 
majority of the Members of the Senate 
want to adopt cybersecurity legisla-
tion. 

Mrs. MCCASKILL. Mr. President, I 
come to the floor today to express my 
concerns about S.3414, the Cybersecu-
rity Act of 2012. Like many of my col-
leagues, I voted today to allow the Sen-

ate to fully debate and consider amend-
ments to this bill, but I want to make 
it clear that I have some significant 
concerns about this legislation and un-
less improvements are made, I cannot 
support the legislation in its current 
form. 

At the outset, let me just say, I do 
firmly believe that the Congress should 
take action to address our Nation’s 
vulnerability to cyber threats. A cyber 
attack on our critical infrastructure, 
whether it be our energy grid, a re-
gional water supply, or our financial 
markets, could significantly harm our 
economy, our national security, and 
our way of life. However, the legisla-
tion before us today still needs signifi-
cant improvement before it can become 
the law of the land. 

I have heard from many in Missouri, 
including many companies operating or 
associated with the types of critical in-
frastructure that will be subject to the 
provisions of this legislation. They 
have raised concerns that, as currently 
structured, S. 3414 would create redun-
dant oversight structures and add addi-
tional standards. Moreover, the bill 
may have the effect of creating a new 
Federal system that these entities will 
have to comply with even though many 
already work within well-established 
systems related to developing security 
standards and responding to cyber 
threats. I cannot support legislation 
that creates new and duplicative sys-
tems that will impact Missouri busi-
nesses in a negative way. While ad-
dressing the critical national security 
aspects of improving our Nation’s de-
fenses against and ability to respond to 
cyber attacks, cybersecurity legisla-
tion must improve the regulatory 
scheme and streamline processes for 
businesses, not the opposite. 

Additionally, the carrot-and-stick 
approach that is created by the current 
bill would limit the sharing of cyber 
threat information, in a protected fash-
ion, to those private entities which are 
participating in the voluntary cyberse-
curity program the bill would create. 
Those in the program would have to 
adopt specific standards and in return 
would receive relevant real-time cyber 
threat information. Those not accept-
ing those standards and entering the 
program would not receive the protec-
tions of the program and would be lim-
ited in the cyber threat information 
they receive. Given that sharing such 
information could potentially thwart a 
cyber attack, it seems absurd that such 
information would go unshared because 
a particular entity was not a partici-
pant in the voluntary system. Such a 
provision inhibits the very type of in-
formation sharing we are trying to pro-
mote in order to enhance cyber secu-
rity. In this respect, the carrot-and- 
stick approach simply does not make 
sense. 

I also remain concerned with the 
scope of responsibility this legislation 
provides to the Department of Home-
land Security. As we have found 
throughout the history of DHS, it has 
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relied heavily upon a contract work-
force in order to satisfy its mission. At 
this time, the Department does not 
have the necessary expertise it will 
need to guide a multi-agency, multi- 
sector council in evaluating whether or 
not proposed cybersecurity standards 
are sufficient to address the evolving 
nature of cyber threats. The decision 
to place DHS in such a critical role 
leadership role in regards to many as-
pects of the cybersecurity scheme pro-
posed by this legislation needs to be re-
visited. 

I have other concerns with this legis-
lation, but these are my chief concerns. 
I am pleased that both of the Senate’s 
leaders have indicated that this legis-
lation will be subject to a robust 
amendment process. I look forward to 
evaluating the amendments brought 
forward to this legislation, and I am 
hopeful that the amendments will im-
prove the bill enough so that I can sup-
port it. If not, I will oppose the legisla-
tion and send it back to the committee 
process, where more work can be un-
dertaken to generate an acceptable 
piece of cybersecurity legislation. 
Whether now or in the future, the Sen-
ate does need to pass legislation. But it 
must be legislation that is well crafted, 
balanced, and workable for the busi-
nesses that will operate under its 
scheme. 

I yield the floor. 
The PRESIDING OFFICER. The Re-

publican leader. 
UNANIMOUS CONSENT REQUEST—H.R. 9 

Mr. MCCONNELL. Madam President, 
shortly I am going to be asking unani-
mous consent to pass the annual 
Burma sanctions bill that we have re-
newed about this time every year for 
the last decade. The bill was reported 
out of the Finance Committee on a 
voice vote last week along with a pack-
age of other unrelated measures as part 
of S. 3326. 

Some of my colleagues have some 
concerns about those other sections. 
This is unrelated to the Burmese Free-
dom and Democracy Act. As I indi-
cated, on behalf of my colleagues I 
have offered—in fact, what I have done 
in discussions off the floor is offer to 
find a time to set up a vote on S. 3326 
on behalf of my colleagues. 

I believe a vote is the best way to re-
solve the impasse surrounding this bill. 
However, our friends on the other side 
have as yet not agreed to that. So in 
the absence of a vote on the larger bill, 
I think the best way to proceed is for 
the Senate to go ahead and pass this 
important and noncontroversial for-
eign policy measure today. 

This is a very timely issue. These 
sanctions actually expire today. If we 
do not act now to extend them, I do not 
know when the Senate will have a 
chance to address this important issue. 
Consideration of this year’s Burmese 
Freedom and Democracy Act comes 
amidst historic changes that are occur-
ring on the ground in Burma. Aung San 
Suu Kyi, long a political prisoner of 
the country, is now actually a member 
of the Parliament. 

The National League for Democracy, 
once a completely banned organiza-
tion, now actively participates in polit-
ical life in Burma. For these reasons 
and others, the administration, which I 
support, has taken a number of actions 
to acknowledge the impressive reforms 
that President Thein Sein and his gov-
ernment have instituted thus far. The 
United States has responded by sending 
an ambassador to Burma. That is the 
first time we have had an ambassador 
there in two decades. 

The administration also largely 
waived the investment ban and finan-
cial restrictions permitting U.S. busi-
nesses to begin investing in that coun-
try. However, significant challenges in 
Burma still lie ahead. Ongoing violence 
in the Kachin State and the sectarian 
tensions in the Arakan State reflect a 
long-term challenge confronting the 
country related to national reconcili-
ation. 

Hundreds of political prisoners re-
main behind bars. The constitution 
still has a number of totally undemo-
cratic elements. And the regime’s rela-
tionship with North Korea, especially 
when it comes to arms sales with 
Pyongyang, remains an issue of grave 
concern to us. 

Sanctions with respect to Burma 
should be renewed in order to provide 
the administration with the flexibility 
it needs to encourage continued re-
forms in that country, to encourage 
the government to tackle these re-
maining tough issues. Failure to renew 
the sanctions could undermine the ad-
ministration’s diplomatic efforts in 
Burma, which I support, and could send 
the wrong signal to the Burmese Gov-
ernment that they have done all they 
need to do. But where are we? 

Therefore, the only way I see getting 
this resolved in time to keep the sanc-
tions from expiring today is for the 
Senate to go ahead and pass this, and 
ask the House to pick it up and pass it 
as soon as they return next week. 
Hopefully, we can resolve this ex-
tremely important issue that other 
Members have with other sections of S. 
3326, completely unrelated to the effort 
to renew Burma sanctions, and pass 
those other important trade priorities 
next week. 

In the meantime, this is a terrible 
message for us to be sending. This is an 
extremely big issue. It may sound like 
a small issue; it is a big issue in 
Burma. Secretary Clinton has been 
there, I have been there, Senator 
MCCAIN has been there, and Senator 
COLLINS. Senator FEINSTEIN has been 
active on this issue. This is no small 
matter in a country that we have been 
hoping would move in the direction of 
reform, and finally is. 

I know there is always a debate 
about whether sanctions have made a 
difference. When I was in Burma in 
January, in addition to meeting with 
Suu Kyi I was also meeting with gov-
ernment officials. Every single one of 
the government officials brought up 
the sanctions. It convinced me that 

they must have made a difference. 
Now, because of the changes that have 
occurred, the administration and I, 
who have been involved in this issue 
for two decades, are in total agreement 
about the way to handle it, which is to 
renew the sanctions after which the ad-
ministration will waive a substantial 
number of them as a further indication 
that the sanctions remain there, al-
though not currently operative, be-
cause of the changes that have oc-
curred in the country. So I think it is 
a big mistake to have this important 
foreign policy matter attached to and 
stymied by, apparently, differences 
over other unrelated parts of the meas-
ure. 

Therefore, I ask unanimous consent 
that the Finance Committee be dis-
charged from further consideration of 
H.R. 9; provided further that the Sen-
ate proceed to its immediate consider-
ation; all after the enacting clause be 
stricken and the text of section 3 of 
H.R. 3326 be inserted in lieu thereof. 

For the information of Senators, as I 
indicated, the Burma sanctions lan-
guage expires today. This would avoid 
that. 

So I finally ask unanimous consent 
that the bill be read a third time, 
passed, and the motion to reconsider be 
laid upon the table. 

The PRESIDING OFFICER (Mr. 
BLUMENTHAL). The Senator from Mon-
tana. 

Mr. BAUCUS. Mr. President, reserv-
ing the right to object, I very much ap-
preciate and admire the efforts of the 
Senator from Kentucky to keep pro-
posing sanctions on Burma. In fact, the 
Senator will remember that 3 or 4 
months ago I went out of my way to 
praise the Senator when he stood up 
for Burma. In fact, he may remember 
his press office called my office to say 
thank you. Gosh, Senator BAUCUS 
thanked the leader, and I meant it. I 
very much admire the effort and the 
way the Senator has undertaken to 
maintain these sanctions. 

We are all very proud of Aung San 
Suu Kyi for winning the Nobel Prize, in 
London, when she visited Europe not 
long ago. I remember watching her on 
television. She has done so much for 
her country and stood so much for the 
people of Burma. It is astounding. I 
have not had the privilege of meeting 
her personally, but I have watched her 
from afar and with great admiration 
and not only would thank her but 
again thank the Senator for his efforts. 

One can say the other matters are 
unrelated, but one could also say the 
Burma issue is riding along with the 
AGOA bill. There are thousands of Af-
rican women who have lost their jobs 
because we have not acted on the 
AGOA bill, and they tend to be single 
moms—thousands—because they can’t 
get orders to sell in the United States. 
Consequently, jobs in the United 
States now are in jeopardy because the 
AGOA bill has not been extended. 

It is true the AGOA bill does not ex-
pire until the end of September. That 
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is true. However, as a practical matter, 
these women have lost their jobs al-
ready because American companies are 
not taking orders from African coun-
tries that are providing the apparel 
that are otherwise provided for under 
the AGOA bill. It is a huge issue for 
those African women who have lost 
their jobs as well as a lot of American 
companies that are in jeopardy because 
they can’t receive the apparel from the 
African companies if this is not ex-
tended. 

I might say, too, the DR–CAFTA bill 
is similar. That puts in jeopardy a lot 
of jobs in South Carolina and North 
Carolina. So in a certain sense it is a 
jobs bill. Both these bills are impor-
tant. They are very important. This 
package was put together and agreed 
to by Senators on the committee, Re-
publicans and Democrats both. It was 
agreed to by leadership offices, both 
sides. We worked hard, as the leader 
often does, to get consensus around 
here. So this was the thought, to put 
the bills together, and all Republicans 
agreed. 

There was one Senator who said he 
had a problem with one of the pay-fors, 
and, frankly, it is a pay-for this body 
has adopted many times. That Senator 
himself has voted for this pay-for many 
times. It just seems to me, if we break 
up the package, then the package is 
broken and it puts in jeopardy those 
other provisions because Senators will 
want to offer amendments. The Sen-
ator from Kentucky well knows, once 
we start going down that road, things 
get hung up around here; the main 
point being these are both very impor-
tant bills, and the other main point 
being it was agreed to. This package 
was agreed to all the way around, and 
I think at this point it does not make 
sense to break it up. 

So I object. 
The PRESIDING OFFICER. The Re-

publican leader. 
Mr. MCCONNELL. Mr. President, if I 

may, I believe the Burma sanctions bill 
has been renewed without additional 
matters attached to it for some 10 
years now on an annual basis. I am per-
plexed as to why this year it was 
turned into a package. 

I agree with the distinguished chair-
man of the Finance Committee that it 
was agreed to. But there is a dispute 
between the chairman of the Finance 
Committee and another member of the 
Finance Committee who is on the floor, 
and Senator COBURN can speak for him-
self. I might say, I don’t have a dog in 
that fight. As far as I am concerned, 
that is another matter. No matter how 
important that may be, I doubt a fail-
ure to pass the other measure, which 
doesn’t expire until September, creates 
a major potential foreign policy prob-
lem which could well be created by the 
Burma sanctions bill expiring later 
today. 

I will not argue the rest of the bill is 
important or unimportant. I frankly 
don’t know much about the rest of the 
bill. I do know something about the 

Burma sanctions bill, having offered 
the original bill 10 years ago and hav-
ing been on the floor as we renewed it 
annually during that period, and I am 
pretty confident this will be perceived 
in Burma as a problem. It seems to me 
it is a completely avoidable problem. 

As to the rest of it, the Senator from 
Oklahoma is here and he can speak for 
himself, so I defer to him and to the 
chairman of the Finance Committee to 
discuss the balance of the bill. But it 
would have been my hope, had the 
chairman of the Finance Committee 
not objected, since it was cleared on 
my side—and it was cleared on my side, 
regardless of previous understandings 
about putting the package together, by 
the ranking member of the Finance 
Committee, Senator HATCH, and by 
Senator COBURN—to split the Burma 
sanctions bill off and pass it free-
standing today on a voice vote. 

So with respect to the consent agree-
ment I offered, which was objected to, 
I want to make sure everybody under-
stands there were no objections to it on 
the Republican side of the aisle. 

The PRESIDING OFFICER. Objec-
tion is heard to the request of the Re-
publican leader. 

The Senator from Montana. 
Mr. BAUCUS. Mr. President, I do not 

want to belabor the point. The Obama 
administration is opposed to splitting 
the package apart. They are in favor of 
keeping the package as it is, and I 
think for good reason because the ad-
ministration favors both Burma as well 
as AGOA and DR–CAFTA. That is the 
reason. They are both very important. 
It is for that reason I think it makes 
sense. 

The Senator is correct. It is very 
easy to resolve this thing by pro-
ceeding with Burma and AGOA. But if 
the leader wants to keep talking, I am 
more than willing, over the next week, 
to see if there is another resolution to 
work this out. 

The PRESIDING OFFICER. The Re-
publican leader. 

Mr. MCCONNELL. Mr. President, I 
would just ask a question of the Sen-
ator. What I hear is that the Demo-
cratic administration and Democratic 
Senators are opposed to passing the 
Burma sanctions bill today free-
standing? Is that what I hear the chair-
man of the Finance Committee saying? 

Mr. BAUCUS. That is not what the 
Senator heard me say. 

Mr. MCCONNELL. Then why did the 
Senator object to the request? 

Mr. BAUCUS. Because the adminis-
tration and I want them both. 

Mr. MCCONNELL. But the Senator 
can’t get them both unless he can work 
this out with my good friend, the Sen-
ator from Oklahoma, who is on the 
floor and who may want to address this 
matter. 

Mr. BAUCUS. I am more than willing 
to sit down and try to work this out, 
but at this point I think any attempt 
to split them out is to jeopardize the 
AGOA bill, and as I mentioned earlier, 
there are already thousands of women 

who have lost their jobs in Africa be-
cause of our delay in passing AGOA. 

The PRESIDING OFFICER. The Re-
publican leader. 

Mr. MCCONNELL. Let me make sure 
I understand where we are. The consent 
agreement to pass the Burma sanctions 
bill today, before it expires, is clear on 
this side of the aisle—clear. The chair-
man of the Finance Committee has an-
nounced, to my surprise, that the ad-
ministration does not favor allowing 
Burma sanctions to pass today because 
it is attached to something related to 
other matters. 

So make no mistake about it, we 
have, for the first time in the history 
of this issue, turned it into a partisan 
matter. We have spoken with one voice 
in America relating to Burma, under 
administrations of both parties and 
Senates of both parties. Yet today, for 
the first time, we have a partisan split 
over an issue about which America 
ought to be speaking with one voice. 

I basically have said all I have to say. 
I do want to hear from Senator 
COBURN. I know he has strong feelings 
about the other part of the measure 
about which I am basically not famil-
iar. 

The PRESIDING OFFICER. The Sen-
ator from Oklahoma. 

Mr. COBURN. Mr. President, first of 
all, I would like to say I support all 
three of these measures, in terms of 
their passing. What I don’t support is 
continuing the habit that has put this 
country $16 trillion in debt. 

To clarify, as a member of the Fi-
nance Committee, if one reads my 
opening statement at that hearing, in 
that markup, I objected to this bill on 
the basis of pay-fors. I offered two sep-
arate amendments that, on the floor, 
everybody would agree are germane be-
cause the money to pay for the $200 
million comes out of trade areas. Yet 
they were rejected as nongermane by 
the chairman. So they weren’t offered 
because he said he would reject them. 
So to create the impression there was 
no objection to the pay-for in this bill 
and that everybody agreed is inac-
curate, to say the least. 

I called Senator COONS of Delaware, 
who is interested in this, and I called 
Senator BAUCUS when this came up, 
and I told him I have a plan so we can 
get this all done this week. I was will-
ing to lose a vote on the amendment to 
have an opportunity to offer the 
amendment and give my side of the 
story by splitting these two so the 
House could pass it. The House has now 
gone home. Burma sanctions are no 
longer available to be passed, except if 
we were to do something extraordinary 
with the House, which I understand 
from the Speaker can happen. So 
Burma sanctions could happen this 
week. 

But I wish to go back to the more im-
portant point. Regardless of whether I 
voted for something in the past, using 
the type of pay-for that is in this bill is 
what I call the Wimpy mechanism: 
Wimpy drives up to Wendy’s and orders 
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a hamburger, and when he gets around 
to the window he says: Don’t worry 
about it, I will be back in 10 days to 
pay for it. What we have done is use 
custom user fees over 10 years to col-
lect enough money to pay for $200 mil-
lion. 

With the waste that is in this govern-
ment, for us to use a 10-year pay-for on 
something that will be expended over 3 
years means we are not capable of ad-
dressing the much bigger issues in 
front of our country. If we can’t find 
$200 million in a $3.6 trillion budget, we 
are unqualified to be here. 

What I would say to my friends and 
my colleague on the Senate Finance 
Committee is that somebody has to 
start saying no. I would remind every-
one of a lecture I got from Senator 
Pete Domenici on a land bill about 2 
years ago. He said: We have always 
done it that way. I said: You know 
what, you are right, and that is why we 
are in trouble. So the financing mecha-
nism on this bill denies the situation 
we are in and charges out over 10 years 
custom user fees to pay for it. 

No other American business, no other 
company, no other family gets that 
kind of luxury, especially when they 
are in debt at 105 percent of their GDP. 
If we look at where we are, the average 
American, what we can say is that we 
are taking in $53,000, we are spending 
$73,000, and what we actually owe is 
$380,000. We can’t keep doing that. That 
is how it would relate to the individual 
family in this country. 

The objection was not on the bills. 
There was no lack of effort on my part 
to reach out and solve this problem be-
fore now and now the minority leader 
has offered a way to solve the problem 
on the sanctions for Burma and it is 
objected to. So not only do we not get 
to offer amendments in committee, we 
do not get to offer amendments on the 
floor. The one thing we need to accom-
plish today we are not going to accom-
plish because we don’t want to allow 
amendments. 

Because we want to keep doing it the 
way we have always done it. And the 
way we have always done it has bank-
rupted our country and stolen from our 
children and grandchildren. It is not 
acceptable anymore. 

That is the truth. Everything else is 
the game that Washington plays. And I 
will tell my colleagues, I am still will-
ing to work on this. I have a commit-
ment to the Senator from Delaware 
that next week, if this comes up, I will 
be the first to offer that amendment 
and get it out of the way, taking a very 
short period of time with the Senate. 
But I want a recorded vote of the Sen-
ators in this body that they want to 
steal the customs user fees for 10 years 
for just a $200 million pay-for. If that is 
what you really want to do, then vote 
that way. But go out and defend it in-
stead of taking something this admin-
istration has recommended we cut— 
which is what I am using to pay for it, 
something this administration has rec-
ommended to pay for it—and vote 

against what your own President 
says—here is something we need to 
eliminate. 

I don’t get it. The American people 
don’t get it. No wonder we have a 9-per-
cent approval rating. 

I yield the floor. 
The PRESIDING OFFICER. The Sen-

ator from Delaware. 
Mr. COONS. Mr. President, I appre-

ciate the opportunity to briefly con-
tribute what I can to this debate. 

One of the great honors, as the Pre-
siding Officer knows, in being a fresh-
man is the opportunity to preside. I 
had the opportunity to preside when 
the Republican leader came to the 
floor and spoke to Burma sanctions. So 
I just wanted to say to the Republican 
leader that because of that speech, I 
have familiarized myself with the issue 
of Burma sanctions that he spoke to 
earlier. I do think it is important that 
we move to it. I do think it is impor-
tant to move forward on it. 

But the Republican leader made the 
comment earlier that he doesn’t much 
understand the other part of the bill, 
which is AGOA, the African Growth 
and Opportunity Act. I choose to stand 
briefly to speak to that because I am 
the chair of the African Affairs Sub-
committee of the Senate Foreign Rela-
tions Committee. 

Senator ISAKSON and I joined with 
Congresswoman BASS and Congressman 
SMITH in twice receiving dozens of Am-
bassadors from across the continent 3 
months ago and 9 months ago as they 
expressed their grave concern about 
the thousands of mostly women all 
across the continent who are losing 
their jobs as we delay. 

The AGOA reauthorization expires in 
September, and I am grateful for Chair-
man BAUCUS and for his vigorous pur-
suit of renewal in a timely fashion. 
AGOA needs to be renewed promptly, 
not in September. In part, I believe 
this is why the administration has in-
sisted on holding together Burma sanc-
tions and this AGOA reauthorization— 
it is because of the urgency of getting 
AGOA reauthorized. 

It dates back to the Clinton adminis-
tration. It was first signed into law a 
dozen years ago. I think it has real im-
portance for our view in Africa, for how 
the United States is viewed in Africa, 
for our bilateral relations with more 
than a dozen countries. I would be 
happy to answer questions about it. 

But we have three different issues 
here: the concerns the Senator from 
Oklahoma has raised about the pay-for, 
and I respect his concerns about budget 
and budgetary discipline and dealing 
with our deficit; the concerns the Re-
publican leader has raised about Burma 
and about sanctions and about our on-
going role as a global leader in pressing 
for the liberation of people and process 
in Burma; and the concerns many 
other Senators and I have shared about 
timely reauthorization of the African 
Growth and Opportunity Act. Unfortu-
nately, the three of them intersect in a 
way that today is preventing us from 
moving forward. 

It is my hope that the Republican 
leader, the chairman of the Finance 
Committee, the Senator from Okla-
homa, and I can sit down and craft 
some responsible compromise that al-
lows this to move forward because, if 
my understanding is correct, it is the 
concerns of the Senator from Okla-
homa that are preventing us from mov-
ing forward at this point, and it is the 
administration’s concerns that are pre-
venting breaking apart the Burma 
sanctions and AGOA sanctions. And 
there is a third provision relating to 
CAFTA, if I am not mistaken. So if we 
could work together in a way that 
finds a responsible path forward, it is 
still possible. 

There is bipartisan support in the 
House for the passage of this package. 
In fact, I believe they were prepared to 
pass it by unanimous consent earlier 
this week and only hesitated to pro-
ceed because they heard there was a 
hold here in the Senate. 

I would like to work together in a 
way that can demonstrate to the peo-
ple of Burma, to the people of Africa, 
and to the people around the world 
that this greatest deliberative body on 
Earth can still work out issues of this 
scale in a timely fashion. So I offer my 
willingness to work together to find a 
path forward either tonight or in the 
week ahead. 

I yield the floor. 
The PRESIDING OFFICER. The Sen-

ator from Montana. 
Mr. BAUCUS. Mr. President, I don’t 

mean to belabor the issue. I see the Re-
publican leader has left the floor. I 
have just a couple of points. 

One, I don’t want the impression to 
be left here that this is a partisan mat-
ter. I don’t want the impression to be 
left here that one party favors Burma 
sanctions and the other doesn’t, and 
the same with respect to AGOA provi-
sions. The fact is, these are both to-
tally bipartisan. Both political parties 
favor these measures. It is just a mat-
ter of working out a way to pass them. 

The Senator from Delaware has made 
a very good point, so let’s see if we can 
work things out within the next couple 
or 3 days. 

The Senator from Oklahoma makes a 
very valid point, too; that is, some-
times we pay for measures around here 
with measures that take several years 
to actually pay for. It is a common 
practice around here. And to say we 
have done it once does not necessarily 
mean it is right. 

But I say to my good friend from 
Oklahoma, who has voted for this kind 
of measure 11 times, by my count, and 
once even on the Burma bill, that when 
we work over the next several weeks 
and next several months on resolving 
the fiscal cliff and tax reform, it will 
be a good opportunity to find ways to 
reduce our budget deficits, both spend-
ing and revenue, and an opportunity to 
address it in a way that does not do vi-
olence to them and that respects the 
concept the Senator from Oklahoma 
was mentioning. He has mentioned a 
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concept that applies not just with re-
spect to customs user fees but for a lot 
of tax provisions around here, and I 
think it is something we should talk 
about and figure out how we want to 
handle it. But in the meantime, I just 
suggest that—let’s keep talking. There 
are a few days left here before we leave 
for the August recess. 

I thank my colleagues for working 
together to try to find a solution. 

I yield the floor. 
The PRESIDING OFFICER. The Sen-

ator from New Hampshire. 
GUOR MARIAL AND THE 2012 OLYMPICS 

Mrs. SHAHEEN. Mr. President, to-
morrow the attention of the world will 
turn to London as we witness the open-
ing of the 2012 Summer Olympics. Over 
10,000 athletes representing 204 nations 
from around the world will be com-
peting in hundreds of sporting events 
at the games of the 30th Olympiad. 
Here in the United States, we will be 
cheering on the 529 U.S. athletes as 
they look to bring home the gold for 
the United States of America. The 
Olympics no doubt will have countless 
stories of triumph and disappointment, 
competition and camaraderie. 

I rise today to share the remarkable 
story of one particular athlete who will 
be competing this year. His story is 
one of inspiring triumph of character 
and spirit. But until just days ago, this 
Olympian had no flag to compete 
under. This story is about a talented 
young runner named Guor Marial 
whose mere survival in southern Sudan 
defied the odds. Having escaped the 
bloodshed and violence in war-torn 
Sudan, Guor found his way to my home 
State of New Hampshire as a teenage 
refugee. Who could have imagined that 
in just over a decade, Guor would be 
applying for U.S. citizenship and trav-
eling to London to compete in the 
Olympic marathon? 

Guor was born in a town in what is 
now part of the fledgling country of 
South Sudan. Many of his family and 
friends, including his brother, were 
killed at the hands of Sudanese secu-
rity forces. Many more died of starva-
tion or disease brought on by the vio-
lence and unspeakable crimes com-
mitted by these Sudanese forces. 

Before escaping Sudan, Guor was a 
victim of violence on numerous occa-
sions. As a child, he was kidnapped 
from his hometown and enslaved as a 
laborer before eventually finding a way 
to escape and return to his family. 
Guor was severely beaten by the Suda-
nese police and had to spend days in a 
hospital to recover. Finally, he was 
able to flee to neighboring Egypt and 
eventually to the peace and safety of 
New Hampshire as a refugee seeking 
asylum. 

Guor arrived in my home State of 
New Hampshire in 2001, almost exactly 
11 years ago. He remembers that day 
well and still considers New Hampshire 
his home. He lived in Concord, the 
State capital, moving in with the fami-
lies of his friends, teammates, and his 
cross-country coach for 2 years in order 

to graduate from high school. The con-
trast between Guor’s former life and 
his new life is stark. In Sudan, he was 
running in fear for his life. In New 
Hampshire, he was running for the joy 
of athletic competition and to be part 
of a team. 

Amazingly, in only his second official 
marathon, Guor ran fast enough to 
qualify for the 2012 London Olympics. 
Given his unique situation, however, it 
looked as if the bureaucracy would tri-
umph over his bravery and that Guor 
might not be able to compete because 
according to the rules of the Inter-
national Olympic Committee, perma-
nent residents of a country are not per-
mitted to compete on that country’s 
team. As a result, Guor can’t compete 
under the American flag because he is 
not yet a full citizen. In addition, Guor 
can’t run for the newly recognized 
country of South Sudan because it is 
such a new country, it doesn’t yet have 
an official Olympic committee. 

The International Olympic Com-
mittee suggested that Guor compete as 
a member of the Sudanese team, and 
the Sudanese Government extended 
him an invitation. But Guor rightfully 
refused, explaining that running for 
Sudan ‘‘would be a disappointment and 
an embarrassment to me and the peo-
ple of South Sudan who died for free-
dom, including my brother.’’ Guor was 
not comfortable running on behalf of 
the country that tortured and mur-
dered so many of his family members. 
That solution would have been cruel 
and unacceptable. 

Fortunately, after some pressure by 
Refugees International and other 
friends of Guor who wrote to the Inter-
national Olympic Committee on his be-
half, we received the great news this 
week that the IOC executive board has 
decided to make an exception for Guor. 
He will run in the marathon as an inde-
pendent Olympic athlete under the 
great Olympic flag. I want to thank the 
International Olympic Committee for 
this very appropriate ruling. In addi-
tion, I want to thank the U.S. Olympic 
Committee, the U.S. Department of 
State, and the other friends of Guor 
who worked so hard to make his par-
ticipation possible. 

As he runs under that five-ringed 
flag, long a symbol of hope for peace in 
our world, Guor will run with the sup-
port of his family, his New Hampshire 
supporters, Americans everywhere, and 
his new country, South Sudan. I have a 
feeling that such support might help 
him run even faster. 

We are so proud of Guor in New 
Hampshire and proud that in the 
United States someone who has lived 
through such tragedy and adversity 
can start a new life and rise to such in-
credible heights. 

Scott Hamilton, an American Olym-
pic gold medalist, once said, ‘‘Most 
other competitions are individual com-
petitions. But the Olympic games is 
something that belongs to everybody.’’ 
No matter the outcome in London, the 
story of Guor Marial and the adversity 

he has overcome belongs to everyone. 
Win or lose, he will stand as a lasting 
inspiration for people around the globe 
and as a tribute to the greatness that 
is the United States of America. I look 
forward to welcoming Guor home from 
the Olympics as a winner, regardless of 
the outcome of the marathon. 

I yield the floor. 
The PRESIDING OFFICER. The Sen-

ator from Colorado. 
COLORADO DROUGHT 

Mr. BENNET. Mr. President, I am 
here tonight on a different topic than 
the Senator from New Hampshire, but I 
wish to congratulate her on her fine 
work here. I know she doesn’t need or 
wouldn’t want me to say that, but the 
people of New Hampshire are so lucky 
to be represented by her. And this is 
exactly why—a reminder that our 
Olympic athletes are about to start, I 
hope, winning gold medals. I suspect 
they will win the most in this sum-
mer’s Olympics. We are looking for-
ward to that. 

The Senator mentioned marathons, 
which brought to mind what I want to 
talk about tonight, which is the farm 
bill—an elegant segue from one mara-
thon to another. I want to talk about it 
in the context of the severe drought 
that is facing Colorado and all of rural 
America, and I want to acknowledge 
the administration’s ongoing efforts to 
provide Coloradans with disaster relief 
during this difficult summer of fires 
and drought. 

We need to pass a 5-year farm bill as 
quickly as possible to address the chal-
lenges we are seeing in farm country. 
We have done the work to get an agree-
ment on the Senate bill. In fact, we 
passed the 5-year farm bill in this Sen-
ate. It was a strong, bipartisan bill. I 
would like to thank the Senator from 
Michigan, DEBBIE STABENOW, and the 
ranking member of the committee for 
their incredible leadership in working 
together, both side of the aisle, never 
in a partisan way, to produce among 
other things the only bipartisan deficit 
reduction that any committee, House 
or Senate, has produced in this Con-
gress—$24 billion of deficit reduction 
that has been agreed to by Republicans 
and Democrats. It ends direct pay-
ments to producers, which is one of the 
most substantial reforms we have seen 
in agriculture policy in a long time, 
and it strengthens the conservation 
title of the farm bill, which is very im-
portant to my State and to the West. 

Colorado has a $40 billion agriculture 
sector that extends to all corners of 
our State. Farming and ranching are 
two things we do extremely well. The 
Senator from Iowa is here tonight, and 
his farmers do it extremely well in 
Iowa as well. 

Producers in Colorado and nation-
wide are experiencing the worst 
drought in 50 years. While Colorado is 
certainly no stranger to water chal-
lenges, this year’s growing season has 
been particularly tough—to put it 
mildly. 
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According to the U.S. Drought Mon-

itor, nearly our entire State is des-
ignated as an extreme drought area. 
This designation means we are experi-
encing major damage to crops and 
pastureland, as well as widespread 
water shortages. While this designation 
tells us a lot, we only need to ask the 
farmers and ranchers about how the 
dry conditions are threatening their 
operations. 

I met recently with a group of corn 
growers from eastern Colorado. Take a 
look at what these farmers are up 
against. This is Steve Scott’s cornfield 
18 miles southeast of Burlington, CO, a 
town of 4,200 people near the Kansas 
border. This crop—and many others in 
the region—has withered under long 
stretches of high temperatures with 
little or no precipitation to help. 

The Department of Agriculture re-
ports that 50 percent of Colorado’s corn 
production is in either poor or very 
poor condition. The drought has also 
taken a significant toll on our cattle 
producers. Colorado is one of America’s 
top beef producers. Right now 75 per-
cent of pastureland in Colorado, ap-
proximately 900,000 acres—and I am not 
sure how that measures up to the Pre-
siding Officer’s State, but it is pretty 
close to that size—is rated as either 
poor or very poor in condition. Dry 
pasture and feed shortages have led 
ranchers to liquidate their herds early, 
well before they have realized their full 
size and value. 

The Greeley, CO, auction producers’ 
barn is seeing double the sales activity 
right now as compared to the same 
time last year because ranchers are 
selling their cattle below full weight 
and maturity. They are losing any-
where from $200 to $400 a head. 

Next week Carl Hansen of Livermore, 
CO, is selling 160 of his steers and 90 
heifers. On average, each animal will 
be sold 150 pounds underweight due to 
the drought conditions. If beef is sell-
ing at $1.50 a pound, that is $56,000—ac-
tually a little more than that—of lost 
revenue for Carl Hansen and his family. 

The consequences of this drought ex-
tend well beyond farm country. The 
damage to our farms and ranches affect 
other sectors of the economy—from 
transportation to energy, from banking 
to retail. We all know there is nothing 
Congress can do to stop the drought or 
prevent the next one from coming, but 
what we can do is give our farmers and 
ranchers the tools they need to manage 
this drought and plan for the future by 
passing a 5-year farm bill. 

We hear a lot about uncertainty in 
these two Chambers. I can’t imagine a 
set of circumstances creating more un-
certainty in a difficult situation than 
that. 

Now we hear that the House leader-
ship is planning a 1-year punt on this 
whole conversation, one more expres-
sion that Washington, DC, has become 
the land of flickering lights, providing 
very little opportunity for people to be 
able to plan and have predictability. 

What is wrong with the Senate- 
passed bipartisan farm bill that had 

the support of 64 Senators? Sixty-four 
Senators, Democrats and Republicans. 
Some people voted against it because 
they didn’t think it was adequate to 
their region, but this was not a par-
tisan vote. Neither the majority nor 
the minority vote was a partisan vote. 
This was the Senate operating as the 
Senate is meant to operate. 

A 5-year bill provides our agriculture 
community with much needed cer-
tainty and predictability, but now it is 
being held up in the House by politics. 
Let’s be clear: No one is pretending 
that the farm bill can correct bad 
weather. Our producers are not waiting 
on the farm bill to do what they do 
best. Colorado will continue innovating 
and increasing productivity, but the 
last thing on Earth they need is to 
have Washington’s unfinished business 
hanging around their necks. 

A 5-year farm bill will provide pro-
ducers with a set of tools for managing 
through this drought and planning for 
the future. The 1-year bill being dis-
cussed over in the House by the leader-
ship doesn’t recognize—or is unwilling 
to recognize—the agriculture commu-
nity’s need to do long-term planning. 

Among many other important provi-
sions, the Senate farm bill contains re-
vamped risk management programs 
like crop insurance, which is what I 
heard was needed by our farmers, and 
improvements farmers requested to 
help manage a severe drought exactly 
like the one we are going through right 
now. This is the point of that provi-
sion. A 1-year bill doesn’t have any of 
those provisions. 

Corn farmers on Colorado’s eastern 
plains could lose 40 percent or more of 
their revenue this season. We need 
these reforms and the predictability of 
the Senate bill. Our bill also contains 
permanent disaster programs that pro-
vide responsible assistance to pro-
ducers in need. Some of these pro-
grams, such as the livestock disaster 
program, expired in September 2011, al-
most a year ago. If Congress takes the 
easy way out and does a 1-year exten-
sion, our livestock producers will get 
no relief—none. This means no disaster 
assistance for ranchers whose pasture 
is too dry to feed their cattle. 

Who is going to explain to the people 
selling at the Greeley auction barn 
why this is not a priority for our Con-
gress in the middle of the worst 
drought in decades? 

The House Agriculture Committee 
passed a 5-year farm bill with a strong 
bipartisan 35-to-11 vote. Again, this is 
not the partisan dysfunctionality we 
talked about for so many months on 
this floor. We have two bipartisan bills: 
One was passed out of committee on 
the House side with broad bipartisan 
support, and one was passed on the 
Senate floor with broad bipartisan sup-
port. It is not surprising that I am not 
the only person who is calling for a 
long-term extension—a 5-year exten-
sion. There are 79 House Members, in-
cluding 41 Republicans, who wrote to 
the Speaker last week asking him to 

bring the long-term farm bill to the 
floor. 

Mr. President, I ask unanimous con-
sent that the letter signed by 79 House 
Members be printed in the RECORD. 

There being no objection, the mate-
rial was ordered to be printed in the 
RECORD, as follows: 

CONGRESS OF THE UNITED STATES, 
Washington, DC, July 20, 2012. 

DEAR SPEAKER BOEHNER, MAJORITY LEADER 
CANTOR, DEMOCRATIC LEADER PELOSI, AND 
DEMOCRATIC WHIP HOYER: Many current farm 
bill policies expire on September 30, 2012. 
The House Agriculture Committee passed 
H.R. 6083, the Federal Agriculture Reform 
and Risk Management (FARRM) Act, or the 
2012 Farm Bill, on July 12th with a strong bi-
partisan vote of 35–11. While by no means 
perfect, this farm bill is needed for producers 
and those who rely on sound agriculture pol-
icy and nutrition programs during difficult 
economic times. 

The House Agriculture Committee has 
done its work and we now ask that you make 
time on the floor of the House to consider 
this legislation, so that it can be debated, 
conferenced, and ultimately passed into law, 
before the current bill expires. We need to 
continue to tell the American success story 
of agriculture and work to ensure we have 
strong policies in place so that producers can 
continue to provide an abundant, affordable 
and safe food supply. 

We all share the goal of giving small busi-
nesses certainty in these challenging eco-
nomic times. Agriculture supports nearly 16 
million jobs nationwide and over 45 million 
people are helped each year by the nutrition 
programs in the farm bill. We have a tremen-
dous opportunity to set the course of farm 
and nutrition policy for another five years 
while continuing to maintain and support 
these jobs nationwide. 

The message from our constituents and 
rural America is clear: we need a farm bill 
now. We ask that you bring a farm bill up be-
fore the August District Work Period so that 
the House will have the opportunity to work 
its will. We ask that you make this legisla-
tion a priority of the House as it is critically 
important to rural and urban Americans 
alike. 

We appreciate your consideration of this 
request and look forward to working with 
you to advance the FARRM Act. 

Mr. BENNET. They wrote: 
The message from our constituents and 

rural America is clear; we need a farm bill 
now. We ask that you bring a farm bill up be-
fore the August District Work Period. 

They went on to say: 
We ask that you make this legislation a 

priority of the House as it is critically im-
portant to rural and urban Americans alike. 

Representative RICK BERG, a Repub-
lican from North Dakota, took to the 
floor last week and said: 

Now is the time for the House to act, the 
time for the farm bill now. 

JO ANN EMERSON, a Republican Con-
gresswoman from Missouri, told report-
ers that ‘‘there are problems with my 
farmers who need to make planning de-
cisions.’’ 

We are seeing that exact same uncer-
tainty plaguing our farmers and ranch-
ers in Colorado. Yet here we are again. 
We have seen this before in Wash-
ington. We are pretty good at starting 
conversations, but we are not very 
good at finishing them. We are kicking 
the can down the road once again, but 
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this is the farm bill, which is a bipar-
tisan effort that rarely, if ever, has 
been used as a political football around 
this place. 

Three days ago David Rogers wrote 
an article, which I think accurately de-
scribes our dilemma. It was in Politico. 

Mr. President, I ask unanimous con-
sent that this article also be printed in 
the RECORD. 

There being no objection, the mate-
rial was ordered to be printed in the 
RECORD, as follows: 

[From Politico, July 23, 2012] 
CONGRESS DELAYS FARM BILL AS DROUGHT 

SPREADS 
(By David Rogers) 

To understand how far this Congress will 
go to kick the proverbial can down the road, 
consider the farm bill—yes, the farm bill. 

In the midst of a severe drought, the House 
Republican leaders are proposing to walk 
away from farm states and decades of prece-
dent by not calling up the new five-year plan 
before the current law expires Sept. 30. 

Whatever its flaws, the bill promises $35 
billion in 10-year savings from exactly the 
type of mandatory spending that Congress 
promised to tackle in last summer’s debt ac-
cord. But rather than disrupt its political 
messaging, the GOP would put it all at risk 
by delaying action until after the November 
elections. 

There’s little institutional memory left in 
the Capitol—or perspective on the accumula-
tion of cans rolling down the road these 
days. But the farm bill delay is new ground 
for any Congress. 

Never before in modern times has a farm 
bill reported from the House Agriculture 
Committee been so blocked. POLITICO 
looked back at 50 years of farm bills and 
found nothing like this. There have been 
long debates, often torturous negotiations 
with the Senate and a famous meltdown in 
1995 when the House Agriculture Committee 
couldn’t produce a bill. But no House farm 
bill, once out of committee, has been kept 
off the floor while its deadline passes. 

If pushed into November’s lame-duck ses-
sion, farmers will join Medicare physicians 
whose pay will be running out, idled workers 
worried about jobless benefits, and very like-
ly, millions of families faced with expiring 
tax breaks. 

For all the backslapping over the recent 
transportation bill, that measure expires in 
just 15 months. The Democratic Senate no 
longer even tries to do 12-month appropria-
tions bills. Already in mid-July—when the 
floor used to be humming—the ‘‘smart 
money’’ is plotting a stop-gap continuing 
resolution to get to November or beyond. 

Such a CR was once treated as a backstop 
by the Appropriations committees. Now the 
practice is so prevalent in all areas of gov-
ernment that the letters might stand for 
‘‘Congress Retreats.’’ 

‘‘It’s to the point where you almost think 
you should vote against extensions because 
they are extensions,’’ Rep. George Miller (D– 
Calif.) told POLITICO. ‘‘If you were looking 
at the United States from outside, you look 
and you say, ‘What are these people? 
Fools?’ ’’ 

Elections do matter, and there’s some logic 
to letting the voters reshuffle the deck be-
fore tackling tough issues. But that’s not 
what’s happening here. 

The presidential campaigns are already 
being criticized for lacking all substance. 
But whoever wins, neither President Barack 
Obama nor Mitt Romney has shown any ap-
petite for this debate—or even knowledge of 
farm issues. 

The Senate has already approved its farm 
bill; even if Republicans were to win control 
in November, the GOP’s majority will be so 
narrow that Democrats will be able to block 
wholesale changes. In the House, the only 
certainty about a lame duck is there will be 
even more unhappy people hanging around. 

No, the real reason for Speaker John Boeh-
ner (R–Ohio) to delay the farm bill is not be-
cause there will be better answers after the 
election. It’s because he doesn’t like the an-
swers he sees before. 

The farm bill came out of the House Agri-
culture Committee on a strong bipartisan 35– 
11 vote July 12. Nearly a year after the Au-
gust debt accords—and eight months after 
the November collapse of the deficit super-
committee—it is the closest this Congress 
has come to enacting real deficit reduction 
from mandatory spending. 

But it’s not perfect, and Boehner’s Repub-
licans are split regionally and ideologically, 
with the right demanding still greater sav-
ings and a more free-market approach to ag-
riculture policy. 

Given Democratic concerns over the depth 
of the food stamp cuts already made, Boeh-
ner says there are not 218 votes for passage. 
Rather than wrestle with this problem, it’s 
easier to run out the clock with symbolic 
anti-red tape, anti-tax votes on which the 
GOP is more united. 

Senate Democrats have kicked their share 
of cans as well. First no spring budget reso-
lution. Then no summer appropriations de-
bate. All under the watch of a majority lead-
er—Sen. Harry Reid (D–Nev.)—who served for 
years on the Senate Appropriations Com-
mittee. 

Yet there’s something bigger about the 
farm bill. 

Perhaps because it is a five-year event and 
so fundamental to one bright spot in the 
economy. Or maybe it’s the pounding 
drought across the country that gives pause. 
Farmers live by nature’s calendar, not con-
tinuing resolutions. And by failing to act, 
Congress can seem even more detached from 
the real lives of everyday people. 

Changes in the Washington press foster 
this detachment. Major newspapers are more 
prone to editorials than real reporting on the 
debate. Regional papers, once the backbone 
of farm coverage, have closed their bureaus. 
In the new Capitol trend, some of the most 
experienced agriculture reporters report to 
clients—not the public. 

The biggest irony may be Boehner himself. 
The speaker, after all, spent his early years 
on the Agriculture Committee and prides 
himself on being a ‘‘regular order’’ and pro- 
chairman leader. He chastises Obama regu-
larly for doing precisely this: kicking the 
can down the road. 

As if to remind him, Rep. Rick Berg (R– 
N.D.), a Boehner favorite now running for 
the Senate, took to the floor Thursday just 
minutes after the speaker had again ducked 
farm bill questions at his weekly news con-
ference. 

‘‘Now is the time for the House to act,’’ 
Berg told his colleagues. ‘‘The time for the 
farm bill is now.’’ 

The biggest Republican divisions are also 
where the greatest savings lie: the com-
modity and nutrition titles. 

Both the House and Senate put an end to 
direct cash payments to farmers, a long-de-
manded reform saving about $5 billion a 
year. The dispute is over how much of that 
money is reinvested in new subsidies—and 
where. 

The Senate bet heavily on a new shallow- 
loss revenue-protection program geared to 
Midwest corn and soybean producers. The 
House whittles this down to make room for 
more of a traditional countercyclical pro-
gram that protects against deep losses but is 

keyed to government-set target prices—a 
taboo for free-market types. 

Southern rice, peanut and wheat producers 
stand to do far better under the House ap-
proach, but the two bills appear to lunge in 
opposite regional directions. Corn and soy-
bean growers can almost lock in profits in 
the early years of the Senate plan. At the 
same time, the House cotton package costs 
nearly 20 percent more than what was al-
ready viewed as a rich Senate deal. And a $14 
per hundredweight target price for rice is 
higher than what many other crops got, 
when measured against government data for 
production costs. 

The 13 Southern states are the backbone of 
the House GOP’s majority, contributing 102 
votes or more than 40 percent of the con-
ference. This is also where the lines are 
clearest, not just for crops but also food- 
stamp savings. 

House Agriculture Committee Chairman 
Frank Lucas (R–Okla.) and the committee’s 
ranking Democrat, Minnesota Rep. Collin 
Peterson, had hoped to thread this needle by 
offering a new national eligibility standard 
for the nutrition program somewhat to the 
right of Texas’s food stamp rules. But for the 
majority of Southern states, it meant a mod-
est increase from 130 percent to 140 percent 
of poverty as the high-end income cap—and 
so it ran aground in the committee. 

Peterson, refusing to be discouraged, has 
plunged back into the fray, trying to find 
some compromise on food stamps and still 
hoping that Boehner will relent on moving 
the farm bill this summer. 

‘‘Collin is a CPA by training. He’s a num-
bers guy. He’s very focused as a Blue Dog 
about the budgetary consequences of our ac-
tions,’’ Lucas told POLITICO. ‘‘I think he’s 
basically on the right track as he’s described 
it to me. The question really comes down to: 
will we wind up with floor time?’’ 

And himself? 
The morning after his late night markup, 

Lucas sought out Boehner and Majority 
Leader Eric Cantor (R–Va.) face to face. 
‘‘They thanked me, smiled at me and left it 
at that,’’ Lucas said. 

He himself is worried—like Republicans in 
the Senate—that simply passing a short- 
term extension of the current farm law will 
not be an easy matter in September. Having 
spent the better part of a year saying direct 
payments must end, will Congress want to 
extend them? 

‘‘I’m trying to maintain a good solid work-
ing relationship with my leadership,’’ Lucas 
smiles. ‘‘I’m trying to be a positive advocate 
for why I believe our bipartisan bill deserves 
floor time.’’ 

‘‘I’ve alerted staff to be ready to go on a 
moment’s notice, and I will also tell you 
there are external events that could impact 
the situation. If this drought continues in 
the West and Midwest, it could drive mem-
bers to want to see some action.’’ 

Mr. BENNET. To quote Mr. Rogers: 
Never before in modern times has a farm 

bill reported from the House Agriculture 
Committee been so blocked. 

Never before in modern times. I sus-
pect it is true in ancient times as well, 
but it has certainly been true in mod-
ern times. Rogers tells us that he 
‘‘looked back at 50 years of farm bills 
and found nothing like this.’’ He con-
tinues: 

Farmers live by nature’s calendar, not con-
tinuing resolutions. 

I could never have said it so elo-
quently myself. He also said: 

And by failing to act, Congress can seem 
even more detached from the real lives of ev-
eryday people. 
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I would not have thought it was pos-

sible that this place could seem more 
detached from the everyday lives of the 
American people than it already ap-
pears to be. We found a way of doing 
that, and that is by failing to pass this 
bipartisan farm bill through the Con-
gress in a timely way that is essential 
for people who are suffering through 
this kind of drought. 

I think Mr. Rogers’ observation is ex-
actly right, and I have been on this 
floor many times before saying the 
people at home in Colorado—Repub-
licans, Democrats, and Independents— 
don’t identify with the cartoon of a 
conversation that we are having in 
Washington, DC, right now. I can’t 
think of a clearer example than the 
failure to act on this bipartisan piece 
of legislation. This is legislation that 
would immediately help people all 
across our country, all across America, 
who are struggling today. 

Mr. President, think for just a mo-
ment about our farmers in Colorado 
and rural communities just like our 
communities all across this wonderful 
country. Our farmers and ranchers are 
experiencing the worst drought in over 
half a century. Who is going to look in 
the eyes of our farmers in Middle 
America and tell them our dysfunc-
tional politics will prevent this bill 
from moving forward? 

Who is going to tell Steve Scott and 
Carl Hansen that this bill isn’t going to 
be a priority in the Congress, that we 
are just going to take our recess and go 
home for a month not having passed 
this bipartisan piece of legislation, the 
only manifestation and example of bi-
partisan deficit reduction in either the 
House or the Senate in this entire Con-
gress? 

I implore the House to figure out how 
to come to its senses and pass a 5-year 
bill along the lines of the bill that was 
passed out of their committee, and 
then together we can have a conference 
and decide how we are going to move 
this bill forward on behalf of farmers 
and ranchers all across my State and 
the United States of America. 

I yield the floor. 
The PRESIDING OFFICER. The Sen-

ator from Iowa. 
Mr. GRASSLEY. I didn’t come to the 

floor to speak about the farm bill be-
cause I did that yesterday. I want to 
assure the Senator from Colorado that 
I listened to everything he said, and I 
agree with him. That was my plea in 
maybe a little broader context yester-
day in asking that the House of Rep-
resentatives take up the bill. Also, the 
House brags, legitimately so, about 
being fiscally conservative, so I agree 
with what the Senator from Colorado 
said. This may be the only oppor-
tunity—presumably the only oppor-
tunity—to pass a farm bill or any bill 
that saves money from previous pro-
grams of previous years. I compliment 
the Senator from Colorado. 

FREEDOM OF SPEECH 
Mr. President, I come to the floor to 

discuss what I consider a disturbing 

trend that is occurring in this country. 
A vicious attack is underway on the 
right to freedom of speech that is pro-
tected by the first amendment. It needs 
to be highlighted, and hopefully it will 
stop. Free speech is one of the most im-
portant rights that Americans enjoy. 

Speech on public issues is the way de-
mocracy discusses and debates the im-
portant questions of the day. Many 
great political movements in this 
country’s history depended upon this 
first amendment right, freedom of 
speech. Even when Martin Luther King 
was jailed and his supporters subjected 
to violence, free speech enabled him to 
change the views and practices of an 
entire nation. Today too many govern-
ment officials seek to shut up people 
who disagree with them rather than de-
bate those people and debate those 
issues. 

There have been a series of recent in-
cidents to which I want to refer. Con-
sider recently that the Senate Com-
mittee on the Judiciary in the past 
month has held two hearings that 
prove my point. A hearing was held on 
a bill that would criminalize sup-
posedly deceptive statements in ad-
vance of elections. It would allow the 
government to criminalize political 
speech based on its content. It would 
risk government selectively choosing 
to prosecute its political opponents. t 
would allow political candidates to 
make accusations against their polit-
ical opponents. So it would chill can-
didates from speaking. 

A few days after our hearing, the Su-
preme Court’s ruling in the Alvarez 
case confirmed all the free speech prob-
lems with that bill. But even after that 
decision, the Justice Department, to 
my disappointment, issued a letter in 
support of the bill. That letter made no 
mention of any first amendment con-
siderations. I have heard no indication 
that the committee will not mark up 
this bill which represents a grave 
threat to freedom of speech. 

This week, the Judiciary Commit-
tee’s Subcommittee on the Constitu-
tion held a hearing on the legislative 
responses to the Citizens United case. 
In that decision, the Supreme Court 
ruled that the first amendment’s free 
speech guarantee protects the rights of 
corporations and unions to make inde-
pendent expenditures in support of can-
didates or on any particular policy 
issue that they want to speak out on. 
The ruling has no effect on campaign 
contributions. There are proposals in 
this body to amend the Bill of Rights, 
the first amendment, for the very first 
time, to allow the government to limit 
how much candidates can spend on 
speech and, therefore, the amount of 
speech that the government will per-
mit. And there are proposed constitu-
tional amendments to prevent corpora-
tions and labor unions from spending 
in elections. To me, this is very serious 
business that we ought to be raising a 
red flag about. 

It is worth remembering what rule 
the Obama administration asked the 

Supreme Court to adopt in Citizens 
United. The Justice Department ar-
gued that the government should be 
able to ban books that contained even 
one sentence that expressly advocated 
the election or defeat of a candidate if 
those books were published or distrib-
uted by a corporation or a union. This 
administration argued in favor of ban-
ning books. In light of the practice of 
totalitarian regimes of the 20th cen-
tury, this administration’s position on 
free speech is very astonishing. The Su-
preme Court quite rightly rejected the 
argument of the administration on 
that particular point. 

It reminded the news media, which is 
organized in corporate form for the 
most part, that the exemption from 
campaign finance laws is by statute, 
and one which Congress could remove 
at any time, threatening freedom of 
the press. If that were to happen and 
the Constitution were to allow restric-
tions on corporate independent expend-
itures, the guarantee of freedom of the 
press would be as threatened as free-
dom of speech. 

Then there is another situation, and 
this deals with the restaurant chain of 
Chick-fil-A. The owner of that chain is 
a Christian who has spoken in favor of 
the value of traditional marriage. The 
chain has not discriminated against 
anyone so far as has been reported. The 
restaurant seeks to expand in Boston 
and Chicago where presumably it 
would create new jobs, and in order to 
get there, it has to meet the permit re-
quirements. However, Mayor Menino of 
Boston wrote a letter to the company 
president. He said that because of the 
owner’s ‘‘prejudice statements,’’ there 
would be no place in Boston for the dis-
crimination the company represented. 
The mayor notified the property own-
ers where the restaurant was to open of 
his views. 

In Chicago, an alderman seeks to 
deny Chick-fil-A from opening in his 
ward for the same reason. It is reported 
that President Obama’s former Chief of 
Staff, now Chicago Mayor Rahm Eman-
uel, is sympathetic to the alderman’s 
point of view. 

Once again, this is a gross violation 
of first amendment free speech. Gov-
ernment cannot deny a benefit to 
someone because it disagrees with the 
applicant’s views. This is the funda-
mental principle of our constitutional 
democracy. 

Voicing support for traditional mar-
riage is not discrimination. That 
speech is not hate speech. Even if it 
were, the first amendment protects 
speech that is unpopular with the gov-
ernment. There is no constitutional 
speech code that allows banning a hate 
speech any more than government can 
ban speech in books. 

Finally, the Alvarez decision a few 
weeks ago affects another first amend-
ment issue pending before this body 
right now. In the Alvarez case, the Su-
preme Court struck down the Stolen 
Valor Act which criminalizes lies con-
cerning winning military medals. It did 
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so on free speech grounds. I know many 
of my colleagues desire to pass a new 
law that will accomplish that goal, and 
if that law is constitutional, I will 
probably join them in that effort. 

Two bills on this subject are now 
pending in the Senate. Senator BROWN 
of Massachusetts introduced the first 
bill and then Senator WEBB did so after 
the Alvarez decision. There have been 
efforts to pass both bills by voice vote. 

When the Republicans were asked to 
move the Webb bill, we were told that 
all Democrats supported the bill. This 
is a problem. The Webb bill is clearly 
unconstitutional based upon the Alva-
rez decision. It criminalizes some lies 
about medals that the Supreme Court 
says Congress cannot criminalize. 

For instance, it would prohibit lies in 
campaigns and in employment, even 
when those lies would not produce the 
tangible, material benefit that is nec-
essary to punish them. Yet no Demo-
crat objected to passing the bill with-
out debate. Of course, Republicans 
could not agree to such a request. 

Since he did not have the benefit of 
the Supreme Court decision when Sen-
ator BROWN wrote the bill, right now, 
because of the decision, and he didn’t 
know about it, Senator BROWN’s bill is 
also unconstitutional. The difference 
between his bill and Senator WEBB’s 
bill, however, is that Senator BROWN 
now has a substitute amendment that 
seems to address the problem in a fully 
constitutional way. But although 
Democrats want to pass without debate 
a clearly unconstitutional bill, some-
how they object to a clearly constitu-
tional Brown bill. 

These games should stop. I am sure 
all the Members of this body should be 
willing to support a single constitu-
tional bill that would reenact the pro-
hibition on lying about whether one is 
entitled to certain military medals. 

In short, this country is facing a dis-
turbing increase in government actions 
that violate the freedom of speech. 
That is a vital right of our democracy. 

Anyone can stand up for speech with 
which they agree. The test for govern-
ment officials and the test for free 
speech is whether they will allow 
speech with which they might disagree. 
They may criticize speech, debate the 
speech, and seek to change minds. But 
shutting people up, denying them bene-
fits, passing bills that would put people 
in jail for exercising free speech 
rights—these are never allowable under 
our Constitution. It is time for elected 
officials to pay greater heed to the 
oath to support the Constitution. 

REPORT BY FORMER FBI DIRECTOR WILLIAM 
WEBSTER ON FORT HOOD ATTACK 

Recently, former FBI Director Wil-
liam Webster was asked to investigate 
how the FBI performed regarding the 
attack at Fort Hood by MAJ Nidal 
Hasan. 

Major Hasan’s attack killed 12 U.S. 
soldiers, a Defense Department em-
ployee, and wounded 42 others. Fol-
lowing the attack, the FBI conducted 
an internal review and determined that 

it had information on Major Hasan 
prior to that attack. As a result, the 
FBI Director asked Judge Webster to 
conduct an independent review and in-
vestigation of the FBI’s handling of the 
matter. In short, Judge Webster’s com-
mission found that the FBI made mis-
takes that resulted from a number of 
problems—some operational, some 
technological. 

Some of these mistakes are ex-
tremely concerning given that they are 
basic management failures. For exam-
ple, the unclassified report states: 

Many agents and most [task force officers] 
did not receive training on [FBI computer 
systems] and other FBI databases until after 
the FBI’s internal investigation of the Fort 
Hood shootings. 

This is clearly unacceptable. 
Other problems highlighted include 

failing to issue Intelligence Informa-
tion Reports on Major Hasan to the De-
fense Department; confusion about 
which FBI office was investigating the 
lead; failure to interview Major Hasan; 
along with information technology 
limitations. 

All in all, the Webster report paints a 
disturbing picture of the FBI. It shows 
lack of training, failure to follow leads, 
and continued computer problems. 
These are the types of problems that, 
quite frankly, we thought were cor-
rected following the terrorist attacks 
of 9/11. 

Ultimately, Judge Webster issued 18 
recommendations for the FBI to imple-
ment to prevent future problems such 
as these. The FBI agreed with these 
recommendations and has stated they 
will take action to implement those 
recommendations. 

That is good news, of course. The FBI 
must implement these recommenda-
tions and do it immediately. However, 
we have a duty to make sure the FBI 
implements these recommendations 
and holds people accountable—in fact, 
hold the FBI accountable—if they 
don’t. The FBI’s failure in this case is 
inexcusable and shakes public con-
fidence in the FBI’s ability to combat 
homegrown terrorism. Basic manage-
ment problems and investigative fail-
ures can’t happen, particularly if na-
tional security is at stake. If failures of 
this magnitude occur on high profile 
national security cases, it makes one 
wonder what the FBI is doing on other 
investigations. 

Those responsible for these failures 
should be held accountable. I intend to 
follow up with Director Mueller to de-
termine what action was taken against 
those people who didn’t do the job in 
the right and correct way. 

JUSTICE DEPARTMENT INSPECTOR GENERAL 
REPORT 

One more report that can’t go ig-
nored is a report released this morning 
by the Justice Department Office of In-
spector General. This report examined 
improper hiring practices within the 
Justice Department’s Justice Manage-
ment Division. Shockingly, the inspec-
tor general found the Justice Depart-
ment employees openly and flagrantly 
violated Federal law. 

Let me repeat that these employees 
violated Federal law and the Depart-
ment of Justice regulations prohibiting 
employment of relatives, granting ille-
gal preferences in employment, con-
flict of interest, and misuse of position. 
Further, employees who were inter-
viewed by the Office of Inspector Gen-
eral were also found to have made false 
statements to investigators. 

This is an example of the Justice De-
partment run wild. It is troubling to 
me how employees within the Depart-
ment colluded and schemed to hire one 
another’s relatives in order to avoid 
rules against nepotism. It is inexcus-
able, and I can assure my colleagues 
that we will be looking into this mat-
ter. 

This wasn’t a one-time event, by the 
way. In fact, the Office of Inspector 
General pointed out that similar prob-
lems existed in 2008. Despite what the 
Department called ‘‘aggressive action’’ 
to stop this type of behavior back in 
2008, it appears nothing has changed. 

At the very least, the Attorney Gen-
eral needs to hold these employees ac-
countable with more than just discipli-
nary action. Laws were broken and 
false statements were made. The De-
partment can’t simply sweep this 
under the rug. Employees need to be 
punished because in this town, if heads 
don’t roll, nothing changes. 

I yield the floor. 
The PRESIDING OFFICER. The Sen-

ator from Rhode Island 
CLIMATE CHANGE 

Mr. WHITEHOUSE. Mr. President, I 
return to the floor today to give voice 
once again to the issue I feel will most 
significantly define this generation of 
leadership in the United States and 
around the globe. I rise to discuss the 
notable, evident changes taking place 
in our Earth’s climate, the relationship 
between our own activities and the 
change and the rate of change being ob-
served, and our, so far, forsaken re-
sponsibility to address climate change 
head on and with purpose. 

Last month, representatives from 
world governments, the private sector, 
NGOs, and other major stakeholders 
gathered in Rio de Janeiro, Brazil, for 
the United Nations Conference on Sus-
tainable Development. Marking the 
20th anniversary of the 1992 Earth 
Summit in Rio, this year’s conference 
was nicknamed ‘‘Rio+20.’’ 

So-called sustainable development 
principles consist of a set of principles 
and strategies that, when acted upon 
by the global community, will balance 
strong economic growth, expansion of 
just civic and government structures, 
and environmental protection. Another 
way to view sustainable development is 
in the balance of the needs of the 
present with those of future genera-
tions through the fair use of resources. 

As Secretary of State Hillary 
Rodham Clinton said: 

In the 21st century, the only viable devel-
opment is sustainable development. The only 
way to deliver lasting progress for everyone 
is by preserving our resources and protecting 
our common environment. 
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One positive aspect of this Rio+20 

conference was discussion of the power 
of economic forces in promoting sus-
tainability. The official Outcome Docu-
ment adopted by the conference par-
ticipants entitled ‘‘The Future We 
Want’’ highlights the role of private 
companies, the private sector—and 
their close collaboration with govern-
ments—in driving sustainable develop-
ment. It reads in part: 

We acknowledge that the implementation 
of sustainable development will depend on 
active engagement of both the public and 
private sectors. We recognize that the active 
participation of the private sector can con-
tribute to the achievement of sustainable de-
velopment, including through the important 
tool of public-private partnerships. 

A number of Rio+20’s corporate par-
ticipants have stepped forward to ac-
cept this challenge. Many of those 
global businesses are recognizing that 
greening their operations is not just 
good for the environment, it is good for 
their business as well. 

Dell, for example, has committed to 
reducing its worldwide facilities’ 
greenhouse gas emissions 40 percent by 
2015. Dell is a computer technology cor-
poration based in Texas that ranks 44th 
on the Fortune 500 and employs over 
106,000 people. I doubt they made that 
decision rashly. 

Bank of America, based in Charlotte, 
NC, is number 13 on the 2012 Fortune 
500 list and was the first bank to offer 
coast-to-coast operations in the United 
States. They have committed $50 bil-
lion over 10 years to finance Energy Ef-
ficiency, Renewable Energy and Energy 
Access, and other activities that ad-
vance the low-carbon economy. 

Marriott has displayed both internal 
and external efforts by committing to 
build 10 Fairfield by Marriott hotels 
constructed to sustainable building 
standards; as well, pledging $500,000 to 
help preserve 1.4 million acres of 
rainforest in the Juma Reserve in the 
state of Amazonas, Brazil. Marriott 
ranks first on the Fortune 500 list in 
the category of the hotel-casinos-re-
sorts industry. 

Microsoft has committed to going 
completely carbon neutral, and will be 
factoring the costs of carbon output 
into the company’s business operations 
in over 100 countries. 

These companies are just a few exam-
ples from the effort that is being un-
dertaken in the private sector to meet 
our responsibilities to address climate 
change. As leaders in government, we 
must recognize that the private sector 
will not, however, be able to halt cli-
mate change on its own. But these 
commitments do signify that action on 
climate change does not need to come 
at the expense of economic growth. 

Governments can—and must—pro-
vide incentives for sustainable produc-
tion and consumption. Indeed, the 
Rio+20 Outcome Document goes on to 
say: ‘‘We support national regulatory 
and policy frameworks that enable 
business and industry to advance sus-
tainable development initiatives tak-

ing into account the importance of cor-
porate social responsibility.’’ 

As leaders in the public sector, we 
have the capacity to establish those ef-
fective incentives that can leverage 
billions in private sector investment 
into sustainable products and services 
that support environmental and social 
improvements. The constructive role 
that government can play is being rec-
ognized not just in capitals around the 
world but in boardrooms around the 
world. 

Yet, unfortunately, here in Wash-
ington, the special interests that deny 
carbon pollution causes global tem-
peratures to rise, that deny melting 
icecaps destabilize our climate so that, 
for instance, regions face extreme 
drought—as the Senator from Colorado 
discussed earlier—or outsized precipi-
tation events—that we have seen in my 
home State of Rhode Island—those spe-
cial interests in Washington still have 
a strong hold, and they pretend the 
jury is still out on climate changes 
caused by carbon pollution. This is, to 
be perfectly blunt about it, an outright 
falsehood. 

The fact that carbon dioxide in the 
atmosphere absorbs heat from the Sun 
was discovered at the time of the Civil 
War—1863. Mr. President, 1863 was 
when the Irish scientist John Tyndall 
determined that carbon dioxide and 
also water vapor trapped more heat in 
the atmosphere as their concentrations 
increased. 

The 1955 textbook, ‘‘Our Astonishing 
Atmosphere’’—from the year I was 
born—notes that ‘‘Nearly a century 
ago’’—in 1955—‘‘the scientist John Tyn-
dall suggested that a fall in the atmos-
pheric carbon dioxide could allow the 
earth to cool, whereas a rise in carbon 
dioxide would make it warmer.’’ 

So this is not something new. This is 
not something unusual or extraor-
dinary. This is solidly established 
science. 

In the early 1900s, it became clear 
that changes in the amount of carbon 
dioxide in the atmosphere can account 
for significant increases and decreases 
in the Earth’s annual average tempera-
tures, and that carbon dioxide, released 
primarily by the burning of coal, would 
contribute to these changes. Again, 
this is not new stuff. These are well-es-
tablished scientific principles. 

Let’s look at the changes we observe 
in our changing planet. Over the last 
800,000 years, until very recently, the 
atmosphere has stayed within a band-
width of 170 to 300 parts per million of 
carbon dioxide—170 to 300 parts per 
million. That has been the range for 
8,000 centuries. By the way, that is a 
measurement, not a theory. Scientists 
measure historic carbon dioxide con-
centrations by locating trapped air 
bubbles in the ice of ancient glaciers. 
So we know by measurement over time 
what the range has been of our carbon 
dioxide concentration. 

What else do we know? Well, we 
know since the Industrial Revolution, 
we have burned carbon-rich fuels in 

measurable and ever-increasing 
amounts, and that we are now up to 7 
to 8 gigatons each year going into our 
atmosphere. A gigaton, by the way, is a 
billion—with a ‘‘B’’—metric tons. Re-
leasing all this carbon into the atmos-
phere has, predictably, increased the 
carbon concentration in our atmos-
phere. That should not be a difficult 
proposition, that when you are dump-
ing 7 to 8 billion metric tons of carbon 
into the atmosphere every year, it 
raises the concentration of carbon in 
the atmosphere. 

We now measure those carbon con-
centrations in the atmosphere. We 
measure them climbing. Again, this is 
a measurement, not a theory. The 
present concentration exceeds 390 parts 
per million. Mr. President, 8,000 cen-
turies between 170 to 300 parts per mil-
lion, and now we are out over that 
range, as far as 390 parts per million. In 
the Arctic, we have actually clipped 
over into 400 parts per million. 

Here is what the Christian Science 
Monitor said about this: 

The Arctic is the leading indicator in glob-
al warming, both in carbon dioxide in the air 
and effects, said Pieter Tans, a senior NOAA 
scientist. 

The Arctic is our leading indicator in 
global warming, both in terms of the 
carbon dioxide concentration in the air 
and the effects of that carbon dioxide 
concentration. 

‘‘This is the first time the entire Arctic is 
that high,’’ he said. 

Tans called reaching the 400 number ‘‘de-
pressing,’’ and [his colleague Jim] Butler— 

Who is the global monitoring direc-
tor at the National Oceanic and Atmos-
pheric Administration’s Earth System 
Research Lab in Boulder, CO— 

said it was ‘‘a troubling milestone.’’ 
‘‘It’s an important threshold,’’ said Car-

negie Institution ecologist Chris Field, a sci-
entist who helps lead the Nobel Prize-win-
ning Intergovernmental Panel on Climate 
Change. ‘‘It is an indication that we’re in a 
different world.’’ 

‘‘It is an indication that we’re in a 
different world.’’ 

In this article, they make the same 
point I made a moment ago. I quote the 
article: 

It’s been at least 800,000 years—probably 
more—since Earth saw carbon dioxide levels 
in the 400s, Butler and other climate sci-
entists said. 

So another thing we do pretty regu-
larly around here in business, in the 
military, in science, is plotting trajec-
tories. It is something that, frankly, 
scientists, businesspeople, and military 
folks do every day. There is nothing 
new here. 

When you plot the trajectory for our 
carbon concentration, the trajectory 
for our carbon pollution predicts 688 
parts per million in the year 2095 and 
1,097 parts per million in the year 2195. 
Mr. President, 688 parts per million in 
the year 2095, when for 8,000 centuries 
it has been between 170 and 300 parts 
per million. So 8,000 centuries at 170 to 
300 parts per million, and by the end of 
this century: 688 parts per million. 
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To put that 800,000-year figure in per-

spective, mankind has engaged in agri-
culture for maybe 10,000 years, maybe a 
little more. Mr. President, 800,000 years 
ago, it is not clear we had yet figured 
out how to make a fire. Millions of 
years ago goes back into geologic time. 
Those carbon concentrations—688 parts 
per million, 1,097 parts per million— 
those are carbon concentrations that 
we have not seen in millions of years 
on the surface of the Earth. And we are 
headed for them in just a century and 
a half—two centuries. 

As Tyndall determined at the time of 
the Civil War, increasing carbon con-
centrations will absorb more of the 
Sun’s heat and raise global tempera-
tures, and experience around the world 
is proving that is taking place in front 
of our faces in undeniable ways. 

We think often of climate change as 
happening to our atmosphere, and we 
think of its effects on our lands be-
cause we are land-based creatures. But 
let me talk for a moment about our 
oceans. 

In April of this year, a group of sci-
entific experts came together to dis-
cuss the current state of our oceans. 
Their workshop report stated this: 

Human actions have resulted in warming 
and acidification of the oceans and are now 
causing increased hypoxia. 

Hypoxia is when there is not enough 
oxygen trapped in the ocean to sustain 
life of the creatures that live in the 
ocean. 

Studies of the Earth’s past indicate that 
these are the three symptoms— 

Warming, acidification and increased 
hypoxia— 
associated with each of previous five mass 
extinctions on Earth. 

We experienced two mass ocean 
extinctions 55 million years ago and 251 
million years ago. Last year, a 
paleobiologist at Brown University, 
whose name is Jessica Whiteside, pub-
lished a study demonstrating that it 
took 8 million years after that earlier 
extinction—the one 251 million years 
ago—it took 8 million years after that 
for plant and animal diversity to re-
turn to preextinction levels. So that 
was a pretty heavy-duty wipeout if it 
took 8 millions years to recover. 

Here is the tough part. In the lead-up 
to these past mass ocean extinctions, 
scientists have estimated that the 
Earth was emitting carbon into the at-
mosphere at a rate of 2.2 gigatons per 
year for the earlier extinction, and 
somewhere between 1 and 2 gigatons 
per year for the second extinction over 
several thousand years. 

Remember how much are we releas-
ing now—7 to 8 gigatons a year. So 2.2 
and somewhere between 1 and 2 were 
the levels that led to those mass 
extinctions in geologic time, and we 
are now at 7 to 8 gigatons a year. 

As the group of Oxford scientists 
noted, both of these estimates, the 
ones for how much was being released 
in those geologic times, are dwarfed in 
comparison to today’s emission. Our 

oceans are indeed changing before our 
very eyes, and anyone who spends time 
on the oceans or who studies the 
oceans knows this. The oceans are ris-
ing. The oceans are swept by more vio-
lent storms. The oceans are getting 
more acid, affecting already the crea-
tures at the bottom of the food chain, 
upon which ocean life depends. 

It is very hard for a creature to suc-
ceed in an environment in which it is 
becoming soluble. That is what is hap-
pening as our oceans acidify, and the 
small basic creatures at the very bot-
tom of the food chain that live by mak-
ing their shells can no longer make 
shells successfully because the water is 
too acidic. 

In the Arctic, we see unprecedented 
icemelt. The caps are shrinking. Every 
day it seems we hear about a new 
record being broken, a new loss of ice 
cover in the Arctic. In the tropics, we 
see coral dying. In some places, 80 per-
cent of the coral is gone. I have been to 
places I can remember live and lively 
coral reefs, and now we go back and the 
coral is still there, but it is dead. It is 
like an abandoned building. Fish can 
swim around in it, but it is not the 
fountain of life that a coral reef is sup-
posed to be. 

There is a garbage gyre in the Pacific 
that is estimated to be larger than the 
size of the State of Texas in which 
enormous amounts of the plastics we 
discard are being swept and floating. 

We have whales that are poisoned to 
the point where if they come ashore in 
Rhode Island on a summer day, if they 
are hurt or get washed ashore because 
they are injured, we often end up with 
whale cadavers in the summers on our 
coast. When that happens, it is reason-
ably likely that whale is toxic waste; 
that if we towed the body back out to 
the ocean to let it sink and let nature 
take its course, we would be violating 
our clean water laws by disposing of 
toxic waste. If we cranked that whale’s 
body up into the back of a truck and 
took it to the town dump and chucked 
it, we would be violating the hazardous 
waste disposal laws of the State of 
Rhode Island because we have put so 
much poison into the ocean that crea-
tures such as whales that live at the 
top of the food chain have now become 
so infiltrated with these poisons that 
they are now swimming toxic waste. 

Around here we like to think pretty 
highly of ourselves. But the laws of 
physics, the laws of chemistry, the 
laws of science, these are laws of na-
ture. These are laws of God’s Earth. We 
can repeal some laws around here; we 
cannot repeal those. Senators are used 
to our opinions mattering around here. 
These laws are not affected by our 
opinions. For these laws of nature, be-
cause we can neither repeal them nor 
influence them, we bear a duty of stew-
ardship, of responsibility to future gen-
erations to see and respond to the facts 
that are before our faces and to see and 
respond to those facts according to na-
ture’s laws. 

There is no lobbyist so powerful, 
there is no secret special interest so 

wealthy that it can change the oper-
ation of those laws. What they have 
done is to change the operation of our 
laws, inhibited our ability to meet our 
duty to respond to the laws of our God- 
given Earth. We do indeed bear a duty 
to make the right decisions for our 
children and grandchildren and our 
God-given Earth. right now we are fail-
ing, shamefully failing, in that duty. 
We are deluded if we think that some-
how we will be spared the plain and 
foreseeable consequences of our failure 
to act. Some may hope they will find a 
wizard’s hat and wand with which to 
wish all this away. That is not rational 
thinking. If we have a simple obliga-
tion to our children and to future gen-
erations, it is to be rational human 
beings and to make rational decisions 
based on the evidence and the laws of 
nature. These laws of nature are 
known. Earth’s message to us is clear. 
Our failure is blameworthy. Its con-
sequences are profound, and the costs 
will be very high. 

I see the distinguished Senator from 
Alaska who actually brought a wonder-
ful scientist from the University of 
Alaska who gave one of the better pres-
entations on ocean acidification that I 
have ever seen as part of our Oceans 
Caucus. 

I yield the floor to Senator MUR-
KOWSKI. 

The PRESIDING OFFICER (Mr. 
FRANKEN). The Senator from Alaska. 

EPA 

Ms. MURKOWSKI. Mr. President, I 
have had an opportunity to listen to a 
few moments of the comments from my 
colleague from Rhode Island. I clearly 
share his passion and concern for the 
oceans. We have been working together 
as the cochairmen of the Oceans Cau-
cus in the Senate and have had the op-
portunity to learn from one another on 
both ends of the country about the sig-
nificant responsibilities we have, also 
the great challenges we have, whether 
it is ocean acidification, whether it is 
the opportunities we have to ensure 
that we are good stewards of our water, 
our land, our air. 

It is a challenge I think we face on a 
daily basis. But I think as we rise to 
meet these challenges, we recognize 
that oftentimes within the laws that 
we have put in place to provide for that 
level of protection, for that level of 
oversight and that stewardship, that 
we may encounter conflict, conflict 
with the obligation we also have to en-
sure that the people we represent have 
an opportunity for good jobs, for a live-
lihood in a region they call home, that 
there is a level of balance that we find 
between our obligation to care for the 
land, the air, the water, as well as car-
ing for one another. 

It is in that vein that I would like to 
address my comments this afternoon. I 
would like to speak about certain as-
pects of what we see within the Envi-
ronmental Protection Agency and 
speak specifically to an issue that is 
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unfolding in my State of Alaska. Clear-
ly, the EPA has important responsibil-
ities to set and also enforce environ-
mental standards. I think we would all 
agree with that. In the 40 years since 
EPA was established, our Nation has 
made dramatic progress in restoring 
and preserving our environmental re-
sources. I am grateful. I am proud to 
live in a nation with high environ-
mental standards for the benefit of the 
land and for the people. 

But the process for setting Federal 
environmental standards, I would sug-
gest, is broken. We are seeing things 
present themselves not only in my 
State but around the country. We see 
in Alaska, day in and day out, that 
things are not working perhaps as they 
were designed. So many Alaskans feel 
the EPA does not ‘‘get’’ Alaska. 

But the challenges I think we see up 
North are just examples of many of the 
problems we see repeated all over the 
Nation. I would suggest that what we 
need to see is balance, balance restored 
at the EPA. There has always been a 
recognition that the EPA must go 
about its work in a balanced way. 

Back in 1970, there was a memo 
called the Ash memo, and it listed the 
origin of the EPA. They stated it this 
way: 

Sound environmental administration must 
reconcile divergent interests and serve the 
total public constituency. It must appreciate 
and take fully into account competing social 
and economic claims. 

In recent years, EPA has not ade-
quately, let alone fully, taken into ac-
count these so-called competing claims 
such as the genuine welfare of our peo-
ple and their economic needs. EPA 
says—and I have had many a conversa-
tion with Administrator Jackson in 
person and before committee, where 
the statements are made that there is 
a concern about environmental justice 
for communities that are historically 
underrepresented in EPA decision-
making. The fact is, many of these 
communities are very frequently the 
ones that bear the brunt of regressive 
increases in, for instance in my State, 
energy and in living costs that are 
caused by some of these rules we are 
facing. 

When I go home, when I meet with 
people from around the country, I hear 
more complaints, more concerns ex-
pressed about the EPA than any other 
Federal agency, bar none. Again and 
again, I am told the benefits of many of 
the EPA requirements are uncertain at 
best but that the cost of the regula-
tions are very real, and they are detri-
mental to the human welfare. 

Today, EPA often seems too eager to 
impose requirements that are dubious 
in their health or their environmental 
benefits but whose main effect may be 
to penalize or to perhaps even stop 
commerce or development. So restor-
ing an appropriate equilibrium is vital 
if we want to have a healthy people, if 
we want to have a healthy economy. 

Today, I would like to speak to one 
example from my State. There is as it 

relates to ECA. ECA is a reference to 
the Emissions Control Area. The EPA 
was a major proponent of including the 
ocean off southern and southeastern 
Alaska in an international emissions 
control area. This was an effort to re-
duce emissions from marine vessels 
through lowering sulfur standards 
within the fuel. 

The purpose of the emissions control 
areas is to require ships—which, to be 
very fair, certainly have significant 
emissions—to do their part to curb pol-
lution. This is absolutely reasonable. 
The problem we are seeing up north is 
that EPA never gathered any air mod-
eling data to support the claim that we 
have a problem from ships that travel 
up to Alaska. There has been no air 
modeling data whatsoever. We have re-
quested. There has been none. More-
over, one of the proposals advanced to 
work with the EPA—and we need to be 
working with our agencies, as we need 
our agencies to be working with us— 
was an offer for an equivalent method 
to comply with the ECA requirements 
in North America. We are the only 
State in the country that is not acces-
sible by road. Folks come and visit us 
by air and they come in by ship in the 
summertime. Tourism is big business 
in Alaska. In Juneau, the ships that 
are tied up at the docks are utilizing 
shoreside services so there are no emis-
sions when they are in the community. 
So one of the proposals that was out 
there—this equivalency method—would 
essentially ask for a tradeoff. If we 
have cruise ships emitting nothing 
when they are in dock or at shore, off-
set that against those that would be 
emitted from vessels out at sea, essen-
tially an averaging. That was rejected 
by the EPA. 

What has made this particularly dis-
concerting for many Alaskans is that 
in the EPA’s justification they cite a 
U.S. Forest Service study that purport-
edly found some evidence that emis-
sions from cruise ships in southeast 
Alaska could impact the lichen in the 
mountains above Juneau. We can see 
the mountains up here in this chart. 
They are pretty high. There is lichen 
up on the top. It is kind of a short, 
mossy, green plant. The report went on 
to worry that if we have impacted li-
chen growth in Juneau, it could some-
how or other harm the caribou. 

Never mind the link that lichen and 
cruise ship emissions may be very ten-
uous, there is a bigger problem with 
EPA’s reasoning, and anybody from 
Alaska would know the problem, which 
is there are no caribou in Juneau, AK. 
There are no caribou anywhere in 
southeastern Alaska. Everyone has 
seen my pictures before. Alaska is a 
pretty big State. If we are sitting in 
Juneau, AK, the caribou herd this re-
port was apparently concerned about is 
over 1,000 miles away. There are about 
1,000 miles between Juneau and where 
the southern Alaska Peninsula caribou 
herd cited in the EPA study live—1,000 
miles. It would be as if we would make 
the assertion a cruise ship sitting in 

Miami might somehow affect the food 
supply for bears up in the Pocono 
Mountains north of Philadelphia, PA. 

I think we need to look at this and 
recognize we have a pretty flawed 
study to begin with, if the suggestion 
is we need to ensure there are no emis-
sions coming from a cruise ship in Ju-
neau because that is going to impact 
the lichen which will impact the car-
ibou that don’t happen to live any-
where near Juneau—no closer than 
1,000 miles away. So applying these 
new fuel standards to save the lichen in 
Juneau to feed caribou 1,000 miles from 
here will mean vessels plying the 
waters of southeast and south central 
Alaska—whether they are freight ves-
sels that move just about all our goods 
or cruise ships that are the lifeblood of 
our tourist economy—will have to 
meet the requirement they now burn 
low-sulfur diesel at levels suggested 
that are, perhaps, not attainable. 

The question I think is fair to ask is: 
What is the problem with requiring 
these cruise ships and these vessels 
bringing goods north to Alaska to meet 
these standards? What is the problem 
with this requirement? 

The problem is while these ECA re-
quirements may not have a measurable 
positive effect on human health—or 
caribou food, for that matter—they 
will have a material impact on our cost 
of living. Look at the State of Alaska 
and the way we get our materials in, 
the way we get our foodstuffs, our 
hardware, our lumber. It comes to us 
over the water. There is some, yes, 
that comes in by airplane, but guaran-
teed that is going to cost much more. 
There are some that can come up from 
the lower 48 across through Canada and 
into Alaska that way. But if we want 
to talk about increased emissions, that 
is surely one way to do it, to put it on 
a truck and haul it all the way up here. 

So much of our goods come to the 
State by water. About 85 percent of the 
goods that come to the State of Alaska 
come into the Port of Anchorage, 
which is sitting right there. 

What we see with these ECA regs is 
that ships coming out of a port such as 
Los Angeles or Long Beach—where my 
colleague from California hails from, 
and she is here on the floor now—have 
hundreds of ships coming in and out 
every day, but they are not subject to 
this same emissions control area. They 
only need to burn this expensive low- 
sulfur fuel for a very short time until 
they are out of the ECA. The problem 
is, when traveling along Alaska’s coast 
to bring those goods up to our State, 
you are in an area where our air is 
pretty clean—our air is very pristine— 
but the entire voyage is within this 
ECA region. It is all within this emis-
sions control area. So throughout that 
entire journey they are required to 
burn the lower sulfur, more expensive 
fuel. 

If this were just going to result in an 
increase in cost to the cruise lines or 
to the freight haulers that come up to 
the State, that might be one thing, but 
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I think we recognize the economic re-
ality that every dime that is added to 
the cost of doing business in Alaska is 
ultimately going to be a dime passed 
on and shared by consumers. 

The State of Alaska recently cited an 
estimate that these new requirements 
will increase the shipping costs to the 
State of Alaska by 8 percent. One 
might say: Eight percent, that is not 
that bad. We can live with that. But 
the problem we face is that in 2015, just 
around the corner, we will see an even 
higher standard these vessels will be 
held to. At that point in time, the sug-
gestion is that costs could be increased 
by as much as 25 percent. That may be 
on the high margin, but let’s say some-
where between 8 and 25 percent. Again, 
almost every commodity consumed in 
our State is transported either by ship 
or by ship and plane, with the cost of 
freight adding a significant increase to 
every item out there. 

We are already one of the most ex-
pensive places to live in America, and 
rural Alaska is even more expensive. I 
check on a weekly basis to find out 
what Alaskans are paying for their 
fuel, whether it is in the city of An-
chorage or up in Fairbanks or out in 
Kwethluk or in the villages. I monitor 
that regularly to see how our villages 
are faring. In Kotzebue, for instance, 
this week they are paying about $7.15 
for a gallon of gas. I asked that we put 
a link on our Web site to get some pric-
ing on what we are seeing in our com-
munities as it relates to foodstuffs, 
things you and I would use in our home 
here. Here is a package most of us rec-
ognize. A 10-pound bag of sugar in 
Kwethluk is going for $17.25. There is 
no other store in Kwethluk, other than 
the Native store, so it is not as if they 
can go to the Safeway and comparison 
shop. It is not as if they can get in 
their car and drive to the city or go to 
Costco. It just doesn’t happen. There 
are no roads in and out of Kwethluk. 
You might be able to take an airplane. 

A gallon of whole milk costs $30 in 
Ambler, that is if you can find whole 
milk or any kind of fresh milk. As a 
mom who has boys who go through 
laundry, I am always looking to see 
what people are paying for laundry de-
tergent. In Venetie, a 100-ounce bottle 
of Tide goes for $43.50. I had my interns 
do a little price comparison on Tide. 
Powdered Tide, 56 ounces, in Anchor-
age we are paying $9.98. That is a little 
higher than here in Washington. Wash-
ington is about nine bucks. But in 
Angoon that same box of Tide is $18.33. 
In Barrow it is $22. In McGrath it is $21. 
In Bethel it is $21. 

So when we talk about increasing the 
prices in Alaska by 8 percent, 10 per-
cent, 12 percent, possibly 25 percent 
and you are a mom buying a box of 
Tide and you are already paying $43, 
believe me, 8 percent starts to add up 
real quick. When you are trying to buy 
a bag of sugar so you can make the 
food, put up the jam for the winter, and 
you are paying $17.25 in Kwethluk, I 
think it is fair to say we are paying at-

tention to what happens when there 
are cost increases. 

EPA mandated low-sulfur fuel is esti-
mated to add $100 million in additional 
cost to the summer cruise traffic in 
Alaska. So one might say, if you can 
afford the price of a cruise, that is not 
that big of a deal. You increase the 
price of the ticket and people will live. 
But what happens is that puts Alaska 
at a competitive disadvantage when we 
are talking about where these busi-
nesses are going to operate. Fourteen 
percent of all employment in the State 
is directly tied to the tourism indus-
try. So if the cruise lines can’t fully 
pass on these increased costs, what 
they are going to do is move their 
ships. They will take them to other 
parts of the world where air quality 
standards are different, and we will 
have the loss of seasonal visitors. The 
money they bring to southeastern 
Alaska is a huge part of the local econ-
omy and also to year-round institu-
tions. In Juneau, our regional hospital 
is actually able to provide for a higher 
standard of care, in part, because of the 
high influx of patients it serves during 
the summertime. 

I would suggest the EPA’s one-size- 
fits-all approach to environmental reg-
ulation doesn’t always work. We can’t 
quite shoehorn that into in all situa-
tions, and we need to be aware of that. 
Again, when we talk about the concept 
of environmental justice, we need to 
make sure when regulations and rules 
are imposed, we are not hurting the 
most vulnerable. I would suggest the 
people in Kwethluk, who are looking at 
the impact of these regulations and 
what it is going to mean to them and 
their village, they are asking: How do 
we survive? How do we live? The an-
swer isn’t for them to move to Wash-
ington, DC. That is not the answer. We 
need to get back to balance. 

What is happening now is the State 
of Alaska has sued the EPA Adminis-
trator in Federal Court to stop the new 
requirements from taking effect. Given 
the immediacy of the threat these re-
quirements pose to my State, I think 
the State’s move to advance the litiga-
tion was the right one. But we 
shouldn’t have to sue our own govern-
ment in order to get balanced regula-
tion. 

Administrator Lisa Jackson has re-
cently acknowledged that applying 
ECA to Alaska has posed a problem. 
She recognized that. Unfortunately, we 
haven’t seen anything more beyond 
those words, and we are still no closer 
to a solution. These new requirements 
are set to take effect next week, the 
initial threshold. I have been raising 
this issue with EPA for several years, 
but again we are still working and we 
have not yet resolved it. I have called 
on the President himself to marshal 
the State Department to see if ECA 
can be amended or some other relief 
can be found to eliminate at least this 
one burden. 

This is something that is touching 
Alaskans in a very immediate and a 

very direct way. Again, we want to en-
sure our air is clean, that our water is 
clean. We want to be the good 
custodians and stewards of our land, 
and we are. But we need to be able to 
work with our Federal regulators. I 
have asked the Administrator and I 
have asked the President to work with 
us on this. 

TED STEVENS DAY 
Mr. President, I know my colleague 

from California is here to speak, but I 
would like the indulgence of the body 
for just 2 more minutes to speak on a 
little bit of a happy occasion. 

TED STEVENS DAY 
Mr. President, the day after tomor-

row, on Saturday, Alaskans are going 
to be celebrating Ted Stevens Day. As 
I travel around the State, whether I am 
in Fairbanks or down on the Kenai 
River or up in Bethel, down in Ketch-
ikan, everywhere I go, I am reminded 
of my good friend and a friend to so 
many in this body, Senator Ted Ste-
vens. 

It was nearly 2 years ago now that we 
lost Uncle Ted to the tragic plane 
crash in southwest Alaska. But as trag-
ic as that was, I always stop to remem-
ber that that tragedy struck while Ted 
was doing what he loved to do most, 
which was enjoying Alaska’s great out-
doors and going fishing, just being out-
doors. His passion for Alaska’s unique 
wilderness, his love for fishing, and his 
immense affection for the outdoors 
really embodies the spirit we are now 
advancing in Ted Stevens Day, and the 
motto of this day is ‘‘Get Out and 
Play.’’ 

On the fourth Saturday of July, we 
join together to celebrate the life and 
the legacy of a man who was really 
dedicated to public service, whether it 
was his days as a pilot in World War II, 
to the four decades he served with us 
here in the Senate. 

He began working in Alaska long be-
fore statehood. When he came here to 
Washington, DC, to represent us in the 
Senate, he began a battle for our State 
that lasted for 40 years. He fought for 
roads, for buildings, and for infrastruc-
ture that new, young States need, as 
well as many of the programs that are 
in place today that continue on. He 
worked to transform not only Alaska 
but really the rest of the country as 
well. 

It is somewhat coincidental that this 
Ted Stevens Day coincides with the be-
ginning of the 2012 summer Olympic 
games in London. So as Alaskans get 
together to get out and play this week-
end under the midnight sun, there are 
going to be 530 American athletes who 
will begin to embark on a 17-day Olym-
pic journey Senator Stevens helped to 
pioneer. It is because of legislation he 
championed that the Olympic move-
ment in the United States exists as it 
does today. 

Back in 1978, he fought for the pas-
sage of the Olympic and Amateur 
Sports Act. This was later renamed the 
‘‘Ted Stevens Olympic and Amateur 
Sports Act’’ in his honor and declared 
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the U.S. Olympic Committee the cen-
tralized body of all Olympic activities 
in the country and ultimately led to 
the creation of national governing bod-
ies responsible for the oversight of each 
individual Olympic sport—a structure 
that is still in place now. He really was 
so much an inspiration to the progress 
and to the development of the Olympic 
movement here in the United States. 
Earlier this month, the U.S. Olympic 
Committee honored Senator Stevens as 
a special contributor in the Class of 
2012 U.S. Olympic Hall of Fame. 

We all know Senator Stevens was 
also a huge proponent of title IX. I 
think he would be very proud that for 
the first time in American history, 
Team USA is comprised of more women 
than men. I think that would give him 
a smile. But this feat was made pos-
sible by the landmark legislation 
passed 40 years ago that opened gym-
nasium doors and leveled the playing 
field for women and girls across the 
country. 

In Alaska, we very often say that Ted 
Stevens was larger than life. Today, in 
discussing this and bringing this up, we 
recognize that on Saturday we are 
going to continue a tradition of re-
membering a man who loved Alaska 
with a passion. As we go out and bike 
and hike and fish, I think many will 
share good memories of an amazing 
Alaskan, an amazing man, and truly an 
amazing American. 

I thank the Presiding Officer for the 
opportunity to speak a few minutes 
about a subject which should, hope-
fully, bring a smile to many of us. 

Mr. President, I yield the floor. 
The PRESIDING OFFICER. The Sen-

ator from California. 
Mrs. FEINSTEIN. Mr. President, I 

wish to speak on the Cybersecurity Act 
of 2012. I assume that bill is in order 
and on the floor. 

The PRESIDING OFFICER. The mo-
tion to proceed is pending. 

Mrs. FEINSTEIN. Mr. President, I 
come to the floor as the chairman of 
the Intelligence Committee to, in my 
own way, indicate the seriousness of 
the job we are about to begin. I know 
there is controversy. I know there are 
differences of opinion. But what people 
have to understand is that we have 
breach after breach now, and they have 
become far more numerous, much more 
sophisticated, and much more insidious 
in recent years. 

I want to give a number of examples 
of what is happening out there in the 
real world, and let me begin by going 
back to 2008, when the Pentagon’s clas-
sified military computer networks suf-
fered a ‘‘significant compromise.’’ That 
is according to former Deputy Sec-
retary Bill Lynn in 2010. These 
breaches are usually classified at the 
time they happen; therefore, people 
don’t know about them. So all I am 
going to do is run through unclassified 
breaches, and even that is beyond com-
prehension. Former Secretary Lynn 
also detailed that foreign hackers stole 
24,000 U.S. military files in a single at-

tack on a defense contractor in March 
2011. 

In the 5 months from October 2011 
through February 2012, over 50,000 
cyber attacks were reported on private 
and governmental networks, with 86 of 
those attacks taking place on critical 
infrastructure networks. Now, that is 
according to the bipartisan Policy Cen-
ter’s Cybersecurity Task Force. Fifty 
thousand incidents were the ones that 
were reported to the Department of 
Homeland Security, so they represent 
only a small fraction of the cyber at-
tacks carried out against the United 
States. 

In December 2011, press reports re-
vealed that the networks of the U.S. 
Chamber of Commerce were completely 
penetrated for more than a year by 
hackers. The hackers apparently had 
access to everything in Chamber com-
puters, including member company 
communications and industry positions 
on U.S. trade policies. 

In March 2011, NASA’s Inspector Gen-
eral reported that cyber attacks suc-
cessfully compromised NASA com-
puters. In one attack, intruders stole 
150 user credentials that could be used 
to gain unauthorized access to NASA 
systems. 

Another attack at the Jet Propulsion 
Laboratory that involved China-based 
Internet Protocol addresses let the in-
truders gain full access to key JPL sys-
tems and sensitive user accounts. 

Forty-eight companies in the chem-
ical, defense, and other industries were 
penetrated during 2011 for at least 6 
months by a hacker looking for intel-
lectual property. The cybersecurity 
company Symantec attributes some of 
these attacks to computers in Hebei, 
China. 

It became worldwide news when 
Google alleged in April of 2011 that 
China had compromised hundreds of 
Gmail passwords for e-mail accounts of 
prominent people, including senior U.S. 
officials. 

On March 17, 2011, RSA publicly dis-
closed that it had detected a very so-
phisticated cyber attack on its systems 
in an attempt to obtain data that 
would compromise RSA’s authenti-
cated log-in technology. The data ac-
quired was then used in an attempt to 
penetrate Lockheed Martin’s networks. 

Between March 2010 and April 2011, 
the FBI identified 20 incidents in which 
the online banking credentials of small 
to medium-sized U.S. businesses were 
compromised and used to initiate wire 
transfers to Chinese economic and 
trade companies. As of April 2011, the 
total attempted fraud amounts to ap-
proximately $20 million, and the actual 
victim losses are $11 million. 

In October 2010, hackers penetrated 
the systems of NASDAQ, which 
sparked concerns about the severity of 
the cyber threat facing the financial 
industry. 

In January 2011, a hacker extracted 
$6.7 million from South Africa’s 
Postbank over the New Year’s holiday. 

In January 2011, hackers penetrated 
the European Union’s carbon trading 

market, which allows organizations to 
buy and sell their carbon emissions 
quotas, and stole more than $7 million 
in credits, forcing the market to shut 
down temporarily. 

An international computer-crime 
ring, broken up in October 2010, si-
phoned about $70 million in a hacking 
operation targeting bank accounts of 
small businesses, municipalities, and 
churches, according to the FBI. 

In November 2008, hackers breached 
networks at Royal Bank of Scotland’s 
WorldPay, allowing them to clone 100 
ATM cards and withdraw over $9 mil-
lion from machines in 49 cities. 

In December 2008, retail giant TJX 
was hacked. The one hacker captured 
and convicted, named Maksym 
Yastremskiy, is said to have made $11 
million from the hack. 

In August 2008, computer networks in 
Georgia were hacked by unknown for-
eign intruders, most likely at the be-
hest of the Russian Government be-
cause they were coordinated with Rus-
sian military actions against Georgia. 

In May 2007, Estonian Government 
networks were harassed by a denial-of- 
service attack by unknown foreign in-
truders, most likely again at the be-
hest of the Russian Government be-
cause they were part of the worst dis-
pute between the two countries since 
the collapse of the Soviet Union. 

So, as you can see from some of the 
examples above, for years now, the 
United States and other countries have 
been at the receiving end of multiple, 
concerted efforts by nation-states and 
non-state actors to hack into our net-
works. These bad actors are infil-
trating our communications, accessing 
our secrets, and sapping our economic 
health by stealing intellectual prop-
erty. They may also be building a capa-
bility, if necessary in the future, to 
wage cyber war. We may not even 
know until the attack has been 
launched. 

These attacks are sophisticated, and 
involve hacking techniques that we un-
fortunately now see quite often. Cyber 
attacks can come in the form of viruses 
and worms, malicious backdoors, logic 
bombs, and denial-of-service attacks, 
just to name a few. 

A groundbreaking unclassified report 
from November of last year published 
by the Intelligence Community said 
cyber intrusions against U.S. compa-
nies cost billions of dollars annually. 
The report named China and Russia as 
aggressive cyber thieves. 

On China, the report said: ‘‘Chinese 
actors are the world’s most active and 
persistent perpetrators of economic es-
pionage.’’ We know that sophisticated 
attacks from China against financial 
and technology companies, such as 
Google, resulted in property theft on a 
massive scale. Billions of dollars of 
trade secrets, technology, and intellec-
tual property are being siphoned each 
year from the United States to benefit 
the economies of China and other coun-
tries. 

On Russia, the report said: ‘‘Russia’s 
intelligence services are conducting a 
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range of activities to collect economic 
information and technology from U.S. 
targets.’’ I can assure everyone that 
the classified assessments are far more 
descriptive and far more devastating. 

The examples above are bad enough, 
but cyber threats are evolving, and I 
am very concerned that the next wave 
will come in the form of crippling in-
trusions against the computers that 
control powerplants, dams, transpor-
tation hubs, and financial networks in 
these United States. 

We have already seen the use of cyber 
attacks in warfare, when hackers in-
side Russia reportedly took down the 
command and control systems in Esto-
nia in 2007. That was 5 years ago, 
roughly a lifetime in the realm of 
cyber attack capability. 

Senior national security experts from 
across the political spectrum have 
sounded the alarm about this threat. 
For Example, Leon Panetta, at his con-
firmation hearing to be Secretary of 
Defense, said: 

The next Pearl Harbor we confront could 
very well be a cyber attack that cripples our 
power system, our grid, our security sys-
tems, our financial systems, our govern-
mental systems. 

Bob Mueller, Director of the FBI, tes-
tified before the Senate Intelligence 
Committee that ‘‘the cyber threat, 
which cuts across all programs, will be 
the number one threat to our country.’’ 
We are dealing with the No. 1 threat to 
the country. 

I am pleased to be an original cospon-
sor of the Cybersecurity Act of 2012 
with Senators LIEBERMAN, COLLINS, 
ROCKEFELLER, and CARPER. I wish to 
thank them for their tireless work on 
this legislation over the past several 
years. 

This act has seven titles. Each of 
them addresses a key gap in our Na-
tion’s cyber laws. I wish to take a mo-
ment to describe the critical infra-
structure provisions in Title I, but I 
wish to focus most of my remarks on 
the information-sharing part of the 
bill, which makes up Title VII. 

Title I covers Critical Infrastructure 
Protection, which means protecting 
the public and private infrastructure 
that underpin our economy and our 
way of life—a big deal. A cyber attack 
against these networks could open a 
dam, crash our financial system, or dis-
able the electric grid. It could stop all 
planes and interrupt the FAA—on and 
on and on. 

Although some critical infrastruc-
ture companies have taken action to 
protect their networks, too many of 
them have not. It appears that market 
forces are insufficient for many critical 
infrastructure companies to adopt ade-
quate cybersecurity practices. Thus, 
Title I of this bill would create strong 
incentives for companies to work with 
the Federal Government to establish 
standards for critical infrastructure 
protection. 

Let me be candid. Even though the 
bill makes cybersecurity standards vol-
untary, I know many Senators still re-

sist this idea. I do not. I would have 
preferred that this bill include its 
original critical infrastructure provi-
sions, which would have mandated 
baseline standards for cybersecurity. 
But I recognize we have to com-
promise. I recognize this legislation is 
a necessary first step to provide some 
security, and that compromise to the 
voluntary measures in this bill was 
necessary. So we have done it. I hope if 
and when we see a major cyber attack 
against the power grid, or Wall Street, 
or a major dam, we won’t see this com-
promise as a mistake. 

Other Senators have spoken at 
length about critical infrastructure 
and other parts of the bill, so let me 
move to Title VII, regarding informa-
tion sharing. This is the part the Intel-
ligence Committee has had something 
to do with. This title—at least 40 pages 
of the bill—covers authorities and pro-
tections for sharing information about 
threats to cybersecurity. The informa-
tion-sharing title addresses one of the 
main problems I heard from both the 
private sector and the government 
about existing laws and business prac-
tices when it comes to cyber: that pri-
vate sector companies and the govern-
ment know a lot about the cyber at-
tacks against their networks, but this 
information is so stovepiped that no 
one is as well protected as they could 
be if the information were shared. 
That, I believe, is fact. 

As the Bipartisan Policy Center’s 
Cyber Security Task Force recently 
found: 

Despite general agreement that we need to 
do it, cyber information sharing is not meet-
ing our needs today. 

Title VII addresses this problem. It 
reduces the legal barriers that hamper 
a private entity’s ability to work with 
others and the Federal Government to 
share cybersecurity threat informa-
tion. 

How do we do this? What does that 
title do specifically? First, it explicitly 
authorizes companies to monitor and 
defend their own networks. 

Many companies monitor and defend 
their own networks today in order to 
protect themselves and their cus-
tomers. But we have heard from nu-
merous companies that the law in this 
area is unclear, and that sometimes it 
is less risky, from a liability perspec-
tive, for them to allow attacks to hap-
pen than to take additional steps to de-
fend themselves. Can you imagine 
that? So we make the law clear by giv-
ing companies explicit authority to 
monitor and defend their own net-
works. 

Secondly, the bill authorizes the 
sharing of cyber threat information 
among private companies. There have 
been concerns that anti-trust laws pre-
vent companies from cooperating on 
cyber defense. This bill, in section 702, 
clearly says: 

Notwithstanding any other provision of 
law, any private entity may disclose lawfully 
obtained cybersecurity threat indicators to 
any other private entity in accordance with 
this section. 

Third, the bill authorizes the govern-
ment, which will largely mean (in prac-
tice) the Intelligence Community—I 
hope the DNI—to share classified infor-
mation about cyber threats with appro-
priately cleared organizations outside 
of the government. 

Traditionally, only government em-
ployees and contractors have been eli-
gible to receive security clearances, 
and therefore to gain access to na-
tional secrets. To put it another way, 
those with a valid ‘‘need to know’’ 
most security secrets are within the 
government. 

That isn’t true, though, for cyberse-
curity. In this case, we cannot restrict 
classified information tightly within 
government—the companies that un-
derpin our Nation’s economy and way 
of life have a ‘‘need to know’’ about the 
nature of cyber attacks so they can 
better secure their systems. 

It is not sufficient for the govern-
ment to be able to defend itself against 
an attack. It is also necessary for com-
panies such as Google, or an institu-
tion such as NASDAQ, to be able to 
protect themselves and to use all pos-
sible defenses that we can help provide 
to them. 

Under this bill, companies are able to 
qualify to receive classified informa-
tion. They will be certified and then 
able to obtain classified information 
about what cyber threats to look out 
for. 

Fourth, the bill establishes a system 
through which any private sector enti-
ty—whether a power utility, a defense 
contractor, a telecom company, or oth-
ers—can share cyber threat informa-
tion with the government. 

When it comes to cyber, information 
sharing must be a two-way street. Of-
tentimes, the private sector has impor-
tant information about cyber intru-
sions that the government doesn’t pos-
sess. After all, the private sector is the 
one on the frontlines of incoming cyber 
assault, so companies are often best 
able to understand the attack. 

The private sector should be able to 
share that information with the gov-
ernment so that the government can 
protect itself and fulfill its responsi-
bility to warn others about the threat. 
So let me describe how this bill allows 
for and encourages that information 
sharing, and most importantly, let me 
describe the liability protections that 
companies receive for doing so. 

The Secretary of Homeland Security, 
in consultation with the Attorney Gen-
eral, the Secretary of Defense, and the 
Director of National Intelligence, 
would designate one or more Federal 
cybersecurity exchanges. We envision 
that these exchanges would be an exist-
ing entity, such as one of the existing 
Federal cybersecurity centers. 

Private companies would share cyber 
threat information with these ex-
changes directly. These exchanges 
must be civilian entities, which is im-
portant to a number of Senators. They 
will have procedures in place to share 
that information as quickly as possible 
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with other parts of the government. 
The information is protected from dis-
closure under the Freedom of Informa-
tion Act. It cannot be used in a regu-
latory enforcement action. 

This exchange would serve as a focal 
point for information sharing with the 
government. Having a single focal 
point would establish a single point of 
contact for the private sector. Other-
wise we would have chaos. Some people 
want multiple points. It is difficult to 
do and still maintain the security that 
is necessary. 

We think this approach solves the 
problem. Having a single focal point is 
also more efficient for the government. 
It would help eliminate stovepipes, be-
cause right now there are dozens of dif-
ferent parts of the government receiv-
ing information from the private sector 
about cyber threats they are encoun-
tering. It is all over the map. It would 
also make privacy and civil liberties 
oversight easier, which I know inter-
ests you, Mr. President. I will describe 
that in a moment. 

Finally, it should save taxpayers 
money, because it is more efficient to 
manage—and that has to be a con-
cern—and oversee the operation of one 
entity versus many entities. 

Let me now describe the all-impor-
tant liability protections that are such 
a critical part of this. 

Section 706 of the bill provides liabil-
ity protection for the voluntary shar-
ing of cyber threat information with 
the Federal exchange. 

The bill reads: 
No civil or criminal cause of action shall 

lie or be maintained in any Federal or State 
court against any entity [that means a com-
pany] acting as authorized by this title, and 
any such action shall be dismissed promptly 
for . . . the voluntary disclosure of a law-
fully obtained cybersecurity threat indicator 
to a cybersecurity exchange. 

That is section 706(a). It is clear as a 
bell. In other words, a company is im-
mune from lawsuit over sharing cyber 
threat information with a Federal ex-
change. The same immunity applies to 
the following: companies that monitor 
their own networks; cybersecurity 
companies that share threat informa-
tion with their customers; companies 
that share information with a critical 
infrastructure owner or operator; and 
companies that share threat informa-
tion with other companies, as long as 
they also share that information with 
the Federal exchange within a reason-
able time. This ‘‘reasonable, good 
faith’’ defense is also available for the 
use of defensive countermeasures. 

If a company shared information in a 
way other than the five ways I have 
just mentioned, it still receives a legal 
defense under this bill from suit if the 
company can make a reasonable, good- 
faith showing that the information- 
sharing provisions permitted that shar-
ing. 

Further, no civil or criminal cause of 
action can be brought against a com-
pany, an officer, an employee, or an 
agency of a company for the reasonable 

failure to act on information received 
through information-sharing mecha-
nisms set up by this bill. 

Basically—and this is important; 
please listen—the only way anyone 
participating in the information-shar-
ing system can be held liable is if they 
were found to have knowingly violated 
a provision of the bill or acted in gross 
negligence. 

So there are very strong liability 
protections for anyone who shares in-
formation about cyber threats—which 
is completely voluntary—under this 
bill. 

Now, what information will be shared 
with the exchange? Information that 
should be shared includes—but is not 
limited to—malware threat signatures, 
known malicious Internet Protocol, or 
IP, addresses, and immediate cyber at-
tack incident details. 

The exchanges would be able to share 
this information in as close to real 
time as possible over networks. That is 
the only way for the private sector and 
the government to stay a step ahead of 
our cyber adversaries. 

What kind of information can they 
share? We define this information in 
our bill as ‘‘cybersecurity threat indi-
cators.’’ We define this term to include 
only information that is ‘‘reasonably 
necessary’’ to describe the technical 
attributes of cyber attacks. This is not 
a license for the government to take in 
and distribute private citizens’ infor-
mation. Rather, it is narrowly tailored 
to cover information that relates spe-
cifically to a cyber attack. 

In addition to narrowly defining 
what information can be shared with 
an exchange, our bill also requires the 
Federal Government to adopt a very 
robust privacy and civil liberties over-
sight regime for information shared 
under this title. There are multiple 
layers of oversight from different parts 
of the Executive Branch, including the 
Department of Justice, the inde-
pendent Privacy and Civil Liberties 
Oversight Board, as well as the Con-
gress. I wish to direct Members to the 
privacy and civil liberties protections 
on pages 185 through 192 of this bill for 
the litany of procedures, reviews, and 
reports that are required. 

We have worked closely with several 
Senators, including the Presiding Offi-
cer, Senator FRANKEN, and Senators 
DURBIN, COONS, AKAKA, BLUMENTHAL, 
and SANDERS on these protections, and 
I really thank them all for their efforts 
in that regard. I think my colleagues 
have really helped the bill become a 
better bill. 

I would also be remiss if I didn’t show 
my great appreciation of the work and 
leadership of the majority leader for 
his unrelenting focus on getting this 
bill to the floor and making time to 
have this debate. It is infinitely better 
having this debate now rather than 
after a major cyber attack. My great-
est worry is that we wouldn’t pass 
something. 

The perfect cannot be the enemy of 
the good. This legislation is unprece-

dented. It will take some steps. We will 
find other steps we will need to take. 
We will need to come back to it and 
come back to it because technology is 
moving so quickly. 

I think this is as important a bill as 
I have seen in my 20 years in the Sen-
ate. I know what is out there. I know 
what some other countries are doing. I 
know what some bad actors are doing. 
The time has come to protect ourselves 
and take some action. 

I hope we will have the support, and 
I urge my colleagues to vote for this 
bill. 

Mr. President, I yield the floor and I 
note the absence of a quorum. 

The PRESIDING OFFICER. The 
clerk will call the roll. 

The bill clerk proceeded to call the 
roll. 

The PRESIDING OFFICER. The Sen-
ator from Connecticut. 

Mr. BLUMENTHAL. I ask unanimous 
consent that the order for the quorum 
call be rescinded. 

The PRESIDING OFFICER. Without 
objection, it is so ordered. 

HONORING AMBASSADORS TO PAKISTAN AND 
AFGHANISTAN 

Mr. BLUMENTHAL. Mr. President, I 
am here today to express my sincere 
appreciation and thanks and admira-
tion to a number of our distinguished 
Foreign Service officers who were simi-
larly lauded by Senator MCCAIN earlier 
today. I heard his remarks, and I wish 
to be associated with them. 

I wish to express my thanks to three 
very brave and able men who have 
served this country under the most de-
manding and difficult conditions, re-
quiring huge personal courage as well 
as insight and strong action. They are 
Ryan Crocker, who has served as Am-
bassador to Afghanistan; his deputy 
who will replace him shortly, James 
Cunningham; and our Ambassador to 
Pakistan, Cameron Munter. What they 
share and what they have given us in 
these two critical posts is the best of 
our Nation’s public service and foreign 
service. 

I had occasion to meet both Ambas-
sador Crocker and Ambassador 
Cunningham on a number of visits to 
Afghanistan and to be briefed by both 
of them, so I know personally how ex-
traordinarily honest and forthright 
they are in the insight and intelligence 
they give to congressional visitors. 
And many of us have been among those 
visitors and many of us have met with 
them, so I know others have had that 
experience as well. I know them both 
to be extremely capable and intel-
ligent, thoughtful, and insightful. They 
understand the complexities of this re-
gion, and they have succeeded in main-
taining strong relationships with our 
partners in Afghanistan and Pakistan 
to the extent they were able to do so 
amid the most complex and chal-
lenging circumstances. 

Somehow, in between all of the chal-
lenges they faced on the ground day to 
day, they also welcomed congressional 
visitors with extraordinary grace and 
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graciousness and generosity. I was 
proud to be one of them in visiting 
both Pakistan and Afghanistan. 

I wish to recognize particularly the 
efforts of Ambassador Munter in ad-
dressing the supply chain of IED—im-
provised explosive device—ingredients, 
the fertilizer and other chemicals that 
compose the roadside bombs that have 
literally caused more than half of our 
Nation’s casualties in Afghanistan. 
Those ingredients are smuggled, some-
times in broad daylight, across the bor-
der from Pakistan. He has worked hard 
and made a valuable contribution in 
challenging the Government of Paki-
stan to do better, and to confront the 
threat and to ensure interagency co-
ordination between the Department of 
State and the Department of Defense 
in confronting and attacking the IED 
network. He has written to me person-
ally, and I thank him for his commit-
ment to a cause that others have also 
made a priority, including Dr. Ashton 
Carter, presently Deputy Secretary of 
Defense. Together, we worked on this 
issue and made progress, but so much 
more must be done to stop the flow of 
IED bomb-making material across the 
border which does such horrific, de-
structive damage to our troops. One 
need only visit the Bethesda Naval 
Center to see it firsthand. Our hearts 
go out to the young men—principally 
men—and women and their families 
who are victims of these bombs. Thank 
you to Ambassador Munter for making 
it a priority. 

I thank Ambassador Crocker likewise 
for working on this problem as he led 
the Embassy in Kabul through pro-
foundly and deeply challenging times. 
When we here in Washington revise our 
policy toward Afghanistan and as we 
go through those revisions now, he has 
adopted and he has carried out policies, 
and he has served well our national in-
terests, even in the midst of change 
and challenge. 

I welcome Deputy Ambassador 
Cunningham to his new post. I have 
worked and been briefed by him. I, in 
fact, stayed with him in the Embassy. 
I have seen his keen insight, his quiet, 
understated manner, and his strength 
and will. 

Indeed, all of these men are men of 
intellect, but they are also men of ac-
tion, committed to delivering results 
to the Nation. They are men of loyalty 
and courage. 

I will just finish on this note. Nobody 
should underestimate the courage that 
is required to serve in these positions. 
Anyone who has visited these countries 
knows the threat of physical danger is 
ever-present not only to the brave men 
and women who serve in uniform in our 
Armed Forces but to our diplomats 
who every day put their lives on the 
line to serve us. So I thank not only 
them but the thousands of men and 
women who have served with them in 
Afghanistan, in Pakistan, and in other 
countries, at postings in places whose 
names most Americans can barely pro-
nounce. They have demonstrated the 

kind of bravery that Ambassadors 
Crocker, Munter, and Cunningham 
have every day. They deserve our 
thanks and our good wishes as they 
leave their present posts—as Ambas-
sador Crocker retires—and our good 
wishes for continued success for the 
sake of their lives and for the sake of 
our Nation. 

I yield the floor and I suggest the ab-
sence of a quorum. 

The PRESIDING OFFICER. The 
clerk will call the roll. 

The bill clerk proceeded to call the 
roll. 

Mr. SCHUMER. Mr. President, I ask 
unanimous consent that the order for 
the quorum call be rescinded. 

The PRESIDING OFFICER. Without 
objection, it is so ordered. 

GUNS IN AMERICA 
Mr. SCHUMER. Mr. President, I, like 

everyone else in America, have fol-
lowed the terrible tragedy in Aurora, 
CO. Just awful. I was particularly 
moved when I read in one of our local 
papers the bios of the 12 who had died. 
So many of them were young, in the 
prime of life, in their late teens and 
early twenties. So many of them were 
brave, protecting others—a child, a 
girlfriend, a friend. I was so upset on 
reading this, seeing these people’s lives 
snuffed out, just as they had great fu-
tures ahead of them—for nothing. 

It was the same kind of feeling I had 
after the World Trade Center—of 
course, magnified by much more be-
cause so many more people died, and I 
actually knew some of the people who 
died. But the same senseless killing of 
innocent people occurred. 

Of course, in the days after the trag-
edy, and as the dust settled—it will 
never settle for the families whom my 
heart goes out to—we began our usual 
discussion about guns in America, and 
there were many voices on all different 
sides. 

As somebody who has been very in-
volved in these issues, I gave it some 
thought and wanted to share with my 
colleagues and with my constituents 
and my country some thoughts about 
this. 

The question that comes up is: Can 
we do anything about guns in society? 
Of course, many would ask: Should we 
do anything about guns in society? 
Even the very thoughtful and erudite 
member of my own party, the Governor 
of Colorado, said a ban on weapons 
would not have stopped this tragedy 
from occurring, in all likelihood. 

So I wish to share some of my 
thoughts briefly. 

The bottom line is, maybe we can 
come together once and for all on the 
issue of guns if each side gave some. I 
have thought about this for a while. 

As you know, Mr. President, I was 
the House author—the leader, of 
course, was my colleague from Cali-
fornia—of the assault weapons ban. I 
am even prouder of the Brady law, 
where I was probably the leader, and 
that has saved so many lives. 

So the question is: When we were 
able to pass those kinds of 

groundbreaking laws, why are we so 
paralyzed now? 

Part of the reason—and this has not 
been mentioned—is that crime has ac-
tually decreased dramatically in Amer-
ica for a whole lot of reasons. I prob-
ably do not share the views of some of 
my colleagues on this side of the aisle 
as to why it happened. I am a pretty- 
tough-on-crime guy. But when crime 
went down, the broad middle that 
wanted to do whatever it took to stop 
crime—I remember how it ravaged my 
city—stopped caring as much because 
they were safer. That is logical. So 
they sort of exited the field. Law en-
forcement, which had been some of our 
best allies in supporting the assault 
weapons ban and the Brady law, sort of 
left the debate. The debate was simply 
left to those who cared the most, a 
very small number on the side of more 
active laws against gun control and a 
much larger number on the side of 
those who were opposed. 

I know you read in the newspapers: 
the power of money and the NRA. I 
have to say this, as somebody who has 
opposed the NRA and has been written 
up regularly in their magazines in not 
the most flattering way, the NRA’s 
main strength is because they have 2, 
3, 4 million people who care passion-
ately about this issue, who may not 
care about other issues, and who are 
mobilized at the drop of a hat. So when 
there is a bill on the floor of the Senate 
which a majority of Americans may 
support—a majority of Americans sup-
port the ban on assault weapons—even 
people in my State like New York hear 
much more from the people who are op-
posed to the assault weapons ban than 
the people who are for it. Now, 20 years 
ago, that would not have happened, 
again, because I think, more than any 
other reason, crime was so ravaging 
our communities that average folks 
would call and complain and worry 
about too many guns in society, which 
I think there still are now. 

In any case, given that situation, 
which exists, that the activists, the 
people who care about this issue the 
most—not the majority of people—are 
on the side of no limitations or few 
limitations on guns, how can we ad-
dress that balance? 

I think there can be a balance. Those 
on my side who believe strongly in 
some controls on guns have to ac-
knowledge that there is a right to bear 
arms. It perplexed many in the pro-gun 
movement how liberals would read the 
first, third, fourth, fifth, sixth amend-
ments as broadly as possible, but when 
it came to the second amendment, they 
saw it through a pinhole—it only re-
lated to militias, which, frankly, is a 
narrow, narrow, narrow reading of the 
second amendment. 

There were many back then in the 
1980s and 1990s in the pro-gun control 
movement who basically felt there was 
no right to bear arms. I think in part, 
because of that, those on the other side 
of the issue became kind of extreme 
themselves. Their worry was that the 
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real goal of the left was not simply to 
have rational, if you will, laws that 
might limit the use of guns—what guns 
could be had, how many clips, who 
could have them; criminals, the men-
tally infirm—but, rather, that was just 
a smokescreen to get rid of guns. And 
there was enough evidence back in the 
1980s and 1990s that people actually 
wanted to do that. 

So if you look at the ads from the 
NRA and the groups even farther over, 
the gun owners of America, their basic 
complaint is that the CHUCK SCHUMERs 
of the world want to take away your 
gun, even if it is the hunting rifle your 
Uncle Willie gave you when you were 
14. 

I think it would be very important 
for those of us who are for gun con-
trol—some rational laws on guns—to 
make it clear once and for all that is 
not our goal, to make it clear that the 
belief is that the second amendment 
does matter, that there is a right to 
bear arms, just like there is a right to 
free speech and others, and if you are 
an average, normal American citizen, 
you have the right to bear arms. 

I think if the people who are pro-gun 
and from the more rural areas, and dif-
ferent than Brooklyn, the city I am 
from, were convinced that there was a 
broad consensus even in the pro-gun 
control movement that there was a 
right to bear arms, they might get off 
their haunches a little bit. I think that 
is important for this part of the com-
promise. So the Heller decision, which 
basically said that—and now is the law 
of the land, but was not until a few 
years ago—should not be something 
that is opposed by those who are for ra-
tional laws on guns. 

I saw that even the Brady organiza-
tion, that I have worked very closely 
with—Jim and Sarah Brady helped us 
pass the assault weapons ban and the 
Brady law; I have worked with them 
closely and have known them for dec-
ades—but even the Brady organization, 
which in the past had not had that po-
sition, is now beginning to embrace it. 
I think that is for the good, and I think 
people should know that. 

Once we establish that it is in the 
Constitution, it is part of the American 
way of life—even though some do not 
like that—but once we establish that 
basic paradigm: that no one wants to 
abolish guns for everybody or only 
allow a limited few to have them under 
the most limited circumstances—this 
is on a national level—then maybe we 
can begin the other side of the dialog. 

The other side of the dialog is, once 
you know no one is going to take away 
your gun, if you are not a felon—your 
shotgun that you like to go hunting 
with or a sidearm if you are a store 
owner in a crime-ridden area—we can 
then say to those on the other side: OK. 
We understand that it is unfair to read 
the second amendment so narrowly and 
read all the other amendments so 
broadly, and you have seen us as doing 
that. But, in response, we would say, 
and I would say, that no amendment is 

absolute, and whether it is in reaction 
to what happened in the 1980s and the 
1990s or because of fanaticism, or for 
maybe fundraising reasons, it seems 
that too many on the pro-gun side be-
lieve the second amendment is as abso-
lute, or more absolute, than all the 
other amendments. They are taking 
the converse position to what I men-
tioned before—the left seeing the sec-
ond amendment as minuscule, but the 
right seeing the second amendment as 
broader than every other amendment. 

Certainly, the right believes in 
antipornography laws. That is a limita-
tion on the first amendment. Cer-
tainly, most people in America believe 
what—I think it was Oliver Wendell 
Holmes or Louis D. Brandeis who said: 
You cannot falsely scream ‘‘fire’’ in a 
crowded theater. That, too, was a limi-
tation on the first amendment. 

Every amendment is a balancing 
test. That is what the Constitution has 
said. 

No amendment is absolute or our so-
ciety would be tied in a complete knot. 
And so we say to our colleagues, this is 
not a partisan issue completely. There 
are some Republicans who are for gun 
control and some Democrats who op-
pose it completely. It seems to be more 
of a regional issue than almost an ideo-
logical issue. But we would say to our 
colleagues from the pro-gun side of 
things, look, there is a right to bear 
arms. We are not trying to take guns 
away from people we do not have any 
reason to take them away from. But 
you have to then admit that you can-
not be so rigid, so doctrinaire that 
there should be no limitation on the 
second amendment. 

The Brady law is a reasonable limita-
tion on the second amendment, saying 
that felons or the mentally infirm or 
spousal abusers should not have a gun. 
The Heller decision acknowledged that 
those kinds of reasonable limitations 
did not violate the second amendment, 
just as the Court has recognized they 
are limitations that do not violate the 
first amendment, all because it is a 
balancing test. 

So I would argue—and we can all find 
the balance in different ways—not only 
is the Brady law a reasonable limita-
tion on the second amendment, it is 
not interfering with the average per-
son’s right to bear arms, but neither 
are the assault weapons. I know there 
was an argument between my colleague 
from California, with whom I agree, 
and my colleague from Wisconsin, with 
whom I do not agree: An AR–15 is used 
for hunting. But I have heard people 
say you should be able to buy a ba-
zooka or a tank. My view is, the as-
sault weapons ban that was passed, 
which was a rather modest bill, was 
less important in saving lives than the 
Brady law by many degrees. But I 
would argue it is a reasonable thing to 
do. A limitation that says you should 
not be able buy a magazine that holds 
1,000 rounds, that is a reasonable thing 
to do. Rules that say we should be able 
to trace where a gun originated so we 

can find those who are violating some 
of these limitations such as the Brady 
law—gun shops that do not check your 
background even though they are re-
quired to by law—is a reasonable thing 
to do. Again, we can debate where to 
draw the line of reasonableness. 

But we might, might, might—and I 
do not want to be too optimistic here, 
having years and years of having gone 
through this—but we might be able to 
come to an agreement in the middle 
where we say, yes, there is a right to 
bear arms, and, yes, there can be rea-
sonable limitations on the second 
amendment just as there can be on oth-
ers. 

That is the place I suggest we try to 
go. Maybe, maybe, we can break 
through the hard ideological lines that 
have been drawn on this issue. Maybe, 
maybe, maybe we can tell those who 
are at the extremes on the far right 
and the far left that we disagree with 
you. And maybe, maybe, maybe we 
could pass some laws that might, 
might, might stop some of the unneces-
sary tragedies that have occurred, or, 
at the very least, when you have some-
one who is mentally infirm, such as the 
shooter in Aurora, limit the damage 
they are able to do. Maybe. 

But I would suggest the place to start 
here is for us to admit there is a right 
to bear arms, admit the Heller decision 
has a place in the Constitution, just 
like decisions that supported the other 
amendments, and at the same time say 
that does not mean that right is abso-
lute. That is just a suggestion. I have 
been thinking about this since I read 
those horrible articles about those 
young men and women being killed. I 
would welcome comments, particularly 
from my colleagues on the other side of 
this issue, whether they be Democrat 
or Republican, on those thoughts. 

Just as we have fought over and over 
and over again on so many issues, and 
we have gotten into our corners—there 
may be none that we have gotten into 
our corners on more than on gun con-
trol. Maybe it is time, as on those 
other issues, to come out of the corners 
and try, people of good will, who will 
disagree and come from different parts 
of the country with different needs, 
maybe there is a way we can come to-
gether and try and try to break 
through the logjam and make the 
country a better place. 

I yield the floor and I suggest the ab-
sence of a quorum. 

The PRESIDING OFFICER. The 
clerk will call the roll. 

The bill clerk proceeded to call the 
roll. 

Mr. SCHUMER. Mr. President, I ask 
unanimous consent that the order for 
the quorum call be rescinded. 

The PRESIDING OFFICER. Without 
objection, it is so ordered. 

f 

MORNING BUSINESS 

Mr. SCHUMER. Mr. President, I ask 
unanimous consent the Senate proceed 
to a period of morning business, with 
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Senators permitted to speak therein 
for up to 10 minutes each. 

The PRESIDING OFFICER. Without 
objection, it is so ordered. 

f 

19TH INTERNATIONAL AIDS 
CONFERENCE 

Mr. DURBIN. Mr. President, I am 
proud that the 19th biennial Inter-
national AIDS conference is being held 
in the Nation’s Capital after 22 years of 
being held abroad. 

President Obama was instrumental 
in bringing the conference back to the 
United States by announcing in Octo-
ber 2009 that the United States would 
lift its entry restriction on people liv-
ing with HIV. 

The United States has been the lead-
er in combating the scourge of HIV/ 
AIDS, and it is fitting that this signifi-
cant meeting of the best and brightest 
scientists, philanthropists, activists, 
government leaders, and people living 
with HIV/AIDS is taking place in 
Washington, DC. 

It is made even more symbolic by the 
fact that Washington, DC, has the 
highest rate of AIDS than any city in 
the Nation. 

As we look to ‘‘Turn the Tide To-
gether,’’ as the theme of the conference 
indicates, we must continue to support 
a number of long-term strategies both 
at home and around the world, building 
on the successes we have seen in the 
past few decades. 

Significant scientific breakthroughs 
have been made this year alone, and we 
can see investments we have made to 
fight HIV/AIDS beginning to pay off. 

The National Institutes of Health, for 
example, released a study last fall on 
the HPTN 052 clinical trial that showed 
that if newly infected individuals start-
ed antiretroviral treatment when their 
immune systems are relatively 
healthy, they are 96 percent less likely 
to transmit the virus to their 
uninfected partner. 

Others report that the cost of treat-
ing HIV is four times less than pre-
viously thought. And now more than 
ever, scientists believe that an effec-
tive HIV vaccine is within reach. 

These are amazing breakthroughs 
and could reflect the beginning of the 
end as we work toward an AIDS-free 
generation. 

This past year new infection rates 
and AIDS deaths decreased. Twenty 
percent more people had access to 
antiretroviral therapy worldwide in 
2011 than they did in 2010. 

These numbers don’t appear out of 
thin air—they correlate to increased 
investments from the United States 
and the Global Fund. This is a time 
when we must continue funding our in-
vestments to fight HIV/AIDS. 

But let’s talk about how we have 
achieved these amazing results. 

President Bush was instrumental in 
establishing PEPFAR. The President’s 
Emergency Plan For AIDS Relief was 
initially a $15 billion commitment over 
5 years to fight the AIDS pandemic. 

Today, PEPFAR is one of the largest 
health initiatives ever established by a 
single country and remains critical to 
saving millions of lives. 

PEPFAR is a strongly bipartisan pro-
gram, and since its inception, it has di-
rectly supported nearly 13 million peo-
ple with access to care and services. 

As of 2011, the United States sup-
ported lifesaving antiretroviral treat-
ment for more than 3.9 million men, 
women, and children worldwide. 

PEPFAR counseled 9.8 million preg-
nant women to test them for HIV/ 
AIDS, allowing more than 200,000 ba-
bies to be born AIDS-free. 

Another key ally in the fight against 
AIDS is the Global Fund. 

The Global Fund was established in 
2002 as a public-private partnership, re-
quiring the buy-in of grant recipient 
countries. These participants must 
commit to continuing the program and 
serving its people after the Global 
Fund grant expires. 

This novel approach has proved wild-
ly successful. To date, the Global Fund 
has supported more than 1,000 pro-
grams in 151 countries and provided 
AIDS treatment to over 3 million peo-
ple. 

The United States must continue to 
be a leading supporter of the Global 
Fund. 

The generosity of the American peo-
ple has improved and saved lives, 
stemmed the spread of HIV/AIDS, and 
provided medicine, hospitals, and clin-
ics to those who are infected. 

Together, PEPFAR and the Global 
Fund have built health care systems 
where none existed before and allowed 
individuals infected with HIV/AIDS to 
dream of a future. 

These programs also ensure that the 
countries we are working in play a part 
in helping their own people survive and 
thrive. 

While we have made significant 
progress in combating HIV/AIDS, we 
cannot be complacent. 

Here in the Nation’s Capital, the 
AIDS rate is higher than in some Sub- 
Saharan African countries, and infec-
tion rates are even growing in some de-
mographics. 

In Illinois, 37,000 individuals are liv-
ing with AIDS, with 80 percent of them 
residing in Chicago. 

Internationally, the gains that we 
have made could easily be lost; the in-
crease of infections in Southeast Asia, 
Russia, and the Ukraine—places that 
have historically had low infection 
rates is alarming. 

If we lose our focus or if inter-
national donors stop contributing to 
key programs, we lose out on the mo-
mentum built in recent years to com-
bat this disease. 

That is why it is good that this ad-
ministration continues to push for an 
AIDS-free generation. 

Secretary Clinton announced three 
new efforts during this week’s con-
ference: $15 million in implementation 
research to identify specific interven-
tions, $20 million for a challenge fund 

to support country-led efforts to ex-
pand services, and $2 million through 
the Robert Carr Civil Society Network 
Fund to bolster civil society groups. 

Secretary Clinton also noted: ‘‘Cre-
ating an AIDS-free generation takes 
more than the right tools, as impor-
tant as they are. Ultimately, it’s about 
people—the people who have the most 
to contribute to this goal and the most 
to gain from it.’’ She is right. 

Creating an AIDS-free generation is 
about working together to help save 
and improve lives. It is about sup-
porting the individuals and commu-
nities that have already made great in-
roads in addressing this epidemic. 

By reaffirming our leadership to ini-
tiatives such as PEPFAR and the Glob-
al Fund, which support these individ-
uals and communities, we can continue 
to make a difference. Only then can we 
truly wish to usher in an AIDS-free 
generation. 

f 

OUR SHARED COMMITMENT TO 
FIGHT HIV/AIDS 

Mr. CARDIN. Mr. President, today I 
rise to discuss the HIV/AIDS epidemic, 
the tremendous progress we have made 
thus far, and the need to do even more 
if we are going to stop this devastating 
disease in its tracks. 

The fight against HIV/AIDS has been 
a long one. In more than 30 years, ap-
proximately 26 million people have 
died from AIDS, and there are still an 
astounding 7,000 new infections every 
day. But our commitment to com-
bating this disease is making impor-
tant strides. 

In the past decade, new HIV infec-
tions fell 20 percent, thanks in large 
part to the lifesaving antiretroviral 
treatment we and our partners are 
making available in every corner of the 
world that AIDS touches. 

We know that relatively healthy peo-
ple with HIV who receive early treat-
ment with antiretroviral drugs are 96 
percent less likely to pass on the virus 
to their uninfected partners. So treat-
ing these individuals not only allows 
them to live their lives in dignity but 
is also an important key to prevention. 

In my home State of Maryland, the 
Jhpiego program has spent decades ad-
dressing the HIV/AIDS epidemic in 
South America, Africa, Europe and 
Asia. Jhpiego has made enormous 
strides in prevention of mother-to- 
child transmission, increasing coun-
seling and testing and providing great-
er access to antiretroviral drugs. 

Jhpiego has integrated HIV/AIDS 
services with tuberculosis, cervical 
cancer, malaria in pregnancy, family 
planning and maternal and child health 
services, to address the problem of co-
infection among HIV/AIDS patients 
and to reach as many people as pos-
sible. These integrated services rep-
resent the future of our health assist-
ance. We have learned from programs 
like Jhpiego’s what our best practices 
should be so that we are innovators in 
prevention, care, and treatment. 
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I am pleased that Jhpiego and groups 

like it from across the globe are com-
ing together for this week’s AIDS 2012 
conference in Washington, DC. This 
conference is the largest gathering of 
professionals working in the field of 
HIV in the world and will bring to-
gether more than 20,000 people from 
more than 120 counties all working to-
gether to create a blueprint for com-
bating HIV/AIDS. I can only imagine 
the exciting new synergies that will de-
velop when so many innovative, com-
mitted individuals are in the same 
room. 

Among the presenters are luminaries 
from the public, private, and multilat-
eral sectors such as President Bill Clin-
ton, U.S. Secretary of State Hillary 
Rodham Clinton, and former U.S. First 
Lady Laura Bush, Her Highness Mette- 
Marit, Crown Princess of Norway, 
World Bank President Jim Yong Kim, 
UNAIDS Executive Director Michel 
Sidib, Sir Elton John, Whoopi Gold-
berg, and Bill Gates. 

This is the first time the United 
States has hosted the conference in 
two decades, and I believe it is the 
right moment for us to be showcasing 
our strong bipartisan effort to bring 
the AIDS epidemic to an end. 

The United States has long been a 
leader in the global fight against HIV/ 
AIDS. As chairman of the Senate For-
eign Relations Subcommittee on Inter-
national Development Assistance, I am 
proud to note that from 2004 to 2010 the 
United States spent more than $26 bil-
lion on bilateral funding to fight AIDS. 
From my experience leading this sub-
committee, I know that dedicated gov-
ernment experts from an array of U.S. 
agencies are involved in the fight, as 
are thousands of nonprofits and com-
munity organizations. 

Yet despite the progress that the 
numbers and statistics tell us, the 
story on the ground is still heart-
breaking, and now is not the time to 
rest on our laurels. International anti- 
AIDS funding has not increased signifi-
cantly since 2008. In places like the 
Congo, for example, doctors are only 
able to supply antiretroviral drugs to 
15 percent of the people who need them. 
Globally, just 8 million of the 15 mil-
lion treatment-eligible patients in 
AIDS-ravaged poor regions of the world 
are getting antiretroviral drugs. 

We must do better. We must do bet-
ter to improve the lives of people living 
with HIV/AIDS, and we must do better 
to save the lives of their loved ones. 

Some experts believe that ‘‘fatigue 
and forgetting’’ are two of the reasons 
we have not reached more people. 
Though we have been working on treat-
ing this disease for decades, we still 
have an overwhelming number of infec-
tions to treat. 

But the good news is that scientists 
now believe we have the tools to make 
serious progress in the fight against 
AIDS. Scientific advances over the last 
year have been remarkable, and we 
can’t afford to abandon the fight and to 
lose momentum now. 

In a recent Washington Post article, 
Michel Sidibe, Executive Director of 
UNAIDS, the Joint United Nations 
Program on HIV and AIDS, said, ‘‘The 
previous generation fought for treat-
ment, our generation must fight for a 
cure.’’ 

I am proud that in just the last year, 
the National Institutes of Health has 
increased spending on cure-related re-
search by $56 million. This is a step in 
the right direction, and I want to see 
us do more. I stand with the entire 
HIV/AIDS medical community in re-
newing the call to prevent, treat, and 
cure HIV/AIDS. Let’s use the oppor-
tunity of this historic gathering to 
renew our call to work on creating an 
AIDS-free generation. 

f 

2012 OLYMPICS GAMES 
Mr. DURBIN. Mr. President, tomor-

row evening, hundreds of athletes from 
across the world will gather in London 
for the opening ceremonies of the 2012 
Summer Olympic games. 

Among those marching in the Parade 
of Nations will be 20 athletes from Illi-
nois. 

Making his Olympic debut in the 100- 
meter butterfly is Tyler McGill, a na-
tive of Champaign. After turning in the 
second-fastest time in the world this 
year at the U.S. Olympic trials, Tyler 
will be swimming for a spot at the top 
of the podium in London. 

Lake Forest native and Northwestern 
Wildcat Matt Grevers is already an 
Olympic Gold-medalist as a member of 
the two winning relay teams in Bei-
jing. This year, he’ll be swimming for 
individual Gold—and maybe a world 
record—in the 100-meter backstroke. 

As the son of an All-American, swim-
ming is in Conor Dwyer’s blood. After 
achieving personal bests in every event 
in which he competed at the trials, the 
Winnetka native will compete in the 
400-meter freestyle as well as a relay at 
his first Olympic games. 

Star diver Christina Loukas was born 
in Riverwoods, where she began swim-
ming and diving at an early age. Al-
though she moved away from Illinois 
after high school, Christina remained a 
Cubs fan and returns to Chicago often. 

Chatham’s Kelci Bryant will join 
Christina on the women’s diving team 
as she competes in the 3-meter syn-
chronized diving event. Already a two- 
time NCAA champion, this will also be 
Kelci’s second Olympics. 

Algonquin runner Evan Jager won 
four Illinois State titles in cross-coun-
try and track, but he will be competing 
in a relatively new sport for him—the 
steeplechase—at this year’s Olympics. 
He qualified for the team after just a 
few years training for the grueling 
event. 

Chicago’s track and field star Wal-
lace Spearmon, Jr., will be looking for 
vindication this year in the men’s 200- 
meters—a high-pressured sprint that 
will include many of the fastest run-
ners of all time. 

Dawn Harper, who hails from my own 
hometown of East St. Louis, will be de-

fending her 2008 Olympic Gold Medal in 
the 100-meter hurdles in London. She 
won in Beijing in a thrilling upset and 
with a personal best time, making her 
the one to beat in this year’s games. 

Member of the Fighting Illini and 
All-American Gia Lewis-Smallwood 
made her first international team in 
2011 after competing in the discus for 11 
years. She remained in Champaign 
after graduating, where she not only 
trains but also volunteers at the near-
by YWCA and with Parkland Commu-
nity College. 

Competing in the men’s discus event 
will be Lance Brooks, a New Berlin 
high school graduate who attended De-
catur’s Millikin University, where he 
played for the men’s basketball team. 

Growing up in Itasca, Sarah Zelenka 
tried swimming, soccer, volleyball, and 
basketball. But it wasn’t until she 
went to college that this naturally 
gifted athlete found her sport: rowing. 
She has since won gold at the Rowing 
World Cup and World Championships 
and will be looking to add an Olympic 
medal to that collection in London. 

Rowing twins Grant and Ross James 
have competed next to each other their 
entire lives and share their biggest 
fan—their mom. After Ross captured 
the final seat on the eight-man boat 
going to London, the twins learned 
that they had fulfilled their lifelong 
dream of competing next to each other 
at the Olympics. 

At 6 feet 9 inches, Sean Rooney is a 
natural for the sport of volleyball. He 
was named Illinois’ Player of the Year 
in 2001 when he led his high school 
team, Wheaton-Warrenville South, to 
an Illinois State championship. He 
competed in his first Olympics in Bei-
jing, where he helped Team USA to a 
gold medal. He will help them defend 
that title this year. 

Bob Willis grew up in Chicago and 
learned to sail on beautiful Lake 
Michigan. After qualifying for the 
Olympic games, he returned briefly to 
Chicago before leaving for London, 
where ‘‘the first water [his] Olympic 
board touched was Lake Michigan 
water.’’ 

Greco-Roman wrestler Ellis Coleman 
grew up in Chicago’s Humboldt Park 
and joined the wrestling team as a way 
to stay out of trouble in a rough neigh-
borhood. His signature move is an im-
pressive leap called the Flying Squir-
rel, which he may employ as he wres-
tles to win Olympic Gold this year in 
London. 

Growing up in Naperville, Candace 
Parker was a devoted Chicago Bulls 
fan. So it wasn’t surprising when she 
began to play basketball herself, lead-
ing her high school team to multiple Il-
linois State championships and becom-
ing the first female high school player 
to dunk a basketball in a sanctioned 
game. She has been a member of the 
USA Basketball Women’s National 
Team since 2009 and helped win Gold 
for the United States at the Beijing 
Olympics. 

Swin Cash will join her on the wom-
en’s basketball team. Swin was drafted 
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into the WNBA after leading her col-
lege team to an undefeated 39 to 0 sea-
son and her second national champion-
ship. She now plays for the Chicago 
Sky. 

Born and raised in Springfield, bas-
ketball swingman Andre Iguodala will 
represent the United States on the 2012 
Dream Team, or Dream Team Three. 
His jersey number is now retired at 
Lanphier High School, where he was 
both a star student and athlete. 

Star defender on the women’s soccer 
team, Amy LePeilbet grew up in Crys-
tal Lake. Her high school coach at 
Prairie Ridge remembers her not only 
for her athleticism but for her work 
ethic and persistence. She will compete 
as a member of the U.S. women’s soc-
cer team in London. 

Each of these athletes has arrived in 
London as a result of years of persever-
ance and hard work. They have woken 
up in the dark for early morning prac-
tices and endured aching muscles and 
sore limbs. They have arrived early and 
stayed late, spending hours at the gym, 
on the field, or in the pool training for 
this moment and their Olympic dream. 

I congratulate the athletes from Illi-
nois and every athlete representing his 
or her country at these Olympic games. 
I look forward to watching them over 
the coming weeks as they compete for 
Olympic Gold. 

f 

2012 OLYMPIC GAMES 

Mr. BLUMENTHAL. Mr. President, I 
am honored on the opening day of the 
2012 London Olympics to congratulate 
our U.S. Olympic and Paralympic 
Teams. Proudly, 16 of our top Olym-
pian athletes hail from Connecticut, 
including 6 women, who played for our 
legendary University of Connecticut 
women’s teams and will represent our 
State and Nation as members of the 
U.S. women’s basketball team. 

These athletes will make history on 
a global stage, representing the United 
States and sharing personal stories 
that fuel their drive to win. They have 
this momentous opportunity and re-
sponsibility because they have worked 
hard, demonstrated unremitting char-
acter and integrity, and believed in the 
power of athletic excellence to bring 
our nation and the world together. 

Six extraordinary UConn alumni will 
compete as members of the 2012 U.S. 
women’s basketball team: Sue Bird, 
Swin Cash, Tina Charles, Asjha Jones, 
Maya Moore, and Diana Taurasi. All 
six players brought UConn teams to 
national championships during their 
college careers. The head coach of the 
U.S. Olympic team, Geno Auriemma, 
has led the University of Connecticut 
teams through many exciting seasons 
while serving as a tremendous role 
model and mentor. Both Asjha Jones 
and Tina Charles currently live in 
Uncasville and play for the Con-
necticut Sun. Although the others may 
no longer list Connecticut as their for-
mal residence, these players remain a 
part of our lives. 

Charlie Cole, Ken Jurkowski, Nick 
LaCava, Sara Hendershot, and Sarah 
Trowbridge will compete in London as 
members of our U.S. rowing team. Mr. 
Cole grew up in New Canaan, CT, and 
attended New Canaan High School and 
Yale University where he rowed for the 
heavyweight team. He has received 
many national and international titles, 
including most recently winning the 
pair at the 2012 National Selection Re-
gatta number 1 and finishing fourth in 
the four at the 2011 World Rowing 
Championships. He has been named 
USRowing’s 2011 Athlete of the Year. 

Mr. Jurkowski was raised in New 
Fairfield and attended New Fairfield 
High School and Cornell University, 
where he walked onto the team his 
freshman year, competed all 4 years, 
and graduated with a degree in biologi-
cal engineering. He has also served as a 
volunteer assistant coach for the Uni-
versity of Texas women’s rowing team. 
In London, he will compete in the sin-
gle sculls event an event that he placed 
11th in during the 2008 Beijing games. 

Mr. LaCava is from Weston, CT, and 
attended Phillips Exeter Academy and 
Columbia University. Among other dis-
tinctions, he placed fifth in the light-
weight eight at the 2011World Rowing 
Championships and placed first at the 
lightweight eight at the 2011 Head of 
the Charles Regatta. In London, he will 
compete in the men’s lightweight four. 

Ms. Hendershot grew up in West 
Simsbury Connecticut, only starting to 
row in 2003 as a high school freshman. 
Already by 2004 and again in 2005, she 
won the open eight at the USRowing 
National Championships. She rowed for 
Princeton University and graduated in 
2010. She will compete in the Women’s 
Pair in London with Sarah Zelenka of 
Illinois. 

Ms. Trowbridge was born in Wash-
ington, DC, and is a member of the Po-
tomac Boat Club. She was raised in 
Guilford, CT, and attended Guilford 
High School. She rowed at University 
of Michigan on a scholarship. Most re-
cently among her international and na-
tional results, she finished ninth in the 
double sculls at the 2011 World Rowing 
Championships and won the double 
sculls at the 2011 National Selection 
Regatta No. 2. She cites her parents, 
coaches, teammates, and Olympic hero, 
Nadia Comaneci, as inspirations. She 
will compete in the Women’s Double 
Sculls event. 

Craig Kinsley and Donn Cabral will 
represent the United States in track 
and field. Hailing from Fairfield, CT, 
Mr. Kinsley brings his experience at 
high jump and javelin at Fairfield Pre-
paratory High School and Brown Uni-
versity to the international arena. He 
won the NCAA title in the javelin 
event in 2010 and in the same year was 
named Academic All-American and 
Northeast Region Field Athlete of the 
Year by the U.S. Track and Field and 
Cross Country Coaches Association. At 
Brown University, he studied geology 
and economics. 

Mr. Cabral was born and raised in 
Glastonbury, CT. He attended Prince-

ton University, where he received All- 
American titles in track and field and 
cross country, and in 2012 won the 
NCAA title and set the U.S. collegiate 
record in the steeplechase event. He 
will compete in the Men’s 3000M stee-
plechase this Olympic games. 

Rob Crane will hit the water in sail-
ing. Born in Stamford and raised in 
Darien, he went on to attend the 
Holderness School and Hobart College. 
He continues a family legacy of sailing, 
joining the ranks of his mother and fa-
ther, who won world and North Amer-
ican championships, respectively. In 
2011, he finished 14th in the Inter-
national Sailing Association and 
Federal’s Sailing World Champion-
ships. This Olympics, he will partici-
pate in the men’s singlehanded laser 
dinghy sailing event. 

In addition to the successes of these 
10 accomplished and inspiring athletes, 
I wish to recognize all around the 
world poised to participate in the USA 
Paralympics. Guided by the U.S. Olym-
pic Committee’s Paralympic Military, 
Veteran, and Community Program, 
State and local communities have de-
veloped important programs to enable 
individuals with physical or visual dis-
abilities to participate and compete in 
sports. The growing prevalence of com-
munity level sports clubs, such as the 
paralympic sports clubs, offers disabled 
Americans the opportunity to come to-
gether as a community, share their 
love of sports, and rally around each 
other. 

Our American competitors are inspi-
rational to athletes and nonathletes of 
all generations. Athletics and sports-
manship connect us, reaching the core 
of our humanity. They represent our 
hopes, dreams, and aspirations. They 
serve as national and international dip-
lomats, working together as a team to 
best represent our country. Along with 
my Senate colleagues, I wish our ath-
letes from Connecticut and around the 
Nation the best of luck and thank 
them for their incredible public service 
as leaders during these Olympic games. 

f 

EXTENSION OF THE FISA 
AMENDMENTS ACT 

Mr. LEAHY. Last week, the Judici-
ary Committee considered S.3276, a bill 
reauthorizing the surveillance provi-
sions of the FISA Amendments Act of 
2008, which is set to expire at the end of 
this year. The Director of National In-
telligence and the Attorney General 
have both stated that reauthorization 
of these important national security 
authorities is the ‘‘top legislative pri-
ority of the Intelligence Community.’’ 

After the Senate Select Committee 
on Intelligence reported its reauthor-
ization bill, I asked for a sequential re-
ferral. Senator GRASSLEY joined me in 
that request. It was for a limited time 
and had we not completed our markup 
last Thursday, time might well have 
expired for this committee to act on it. 
I was surprised last week and since to 
be criticized for seeking to improve the 
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bill within its four corners. I thought 
that was why we sought the sequential 
referral, in order to consider and im-
prove the bill where we could. 

I worked with Senator FEINSTEIN, the 
chair of the Select Committee on Intel-
ligence. We came to an understanding 
and she supported the substitute 
amendment I offered to shorten the 
sunset and add more accountability 
and oversight protections. I thank her 
for that. I am always willing to work 
with the Senator from California, who 
is so diligent in her efforts on the In-
telligence Committee. We reached a 
good compromise and agreement. 

I had circulated the core of my 
amendment, to shorten the sunset, 
back on July 11, before the bill was to 
be considered. At the request of Repub-
lican members of the Judiciary Com-
mittee, the bill was held over. I pro-
tected their right to do so under our 
rules. We finally proceeded to the bill 
last Thursday, July 19. Despite the 
delay, no Republicans spoke to me 
about any potential amendments to 
the bill. 

Instead, the evening before the de-
layed markup, for the first time, Re-
publican offices circulated scores of 
amendments. It is unfortunate that 
there have been mischaracterizations 
of our committee process. Contrary to 
the statements of some on the other 
side, no one was precluded from offer-
ing an amendment. In fact, a number 
were offered by Republican Senators. 
The committee proceeded to vote on 
Senator KYL’s amendment, for exam-
ple, to create a new material support of 
terrorism offense in title 18, and re-
jected it after Senator FEINSTEIN ar-
gued against including it on this im-
portant measure, despite her support 
for the substance of the amendment. 
We proceeded to vote on Senator LEE’s 
amendment, which was about FISA 
surveillance, and it, too, was defeated. 
So despite the misstatements to the 
contrary, the committee proceeded to 
consider and reject amendments. 

There came a point during our initial 
2-hour markup when Senator FEINSTEIN 
urged that amendments about matters 
not involving the FISA Amendments 
Act extension be considered on other 
vehicles at other times, and moved to 
table amendments. Those motions pre-
vailed. We have had such motions be-
fore and sometimes they succeed. 

After 2 hours, as Republican Senators 
left, we lost a quorum and had to re-
convene to vote on reporting the bill as 
amended to the Senate. I thank those 
Senators from both sides of the aisle 
who reconvened. The committee voted 
to report the measure and was able to 
do so within the short timeframe of our 
sequential referral. 

The FISA Amendments Act legisla-
tion is a top priority of the administra-
tion and our intelligence community. 
We have all acknowledged that. The 
ranking member acknowledged that it 
is ‘‘a program vital to our national se-
curity.’’ A number of Republicans pro-
claimed last week that they were ready 

to expedite consideration of the meas-
ure and would not offer amendments. 
Then, when the committee adopted the 
June 2015 sunset date instead of one of 
the 2017 dates in other versions of the 
bill, they changed position and sought 
to use it as a vehicle for extraneous 
matters and to offer a number of riders 
to it that were rejected. I do not under-
stand that logic and why the change in 
the sunset date or the addition of over-
sight provisions should change the 
character of the bill or its importance 
to our national security. The bill is 
needed to continue the authority to 
conduct electronic surveillance of non- 
U.S. persons overseas under certain 
procedures approved by the FISA 
Court. 

The Justice Department and DNI 
have told us: 

[It] is vital in keeping the Nation safe. It 
provides information about the plans and 
identities of terrorists, allowing us to 
glimpse inside terrorist organizations and 
obtain information about how those groups 
function and receive support. In addition, it 
lets us collect information about the inten-
tions and capabilities of weapons 
proliferators and other foreign adversaries 
who threaten the United States. Failure to 
reauthorize Section 702 would result in a loss 
of significant intelligence and impede the 
ability of the intelligence community to re-
spond quickly to new threats and intel-
ligence opportunities. 

The committee agreed with Senator 
FEINSTEIN when she asked us not to 
open the bill up to ‘‘extraneous amend-
ments.’’ As it was, the committee con-
sidered half a dozen amendments of-
fered by Republican Senators. I appre-
ciated Senator KYL volunteering to 
have his staff convene a meeting to 
consider amendments to our terrorist 
statutes that he does not think will be 
controversial. 

Notably, the vast majority of the 
amendments filed and offered by the 
Republicans would not have changed or 
added a single word to either the un-
derlying bill or the underlying statute. 
Senator LEE’s amendment was the only 
Republican amendment that dealt in 
any way with the relevant FISA au-
thorities. That amendment received an 
up-or-down vote by the committee, and 
most Republican members voted 
against it. 

Once it became clear that the Repub-
lican Senators intended to offer a se-
ries of extraneous amendments, Sen-
ator FEINSTEIN moved to table amend-
ments that were not germane to her 
bill. She has that right. I protect the 
rights of all members of the com-
mittee, Republicans and Democrats. 
Four such amendments were tabled, 
but notably they were tabled by a vote 
of the full committee, not simply 
through a ruling by the chairman or 
my making up rules, as Republican 
chairmen have done in the past. In-
deed, although a motion to table is 
typically not subject to debate, I asked 
the committee’s indulgence to permit 
such discussion. No Senator was cut off 
from offering amendments or engaging 
in debate. 

It is telling that the two amend-
ments that Senator GRASSLEY offered 
during the committee’s consideration 
of the FISA Amendments Act had abso-
lutely no connection whatsoever with 
the provisions of title VII of FISA. The 
first amendment that Senator GRASS-
LEY offered would have added the death 
penalty as a punishment to certain 
crimes involving weapons of mass de-
struction. The second amendment that 
he offered would have required a De-
partment of Justice Inspector General 
audit of criminal wiretap applications 
from 2009 to 2010. This amendment may 
be important to Senator GRASSLEY in 
the context of the Fast and Furious 
controversy, but it certainly is not rel-
evant to the FISA Amendments Act. 
Senator FEINSTEIN moved to table both 
amendments and the motion carried 
each time. 

Let us be accurate, Republican mem-
bers of the committee were afforded 
the opportunity to offer amendments, 
even ones outside the scope of the leg-
islation. The committee has a process, 
and we followed that process. 

I understand that Republican Sen-
ators are disappointed that they were 
not able to use the FISA Amendments 
Act legislation as a vehicle to carry 
other legislation. I am disappointed 
that, as with so many good bills the 
committee has reported, there was so 
little Republican support for a measure 
that everyone concedes is vital to our 
national security. Like the Violence 
Against Women Reauthorization Act, 
which received no Republican vote on 
this committee; and the Second Chance 
Act, which received no Republican 
votes on this committee after a num-
ber of Republican amendments were 
considered and even though it had been 
a program strongly supported by Re-
publicans historically; the FISA 
Amendments Act Sunsets Extension 
Act was not supported by a single Re-
publican Senator on this committee. 

Let me remind Senators, again, that 
the Director of National Intelligence 
and the Attorney General have empha-
sized that the reauthorization of the 
FISA Amendments Act is the intel-
ligence community’s ‘‘top legislative 
priority.’’ I encourage any Senator who 
has not yet done so to review the clas-
sified information that the administra-
tion has provided to Congress about 
the implementation of the FISA 
Amendments Act. This is a measure 
that requires serious debate and swift 
action not partisan bickering or base-
less accusations. I sincerely hope that 
we can set aside the election year pos-
turing and press ahead with consider-
ation of this important national secu-
rity measure. The American people de-
serve no less. 

f 

FAA SUNSETS EXTENSION ACT 
Ms. KLOBUCHAR. Mr. President, on 

July 19, the Judiciary Committee con-
sidered legislation to reauthorize the 
title VII provisions of the Foreign In-
telligence Surveillance Act. These sur-
veillance authorities are vital to our 
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national security, and it is imperative 
that they be reauthorized before they 
expire at the end of this year. The re-
authorization bill is narrow in scope, 
and many amendments were proposed 
at the committee markup that had lit-
tle or nothing to do with the reauthor-
ization of FISA. As I stated during the 
markup, I may have supported or been 
open to working out a compromise on 
several of the amendments in other 
contexts. However, I voted in opposi-
tion to all of the extraneous amend-
ments offered because I felt their adop-
tion would threaten the timely passage 
of the FISA reauthorization bill. That 
is not a risk I was willing to take. 

In particular, as for Senator KYL’s 
amendment to criminalize certain be-
havior that would reward past terrorist 
acts and Senator GRASSLEY’s amend-
ment to impose the death penalty on 
terrorists who use weapons of mass de-
struction, I want to make clear that I 
strongly oppose the funding of ter-
rorism and I believe that terrorists 
should be subject to the death penalty. 
I support the objectives of both of 
these amendments, but I was concerned 
that their adoption by the committee 
could delay or prevent passage of the 
FISA reauthorization bill. I am pre-
pared to work with Senator KYL and 
Senator GRASSLEY to address these im-
portant issues at a more appropriate 
time going forward. 

I hope that these amendments and 
others are raised in the appropriate 
context so they can be adequately ad-
dressed. 

f 

TRIBUTE TO COLONEL PAUL W. 
BRICKER 

Mr. LEVIN. Mr. President, our men 
and women in uniform sacrifice much 
to keep our Nation strong and free. 
They are well-trained, extraordinarily 
capable and are some of our country’s 
best and brightest. It is with this in 
mind that I recognize COL Paul W. 
Bricker as he retires from the United 
States Army this week. Colonel Brick-
er has served our country in uniform 
for more than a quarter of a century, 
and I am honored to congratulate him 
on a long and distinguished military 
career. 

COL Paul W. Bricker has served as 
the Chief of the Army’s Senate Liaison 
Division since May 2011. As a member 
of the Secretary of the Army’s Office of 
Legislative Liaison, Colonel Bricker 
was responsible for advising Army sen-
ior leadership on legislative and con-
gressional issues, as well as assisting 
Senators and our staff on Army mat-
ters. It is in this capacity that my 
Armed Services Committee staff and I 
have worked closely with Colonel 
Bricker. Throughout his tenure, he has 
consistently provided important tech-
nical expertise and useful insight on 
the issues, challenges and opportuni-
ties that face our soldiers and their 
families and has exemplified the high-
est level of professionalism. I also ben-
efited from Colonel Bricker’s organiza-

tional diligence and military insights 
on a number of congressional delega-
tion trips over the past year, including 
to Afghanistan, Pakistan, Turkey and 
NATO. The success of these trips were 
due in large part to Colonel Bricker’s 
careful preparation and adaptability in 
making course corrections on the fly, 
often literally. 

Colonel Bricker has strong Michigan 
roots. He is a native of northern Michi-
gan and a proud graduate of Michigan 
State University, where, upon gradua-
tion, he was commissioned as a second 
lieutenant of Aviation. Colonel Bricker 
has served in a variety of tactical and 
operational assignments from platoon 
to corps level in airborne, air assault, 
light infantry, and motorized units in 
the United States, Afghanistan, Iraq, 
and South Korea. He has commanded 
in combat with the 82nd Airborne Divi-
sion at both the battalion and brigade 
level. Additionally, in 2007, he served as 
the 82nd Airborne Division’s Rear De-
tachment Commander, and from 2005– 
2006, as the Chief of Aviation for the 
Multi National Corps-Iraq. 

From 2008 to 2010, Colonel Bricker 
commanded the 82nd Airborne Divi-
sion’s Combat Aviation Brigade and led 
them to war on short notice as part of 
the Afghanistan surge. He assumed no- 
notice responsibility for the DoD Con-
sequence Management Response Force 
Aviation Brigade while simultaneously 
executing Department of the Army 
Pilot Reset. Once in Afghanistan, his 
brigade supported more than 40,000 coa-
lition troops in Regional Command- 
South with lift, reconnaissance, 
MEDEVAC, and attack aviation. They 
executed the largest air assault in our 
nation’s history without error or inci-
dent, a testament to his exceptional 
leadership. Colonel Bricker’s brigade 
was commended by the ISAF Joint 
Command Deputy Commander for his 
exceptional maintenance and safety 
record under the most trying combat 
conditions. 

We know that our military personnel 
don’t shoulder the stress and sacrifice 
of military service alone, and Colonel 
Bricker is no exception. His wife, 
Katie, and their three children, Jacob, 
Jesse and Sophia, have proudly stood 
by his side, sacrificing time with their 
husband and father while he fulfills his 
military commitments. 

As he retires, Colonel Bricker leaves 
behind an impressive record of military 
service and his counsel, profes-
sionalism and expertise will surely be 
missed. Throughout his service to our 
Nation, Colonel Bricker has been a 
shining example for the people of 
Michigan and the United States, and 
for this, we offer him our heartfelt 
thanks. I know my colleagues join me 
in wishing Colonel Bricker and his fam-
ily all the best as he begins the next 
chapter in his life. 

22ND ANNIVERSARY OF THE 
AMERICANS WITH DISABILITIES 
ACT 
Mr. HARKIN. Mr. President, July 26, 

1990—22 years ago today was a great 
day in our Nation’s history. When 
President George Herbert Walker Bush 
signed the Americans with Disabilities 
Act, we could see the future before us, 
full of possibility and opportunity for 
people with disabilities. It was one of 
the proudest days of my legislative ca-
reer. 

The Americans with Disabilities Act 
is one of the landmark civil rights laws 
of the 20th century—a long-overdue 
emancipation proclamation for Ameri-
cans with disabilities. The ADA has 
played a huge role in making our coun-
try more accessible, in raising the ex-
pectations of people with disabilities 
about what they can hope to achieve at 
work and in life, and in inspiring the 
world to view disability issues through 
the lens of equality and opportunity. 

In these times, it is valuable to re-
member that passage of the original 
Americans with Disabilities Act was a 
robustly bipartisan effort. As chief 
sponsor of the ADA in the Senate, I 
worked very closely with Senator Bob 
Dole and others on both sides of the 
aisle. We received invaluable support 
from President George Herbert Walker 
Bush and key members of his adminis-
tration, including White House Counsel 
Boyden Gray, Attorney General Dick 
Thornburgh, and Transportation Sec-
retary Sam Skinner. Other Members of 
Congress also played critical roles in 
passing the ADA first and foremost, 
Senator Ted Kennedy; but also Senator 
ORRIN HATCH, and Representatives 
Tony Coelho, STENY HOYER, Major 
Owens, and Steve Bartlett. 

Before the ADA, life was very dif-
ferent for folks with disabilities in 
Iowa and across the country. Being an 
American with a disability meant not 
being able to ride on a bus because 
there was no lift, not being able to at-
tend a concert or ball game because 
there was no accessible seating, and 
not being able to cross the street in a 
wheelchair because there were no curb 
cuts. In short, it meant not being able 
to work or participate in community 
life. Discrimination was both common-
place and accepted. 

Since then, we have seen amazing 
progress. The ADA literally trans-
formed the American landscape by re-
quiring that architectural and commu-
nications barriers be removed and re-
placed with accessible features such as 
ramps, lifts, curb cuts, widening door-
ways, and closed captioning. More im-
portantly, the ADA gave millions of 
Americans the opportunity to partici-
pate in their communities. We have 
made substantial progress in advancing 
the four goals of the ADA—equality of 
opportunity, full participation, inde-
pendent living, and economic self-suffi-
ciency. 

But despite this progress, we still 
have more work to do. Last month 
marked the 13th anniversary of the 
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U.S. Supreme Court’s decision in 
Olmstead v. L.C., which held that the 
ADA requires that people with signifi-
cant disabilities be given a meaningful 
opportunity to live and remain in their 
communities, with the appropriate sup-
ports and services, rather than having 
to live in an institution or nursing 
home in order to receive the services 
they need. Yet too many people with 
significant disabilities still do not have 
access to these home and community- 
based long-term services and sup-
ports—and we must do more. Last 
month, following a hearing I chaired to 
assess the progress we have made on 
this issue in the various States, I sent 
a letter to the Governor of each State 
with information about the variety of 
new tools available through the Med-
icaid Program to make it easier to pro-
vide community-based services, includ-
ing the Community First Choice Op-
tion and the Money Follows the Person 
Program. I asked each Governor to let 
me know by September 7 what they are 
doing within their State to ensure that 
the promise of the ADA and Olmstead 
is being met. 

We have made significant progress in 
the last 22 years in making sure that 
public transportation options, such as 
buses, are fully accessible to people 
with disabilities. But we have not made 
similar progress on the accessibility of 
taxicabs. During the past year, there 
have been major advances in New York 
City on this issue, and I commend Gov-
ernor Cuomo and the disability advo-
cates. However, we still have a lot of 
work to do here in Washington, DC, 
and in other major metropolitan areas 
of this country. When I was in London 
last year, every taxicab was accessible 
to people with disabilities, through 
universal design. There is no reason 
that we cannot work toward this same 
goal here in the United States. 

Yet the most critical challenge we 
still need to address is the persistently 
low employment rates among Ameri-
cans with disabilities. 

More than two-thirds of working-age 
adults with disabilities are not part of 
the labor force. This is shameful, and 
we need to do better. 

Sometimes a picture is more power-
ful than any words, so I ask you to 
look at the chart that I have here. This 
chart compares the labor force partici-
pation rates of working-age Americans 
in the general population, with the par-
ticipation rates among women, African 
Americans, Latinos, and people with 
disabilities between 1990 and 2011. 

Less than 35 percent of American 
adults with disabilities were in the 
workforce when we passed the ADA in 
1990, and less than 20 percent of this 
population was in the workforce in 
2011. Although our country continues 
to have employment gaps for women, 
African Americans, and Latinos, the 
gap for workers with disabilities is 
many times the gap for these other 
groups. 

The other noteworthy trend this 
chart shows is that workers with dis-

abilities often don’t benefit even when 
our economy is doing well. Between 
1994 and 2000 and between 2005 and 2007 
you can see that while labor participa-
tion rates went up for other groups, 
they were either flat or declining for 
workers with disabilities. 

Since the passage of the ADA we 
have not made a lot of progress on in-
creasing the employment rate of people 
with disabilities. This was partly due 
to the confusion about the require-
ments of the ADA’s employment provi-
sions caused by the U.S. Supreme 
Court’s decisions in the Sutton trilogy 
in 1999 and the Toyota case in 2002. But 
in 2008, we passed the ADA Amend-
ments Act which once and for all clari-
fied the definition of ‘‘disability’’ and 
started the clock anew on our efforts 
to increase employment opportunities 
for people with disabilities. 

But I believe our country is on the 
verge of major progress on the issue of 
disability employment. I released a re-
port last week calling on the country 
to finally make this issue a national 
priority, because I believe in my heart 
that we can make substantial progress 
in the next 3 years. A copy of that re-
port, entitled ‘‘Unfinished Business: 
Making Employment of People with 
Disabilities a National Priority,’’ is 
available on the HELP Committee Web 
site. 

I think we are on the cusp of making 
real progress on this issue for a number 
of reasons. 

First, we have a new generation of 
young adults with disabilities who 
grew up since the passage of the ADA, 
sometimes referred to as the ‘‘ADA 
Generation.’’ These young people have 
high expectations for themselves. This 
generation sees disability as a natural 
part of human experience and does not 
carry the fears, myths, and stereotypes 
that lowered expectations for individ-
uals with disabilities in earlier genera-
tions. 

Along with the ADA generation, we 
have hundreds of thousands of return-
ing soldiers from Iraq and Afghanistan 
who do not want their visible and in-
visible war injuries to prevent them 
from having a career and supporting 
their families. These veterans are dem-
onstrating their leadership in our civil-
ian workforce just as they did in serv-
ice to our country. 

In part, to seize on these demo-
graphic advantages, I worked with the 
U.S. Chamber of Commerce to set a 
goal last year that we increase the size 
of the disability labor force by over 20 
percent by 2015. With the leadership of 
people with disabilities, the Chamber 
of Commerce, along with elected offi-
cials and businesses like Walgreens and 
Lowes who have also made this a pri-
ority, I think we are at a real tipping 
point. 

In particular, Walgreens has been a 
leader in employing people with dis-
abilities. I attended a CEO Summit on 
disability employment at Walgreens’ 
distribution center in Windsor, CT, last 
month, and saw firsthand how 

Walgreens built a distribution center 
designed for a diverse workforce, a dis-
tribution center with about half of its 
employees being people with disabil-
ities, a distribution center that is just 
as productive as the other Walgreens 
distribution centers, and is in fact out-
performing all of Walgreens’ other dis-
tribution centers on key indicators 
like time away from work, turnover, 
and workplace safety. 

Today I hosted a roundtable with 
many different stakeholders, including 
Members of the House and Senate on a 
bipartisan basis, Federal and State 
government officials, people with dis-
abilities, business leaders, and founda-
tions—all committed to increasing em-
ployment opportunities for people with 
disabilities in competitive employ-
ment. 

If all of us—Members of Congress, 
business leaders, employers, and people 
with disabilities—work together, I be-
lieve that we can meet the goal of 1 
million new workers with disabilities— 
and ensure that all individuals with 
disabilities have real opportunities for 
employment that meet their goals, in-
terests, and high expectations. 

So as we celebrate the anniversary of 
this great civil rights law, we take 
time to remember the remarkable 
progress that we have made in the past 
22 years, as well as the progress that 
we will continue to make—including 
today. 

Today, the Senate Foreign Relations 
Committee marked up the Convention 
on the Rights of Persons with Disabil-
ities, CRPD, and approved the treaty 
on a bipartisan vote of 13 to 6. This 
brings us one step closer to bringing 
the convention before the full Senate. I 
would like to thank my colleague, 
Chairman KERRY, for considering this 
convention in such a timely manner, 
and also Senator MCCAIN for his com-
mitment to this issue. I am proud to 
support the convention’s goal to ensure 
that people with disabilities have the 
same rights and opportunities as every-
one else. 

Americans with disabilities already 
enjoy these rights at home. However, 
U.S. citizens with disabilities, includ-
ing our veterans, frequently face bar-
riers when they travel, conduct busi-
ness, study, or reside overseas. Ratifi-
cation of the convention would under-
score the enduring U.S. commitment to 
disability rights and enhance the abil-
ity of the United States to promote 
these rights overseas. 

American ratification of the conven-
tion would not require us to change 
any U.S. laws, and the amendments 
adopted today in committee make this 
abundantly, explicitly clear. The ADA 
and disability rights issues have al-
ways enjoyed bipartisan support, and 
passage of the Convention on the 
Rights of Persons with Disabilities 
should as well. I am pleased to note the 
convention is supported by former Sen-
ator Dole, the U.S. Chamber of Com-
merce, 21 veterans groups and count-
less disability rights advocates. 
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On July 26, 1990, when he signed ADA 

into law, President George Herbert 
Walker Bush spoke with great elo-
quence. And I will never forget his final 
words before taking up his pen. He 
said, ‘‘Let the shameful wall of exclu-
sion finally come tumbling down.’’ 

Mr. President, today, that wall is in-
deed falling. And we must join to-
gether, on a bipartisan basis, to con-
tinue this progress. 

f 

VA AND NIH JOINT PARKINSON’S 
DISEASE RESEARCH 

Mrs. MURRAY. Mr. President, as 
chairman of the Senate Committee on 
Veterans’ Affairs, I would like to take 
a moment to recognize the Department 
of Veterans Affairs and the National 
Institutes of Health, NIH, for their re-
search into an innovative surgery that 
has demonstrated success in improving 
the stability of muscle movement for 
veterans with Parkinson’s disease. VA 
and NIH’s joint research collaboration 
regarding deep brain stimulation ther-
apy has furthered the medical commu-
nity’s understanding of Parkinson’s 
disease and will be incredibly valuable 
to doctors and Parkinson’s patients 
throughout the world. 

For many individuals, medication 
alone is insufficient when it comes to 
dealing with neurological diseases such 
as Parkinson’s disease. VA and NIH 
conducted research into an alternative 
treatment option known as deep brain 
stimulation therapy to test the long- 
term outcomes of the treatment. Deep 
brain stimulation therapy is a surgical 
procedure that implants electrodes 
into specific stimulation sites within 
the brain. These electrodes are then 
able to send electrical pulses to areas 
of the brain that controls movement 
and motor control and helps mitigate 
the symptoms of Parkinson’s disease as 
well as reduce some of the side effects 
caused by medication. Thanks to deep 
brain stimulation therapy, thousands 
of individuals suffering from Parkin-
son’s disease have experienced a dra-
matic improvement in their quality of 
life. 

Since deep brain stimulation therapy 
was approved by the Food and Drug Ad-
ministration, FDA, as a therapy for 
Parkinson’s disease in the late 1990s, 
there has been an ongoing debate about 
which stimulation sites within the 
brain provide the best and most dura-
ble treatment outcomes and how long 
those results last. To better under-
stand the role that stimulation sites 
play in deep brain stimulation therapy, 
VA and NIH conducted a 3-year clinical 
trial. The trial ultimately found that 
the benefits gained from deep brain 
stimulation therapy remained after 3 
years and the benefits from the surgery 
were not dependent by which stimula-
tion site was selected for implantation. 

This is the type of research that is 
crucial to providing the care that our 
Nation’s veterans need and deserve. 
Thanks to the hard work of VA and 
NIH researchers, the 40,000 veterans 

living with Parkinson’s disease whom 
VA cares for along with Parkinson’s 
patients across the world will be better 
equipped to make informed decisions 
about their treatment options. 

In closing, I commend VA and NIH 
for their efforts to combat a disease 
that affects so many of America’s vet-
erans. 

f 

TRIBUTE TO AMBASSADOR L. 
BRUCE LAINGEN 

Mr. BARRASSO. Mr. President, I rise 
today to honor an accomplished dip-
lomat and distinguished public servant, 
Ambassador L. Bruce Laingen. On Au-
gust 6, Bruce will celebrate his 90th 
birthday. I want to take this momen-
tous occasion to reflect on his con-
tributions and efforts in support of our 
Nation. Despite the personal sacrifice, 
Bruce honorably served the United 
States with expert skill and dedication 
throughout his long career. 

Bruce was born and raised on a farm 
in southern Minnesota. He joined the 
U.S. Navy, and served our Nation dur-
ing World War II. Bruce received his of-
ficer training at Wellesley College in 
1943, and attended the University of 
Dubuque in Iowa for general Naval 
training. He was a commissioned offi-
cer in the Naval Supply Corps. Bruce 
served in the Pacific with amphibious 
forces in the Philippine campaigns. 
After World War II, Bruce graduated 
from St. Olaf College in Minnesota in 
1947. He went on to further his edu-
cation at the University of Minnesota, 
where he received a Master’s degree in 
International Relations in 1949. 

As a result of his passion and interest 
in what was happening across the 
globe, Bruce dedicated 38 years to the 
Foreign Service. He joined the Foreign 
Service in 1949, and served this Nation 
across the world in Germany, Iran, 
Pakistan, and Afghanistan. The United 
States was very fortunate to have 
Bruce serve as U.S. Ambassador to 
Malta from 1977 to 1979. 

In June 1979, Bruce returned to Iran 
to serve as the U.S. Charge d’Affaires 
in the wake of the Iranian revolution. 
Within a few months of his arrival, a 
group of demonstrators took over the 
U.S. Embassy in Tehran. The students 
and militants were protesting the 
United States’ relationship with the 
government of Iran and the Shah’s 
entry into the United States on hu-
manitarian grounds. On November 4, 
1979, Bruce was taken hostage along 
with more than 60 other Americans. 
For a total of 444 days, he and 51 other 
Americans were held hostage in Iran. 
Throughout the entire ordeal, he 
worked diligently to protect the hos-
tages and resolve the crisis. He showed 
true professionalism and strength. In 
his book Yellow Ribbon: The Secret 
Journal of Bruce Laingen, Bruce de-
scribes his personal perspective and 
thoughts about the events that took 
place over those 444 days. 

Shortly after Bruce’s capture, his 
wife Penelope ‘‘Penne’’ Laingen tied a 

yellow ribbon around an oak tree on 
their lawn in Maryland to symbolize 
her hope for a safe return for her hus-
band and all of the hostages. Penne en-
couraged others to show their support 
and determination to be reunited with 
their loved ones through the use of yel-
low ribbons. The original yellow ribbon 
was later donated to the Library of 
Congress. It is because of her efforts 
that Penne is credited with founding 
the yellow ribbon campaign during the 
Iran hostage crisis. 

After his release, Bruce became the 
Vice President of the National Defense 
University until he retired from the 
Foreign Service in 1987. He went on to 
be the Executive Director of the Na-
tional Commission on Public Service 
from 1987 until 1990. Between 1991 and 
2006, Bruce was President of the Amer-
ican Academy of Diplomacy. 

Bruce continued to share his exper-
tise and knowledge through his efforts 
on several distinguished Boards of Di-
rectors including No Greater Love, A 
Presidential Classroom for Young 
Americans, the Mercersburg Academy 
in Pennsylvania, and the National De-
fense University Foundation. I had the 
honor of working with Bruce on the 
Board of Directors of the Presidential 
Classroom. He has been a strong advo-
cate for this wonderful program, which 
encourages students to learn about 
how their government works and aspire 
to leadership through public service. 

Bruce has received many honors as a 
result of his brave service to our Na-
tion. He was awarded the Department 
of State’s Award for Valor, the Depart-
ment of Defense’s Distinguished Public 
Service Medal, the Presidential Meri-
torious Award, and the Foreign Service 
Cup. 

I am grateful for his willingness to 
serve our Nation and provide strong 
leadership in implementing the foreign 
policy goals of the United States. 
Bruce, Penne, and their three sons Bill, 
Chip, and Jim have given so much to 
our Nation. 

f 

CROWDFUNDING 

Mr. MERKLEY. Mr. President, I rise 
today to discuss an issue that I and 
many of my colleagues are very excited 
about: crowdfunding, which allows 
startups and small businesses to har-
ness the power of the Internet to pool 
investments from ordinary Americans 
intrigued by their ideas. These ideas 
can range from revolutionary new 
technologies to simple projects that 
can improve communities in need. 

If crowdfunding is going to take off, 
this new market needs to inspire con-
fidence in both investors and small 
businesses. That is why in December of 
2011, I introduced S. 1970 with Senators 
MICHAEL BENNET and MARY LANDRIEU 
and in March of this year the bipar-
tisan, compromise crowdfunding 
amendment with Senators MICHAEL 
BENNET and SCOTT BROWN. That 
amendment passed the Senate by a 
vote of 64 to 35 and was included in the 
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JOBS Act, which passed the Senate and 
the House of Representatives and was 
signed into law by President Obama in 
April of this year. 

In putting this legislation together, I 
was guided by two goals: 1, enabling 
this market to work for startups and 
small businesses and 2, protecting ordi-
nary investors from fraud and decep-
tion. Fortunately, in many cases, these 
goals are aligned. The long-term abil-
ity for companies to efficiently raise 
capital will depend on investors’ con-
fidence in the reliability of the mar-
ketplace. I believe that the legislation 
we produced sets the right framework 
for this marketplace to meet both 
goals. But, for success to be achieved, 
this framework must be filled in with 
smart, effective rules and consistent, 
conscientious oversight by the Securi-
ties and Exchange Commission, SEC, a 
professional and independent self-regu-
latory organization, and the State se-
curities regulators. 

The SEC is currently in the early 
stages of the rulemaking process re-
quired under the law. I seek to offer 
these comments today to add to the 
creative thinking going into that proc-
ess. I explore several ways in which the 
law is designed to provide a stream-
lined and simplified crowdfunding proc-
ess, as well as provide critical investor 
protections. I will touch on funding 
portal regulation, national securities 
association membership, target 
amounts, disclosures, accountability, 
aggregate caps, advertising and pro-
motion, the relationship of crowdfund-
ing to other capital raising, the public 
review period, the role of State securi-
ties regulators, and on-going review 
and adjustment. 

The law provides two regulatory op-
tions for firms seeking to provide 
crowdfunding services. A crowdfunding 
company under the ‘‘funding portal’’ 
option benefits from streamlined regu-
latory treatment but must be a neutral 
platform towards investors. Alter-
natively, a firm can register as a 
broker-dealer, in which case it can, 
through its website or otherwise, pro-
vide a broader range of investment 
guidance to investors. These two op-
tions provide a solid foundation for a 
crowdfunding marketplace with a 
range of business models. 

Because both intermediary vehicles 
will be repeat players in the crowd-
funding marketplace, the rules gov-
erning their activities are of para-
mount importance to the success of the 
marketplace. Registered broker-dealers 
are subject to a well-established set of 
regulations. The registered funding 
portal structure is, however, a new, 
streamlined approach. As such, atten-
tion should be given to how it can ful-
fill its promise of a streamlined regu-
latory approach while also providing 
the appropriate level of investor pro-
tection, as set forth in the law and oth-
erwise. 

The CROWDFUND Act is designed so 
that funding portals will be subject to 
fewer regulatory requirements than 

broker-dealers because they will do 
fewer things than broker-dealers. 
Among other limits, the law prohibits 
funding portals from engaging in solic-
itation, making recommendations, and 
providing investment advice. Relative 
passivity and neutrality, especially 
with respect to the investing public, 
are touchstones of the funding portal 
streamlined treatment. The SEC will, 
of course, have to establish boundaries, 
and I encourage the Commission to 
consider several points: 

Provided that funding portals are not 
subject to financial incentives that 
would cause them to favor certain com-
panies or otherwise create a conflict of 
interest, funding portals should be able 
to exclude prospective issuers from 
their platform, whether that exclusion 
is based on the size of the offering, the 
type of security being offered, the in-
dustry of the business, the subjective 
quality of the issuer, the amount that 
the issuer would charge for its securi-
ties, e.g., the pricing of shares based on 
an evaluation of the company’s poten-
tial, or the interest rate on a debt secu-
rity given a certain risk profile of the 
issuer as analyzed by the funding por-
tal, or almost any other reason, includ-
ing at the discretion of the platform. In 
short, a funding portal should not be 
forced, directly or indirectly, to con-
duct a crowdfunding offering of an 
issuer it does not have faith in or on 
terms it does not believe should be 
made available to its customers. 

Subject to such limits as the SEC de-
termines necessary for the protection 
of investors and the crowdfunding 
issuers, funding portals should be able 
to provide, or make available through 
service providers, services to assist en-
trepreneurs utilizing crowdfunding, in-
cluding, for example, providing basic 
standardized templates, models, and 
checklists. Enabling them to help 
small businesses construct simple, 
standard deal structures will facilitate 
quality, low-cost offerings. If nec-
essary, streamlined oversight of these 
may be appropriate, for example, by 
the relevant national securities asso-
ciation. 

Funding portals should be able to 
highlight for investors, such as 
through searches, requested email 
alerts, or profile ‘‘matches,’’ issuers ac-
cording to objective criteria for exam-
ple, geographic, industry, trending, or 
not trending, amount an investor 
wants to pay for a security, or interest 
rate desired, or randomly. 

Funding portals should be able to 
provide relevant factual information 
from third parties. For example, in the 
context of the sale of debt securities, 
this could be information from credit 
bureaus regarding the creditworthiness 
of issuers and their backers. 

It is important to remember that 
nothing in the CROWDFUND Act pre-
vents or limits a person independent of 
the funding portal from providing rec-
ommendations or investment advice to 
their clients. For example, Community 
Development Financial Institutions, 

CDFIs, with their mission-driven man-
date and economic empowerment expe-
rience, may offer valuable insight for 
investors seeking to identify healthy, 
community-based investments. 

Some have argued that discretion- 
based curation, such as highlighting 
certain companies on a home page for 
all investors, is important to the suc-
cess of crowdfunding. However, the ac-
tivity also comes very close to the line 
of making recommendations or pro-
viding investment advice, which are 
not permitted owing to the reduced du-
ties that funding portals have com-
pared to broker-dealers. Some of the 
CROWDFUND Act’s streamlining was 
precisely to enable small companies to 
successfully raise capital at modest 
cost, but some of those duties are also 
important investor protections. The 
SEC should carefully weigh these con-
cerns and adopt practical, easy-to-man-
age solutions that facilitate successful 
crowdfunding for company, investor, 
and platform. 

For example, it should be carefully 
considered whether organizing of the 
presentation of companies on the 
homepage facilitates success, espe-
cially by less sophisticated users, and 
so should be permitted. Of course, the 
funding portal should not match spe-
cific investors with specific companies 
and must not be compensated in a way 
that would cause them to favor certain 
companies or otherwise create a con-
flict of interest. 

Indeed, some argue that discretion- 
based curation is essential to prevent 
fraudsters from gaming an objective 
system. On the other hand, some vigor-
ously context this point and identify it 
as creating a serious risk for pump- 
and-dump schemes. One of the reasons 
I feel regulatory supervision of this 
space is so important—and fought for 
it so vigorously during the 
CROWDFUND Act debate—is because 
of the professional expertise regulators 
bring to addressing difficult technical 
issues. In short, I urge the SEC and the 
relevant national securities associa-
tion to consider competing views like 
these carefully. It should be remem-
bered that crowdfunding comes with a 
number of investor protections, includ-
ing the aggregate cap, and so may pro-
vide some space for modest experimen-
tation, especially when done in part-
nership with investor protection advo-
cates and industry participants acting 
in good faith, and with adjustments 
made based on actual performance and 
measurable data. 

The SEC is and should feel fully em-
powered by the law to take actions to 
protect investors and this is essential, 
especially at the early stages, when 
reputational risk to the crowdfunding 
market is very high. At the same time, 
I encourage it to approach this market-
place with a spirit of smart, careful ex-
perimentation and regular review and 
adjustment. 

In addition, I encourage the SEC to 
move swiftly to address potential con-
cerns about timing for the registration 
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of potential funding portals so that 
they can be ready to go when crowd-
funding goes live. 

The legislation requires firms offer-
ing crowdfunding services to join a na-
tional securities association registered 
with the SEC, also known as a self-reg-
ulatory organization, SRO. The vision 
of the SRO as a genuine regulatory en-
tity owes much to the leadership of 
SEC Chairman William O. Douglas, the 
‘‘sheriff of Wall Street’’ during the 
Great Depression, who believed the 
SEC had a duty to establish strong reg-
ulation in the public interest but that 
Wall Street itself was well positioned— 
and should be obligated—to participate 
in the maintenance of high standards 
of conduct. Accordingly, any such asso-
ciation must be strictly independent 
and thoroughly professional, with a 
strong mandate to operate in the high-
est forms of public interest and for the 
protection of investors. 

The legislation does not foreclose 
funding portals from developing their 
own association. After consulting with 
the SEC and the Financial Industry 
Regulatory Authority, FINRA, they 
may indeed decide such an association 
would better serve their goals of a pro-
fessional, independent, high-quality 
SRO. Setting up an SRO is not easy, 
though, and it may also make practical 
sense for funding portals to tap into 
the architecture already present in 
FINRA. To facilitate that, I encourage 
FINRA to work with new funding por-
tals to keep bureaucracy, paperwork, 
and fees to a minimum, and to ensure 
funding portals can meaningfully par-
ticipate in FINRA governance. 

Moreover, I urge FINRA to act quick-
ly and in close coordination with the 
SEC to address potential timing con-
cerns that may exist with respect to 
the relationship between registration 
and membership of funding portals and 
the effective date of crowdfunding. 
Prospective funding portals should not 
be disadvantaged in their ability to 
compete in the initial stages of the 
crowdfunding marketplace. 

The law says companies can only ac-
cess investor funds once they have 
raised an amount ‘‘equal to or greater 
than’’ their target amount. The goal of 
this provision is to ensure that disclo-
sures provided are connected to the 
target amount—and any higher 
amount—while also enabling compa-
nies which attract more interest than 
they had expected to obtain the addi-
tional funds raised. For example, if an 
issuer sets its target amount at $50,000 
and discloses that it needs the $50,000 
for a set of ovens for a vegan bakery, if 
it only raises $35,000, an investor would 
have no way of knowing what the com-
pany would do with the money—and 
this is not permitted. However, if the 
issuer discloses it would buy a small 
oven if it raised $50,000 and a higher-ca-
pacity oven if it raised $70,000, then 
that would give investors confidence 
that funds raised and distributed would 
go to their disclosed use. In short, the 
disclosures should be tied to the target 

amounts being raised, and issuers 
should provide some level of disclosure 
for how they will use funds above some 
reasonable percentage beyond their 
original target. 

The law puts in place aggregate caps 
on an individual’s crowdfunding invest-
ments in a given year. Without aggre-
gate caps, someone could in theory 
max out a per-company investment in 
a single company and then repeat that 
bet ten, a hundred, or a thousand 
times, perhaps unintentionally wiping 
out their entire savings. The challenge 
is that crowdfunding is a new frame-
work to provide small companies, in-
cluding many start-ups, opportunities 
to raise capital. The risks that are 
present in this space are not amenable 
to ordinary means of mitigation 
through diversification. Angel and ven-
ture capital funds, whose mission is to 
invest in the start-up sector, tend to 
invest in perhaps one out of one hun-
dred opportunities presented and as-
sume that ninety-five percent of in-
vestments will fail entirely. Their prof-
its commonly emerge out of only a 
handful of big winners. Even with the 
investor education mandated under the 
law, ordinary investors might not fully 
appreciate these risks. Aggregate caps 
can help address this problem. 

Because caps scale up as investors 
can bear greater risk, an important in-
vestor protection is the cap—$2000, to 
be adjusted for inflation—for persons of 
lower income. One way to ensure that 
the investor protection inherent in the 
scaled approach is meaningfully imple-
mented might be to only require per-
sons seeking to qualify for the higher 
investment amounts make showing re-
garding their income, but then make 
that showing slightly higher than sim-
ply ‘‘checking a box.’’ This approach 
could protect less sophisticated inves-
tors from opting into the higher limits 
accidentally or due to potentially mis-
leading promptings from a less scru-
pulous intermediary, while retaining 
ease of use for the majority of partici-
pants utilizing the default amount of 
$2000. 

Some have expressed concern about 
how to implement the aggregate 
amounts across platforms. A data shar-
ing regime is one way to do that, but 
the SEC might also consider whether 
to pair it with a presumption that ordi-
nary investors that remain within an 
amount below the default aggregate, 
for example $500, on any one platform 
are also presumed compliant across 
other unaffiliated platforms. This 
streamlining may be particularly use-
ful for those seeking to make small in-
vestments and for those that want to 
engage in community-based crowdfund-
ing, including those serving the CDFI 
community. 

As the market develops, the SEC 
should carefully evaluate how these 
caps are working from perspectives of 
investors, issuers, and intermediaries. 

The bipartisan Senate approach to 
crowdfunding provides critical disclo-
sures that should help investors make 

intelligent investment choices. These 
include core financial information, ba-
sics about the business of the issuer, 
information about major owners, and 
other key basics any investor needs to 
know before investing. Disclosures 
should be designed specifically for the 
crowdfunding market, enabling start- 
ups and small businesses to present 
basic, accurate information appro-
priate to the amount of money being 
put at risk by each investor and raised 
overall by the issuer. 

With respect to financial informa-
tion, the law allows companies raising 
smaller amounts of money to provide 
financial information appropriate to 
the amount of capital being raised—but 
all companies must provide something. 
If, for example, an issuer wants to raise 
$90,000 to develop a prototype project 
but it is a new company without any 
previous revenue, that is fine—under 
the law, it just has to, for example, cer-
tify that the company has not yet filed 
tax returns and provide a CEO-certified 
set of financial statements displaying 
the appropriate zeroes. I want this 
process to work for all kinds of 
startups and be reasonably tailored to 
the amount of capital being raised. 

The law mandates strong disclosures 
about capital structure and risks of di-
lution. Crowdfunding is available for 
both equity and debt securities, but the 
more complex the security or capital 
structure is, the greater the need is for 
strong disclosure. The goal with the 
strong disclosure mandate in the law 
to push issuers towards easy-to-under-
stand, investor-friendly approaches, 
while also permitting more complex 
approaches if the appropriate disclo-
sures are made. It was envisioned that 
the SEC might even adopt safe harbors 
for simple, investor-friendly struc-
tures. It may wish to convene an advi-
sory committee specifically designed 
to evaluate these issues, as well as also 
to seek input from the Office of the In-
vestor Advocate. 

The legislation also provides for an-
nual reports by issuers to investors. 
This should be a similarly streamlined 
approach that allows startups and 
small businesses to provide basic infor-
mation to investors about business per-
formance and future prospects, as well 
as other basic, relevant information 
that may be important for investor de-
cision-making—e.g., related party 
transactions and conflicts of interest. 

We urge the SEC to consult with the 
advisory committee noted above, as 
well as market participants and inves-
tors to develop a properly tailored ap-
proach. Consumer testing may be a 
useful tool as well, and the SEC should 
not be shy about adjusting its approach 
based on how they work in the market-
place. 

When selling securities to the public, 
companies and the key players in-
volved have a special obligation to pro-
vide truthful information. When they 
do not, the law properly holds them ac-
countable. This is an essential civil 
right that has long been a critical tool 
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ensuring U.S. markets are the deepest 
and most reliable capital markets in 
the world. 

Here too, the law seeks to adopt a 
fair, practical approach. The 
CROWDFUND Act sets forth a ‘‘due 
diligence’’ standard for accountability, 
which is essentially a ‘‘do your home-
work’’ standard. This is a standard 
that was reached after considerable bi-
partisan effort as well as consultation 
with legal experts, and I believe it is 
and can be workable and effective for 
this marketplace. 

The promise of crowdfunding is that 
centralized platforms and social media 
can allow the ‘‘wisdom of the crowd’’ 
to help direct capital to deserving 
start-ups and small businesses in a 
cost-effective, efficient manner that 
provides fair returns. Critical to the 
success of the venture is the reliability 
of the information and commentary 
presented. While the Internet can be a 
tremendous tool for transparency, that 
is not always the case. The 
CROWDFUND Act seeks to provide a 
reliable, transparent marketplace by 
centralizing information about the of-
fering on a registered intermediary 
that maintains strong standards. 

Off-platform advertising is limited to 
pointing the public to the registered 
intermediary. Whether on or off the 
intermediary, persons paid or finan-
cially incentivized to promote—includ-
ing officers, directors, and 20 percent 
shareholders—must clearly disclose 
themselves each and every time they 
engage in a promotional activity. Fur-
thermore, the limitation on off-plat-
form advertising is intended to pro-
hibit issuers—including officers, direc-
tors, and 20 percent shareholders—from 
promoting or paying promoters to ex-
press opinions outside the platform 
that would go beyond pointing the pub-
lic to the funding portal. Such paid 
testimonials and manufactured excite-
ment would represent a prohibited 
form of off-site advertising if those dis-
closures were not present. Whether on 
or off the platform, paid advertising 
must clearly be disclosed as such. In 
short, the investor deserves a trans-
parent medium for making healthy de-
cisions. 

These limits will help to ensure that 
ordinary investors can rely on the in-
formation they encounter online and 
accurately gauge a company’s level of 
public support, while also helping to 
ensure that honest startups can com-
pete for investors without hiring ar-
mies of paid promoters or engaging in 
manipulative tactics. 

Another important issue the SEC 
will need to address is the relationship 
of crowdfunding to other capital 
raisings, and in particular to Regula-
tion D offerings. This is a difficult 
issue, especially as Regulation D’s re-
strictions on general solicitation have 
been loosened by Title II of the JOBS 
Act. I believe that careful study and 
attention needs to be paid to how the 
two should interact in various con-
texts, including with respect to inte-
gration. 

Although crowdfunding is a public of-
fering, it is unlike other public offer-
ings, and, absent evidence of problems, 
most likely should be able to proceed 
parallel to a Regulation D private of-
fering, provided the appropriate protec-
tions are put in place—and the SEC ad-
justs them as necessary based on their 
performance in the real world. It is 
critical, though, that the now-looser 
solicitation rules for a post-JOBS Act 
Regulation D offering not be permitted 
to undermine the centralized trans-
parency protections of crowdfunding’s 
restrictions on advertising. One solu-
tion could be to provide a safeharbor 
from integration rules only where the 
Regulation D offering followed the pre- 
JOBS Act approach on Regulation D. 
Naturally, the Regulation D offering 
and the crowdfunding offering would 
have to provide the same information 
to investors. 

With respect to subsequent offerings, 
crowdfunding should be flexible enough 
to fit into the start-up ecosystem, and 
the SEC should carefully investigate 
this question. However, crowdfunding 
investors will likely face a higher risk 
of unfair dilution than ordinary angel 
investors. The disclosures mandated in 
the CROWDFUND Act should be help-
ful. But, should issuers seek to engage 
in private offerings within only a short 
period after a crowdfunding, which 
would normally not be permitted under 
Regulation D, the SEC should consider 
whether it can be possible for these of-
ferings can proceed if they are espe-
cially protective of investors along the 
lines of how an angel investor might 
protect himself or herself from unfair 
dilution or other problems arising from 
near-term subsequent offerings. 

This may require the SEC to adopt 
approaches more substantive than is 
normally the case. For example, dilu-
tion might only be permitted to the 
same or lesser extent than the direc-
tors, officers, and major shareholders, 
or the crowd would have to be bought 
out at a profit disclosed in the original 
offering. Again, for the success of the 
crowdfunding marketplace, the SEC 
should ensure that crowdfunding fits 
into the start-up ecosystem but should 
do so in a way that ensures crowdfund-
ing investors are treated fairly. 

Similar issues may arise with respect 
to other corporate governance matters 
and relationships with other aspects of 
securities law, such as managing the 
large number of investors in a 
crowdfunded company. In these in-
stances, the SEC should look to find 
ways to ensure that investors are prop-
erly protected—in many instances, by 
ensuring that they are aligned with the 
interests of the directors, officers, and 
major shareholders—while also being 
practical and ensuring that crowdfund-
ing can function within the start-up 
ecosystem. 

Two important investor protections 
in the CROWDFUND Act are the public 
review period and withdrawl rights. 
They are designed to allow investors 
the chance to carefully consider offer-

ings, permitting the ‘‘wisdom of the 
crowd’’ to develop, rather than perhaps 
just the ‘‘excitement of the crowd.’’ 

The public review period commences 
upon the date 21 days prior to when the 
securities are ‘‘sold’’ to any investor. 
This means that when the offering is 
made available to the public—‘‘poten-
tial investors’’—to consider investing: 
i.e., it is put up on the platform which 
is the point at which information is 
made available to regulators and is 
also the point when a notice filing is 
made with the relevant state securities 
regulator the public has 21 days to re-
view it. At the end of that, the offering 
can close and the securities can be 
‘‘sold’’ to investors. The 21-day period 
does not reset for each and every po-
tential investor who might look at the 
offering—which is why the language 
specifically says ‘‘potential investors.’’ 
For example, when a potential investor 
considers investing on the seventeenth 
day the offering has been up on the 
platform, the offering can still close 
four days later whether that person in-
vests or not. 

The SEC must also provide appro-
priate ways for investors to cancel 
commitments to invest. 

The law envisions an important role 
for State securities regulators. The 
State securities regulators are the ‘‘50 
cops on the beat’’ that have time and 
again proven crucial for policing small-
er offerings, such as those envisioned 
under crowdfunding. 

One way the law has been designed to 
empower them is through the 21-day 
public review period for all offerings. 
When combined with the notice filings 
to the State securities regulator of the 
principal place of business of the 
issuers—and States where more than 50 
percent of investors are located—and 
the anti-fraud authority preserved for 
them, the 21-day public review period is 
designed to provide the State securities 
regulators with practical ability to as-
sist in policing the marketplace. 

In addition, State securities regu-
lators have examination and enforce-
ment power for funding portals 
headquartered in their states. Al-
though they will be limited to enforc-
ing federal rules, this oversight author-
ity is an important tool, especially for 
smaller crowdfunding portals that may 
emerge in particular states. Of course, 
oversight should be coordinated with 
the SEC and the relevant national se-
curities association to the greatest ex-
tent possible. 

I also encourage the SEC and the rel-
evant national securities association to 
work closely with state regulators in 
crafting the rules and learning from 
their on-the-ground experience. 

We have also heard recently from the 
CDFI community with ideas about how 
crowdfunding can support their work 
bringing growth and job creation to un-
derserved communities. CDFIs are 
lenders and partners to businesses in 
underserved communities. They tend 
to obtain low rates of return on mis-
sion-driven investments, and fre-
quently encounter financing gaps that 
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might be filled through mission-driven 
crowdfunding—much the way such in-
vesting occurs in certain segments of 
the non-security-based crowdfunding 
universe today. 

I believe that the overall structure of 
our bill offers CDFI’s powerful tools to 
support their job-creation work, while 
protecting ordinary investors from 
undue risk of fraud and loss. In addi-
tion, some in the CDFI community 
have suggested to us that because of 
the types of businesses CDFI’s work 
with, the types of low returns that 
might be derived, and the particular fi-
nancing gaps that might be filled 
through crowdfunding, that mission- 
driven, CDFI-supported crowdfunding 
may yield better results for investors 
and positive job creation for commu-
nities if the rules reflect the particular 
work they do. Suggestions include en-
suring crowdfunding can fill the financ-
ing gap for projects supported by feder-
ally-regulated, 501(c)3 CDFIs, a clari-
fication to ensure that CDFIs and 
issuers can make sure investors under-
stand the mission and charitable as-
pects of investments, and fast treat-
ment from the SEC and FINRA related 
to registration and membership. 

The SEC should be receptive to con-
cepts CDFIs may bring that could aid 
in accomplishing the job-creating goals 
of the legislation, while protecting in-
vestors. It should consult with CDFI’s 
and the CDFI Fund at the Treasury De-
partment on how best to maximize the 
social and jobs potential for investing 
through crowdfunding and CDFI’s. 

Although it was not included in the 
final legislation for procedural reasons, 
I would encourage the SEC and the rel-
evant national securities association to 
engage in regular reviews and reports 
regarding developments in the crowd-
funding marketplace, including thor-
ough coordination and consultation 
with State securities regulators. 
Should problems arise, these authori-
ties should act quickly, including use 
of their full rulemaking and enforce-
ment authorities. Crowdfunding holds 
great potential, but it is also experi-
mental and presents risks. For it to 
succeed long-term, it will require care-
ful oversight, especially during the 
early stages. 

I also urge the SEC and the relevant 
national securities association to speed 
the publication of final rules. Crowd-
funding cannot get started until rules 
fill out the framework to make the law 
effective. 

I believe the features outlined above 
are essential if crowdfunding is going 
to succeed. Success should be judged 
both on returns to and satisfaction of 
investors, and the growth and develop-
ment of new and exciting companies. I 
am excited about the potential of this 
new market, but also cognizant of its 
risks. It won’t be without its hiccups in 
the short run, but done properly, I be-
lieve this framework has the potential 
over the long run to help millions of 
new startups get the funding they need 
to grow their businesses and create 

jobs, and provide investors with oppor-
tunities for meaningful returns and 
community involvement. 

I wish to extend my heartfelt thanks 
to the hard work and cooperation of 
my fellow senators, especially MICHAEL 
BENNET, MARY LANDRIEU, and SCOTT 
BROWN. I would also like to acknowl-
edge the hard work of our staffs, who 
did so much to get the original legisla-
tive idea into law in strong, responsible 
form. 

f 

CONGRATULATING OLIVIA CULPO, 
MISS USA 

Mr. REED. Mr. President, today I 
congratulate Olivia Culpo of my own 
hometown, Cranston, RI, for being 
crowned Miss USA on June 3, 2012, in 
Las Vegas, NV. She is the first title-
holder from our State. 

A native Rhode Islander, Olivia at-
tended St. Mary Academy-Bay View 
and graduated with high honors. She is 
currently a sophomore at Boston Uni-
versity and has been on the dean’s list 
every semester. Olivia is also an ac-
complished cellist who has performed 
with the Rhode Island Philharmonic 
Pops Orchestra, the Boston Symphony 
Orchestra, the Rhode Island Phil-
harmonic Youth Orchestra, the Rhode 
Island Philharmonic Chamber Ensem-
ble, the Bay View Orchestra, and the 
Rhode Island All-State Orchestra. 

I had the pleasure of meeting Olivia 
recently when she came to Capitol Hill 
to passionately advocate for ovarian 
cancer prevention. Olivia is an impres-
sive and intelligent young woman, and 
I appreciated the opportunity to dis-
cuss this and other issues with her. 

Rhode Island is very proud that such 
a talented young woman is rep-
resenting our State. We look forward 
to continuing to see Olivia serve as a 
positive role model both during and be-
yond her reign as Miss USA, and wish 
her the best of luck when she rep-
resents the United States at the Miss 
Universe pageant in December. Once 
again, I offer my sincerest congratula-
tions to Olivia Culpo for being the first 
Rhode Islander to be crowned Miss 
USA. 

Mr. WHITEHOUSE. Mr. President, I 
rise today to recognize Rhode Island 
native Olivia Culpo for her recent win 
of the Miss USA title. Miss Culpo is the 
first Rhode Islander to win the Miss 
USA competition, and my fellow Rhode 
Islanders and I couldn’t be happier for 
her. We offer her our heartfelt con-
gratulations. 

A Cranston native, 20-year-old Olivia 
is the middle child of Peter and Susan 
Culpo. As a parent myself, I would es-
pecially like to extend my congratula-
tions to Peter and Susan, who I know 
must be extremely proud of their 
daughter’s accomplishment. 

Olivia sets a great example for all 
Rhode Island children, graduating from 
Rhode Island’s own St. Mary’s Acad-
emy Bay View as a member of the Na-
tional Honor Society. She currently at-
tends Boston University in neighboring 

Massachusetts, where she has made the 
dean’s list every semester. 

In addition to excelling in her aca-
demic studies, Miss Culpo is a talented 
and dedicated musician. With two mu-
sicians for parents, Olivia was encour-
aged to pursue her love for music at a 
young age. She took cello lessons from 
second grade on, and has since per-
formed with the Rhode Island Phil-
harmonic Youth Orchestra, RI Phil-
harmonic Chamber Ensemble, Bay 
View Orchestra, and Rhode Island All- 
State Orchestra. She has also had the 
distinct honor of performing with the 
Boston Symphony Hall in Boston and 
Carnegie Hall in New York City, and 
completed a tour of England in 2010. 
Most recently, Olivia performed with 
the Boston Accompanietta. 

Olivia will spend her yearlong reign 
as Miss USA giving back to the com-
munity by raising awareness about 
breast and ovarian cancer, and by 
working closely with organizations 
fighting to find cures for these dev-
astating diseases. 

I would like to thank Miss Culpo for 
being a great representative for the 
State of Rhode Island in the Miss USA 
pageant, and again offer my congratu-
lations to her and her family on her in-
credible win. 

f 

ADDITIONAL STATEMENTS 

RECOGNIZING KATRINA COBB 

∑ Mr. BARRASSO. Mr. President, I 
wish to take the opportunity to express 
my appreciation to Katrina Cobb for 
her hard work as an intern in my Cas-
per office. I recognize her efforts and 
contributions to my office as well as to 
the State of Wyoming. 

Katrina is a native of Mills, WY and 
a graduate of Booker High School. She 
currently attends the University of 
Wyoming where she is majoring in eco-
nomics and minoring in psychology. 
She has demonstrated a strong work 
ethic which has made her an invaluable 
asset to our office. The quality of her 
work is reflected in her great efforts 
over the last several months. 

I wish to thank Katrina for the dedi-
cation she has shown while working for 
me and my staff. It was a pleasure to 
have her as part of our team. I know 
she will have continued success with 
all of her future endeavors. I wish her 
all my best on her next journey.∑ 

f 

RECOGNIZING KELLY CURUCHET 

∑ Mr. BARRASSO. Mr. President, I 
wish to take the opportunity to express 
my appreciation to Kelly Curuchet for 
her hard work as an intern for the U.S. 
Senate Republican Policy Committee. I 
recognize her efforts and contributions 
to my office. 

Kelly is a native of Kaycee, WY, and 
a graduate of Kaycee High School. She 
recently graduated from the University 
of Wyoming, where she majored in 
business administration and minored 
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in professional writing. She has dem-
onstrated a strong work ethic, which 
has made her an invaluable asset to the 
U.S. Senate Republican Policy Com-
mittee. The quality of her work is re-
flected in her great efforts over the last 
several months. 

I want to thank Kelly for the dedica-
tion she has shown while working for 
me and my staff. It was a pleasure to 
have her as part of our team. I know 
she will have continued success with 
all of her future endeavors. I wish her 
all my best on her next journey.∑ 

f 

RECOGNIZING ANA KATZ 

∑ Mr. BARRASSO. Mr. President, I 
wish to take the opportunity to express 
my appreciation to Ana Katz for her 
hard work as an intern in my Casper 
office. I recognize her efforts and con-
tributions to my office as well as to the 
State of Wyoming. 

Ana is a native of Casper, WY, and a 
graduate of Kelly Walsh High School. 
She currently attends the University of 
California, San Diego, where she is ma-
joring in political science and history 
and minoring in environmental studies. 
She has demonstrated a strong work 
ethic, which has made her an invalu-
able asset to our office. The quality of 
her work is reflected in her great ef-
forts over the last several months. 

I want to thank Ana for the dedica-
tion she has shown while working for 
me and my staff. It was a pleasure to 
have her as part of our team. I know 
she will have continued success with 
all of her future endeavors. I wish her 
all my best on her next journey.∑ 

f 

RECOGNIZING KAISER MOCK 

∑ Mr. BARRASSO. Mr. President, I 
wish to take the opportunity to express 
my appreciation to Kaiser Mock for his 
hard work as an intern in my Wash-
ington, D.C. office. I recognize his ef-
forts and contributions to my office as 
well as to the State of Wyoming. 

Kaiser is a native of Gillette, WY, 
and a graduate of Campbell County 
High School. He is a student at Michi-
gan State University where he is ma-
joring in Accounting. He has dem-
onstrated a strong work ethic, which 
has made him an invaluable asset to 
our office. The quality of his work is 
reflected in his great efforts over the 
last several months. 

I want to thank Kaiser for the dedi-
cation he has shown while working for 
me and my staff. It was a pleasure to 
have him as part of our team. I know 
he will have continued success with all 
of his future endeavors. I wish him all 
my best on his next journey.∑ 

f 

RECOGNIZING BEN NELSON 

∑ Mr. BARRASSO. Mr. President, I 
would like to take the opportunity to 
express my appreciation to Ben Nelson 
for his hard work as an intern in my 
Washington, D.C. office. I recognize his 

efforts and contributions to my office 
as well as the State of Wyoming. 

Ben is a native of Torrington, WY 
and a graduate of Torrington High 
School. He recently studied Inter-
disciplinary Studies at Eastern Wyo-
ming College and will soon be a student 
at the University of Wyoming, where 
he will major in Political Science. He 
has demonstrated a strong work ethic, 
which has made him an invaluable 
asset to our office. The quality of his 
work is reflected in his great efforts 
over the last several months. 

I thank Ben for the dedication he has 
shown while working for me and my 
staff. It was a pleasure to have him as 
part of our team. I know he will have 
continued success with all of his future 
endeavors. I wish him all my best on 
his next journey.∑ 

f 

RECOGNIZING SHAWNA PRAEUNER 

∑ Mr. BARRASSO. Mr. President, I 
would like to take the opportunity to 
express my appreciation to Shawna 
Praeuner for her hard work as an in-
tern in my Cheyenne office. I recognize 
her efforts and contributions to my of-
fice as well as to the State of Wyo-
ming. 

Shawna is a native of Newcastle, WY 
and a graduate of Newcastle High 
School. She recently graduated from 
the University of Wyoming, where she 
is majored in Agricultural Communica-
tions and Marketing. She has dem-
onstrated a strong work ethic, which 
has made her an invaluable asset to 
our office. The quality of her work is 
reflected in her great efforts over the 
last several months. 

I thank Shawna for the dedication 
she has shown while working for me 
and my staff. It was a pleasure to have 
her as part of our team. I know she will 
have continued success with all of her 
future endeavors. I wish her all my 
best on her next journey.∑ 

f 

RECOGNIZING CHARLIE ROLLINO 

∑ Mr. BARRASSO. Mr. President, I 
would like to take the opportunity to 
express my appreciation to Charlie 
Rollino for his hard work as an intern 
for the U.S. Senate Republican Policy 
Committee. I recognize his efforts and 
contributions to my office. 

Charlie is from Lander, WY and a 
graduate of Mother of Divine Grace 
High School. He is a student at Chris-
tendom College where he is majoring in 
History and Political Science. He has 
demonstrated a strong work ethic, 
which has made him an invaluable 
asset to the U.S. Senate Republican 
Policy Committee. The quality of his 
work is reflected in his great efforts 
over the last several months. 

I thank Charlie for the dedication he 
has shown while working for me and 
my staff. It was a pleasure to have him 
as part of our team. I know he will 
have continued success with all of his 
future endeavors. I wish him all my 
best on his next journey.∑ 

RECOGNIZING BRIANNA STRAUB 

∑ Mr. BARRASSO. Mr. President, I 
would like to take the opportunity to 
express my appreciation to Brianna 
Straub for her hard work as an intern 
in my Sheridan office. I recognize her 
efforts and contributions to my office 
as well as to the State of Wyoming. 

Brianna is a native of Kaycee, WY 
and a graduate of Kaycee High School. 
She currently attends the University of 
Wyoming, where she is majoring in 
communications. She has dem-
onstrated a strong work ethic, which 
has made her an invaluable asset to 
our office. The quality of her work is 
reflected in her great efforts over the 
last several months. 

I thank Brianna for the dedication 
she has shown while working for me 
and my staff. It was a pleasure to have 
her as part of our team. I know she will 
have continued success with all of her 
future endeavors. I wish her all my 
best on her next journey.∑ 

f 

RECOGNIZING THOMAS SULLIVAN 

∑ Mr. BARRASSO. Mr. President, I 
would like to take the opportunity to 
express my appreciation to Thomas 
Sullivan for his hard work as an intern 
in my Washington, D.C. office. I recog-
nize his efforts and contributions to 
my office. 

Thomas is a native of Laramie, WY 
where he was homeschooled. He grad-
uated from the University of Northern 
Colorado where he majored in business 
administration and accounting. He has 
demonstrated a strong work ethic, 
which has made him an invaluable 
asset to our office. The quality of his 
work is reflected in his great efforts 
over the last several months. 

I thank Thomas for the dedication he 
has shown while working for me and 
my staff. It was a pleasure to have him 
as part of our team. I know he will 
have continued success with all of his 
future endeavors. I wish him all my 
best on his next journey.∑ 

f 

RECOGNIZING DAVID WISE 

∑ Mr. BARRASSO. Mr. President, I 
would like to take the opportunity to 
express my appreciation to David Wise 
for his hard work as an intern in the 
Senate Committee on Indian Affairs. I 
recognize his efforts and contributions 
to my office as well as to the State of 
Wyoming. 

David is a native of McLean, VA and 
graduated from Langley High School. 
He attends Clemson University where 
he is majoring in political science. He 
has demonstrated a strong work ethic, 
which has made him an invaluable 
asset to the Senate Committee on In-
dian Affairs. The quality of his work is 
reflected in his great efforts over the 
last several months. 

I want to thank David for the dedica-
tion he has shown while working for 
me and my staff. It was a pleasure to 
have him as part of our team. I know 
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he will have continued success with all 
of his future endeavors. I wish him all 
my best on his next journey.∑ 

f 

RECOGNIZING NATALYA WOLFLEY 
∑ Mr. BARRASSO. Mr. President, I 
would like to take the opportunity to 
express my appreciation to Natalya 
Wolfley for her hard work as an intern 
in the Senate Committee on Indian Af-
fairs. I recognize her efforts and con-
tributions to my office as well as to the 
State of Wyoming. 

Natalya is a native of Etna, WY, and 
a graduate of Star Valley High School. 
She currently attends the University of 
Wyoming, where she is majoring in 
international relations and minoring in 
international business and Chinese. 
She has demonstrated a strong work 
ethic, which has made her an invalu-
able asset to the Senate Committee on 
Indian Affairs. The quality of her work 
is reflected in her great efforts over the 
last several months. 

I want to thank Natalya for the dedi-
cation she has shown while working for 
me and my staff. It was a pleasure to 
have her as part of our team. I know 
she will have continued success with 
all of her future endeavors. I wish her 
all my best on her next journey.∑ 

f 

TRIBUTE TO MAJOR GENERAL 
HUGH BROOMALL 

∑ Mr. COONS. Mr. President, it is with 
great pleasure that I pay tribute to 
MAJ General Hugh Broomall. After 
spending nearly 38 years serving Dela-
ware and our Nation with the Delaware 
National Guard, General Broomall is 
retiring. He will leave behind an orga-
nization he helped to strengthen and a 
legacy of service that will not soon be 
forgotten. A native of Wilmington, DE, 
General Broomall’s military career 
began when he enlisted in the Delaware 
Air National Guard, where he went on 
to receive a commission in 1974. Gen-
eral Broomall became an air intel-
ligence officer and deployed worldwide 
in support of exercises and contin-
gencies. Most recently, General 
Broomall served as the special assist-
ant to the Director of the Air National 
Guard, where he was responsible for 
strategy development, State and Fed-
eral liaison, interagency coordination, 
and special studies supporting the 
106,000 Air National Guard members 
nationwide. 

General Broomall’s impact is not 
limited to Delaware. When asked about 
General Broomall, LTG Bud Wyatt 
said, ‘‘his multi-dimensional experi-
ence, both civilian and military, makes 
him an outstanding asset to the Na-
tion. His tireless work with the mili-
tary, private industry and the Hill dur-
ing critical budget times, directly con-
tributed to keeping the Air National 
Guard ready, relevant and reliable to 
serve both our state and federal mili-
tary requirements well into the future. 
He is an outstanding American.’’ 

I couldn’t agree more. And so, I con-
gratulate Hugh Broomall for his years 

of exemplary service and countless 
contributions to the Delaware National 
Guard, as well as the national military 
community, the people of Delaware and 
the country that he loves. General 
Broomall is an exemplary citizen, and 
on behalf of all Delawareans I would 
like to thank him and his family for 
their many sacrifices during his 38 
years of service and wish him well in 
his retirement.∑ 

f 

TRIBUTE TO SYLVIA WOODS 

∑ Mrs. GILLIBRAND. Mr. President, I 
wish to pay tribute to Sylvia Woods, 
the ‘‘Queen of Soul Food’’ and a New 
York icon whose eponymous restaurant 
for decades served as a home away 
from home for scores of Harlem resi-
dents, New Yorkers, Presidents, dig-
nitaries, celebrities, and visitors from 
all over the world. 

As we commemorate the 50th anni-
versary of Sylvia’s Restaurant, we cel-
ebrate the life and legacy of Sylvia 
Woods. Ms. Woods’ big heart, entrepre-
neurial spirit, and extraordinary 
strength exemplified the vibrancy of 
the Harlem community she helped 
bring together. 

Ms. Woods was born in Hemingway, 
SC, in 1926. In 1954, she worked as a 
waitress at Johnson’s Luncheonette in 
Harlem. Her mother helped Ms. Woods 
pursue her dreams by mortgaging the 
farm in South Carolina where Sylvia 
was born. Ms. Woods and her late hus-
band Herbert used the $18,000 borrowed 
from her mother to buy the luncheon-
ette in 1962 and founded the namesake 
restaurant. 

Ms. Woods’ dream became an instant 
reality when people from all over the 
world flocked to 126th Street and 
Lenox Avenue to taste Sylvia’s world- 
famous comfort food, including 
mouthwatering fried chicken, collard 
greens, and peach cobbler. Ms. Woods 
purchased six lots which took up near-
ly one city block on Lenox Avenue be-
tween 126th and 127th Streets, setting 
in motion the growth of the legendary 
soul food establishment. She ran the 
business until she retired at age 80 and 
had overseen its expansion to seat 
more than 450 people. 

Her famed eatery not only became a 
center of globally-renowned cuisine, 
but it also became a special meeting 
place for African-American leaders. I 
fondly remember Sylvia’s being one of 
the first places I visited with Rev. Al 
Sharpton in 2009 as Senator. I, along 
with countless others, deeply felt the 
love, life, and history of this iconic in-
stitution. 

Ms. Woods cared deeply about the 
community she loved and found ways 
to give back to her beloved Harlem. 
The Woods family created the Sylvia 
and Herbert Woods Scholarship Endow-
ment Foundation in 2001 to provide 
scholarships to Harlem youth. 

Ms. Woods undoubtedly made an in-
delible impact on our great city and 
Nation. The landmark restaurant she 
created will continue to thrive for fu-

ture generations of New York City 
families. Ms. Woods’ legacy, accom-
plishments, and endearing spirit will 
live on in Harlem and around the 
world.∑ 

f 

TRIBUTE TO THE DISABILITY 
RIGHTS MOVEMENT 

∑ Mr. HARKIN. Mr. President, the Na-
tional Constitution Center in Philadel-
phia, which opened on July 4, 2003, is 
the first and only nonprofit, non-
partisan institution devoted to the 
world’s oldest and most respected 
framework for democratic government: 
the Constitution of the United States. 
Located on historic Independence Mall, 
the center is many things: an inter-
active museum, a national town hall, 
and a civic hub for millions of visitors 
from around the world. It inspires ac-
tive citizenship by shining a spotlight 
on our great constitutional principles, 
ideals, and freedoms. 

This Saturday, the center’s main ex-
hibition, which is called ‘‘The Story of 
We the People,’’ is inaugurating an im-
portant new addition: the wheelchair 
used by disability-rights advocate Jus-
tin Dart, Jr., when he was present 
alongside President George H.W. Bush 
at the signing of the Americans with 
Disabilities Act on July 26, 1990. Mr. 
Dart used that wheelchair on countless 
other occasions as he advocated for 
passage of the Americans with Disabil-
ities Act and to secure for people with 
disabilities the civil rights that all 
Americans hold sacred. 

This wonderful new addition to the 
National Constitution Center will serve 
as a symbol of freedom for all Ameri-
cans. The wheelchair will remind visi-
tors of the visionary leadership and in-
spired advocacy of Justin Dart, Jr., and 
the courageous struggle of all those in 
the disability rights movement who 
fought to pass the ADA, one of the 
great civil rights laws of the 20th cen-
tury, often referred to as the Emanci-
pation Proclamation for people with 
disabilities. 

Twenty-two years ago today, as 
President Bush signed the ADA into 
law, he said: ‘‘Let the shameful wall of 
exclusion finally come tumbling 
down.’’ I was present at that White 
House ceremony, and I vividly remem-
ber the joy and pride on Justin Dart’s 
face as he sat aside the President. As of 
this Saturday, visitors to the National 
Constitution Center, when they view 
Justin Dart’s wheelchair and accom-
panying photos, will be able to relive 
that great moment and milestone in 
our Nation’s history.∑ 

f 

CONGRATULATING CLARISSA 
MARTINS 

∑ Mr. HELLER. Mr. President, today I 
wish to congratulate one of Nevada’s 
own, Clarissa Martins. Clarissa is a 
student at the University of Nevada, 
Reno, who was recently awarded the 
2012 Thomas J. Bardos Award for her 
participation in cancer and nutrition 
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research. Presented by the American 
Association of Cancer Research, this 
prestigious award recognizes and en-
courages young science students to 
pursue the field of cancer research. I 
am proud to honor Clarissa for her 
commitment to the scientific commu-
nity in addressing a deadly disease that 
affects thousands of Nevadans each 
year. 

For UNR senior, Clarissa, the dev-
astating impact of cancer hit home 
when her mother lost her battle with 
pancreatic cancer in 2009. Inspired by 
her mother, Clarissa began researching 
the intricacies of this fatal disease. 
She is currently working on a UNR re-
search project to determine rates of 
breast and lung cancer. 

As someone whose family has been 
touched by cancer, I am humbled by 
Clarissa’s efforts to study the second 
most common cause of death in Amer-
ica. Cancer is one of our most pressing 
health concerns in this country. Over 
1.6 million new cancer cases will be di-
agnosed this year, and more than half 
a million Americans will lose their 
lives to this disease. In order for our 
country to be better prepared to com-
bat this devastating disease, we must 
continue to research and provide better 
oncology care. 

I am proud that such an ambitious 
student calls Nevada home, and that 
she has remained committed to fight-
ing this deadly disease. I wish Clarissa 
continued success and the best of luck 
in her future academic endeavors. 
Today, I ask my colleagues to join me 
in congratulating her on this great ac-
complishment.∑ 

f 

2012 OLYMPIC GAMES 

∑ Mr. INHOFE. Mr. President, this Fri-
day marks the beginning of the 2012 
London Olympic Games. Every 4 years, 
our national pride is displayed as we 
join our family and friends to cheer on 
Team USA. In this summer’s London 
Games, the 530-member U.S. team will 
compete in 25 sports that span 246 
medal events. Individuals and families 
make so many sacrifices just to have 
the opportunity to be a part of these 
competitions every 4 years. Rigorous 
physical challenges, early morning 
workouts, and total commitment are 
hallmarks of Olympians. Support of 
family and friends are also key to the 
success of these athletes. 

Several of the team members have 
ties to my home State of Oklahoma. 
Many basketball players have Okla-
homa ties—Blake Griffin, James 
Harden, Kevin Durant, and Russell 
Westbrook are all members of the USA 
basketball team. Many of us have fol-
lowed Griffin’s career from his early 
days, even before he was a University 
of Oklahoma Sooner. Then, of course 
Durant, Westbrook, and Harden are 
members of the Oklahoma City Thun-
der team that captivated our State and 
drew us together on their amazing 
journey through the NBA playoffs this 
past season. 

All eyes will be on the Team USA’s 
rowing team as they compete for a 
medal. Anthony Fahden of Oklahoma 
City, Will Newell of Oklahoma City, 
Tom Peszek of Oklahoma City, Nick 
LaCava of Oklahoma City, and Robin 
Prendes of Oklahoma City, will com-
pete in rowing events. 

Our State has a rich wrestling herit-
age. Three wrestlers, one from Okla-
homa State University and two from 
the University of Oklahoma, will rep-
resent our Nation and State. Cowboy 
Coleman Scott and Sooners Jared 
Frayer and Sam Hazewinkel will con-
tinue that tradition in London as they 
hit the mat for Team USA. 

Oklahoma will also be represented 
during the track and field events. Tia 
Brooks, a shot putter residing in Nor-
man, secured a spot on the Olympic 
team with a big second throw at the 
U.S. trials. Brittany Borman, a javelin 
thrower also residing in Norman, se-
cured first place and a spot on the U.S. 
team on her final throw at U.S. trials. 

In gymnastics, Norman resident Jake 
Dalton will regale audiences on the 
vault and floor exercises. Meanwhile, 
in the pool, Mary Killman, who was 
born in Ada, will compete in solo, duet, 
and team synchronized swimming. 

My wife Kay and I and our 20 kids 
and grandchildren will be watching 
these individuals and the entire U.S. 
Olympic team during the London 
Games, and we wish them every suc-
cess as they make our State and our 
entire Nation proud.∑ 

f 

MOUNTAIN STATE SECURITY 
FELLOWSHIP 

∑ Mr. MANCHIN. Mr. President, I rise 
today to recognize the thousands of 
West Virginians who have chosen to 
serve this great Nation as members of 
our military. West Virginia is one of 
the most patriotic States in the Na-
tion, and we are humbled by the sac-
rifice of 39 brave West Virginians who 
gave their lives in Iraq and Afghani-
stan. 

Throughout the generations, thou-
sands of brave men and women gave us 
our freedom; they deserve the best we 
can give them in return. 

In recognition of these values and the 
service of all West Virginians, today I 
am launching the Mountain State Na-
tional Security Fellowship. 

While working on Capitol Hill or in 
my State offices, selected fellows will 
use the skills and experience gained 
while serving in our armed services to 
assist my office with military and vet-
erans-related issues. They will also per-
sonally represent the West Virginia 
veteran community and embody the 
values of all who served, including 
those who made the ultimate sacrifice 
for their country. 

This is our next generation of lead-
ers, and this fellowship will help en-
courage them to develop their interest 
in public service. Fellows will gain a 
firsthand understanding of how we help 
our constituents by staying connected 

to their lives and serving their needs. 
Our office will benefit from a service-
member’s perspective on the problems 
we are trying to solve. 

This fellowship is a small but impor-
tant step in a much larger national 
problem. Veterans face the highest un-
employment levels of almost any group 
of people in our economy, and that is 
wrong. We need to do more to match 
our veterans with available jobs in 
their communities. 

As cofounder of the Congressional 
Veterans Jobs Caucus, I have joined 
with many colleagues from both par-
ties to focus on the problem of vet-
erans’ unemployment. As we draw 
down from the Middle East, veterans 
will be returning to our communities 
and trying to build new lives with their 
families, and we should do everything 
we can to put their incredible skills to 
good use. 

In my own office, we employ four vet-
erans, and they are the most dedicated, 
trained, committed kind of employees 
imaginable. I am so appreciative to 
have that quality of a workforce in my 
office. 

As a nation, we fly the flag and we 
proudly display yellow ribbons, but if 
you really want to say thank you to 
someone who was willing to sacrifice 
and give their all, you hire a veteran. 
They are well trained, disciplined, and 
ready to go to work. 

That is the drive behind our jobs cau-
cus, our ‘‘I Hire Veterans’’ project, and 
this fellowship program. It is easy to 
talk the talk, but you have to walk the 
walk, and this fellowship is one way for 
us to do so. 

I want to say thank you to all West 
Virginia veterans and their families 
and that it will be an honor to work 
with you as Mountain State National 
Security Fellows.∑ 

f 

RECOGNIZING COZY HARBOR 
SEAFOOD 

∑ Ms. SNOWE. Mr. President, with over 
220 miles of beautiful Atlantic coast-
line, my home State knows the bene-
fits and the rigors of living off the 
water. The very mention of Maine will 
evoke, for many, the pristine natural 
beauty and rugged terrain of our rocky 
coast. Hand in hand with these roman-
tic images is that of hard-working fish-
ermen, whose relationship with 
Maine’s waters is key to maintaining a 
thriving seafood market so char-
acteristic of our State. I rise to recog-
nize a small business whose dedication 
to producing and marketing a quality 
product epitomizes the entrepreneurial 
spirit so characteristic of Maine. 

From its founding in 1980, Cozy Har-
bor Seafood of Portland, ME has striv-
en to provide a consistently high-qual-
ity product to consumers both local 
and abroad with a recent expansion 
into the European markets. Special-
izing in processing and distributing 
lobster, fresh fish, and frozen seafood 
for supermarkets, seafood wholesalers, 
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and restaurants, Cozy Harbor is aggres-
sively seeking new venues and opportu-
nities to expand through participation 
in seafood expositions, as seen through 
its recent involvement at the European 
Seafood Exposition and the upcoming 
Asian Seafood Show and China Fish-
eries Show later this year. 

The seafood industry in Maine is 
more than a profession; it is a lifestyle. 
The passion, love, and dedication 
shown by those in my home State to 
producing a quality product not only 
reaps its benefits in the ledger books, 
it is also a major contributing factor in 
the development of the tradition and 
reputation of excellence that Maine 
seafood has come to be known for 
worldwide. Through programs such as 
the Gulf of Maine Responsibly Har-
vested Program, the sustainability of 
the fishing industry is further devel-
oped. Cozy Harbor also participates in 
the Trace Register which records the 
product’s origin for consumers to view 
online, has been recognized inter-
nationally for high-quality product, 
and has received the British Retail 
Consortium’s certification grade A 
level for food safety. These efforts not 
only increase quality standards, they 
ensure that the fishing industry is via-
ble for generations to come. 

Like many small businesses in 
Maine, Cozy Harbor is steadfast in 
serving the local community and giv-
ing back to the area. Its devotion is il-
lustrated by its donation of approxi-
mately 500 lobsters to the Bike MS: 
Great Maine Getaway sponsored annu-
ally by the National MS Society’s New 
England chapter, which supports mul-
tiple sclerosis research and programs 
in the New England area. 

Cozy Harbor exhibits the ingenuity, 
commitment to quality, and dedication 
to competing in an ever-growing mar-
ket that is so characteristic of entre-
preneurs in Maine. I commend Cozy 
Harbor on its success and offer my best 
wishes for the future.∑ 

f 

TRIBUTE TO ARVID ‘‘BUTCH’’ 
HILLER 

∑ Mr. TESTER. Mr. President, I rise to 
honor a fellow Montanan today as he 
retires from a long and distinguished 
career in the water utility business 
after 41 years. Arvid ‘‘Butch’’ Hiller re-
tires from the Mountain Water Com-
pany in Missoula, where he is the gen-
eral manager. 

Butch Hiller was raised in Missoula. 
He spent 10 years supplying water to 
his community through Montana 
Power and 32 years when it became the 
Mountain Water Company. In other 
words, Mountain Water has never run a 
day without Butch Hiller contributing 
to its mission. His distinguished career 
at Mountain Water included recogni-
tion by his profession, including the 
Distinguished Public Service Award 
from the American Water Works Asso-
ciation in 2005. His contributions to the 
Missoula community and the State of 
Montana are numerous, including serv-

ice on the Missoula Rotary Club, the 
Missoula and the Montana Chambers of 
Commerce, the Montana Power Busi-
ness Information Panel, and the Mon-
tana Ambassadors. 

Butch has said one of the keys to his 
success has been to hire people who 
were better and smarter to help him do 
what he alone could not do. He also 
said he tried to give people the freedom 
to achieve success and to learn from 
their mistakes. 

Mr. President, water is our most 
basic resource. Butch Hiller spent a ca-
reer as a caretaker of that precious re-
source. As he and his wife Lynn begin 
their retirement and continue to enjoy 
their four children and five grand-
children, I would like to join with 
other Montana residents and thank 
Butch for his stewardship of our Mon-
tana water and the many contributions 
he has made to our community.∑ 

f 

OAHE DAM 

∑ Mr. THUNE. Mr. President, today I 
wish to recognize the 50th anniversary 
of construction of the Oahe Dam. 

In December 1944, President Franklin 
D. Roosevelt approved the Flood Con-
trol Act. This set into motion the con-
struction of several dams across South 
Dakota. Construction on the Oahe Dam 
commenced in 1948 and was completed 
in 1962. In August of 1962, President 
John F. Kennedy dedicated the dam lo-
cated in central South Dakota on the 
Missouri River. The dam was a massive 
endeavor for the U.S. Army Corps of 
Engineers, standing 245 feet tall with 
an earth fill volume of 92 million cubic 
yards and a concrete fill volume of 
1,122,000 yards. The reservoir stretches 
231 miles to Bismarck, ND. The Oahe 
Dam is the 14th largest manmade res-
ervoir in the world. 

Oahe Dam is beneficial not only to 
South Dakota but throughout the Mid-
west. The powerplant on the dam is the 
largest producer of energy on the Mis-
souri River. North Dakota, South Da-
kota, Nebraska, Minnesota, and Mon-
tana receive power produced by the 
Oahe Dam. Local farmers and ranchers 
benefit from the irrigation that is pro-
vided from the reservoir. 

I would like to recognize the efforts 
of all those who have contributed to 
the construction and maintenance of 
the Oahe Dam. It has become one of 
South Dakota’s greatest resources.∑ 

f 

RECOGNIZING GROSSENBURG 
IMPLEMENT 

∑ Mr. THUNE. Mr. President, today I 
wish to recognize the 75th anniversary 
of Grossenburg Implement. The com-
pany was founded during the Great De-
pression in 1937 by Charles Jacob 
Grossenburg in Tripp County, SD. The 
demand for two-cylinder tractors dur-
ing World War II led to the company’s 
success and prosperity. Since then, 
Grossenburg Implement has stayed 
true to their mission statement ‘‘to 
provide the best product at a reason-

able price and with the highest level of 
service.’’ Along with products from 
John Deere, Grossenburg sold Olds-
mobile and Cadillac automobiles. 
Throughout the years, the Grossenburg 
family remained dedicated to quality 
service and continued success. 

Charlie, son of Barry and Marilyn 
Grossenburg, represents the fourth 
generation of the family business and 
is now the vice president. In 1998, 
Grossenburg Implement continued its 
success by adding a combine shop in 
Winner and subsequently an overhead 
crane to the shop in 2005. In 2009, the 
company also celebrated the opening of 
another combine shop in Pierre. Most 
recently in 2012, the company expanded 
their business by purchasing Northeast 
Equipment, Inc. in Nebraska. Today, 
the company has grown from one store 
to a projected $150 million company. 

I would like to congratulate the 
Grossenburg family and the employees 
of Grossenburg Implement for 75 years 
of success and wish them a prosperous 
future.∑ 

f 

MESSAGES FROM THE HOUSE 
ENROLLED BILL SIGNED 

The President pro tempore (Mr. 
INOUYE) announced that on today, July 
26, 2012, he had signed the following en-
rolled bill, previously signed by the 
Speaker of the House: 

S. 1335. An act to amend title 49, United 
States Code, to provide rights for pilots, and 
for other purposes. 

At 1:32 p.m., a message from the 
House of Representatives, delivered by 
Mrs. Cole, one of its reading clerks, an-
nounced that the House has passed the 
following bills, in which it requests the 
concurrence of the Senate: 

H.R. 459. An act to require a full audit of 
the Board of Governors of the Federal Re-
serve System and the Federal reserve banks 
by the Comptroller General of the United 
States, and for other purposes. 

H.R. 6082. An act to officially replace, 
within the 60-day Congressional review pe-
riod under the Outer Continental Shelf 
Lands Act, President Obama’s Proposed 
Final Outer Continental Shelf Oil & Gas 
Leasing Program (2012–2017) with a congres-
sional plan that will conduct additional oil 
and natural gas lease sales to promote off-
shore energy development, job creation, and 
increased domestic energy production to en-
sure a more secure energy future in the 
United States, and for other purposes. 

At 6:04 p.m., a message from the 
House of Representatives, delivered by 
Mrs. Cole, one of its reading clerks, an-
nounced that the House has agreed to 
the following concurrent resolution, in 
which it requests the concurrence of 
the Senate: 

H. Con. Res. 134. Concurrent resolution 
condemning, in the strongest possible terms, 
the heinous atrocities that occurred in Au-
rora, Colorado. 

ENROLLED BILL SIGNED 
The message further announced that 

the Speaker has signed the following 
enrolled bill: 

H.R. 5872. An act to require the President 
to provide a report detailing the sequester 
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required by the Budget Control Act of 2011 on 
January 2, 2013. 

The enrolled bill was subsequently 
signed by the President pro tempore 
(Mr. INOUYE). 

f 

MEASURES READ THE FIRST TIME 

The following bill was read the first 
time: 

H.R. 6082. An act to officially replace, 
within the 60-day Congressional review pe-
riod under the Outer Continental Shelf 
Lands Act, President Obama’s Proposed 
Final Outer Continental Shelf Oil & Gas 
Leasing Program (2012–2017) with a Congres-
sional plan that will conduct additional oil 
and natural gas lease sales to promote off-
shore energy development, job creation, and 
increased domestic energy production to en-
sure a more secure energy future in the 
United States, and for other purposes. 

f 

ENROLLED BILL PRESENTED 

The Secretary of the Senate an-
nounced that on today, July 26, 2012, 
she had presented to the President of 
the United States the following en-
rolled bill: 

S. 1335. An act to amend title 49, United 
States Code, to provide rights for pilots, and 
for other purposes. 

f 

EXECUTIVE AND OTHER 
COMMUNICATIONS 

The following communications were 
laid before the Senate, together with 
accompanying papers, reports, and doc-
uments, and were referred as indicated: 

EC–6935. A communication from the Direc-
tor of the Regulatory Management Division, 
Environmental Protection Agency, transmit-
ting, pursuant to law, the report of a rule en-
titled ‘‘Significant New Use Rules on Certain 
Chemical Substances’’ (FRL No. 9354–2) re-
ceived in the Office of the President of the 
Senate on July 19, 2012; to the Committee on 
Environment and Public Works. 

EC–6936. A communication from the Direc-
tor of the Regulatory Management Division, 
Environmental Protection Agency, transmit-
ting, pursuant to law, the report of a rule en-
titled ‘‘Significant New Use Rules on a Cer-
tain Chemical Substance; Removal of Sig-
nificant New Use Rules’’ (FRL No. 9356–1) re-
ceived in the Office of the President of the 
Senate on July 19, 2012; to the Committee on 
Environment and Public Works. 

EC–6937. A communication from the Direc-
tor of the Regulatory Management Division, 
Environmental Protection Agency, transmit-
ting, pursuant to law, the report of a rule en-
titled ‘‘Approval and Promulgation of Air 
Quality Implementation Plans; Virginia; Re-
moval of Administrative Requirements from 
the Regulation for the Control of Motor Ve-
hicle Emissions in Northern Virginia’’ (FRL 
No. 9702–4) received in the Office of the Presi-
dent of the Senate on July 19, 2012; to the 
Committee on Environment and Public 
Works. 

EC–6938. A communication from the Direc-
tor of the Regulatory Management Division, 
Environmental Protection Agency, transmit-
ting, pursuant to law, the report of a rule en-
titled ‘‘Approval and Promulgation of Imple-
mentation Plans and Designation of Areas 
for Air Quality Planning Purposes; Wis-
consin; Redesignation of the Milwaukee- 
Racine Area to Attainment for 1997 8-hour 
Ozone Standard’’ (FRL No. 9702–9) received 

in the Office of the President of the Senate 
on July 19, 2012; to the Committee on Envi-
ronment and Public Works. 

EC–6939. A communication from the Direc-
tor of the Regulatory Management Division, 
Environmental Protection Agency, transmit-
ting, pursuant to law, the report of a rule en-
titled ‘‘Approval and Promulgation of Air 
Quality Implementation Plans; Maryland; 
Offset Lithographic Printing and Letterpress 
Printing Regulations’’ (FRL No. 9702–2) re-
ceived in the Office of the President of the 
Senate on July 19, 2012; to the Committee on 
Environment and Public Works. 

EC–6940. A communication from the Direc-
tor of the Regulatory Management Division, 
Environmental Protection Agency, transmit-
ting, pursuant to law, the report of a rule en-
titled ‘‘Approval and Promulgation of Imple-
mentation Plans; Tennessee; 110(a) (1) and (2) 
Infrastructure Requirements for the 1997 8- 
Hour Ozone National Ambient Air Quality 
Standards’’ (FRL No. 9699–5) received in the 
Office of the President of the Senate on July 
19, 2012; to the Committee on Environment 
and Public Works. 

EC–6941. A communication from the Direc-
tor, Office of Congressional Affairs, Nuclear 
Regulatory Agency, transmitting, pursuant 
to law, the report of a rule entitled ‘‘Re-
ceipts-Based, Small Business Size Standard’’ 
(RIN3150–AJ14) received in the Office of the 
President of the Senate on July 18, 2012; to 
the Committee on Environment and Public 
Works. 

EC–6942. A communication from the Assist-
ant Secretary of the Army (Civil Works), 
transmitting, pursuant to law, a report rel-
ative to the C–111 Spreader Canal Western 
project in Miami-Dade County, Florida; to 
the Committee on Environment and Public 
Works. 

EC–6943. A communication from the Direc-
tor of Congressional Affairs, Nuclear Regu-
latory Commission, transmitting, pursuant 
to law, the report of a rule entitled ‘‘Tech-
nical Corrections’’ (RIN3150–AJ16) received 
in the Office of the President of the Senate 
on July 18, 2012; to the Committee on Envi-
ronment and Public Works. 

EC–6944. A communication from the Direc-
tor of Congressional Affairs, Nuclear Regu-
latory Commission, transmitting, pursuant 
to law, the report of a rule entitled ‘‘Commu-
nication with Transport Vehicles’’ (Regu-
latory Guide 5.32) received in the Office of 
the President of the Senate on July 18, 2012; 
to the Committee on Environment and Pub-
lic Works. 

EC–6945. A communication from the Direc-
tor of Congressional Affairs, Nuclear Regu-
latory Commission, transmitting, pursuant 
to law, the report of a rule entitled ‘‘Issuing 
Final Guidance That Issues a New Branch 
Technical Position BTP 8–8—(Emergency 
Diesel Generators) and Off Site Power 
Sources Allowed Outage Time Extensions’’ 
(Publication of Revision 4 to SRP Section 
8.1) received in the Office of the President of 
the Senate on July 18, 2012; to the Com-
mittee on Environment and Public Works. 

EC–6946. A communication from the Chief 
of the Publications and Regulations Branch, 
Internal Revenue Service, Department of the 
Treasury, transmitting, pursuant to law, the 
report of a rule entitled ‘‘Regulations Under 
Section 367(d) applicable to certain outbound 
asset reorganizations’’ (Notice 2012–39) re-
ceived in the Office of the President of the 
Senate on July 19, 2012; to the Committee on 
Finance. 

EC–6947. A communication from the Chief 
of the Publications and Regulations Branch, 
Internal Revenue Service, Department of the 
Treasury, transmitting, pursuant to law, the 
report of a rule entitled ‘‘Tribal Economic 
Development Bonds’’ (Notice 2012–48) re-
ceived in the Office of the President of the 

Senate on July 19, 2012; to the Committee on 
Finance. 

EC–6948. A communication from the Assist-
ant Secretary, Bureau of Legislative Affairs, 
Department of State, transmitting, pursuant 
to law, the semiannual report on the contin-
ued compliance of Azerbaijan, Kazakhstan, 
Moldova, the Russian Federation, 
Tajikistan, and Uzbekistan with the 1974 
Trade Act’s freedom of emigration provi-
sions, as required under the Jackson-Vanik 
Amendment; to the Committee on Finance. 

EC–6949. A communication from the Chair-
man of the United States International 
Trade Commission, transmitting, pursuant 
to law, a report entitled ‘‘The Year in Trade 
2011’’; to the Committee on Finance. 

EC–6950. A communication from the Assist-
ant Secretary, Legislative Affairs, Depart-
ment of State, transmitting, notice of pro-
posed permanent transfer of significant mili-
tary equipment pursuant to section 3(d) of 
the Arms Export Control Act (Transmittal 
No. RSAT–12–2990); to the Committee on For-
eign Relations. 

EC–6951. A communication from the Assist-
ant Secretary, Legislative Affairs, Depart-
ment of State, transmitting, notice of pro-
posed permanent transfer of significant mili-
tary equipment pursuant to section 3(d) of 
the Arms Export Control Act (Transmittal 
No. RSAT–12–2917); to the Committee on For-
eign Relations. 

EC–6952. A communication from the Assist-
ant Secretary, Legislative Affairs, Depart-
ment of State, transmitting, certification of 
proposed issuance of an export license pursu-
ant to section 36(c) of the Arms Export Con-
trol Act (Transmittal No. DDTC 12–080); to 
the Committee on Foreign Relations. 

EC–6953. A communication from the Assist-
ant Secretary, Legislative Affairs, Depart-
ment of State, transmitting, certification of 
proposed issuance of an export license pursu-
ant to section 36(c) of the Arms Export Con-
trol Act (Transmittal No. DDTC 12–084); to 
the Committee on Foreign Relations. 

EC–6954. A communication from the Assist-
ant Secretary, Legislative Affairs, Depart-
ment of State, transmitting, certification of 
proposed issuance of an export license pursu-
ant to section 36(c) of the Arms Export Con-
trol Act (Transmittal No. DDTC 12–078); to 
the Committee on Foreign Relations. 

EC–6955. A communication from the Assist-
ant Secretary, Legislative Affairs, Depart-
ment of State, transmitting, certification of 
proposed issuance of an export license pursu-
ant to section 36(c) of the Arms Export Con-
trol Act (Transmittal No. DDTC 12–038); to 
the Committee on Foreign Relations. 

EC–6956. A communication from the Assist-
ant Secretary, Legislative Affairs, Depart-
ment of State, transmitting, certification of 
proposed issuance of an export license pursu-
ant to section 36(c) of the Arms Export Con-
trol Act (Transmittal No. DDTC 12–048); to 
the Committee on Foreign Relations. 

EC–6957. A communication from the Assist-
ant Secretary, Legislative Affairs, Depart-
ment of State, transmitting, certification of 
proposed issuance of an export license pursu-
ant to section 36(c) of the Arms Export Con-
trol Act (Transmittal No. DDTC 12–086); to 
the Committee on Foreign Relations. 

EC–6958. A communication from the Assist-
ant Secretary, Legislative Affairs, Depart-
ment of State, transmitting, certification of 
proposed issuance of an export license pursu-
ant to section 36(c) of the Arms Export Con-
trol Act (Transmittal No. DDTC 12–049); to 
the Committee on Foreign Relations. 

EC–6959. A communication from the Assist-
ant Secretary, Legislative Affairs, Depart-
ment of State, transmitting, certification of 
proposed issuance of an export license pursu-
ant to section 36(d) of the Arms Export Con-
trol Act (Transmittal No. DDTC 12–068); to 
the Committee on Foreign Relations. 
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EC–6960. A communication from the Assist-

ant Secretary, Legislative Affairs, Depart-
ment of State, transmitting, certification of 
proposed issuance of an export license pursu-
ant to section 36(c) of the Arms Export Con-
trol Act (Transmittal No. DDTC 12–065); to 
the Committee on Foreign Relations. 

EC–6961. A communication from the Dep-
uty Director of Regulations and Policy Man-
agement Staff, Food and Drug Administra-
tion, Department of Health and Human Serv-
ices, transmitting, pursuant to law, the re-
port of a rule entitled ‘‘Indirect Food Addi-
tives: Polymers’’ (Docket No. FDA–2012–F– 
0031) received during adjournment of the 
Senate in the Office of the President of the 
Senate on July 20, 2012; to the Committee on 
Health, Education, Labor, and Pensions. 

EC–6962. A communication from the Senior 
Procurement Executive/Deputy Chief Acqui-
sition Officer, Office of Acquisition Policy, 
General Services Administration, transmit-
ting, pursuant to law, the report of a rule en-
titled ‘‘Federal Acquisition Regulation; 
Small Entity Compliance Guide’’ (FAC 2005– 
60) received in the Office of the President of 
the Senate on July 24, 2012; to the Com-
mittee on Homeland Security and Govern-
mental Affairs. 

EC–6963. A communication from the Senior 
Procurement Executive/Deputy Chief Acqui-
sition Officer, Office of Acquisition Policy, 
General Services Administration, transmit-
ting, pursuant to law, the report of a rule en-
titled ‘‘Federal Acquisition Regulation; In-
troduction’’ (FAC 2005–60) received in the Of-
fice of the President of the Senate on July 
24, 2012; to the Committee on Homeland Se-
curity and Governmental Affairs. 

EC–6964. A communication from the Senior 
Procurement Executive/Deputy Chief Acqui-
sition Officer, Office of Acquisition Policy, 
General Services Administration, transmit-
ting, pursuant to law, the report of a rule en-
titled ‘‘Federal Acquisition Regulation; 
Technical Amendments’’ (FAC 2005–60) re-
ceived in the Office of the President of the 
Senate on July 24, 2012; to the Committee on 
Homeland Security and Governmental Af-
fairs. 

EC–6965. A communication from the Senior 
Procurement Executive/Deputy Chief Acqui-
sition Officer, Office of Acquisition Policy, 
General Services Administration, transmit-
ting, pursuant to law, the report of a rule en-
titled ‘‘Federal Acquisition Regulation; 
DARPA-New Mexico Tax Agreement’’ 
((RIN9000–AM290) (FAC 2005–60)) received in 
the Office of the President of the Senate on 
July 24, 2012; to the Committee on Homeland 
Security and Governmental Affairs. 

EC–6966. A communication from the Senior 
Procurement Executive/Deputy Chief Acqui-
sition Officer, Office of Acquisition Policy, 
General Services Administration, transmit-
ting, pursuant to law, the report of a rule en-
titled ‘‘Federal Acquisition Regulation; Clar-
ification of Standards for Computer Genera-
tion of Forms’’ ((RIN9000–AM15) (FAC 2005– 
60)) received in the Office of the President of 
the Senate on July 24, 2012; to the Com-
mittee on Homeland Security and Govern-
mental Affairs. 

EC–6967. A communication from the Senior 
Procurement Executive/Deputy Chief Acqui-
sition Officer, Office of Acquisition Policy, 
General Services Administration, transmit-
ting, pursuant to law, the report of a rule en-
titled ‘‘Federal Acquisition Regulation; Ex-
tension of Sunset Date for Protests of Task 
and Delivery Orders’’ ((RIN9000–AM26) (FAC 
2005–60)) received in the Office of the Presi-
dent of the Senate on July 24, 2012; to the 
Committee on Homeland Security and Gov-
ernmental Affairs. 

EC–6968. A communication from the Senior 
Procurement Executive/Deputy Chief Acqui-
sition Officer, Office of Acquisition Policy, 

General Services Administration, transmit-
ting, pursuant to law, the report of a rule en-
titled ‘‘Federal Acquisition Regulation; Pay-
ments Under Time-and-Materials and Labor- 
Hour Contracts’’ ((RIN9000–AM01) (FAC 2005– 
60)) received in the Office of the President of 
the Senate on July 24, 2012; to the Com-
mittee on Homeland Security and Govern-
mental Affairs. 

EC–6969. A communication from the Senior 
Procurement Executive/Deputy Chief Acqui-
sition Officer, Office of Acquisition Policy, 
General Services Administration, transmit-
ting, pursuant to law, the report of a rule en-
titled ‘‘Federal Acquisition Regulation; Re-
porting Executive Compensation and First- 
Tier Subcontract Awards’’ ((RIN9000–AL66) 
(FAC 2005–60)) received in the Office of the 
President of the Senate on July 24, 2012; to 
the Committee on Homeland Security and 
Governmental Affairs. 

EC–6970. A communication from the Pre-
siding Governor of the Broadcasting Board of 
Governors, transmitting, pursuant to law, 
the Office of Inspector General’s Semiannual 
Report for the period of October 1, 2011 
through March 31, 2012; to the Committee on 
Homeland Security and Governmental Af-
fairs. 

EC–6971. A communication from the Execu-
tive Director, United States Access Board, 
transmitting, pursuant to law, the Board’s 
annual report relative to the Notification 
and Federal Employee Antidiscrimination 
and Retaliation Act of 2002; to the Com-
mittee on Homeland Security and Govern-
mental Affairs. 

EC–6972. A communication from the Acting 
Assistant Attorney General, Office of Legis-
lative Affairs, Department of Justice, trans-
mitting, pursuant to law, the Department of 
Justice’s fiscal year 2011 annual report rel-
ative to the Notification and Federal Em-
ployee Antidiscrimination and Retaliation 
Act of 2002; to the Committee on Homeland 
Security and Governmental Affairs. 

EC–6973. A communication from the Direc-
tor, Office of Diversity Management and 
Equal Opportunity, Office of the Under Sec-
retary of Defense (Personnel and Readiness), 
transmitting, pursuant to law, a compilation 
of fiscal year 2012 reports from the Depart-
ment of Defense Components relative to the 
implementation of the Notification and Fed-
eral Employee Antidiscrimination and Re-
taliation Act of 2002; to the Committee on 
Homeland Security and Governmental Af-
fairs. 

EC–6974. A communication from the Chair-
man of the National Transportation Safety 
Board, transmitting, pursuant to law, a re-
port relative to the activities performed by 
the agency that are not inherently govern-
mental functions; to the Committee on 
Homeland Security and Governmental Af-
fairs. 

EC–6975. A communication from the Chair-
man of the Board of Governors, U.S. Postal 
Service, transmitting, pursuant to law, the 
Office of Inspector General’s Semiannual Re-
port and the Postal Service management re-
sponse to the report for the period of October 
1, 2011 through March 31, 2012; to the Com-
mittee on Homeland Security and Govern-
mental Affairs. 

EC–6976. A communication from the Acting 
Chairman of the Federal Deposit Insurance 
Corporation, transmitting, pursuant to law, 
the Federal Deposit Insurance Corporation’s 
2012 Annual Performance Plan; to the Com-
mittee on Homeland Security and Govern-
mental Affairs. 

EC–6977. A communication from the Dis-
trict of Columbia Auditor, transmitting, pur-
suant to law, a report entitled, ‘‘Sufficiency 
Certification for the Washington Convention 
and Sports Authority’s (Trading as Events 
DC) Projected Revenues and Excess Reserve 

to Meet Projected Operating and Debt Serv-
ice Expenditures and Reserve Requirements 
for Fiscal Year 2013’’; to the Committee on 
Homeland Security and Governmental Af-
fairs. 

EC–6978. A communication from the Assist-
ant Secretary, Bureau of Legislative Affairs, 
Department of State, transmitting, pursuant 
to law, the Department’s Fiscal Year 2011 an-
nual report relative to the Notification and 
Federal Employee Antidiscrimination and 
Retaliation Act of 2002; to the Committee on 
Homeland Security and Governmental Af-
fairs. 

EC–6979. A communication from the Clerk 
of Court, United States Court of Appeals for 
the Seventh Circuit, transmitting an opinion 
of the United States Court of Appeals for the 
Seventh Circuit; to the Committee on the 
Judiciary. 

EC–6980. A communication from the Assist-
ant Attorney General, Office of Legislative 
Affairs, Department of Justice, transmit-
ting, pursuant to law, an annual report of 
the Review Panel on Prison Rape; to the 
Committee on the Judiciary. 

EC–6981. A communication from the Fed-
eral Liaison Officer, Patent and Trademark 
Office, Department of Commerce, transmit-
ting, pursuant to law, the report of a rule en-
titled ‘‘Rules of Practice for Trials before 
the Patent Trial and Appeal Board and Judi-
cial Review of Patent Trial and Appeal 
Board Decisions’’ (RIN0651–AC70) received in 
the Office of the President of the Senate on 
July 23, 2012; to the Committee on the Judi-
ciary. 

EC–6982. A communication from the Fed-
eral Liaison Officer, Patent and Trademark 
Office, Department of Commerce, transmit-
ting, pursuant to law, the report of a rule en-
titled ‘‘Changes to Implement the Inventor’s 
Oath or Declaration Provisions of the Leahy- 
Smith America Invents Act’’ (RIN0651–AC68) 
received in the Office of the President of the 
Senate on July 23, 2012; to the Committee on 
the Judiciary. 

EC–6983. A communication from the Fed-
eral Liaison Officer, Patent and Trademark 
Office, Department of Commerce, transmit-
ting, pursuant to law, the report of a rule en-
titled ‘‘Transitional Program for Covered 
Business Method Patents—Definitions of 
Covered Business Method Patent and Tech-
nological Invention’’ (RIN0651–AC75) re-
ceived in the Office of the President of the 
Senate on July 23, 2012; to the Committee on 
the Judiciary. 

EC–6984. A communication from the Fed-
eral Liaison Officer, Patent and Trademark 
Office, Department of Commerce, transmit-
ting, pursuant to law, the report of a rule en-
titled ‘‘Changes to Implement the Supple-
mental Examination Provisions of the 
Leahy-Smith America Invents Act and to 
Revise Reexamination Fees’’ (RIN0651–AC69) 
received in the Office of the President of the 
Senate on July 23, 2012; to the Committee on 
the Judiciary. 

EC–6985. A communication from the Fed-
eral Liaison Officer, Patent and Trademark 
Office, Department of Commerce, transmit-
ting, pursuant to law, the report of a rule en-
titled ‘‘Changes to Implement Inter Partes 
Review Proceedings, Post-Grant Review Pro-
ceedings, and Transitional Program for Cov-
ered Business Methods Patents’’ (RIN0651– 
AC71) received in the Office of the President 
of the Senate on July 23, 2012; to the Com-
mittee on the Judiciary. 

EC–6986. A communication from the Li-
brarian of Congress, transmitting, pursuant 
to law, the annual report on the activities of 
the Library of Congress for fiscal year 2011; 
to the Committee on Rules and Administra-
tion. 

EC–6987. A communication from the Dep-
uty General Counsel, Office of Financial As-
sistance, Small Business Administration, 
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transmitting, pursuant to law, the report of 
a rule entitled ‘‘7(a) Loan Program; Eligible 
Passive Companies’’ (RIN3245–AG48) received 
in the Office of the President of the Senate 
on July 24, 2012; to the Committee on Small 
Business and Entrepreneurship. 

EC–6988. A communication from the Dep-
uty General Counsel, Office of Investment 
and Innovation, Small Business Administra-
tion, transmitting, pursuant to law, the re-
port of a rule entitled ‘‘Small Business In-
vestment Companies—Early Stage SBICs’’ 
(RIN3245–AG32) received in the Office of the 
President of the Senate on July 18, 2012; to 
the Committee on Small Business and Entre-
preneurship. 

EC–6989. A communication from the Dep-
uty General Counsel, Office of Investment 
and Innovation, Small Business Administra-
tion, transmitting, pursuant to law, the re-
port of a rule entitled ‘‘Small Business In-
vestment Companies—Energy Saving Quali-
fied Investments’’ (RIN3245–AF86) received in 
the Office of the President of the Senate on 
July 18, 2012; to the Committee on Small 
Business and Entrepreneurship. 

EC–6990. A communication from the Dep-
uty General Counsel, Office of Investment 
and Innovation, Small Business Administra-
tion, transmitting, pursuant to law, the re-
port of a rule entitled ‘‘Small Business In-
vestment Companies—Conflicts of Interest 
and Investment of Idle Funds’’ (RIN3245– 
AF56) received in the Office of the President 
of the Senate on July 18, 2012; to the Com-
mittee on Small Business and Entrepreneur-
ship. 

EC–6991. A communication from the Direc-
tor of the Regulatory Management Division, 
Environmental Protection Agency, transmit-
ting, pursuant to law, the report of a rule en-
titled ‘‘Titanium Dioxide; Exemption from 
the Requirement of a Tolerance’’ (FRL No. 
9354–6) received in the Office of the President 
of the Senate on July 25, 2012; to the Com-
mittee on Agriculture, Nutrition, and For-
estry. 

EC–6992. A communication from the Direc-
tor of the Regulatory Management Division, 
Environmental Protection Agency, transmit-
ting, pursuant to law, the report of a rule en-
titled ‘‘Pyrimethanil; Pesticide Tolerances’’ 
(FRL No. 9354–7) received in the Office of the 
President of the Senate on July 25, 2012; to 
the Committee on Agriculture, Nutrition, 
and Forestry. 

EC–6993. A communication from the Direc-
tor of the Regulatory Management Division, 
Environmental Protection Agency, transmit-
ting, pursuant to law, the report of a rule en-
titled ‘‘Acetamiprid; Pesticide Tolerances’’ 
(FRL No. 9352–8) received in the Office of the 
President of the Senate on July 25, 2012; to 
the Committee on Agriculture, Nutrition, 
and Forestry. 

EC–6994. A communication from the Sec-
retary of Transportation, transmitting, pur-
suant to law, a report relative to a violation 
of the Antideficiency Act that occurred in 
the Maritime Administration’s (MARAD) Op-
erations and Training account (69 1750); to 
the Committee on Appropriations. 

EC–6995. A communication from the Prin-
cipal Deputy Under Secretary of Defense 
(Personnel and Readiness), transmitting the 
report of four (4) officers authorized to wear 
the insignia of the grade of rear admiral and 
rear admiral (lower half) as indicated, in ac-
cordance with title 10, United States Code, 
section 777; to the Committee on Armed 
Services. 

EC–6996. A communication from the Attor-
ney, Office of the General Counsel, Bureau of 
Consumer Financial Protection, transmit-
ting, pursuant to law, the report of a rule en-
titled ‘‘Defining Larger Participants of the 
Consumer Reporting Market’’ ((RIN3170– 
AA00) (Docket No. CFPB–2012–0005)) received 

in the Office of the President of the Senate 
on July 25, 2012; to the Committee on Bank-
ing, Housing, and Urban Affairs. 

EC–6997. A communication from the Attor-
ney, Office of the General Counsel, Bureau of 
Consumer Financial Protection, transmit-
ting, pursuant to law, the report of a rule en-
titled ‘‘Confidential Treatment of Privileged 
Information’’ ((RIN3170–AA20) (Docket No. 
CFPB–2012–0010)) received in the Office of the 
President of the Senate on July 25, 2012; to 
the Committee on Banking, Housing, and 
Urban Affairs. 

EC–6998. A communication from the Chief 
Counsel, Federal Emergency Management 
Agency, Department of Homeland Security, 
transmitting, pursuant to law, the report of 
a rule entitled ‘‘Suspension of Community 
Eligibility’’ ((44 CFR Part 64) (Docket No. 
FEMA–2012–0003)) received in the Office of 
the President of the Senate on July 25, 2012; 
to the Committee on Banking, Housing, and 
Urban Affairs. 

EC–6999. A communication from the Comp-
troller of the Currency, transmitting, pursu-
ant to law, a report relative to Section 322(k) 
of the Dodd-Frank Wall Street Reform and 
Consumer Protection Act; to the Committee 
on Banking, Housing, and Urban Affairs. 

EC–7000. A communication from the Sec-
retary of the Treasury, transmitting, pursu-
ant to law, a report relative to the Financial 
Stability Oversight Council’s study of the 
feasibility, benefits, costs, and structure of a 
contingent capital requirement for nonbank 
financial companies; to the Committee on 
Banking, Housing, and Urban Affairs. 

EC–7001. A communication from the Sec-
retary of the Treasury, transmitting, pursu-
ant to law, the Financial Stability Oversight 
Council’s annual report to Congress on the 
activities of the Council; to the Committee 
on Banking, Housing, and Urban Affairs. 

EC–7002. A communication from the Senior 
Vice President and Chief Financial Officer, 
Federal Home Loan Bank of New York, 
transmitting, pursuant to law, the Bank’s 
2011 Management Report; to the Committee 
on Banking, Housing, and Urban Affairs. 

EC–7003. A communication from the Prin-
cipal Deputy Under Secretary of Defense 
(Personnel and Readiness), transmitting the 
report of an officer authorized to wear the 
insignia of the grade of brigadier general in 
accordance with title 10, United States Code, 
section 777; to the Committee on Armed 
Services. 

f 

EXECUTIVE REPORTS OF 
COMMITTEE 

The following executive reports of 
nominations were submitted: 

By Mr. KERRY for the Committee on For-
eign Relations. 

*Gene Allan Cretz, of New York, a Career 
Member of the Senior Foreign Service, Class 
of Minister-Counselor, to be Ambassador Ex-
traordinary and Plenipotentiary of the 
United States of America to the Republic of 
Ghana. 

Nominee: Gene Allan Cretz. 
Post: Ambassador to Ghana. 
(The following is a list of all members of 

my immediate family and their spouses. I 
have asked each of these persons to inform 
me of the pertinent contributions made by 
them. To the best of my knowledge, the in-
formation contained in this report is com-
plete and accurate.) 

Contributions, amount, date, and donee: 
1. Self: None. 0 
2. Spouse: None. 0 
3. Children and Spouses: None. 0 
4. Parents: None. 0 
5. Grandparents: None. 0 

6. Brothers and Spouses: None. 0 
7. Sisters and Spouses: None. 0 

*Deborah Ruth Malac, of Virginia, a Career 
Member of the Senior Foreign Service, Class 
of Counselor, to be Ambassador Extraor-
dinary and Plenipotentiary of the United 
States of America to the Republic of Liberia. 

Nominee: Deborah Ruth Malac. 
Post: Liberia. 
(The following is a list of all members of 

my immediate family and their spouses. I 
have asked each of these persons to inform 
me of the pertinent contributions made by 
them. To the best of my knowledge, the in-
formation contained in this report is com-
plete and accurate.) 

Contributions, amount, date, and donee: 
1. Self: $150.00, 06/20/2008, Friends of Mark 

Warner. 
2. Spouse: $35.00, 02/18/2009, Democratic Na-

tional Committee; $35.00, 03/19/2009, Demo-
cratic National Committee. 

3. Children and Spouses: Nicholas Stefan 
Olson: $107.07, 11/03/2008, Obama Victory 
Fund; $30,00, 11/05/2008, Obama Victory Fund. 
Gregory Michael Olson: None. Katharine 
Elaine Olson: None. 

4. Parents: Barry Forrest Malac and Mar-
ian Bartak Malac: $25.00, 01/10/2008, Georgia 
Republican Party; $20.00, 01/22/2008, Union 
County (GA) Republican Women; $15.00, 06/07/ 
2008, Republican National Committee; $10.00, 
08/14/2008, RNC Victory 2008; $20.00, 1/17/2008, 
Republican National Committee; $20.00, 01/23/ 
2009, Union County (GA) Republican Women; 
$10.00, 07/15/2009, Georgia Republican Party; 
$10.00, 09/28/2009, Republican National Com-
mittee; $15.00, 10/21/2009, Republican National 
Committee; $20.00, 01/23/2010, Union County 
(GA) Republican Women; $20.00, 04/17/2010, 
Republican National Committee; $10.00, 09/10/ 
2010, Republican National Committee; $15.00, 
10/06/2010, National Republican Congressional 
Committee; $15.00, 10/30/2010, National Repub-
lican Committee; $15.00, 04/04/2011, National 
Republican Congressional Committee; $25.00, 
06/21/2011, Union County (GA) Republican 
Women; $15.00, 11/02/2011, National Repub-
lican Congressional Committee. 

5. Grandparents: Rev. Joseph Paul 
Bartak—deceased; Minnie Polk Bartak—de-
ceased; Rev. Gustav Malac—deceased; 
Antonie Malac—deceased. 

6. Brothers and Spouses: Roy David Malac 
and Carolyn Malac: None; Timothy Alan 
Malac and Theresa Malac: None. 

7. Sisters and Spouses: None. 

*Thomas Hart Armbruster, of New York, a 
Career Member of the Senior Foreign Serv-
ice, Class of Counselor, to be Ambassador Ex-
traordinary and Plenipotentiary of the 
United States of America to the Republic of 
the Marshall Islands. 

Nominee: Thomas Hart Armbruster. 
Post: Chief of Mission Marshall Islands. 
(The following is a list of all members of 

my immediate family and their spouses. I 
have asked each of these persons to inform 
me of the pertinent contributions made by 
them. To the best of my knowledge, the in-
formation contained in this report is com-
plete and accurate.) 

Contributions, amount, date, and donee: 
1. Self: None. 
2. Spouse: None. 
3. Children and Spouses; Son: Bryan Chris-

topher Armbruster: None. Daughter: Kalia 
Chandler Armbruster: $20, 2010, Obama for 
America. 

4. Parents: Father: Robert John Armbru-
ster: None. Mother: Nancy Elizabeth Arm-
bruster: $20, 2010, Obama for America. 

5. Grandparents: None. 
6. Brothers and Spouses: Brother: Chris-

topher Ian Armbruster: $40, 2010, Obama for 
America. Spouse: Carol Benson: None. 
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7. Sisters and Spouses: None. 

*David Bruce Wharton, of Virginia, a Ca-
reer Member of the Senior Foreign Service, 
Class of Minister-Counselor, to be Ambas-
sador Extraordinary and Plenipotentiary of 
the United States of America to the Republic 
of Zimbabwe. 

NOMINEE: David Bruce Wharton. 
POST: Zimbabwe. 
(The following is a list of all members of 

my immediate family and their spouses. I 
have asked each of these persons to inform 
me of the pertinent contributions made by 
them. To the best of my knowledge, the in-
formation contained in this report is com-
plete and accurate.) 

Contributions, amount, date, and donee: 
1. Self: $25, 5/25/08, ‘‘Obama for America’’; 

$50, 7/4/08, ‘‘Obama for America’’; $50, 10/15/08, 
‘‘Obama for America’’; $25, 6/30/11, ‘‘Obama 
for America’’; $25, 9/14/11, ‘‘Obama for Amer-
ica’’; $50, 12/20/11, ‘‘Gerry Connolly for Con-
gress.’’ 

2. Spouse: $25, 6/25/08, ‘‘Obama for Amer-
ica’’; $25, 10/15/08, ‘‘Obama for America’’; $25, 
2/14/12, ‘‘Obama for America’’; $25, 05/08/12, 
‘‘Gerry Connolly for Congress.’’ 

3. Children and Spouses: None. 
4. Parents: CM Wharton, Approx $200 06/08 

to 04/12, ‘‘Obama for America.’’ 
5. Grandparents: None. 
6. Brothers and Spouses: None. 
7. Sisters and Spouses: None. 

*Greta Christine Holtz, of Maryland, a Ca-
reer Member of the Senior Foreign Service, 
Class of Minister-Counselor, to be Ambas-
sador Extraordinary and Plenipotentiary of 
the United States of America to the Sul-
tanate of Oman. 

Nominee: Greta C. Holtz. 
Post: Oman. 
(The following is a list of all members of 

my immediate family and their spouses. I 
have asked each of these persons to inform 
me of the pertinent contributions made by 
them. To the best of my knowledge, the in-
formation contained in this report is com-
plete and accurate.) 

Contributions, amount, date, and donee: 
1. Self: None. 
2. Spouse: Francisco Cosio-Marron. None. 
3. Children and Spouses: Victoria Cosio- 

Marron: None; Alexandra Cosio-Marron: 
None; Anthony Cosio-Marron: None. 

4. Parents: Frederick C. Holtz, Jr.: None; 
Clarice C. Holtz: None. 

5. Grandparents: Carlos W. Campbell: None; 
Alice M. Campbell: None; Frederick C. Holtz: 
None; Margaret N. Holtz: None. 

6. Brothers and Spouses: Frederick C. 
Holtz: None; Denise Holtz: None. 

7. Sisters and Spouses: Carla E. Holtz: 
None. 

*Alexander Mark Laskaris, of Maryland, a 
Career Member of the Senior Foreign Serv-
ice, Class of Counselor, to be Ambassador Ex-
traordinary and Plenipotentiary of the 
United States of America to the Republic of 
Guinea. 

Nominee: Alexander M. Laskaris. 
Post: Republic of Guinea. 
(The following is a list of all members of 

my immediate family and their spouses. I 
have asked each of these persons to inform 
me of the pertinent contributions made by 
them. To the best of my knowledge, the in-
formation contained in this report is com-
plete and accurate.) 

Contributions, amount, date, and donee: 
1. Self: None. 
2. Spouse: N/A. 
3. Children and Spouses: N/A. 
4. Parents: Gus C.A. Laskaris—deceased, 

None; Evelyn Laskaris: None. 
5. Grandparents: Anthony & Katherine 

Xanthopoulos—deceased, None; Arisitidis & 
Eleni Laskaris, deceased; None. 

6. Brothers and Spouses: Anthony 
Laskaris: $50, 2008, Democratic National 
Cmte; $50, 2009, Democratic National Cmte; 
$50, 2010, Democratic National Cmte; $50, 
2011, Democratic National Cmte; $50, 2012, 
Democratic National Cmte. 

Gus A. Laskaris: None. 
7. Sisters and Spouses: Maria Laskaris: 

$100, 2008, Hillary Clinton for President. 

*Marcie B. Ries, of the District of Colum-
bia, a Career Member of the Senior Foreign 
Service, Class of Career-Minister, to be Am-
bassador Extraordinary and Plenipotentiary 
of the United States of America to the Re-
public of Bulgaria. 

Nominee: Marcie B. Ries. 
Post: Ambassador to the Republic of Bul-

garia. 
Nominated: May 24, 2012. 
(The following is a list of all members of 

my immediate family and their spouses. I 
have asked each of these persons to inform 
me of the pertinent contributions made by 
them. To the best of my knowledge, the in-
formation contained in this report is com-
plete and accurate.) 

Contributions, amount, date, and donee: 
1. Self: None. 
2. Spouse: $250, 6/1/2011, Elizabeth Esty. 
3. Children and Spouses: Alexander, none; 

Meredith, none. 
4. Parents: Mona Berman: $75, 2008, Dem 

Natl Comm; $50, 2009, DNC; $75, 2010, DNC; 
$50, 2010, Emily’s List. 

5. Grandparents: Deceased. 
6. Brothers and Spouses: None. 
7. Sisters and Spouses: Laura Jane Ber-

man, none. 

*John M. Koenig, of Washington, a Career 
Member of the Senior Foreign Service, Class 
of Minister-Counselor, to be Ambassador Ex-
traordinary and Plenipotentiary of the 
United States of America to the Republic of 
Cyprus. 

Nominee: John M. Koenig. 
Post: Ambassador to the Republic of Cy-

prus. 
Nominated: June 6, 2012. 
(The following is a list of all members of 

my immediate family and their spouses. I 
nave asked each of these persons to inform 
me of the pertinent contributions made by 
them. To the best of my knowledge, the in-
formation contained in this report is com-
plete and accurate.) 

Contributions, amount, date, and donee: 
1. Self: $250,00, 10-05-2008, Obama for Amer-

ica. 
2. Spouse: Natalie, none. 
3. Children and Spouses: Theodore—single, 

none; Alexander—single, none. 
4. Parents: Theodore Koenig, Janet 

Koenig—deceased, none. 
5. Grandparents: Gerald Crowe—deceased, 

none; Bernice Crowe—deceased, none; John 
F. Koenig—deceased, none; Martha Koenig— 
deceased, none. 

6. Brothers and Spouses: N/A. 
7. Sisters and Spouses: Kathryn Emrick: 

$100.00, 09-19-2008, Obama for America; $50.00, 
11-01-2008, Obama for America; Max Emrick: 
$50.00, 10-30-2011, Maria Cantwell; Lisa 
Koenig, none; Matthew Baker, none. 

*Michael David Kirby, of Virginia, a Career 
Member of the Senior Foreign Service, Class 
of Minister-Counselor, to be Ambassador Ex-
traordinary and Plenipotentiary of the 
United States of America to the Republic of 
Serbia. 

Nominee: Michael D. Kirby. 
Post: Ambassador to the Republic of Ser-

bia. 
Nominated: June 14, 2012. 
(The following is a list of all members of 

my immediate family and their spouses. I 

have asked each of these persons to inform 
me of the pertinent contributions made by 
them. To the best of my knowledge, the in-
formation contained in this report is com-
plete and accurate.) 

Contributions, amount, date, and donee: 
1. Self: $40, 2010, Congressman Gerry 

Connelly. 
2. Spouse: Sara Powelson Kirby, none. 
3. Children and Spouses: Katherine Van 

Nest Kirby—daughter, none; Enrique Plaza 
Garcia—her husband, none; Elizabeth Marie 
Kirby—daughter, none. 

4. Parents: Dolores Marie Kirby: $50, 2007, 
2008, & 2009, DNC; $200, 2008, Obama for Amer-
ica; Richard Norman Kirby—deceased. 

5. Grandparents: Charles and Marie 
Senkfor—both deceased; James P. and Marie 
Kirby—both deceased. 

6. Brothers and Spouses: Charles J. Kirby: 
$100, 2008, MoveOn.org; $100, 2008, Obama for 
America; Christie Kramer (his spouse), none; 
Richard A. Kirby and his spouse Beth-ann 
Roth, none. 

7. Sisters and Spouses: Lynn Marie Kirby 
and her spouse Stephen Rogers, none. 

Mr. KERRY. Mr. President, for the 
Committee on Foreign Relations I re-
port favorably the following nomina-
tion lists which were printed in the 
RECORDS on the dates indicated, and 
ask unanimous consent, to save the ex-
pense of reprinting on the Executive 
Calendar that these nominations lie at 
the Secretary’s desk for the informa-
tion of Senators. 

The PRESIDING OFFICER. Without 
objection, it is so ordered. 

Foreign Service nominations beginning 
with Narendran Chanmugam and ending 
with Jana S. Wooden, which nominations 
were received by the Senate and appeared in 
the Congressional Record on June 7, 2012. 

Foreign Service nominations beginning 
with Thomas J. Brennan and ending with 
Thomas Pepe, which nominations were re-
ceived by the Senate and appeared in the 
Congressional Record on June 20, 2012. 

*Nomination was reported with rec-
ommendation that it be confirmed sub-
ject to the nominee’s commitment to 
respond to requests to appear and tes-
tify before any duly constituted com-
mittee of the Senate. 

(Nominations without an asterisk 
were reported with the recommenda-
tion that they be confirmed.) 

f 

INTRODUCTION OF BILLS AND 
JOINT RESOLUTIONS 

The following bills and joint resolu-
tions were introduced, read the first 
and second times by unanimous con-
sent, and referred as indicated: 

By Mr. BROWN of Ohio: 
S. 3444. A bill to require that textile and 

apparel articles acquired for use by execu-
tive agencies be manufactured from articles, 
materials, or supplies entirely grown, pro-
duced, or manufactured in the United States; 
to the Committee on Homeland Security and 
Governmental Affairs. 

By Mr. HOEVEN (for himself, Mr. 
MCCONNELL, Ms. MURKOWSKI, Mr. 
BARRASSO, Mr. CORNYN, Mr. VITTER, 
Mr. THUNE, Mr. BLUNT, Mr. WICKER, 
Mrs. HUTCHISON, Mr. BURR, Mr. HELL-
ER, Mr. RISCH, Mr. COATS, Mr. 
PORTMAN, Mr. KYL, Mr. SESSIONS, Mr. 
SHELBY, Mr. INHOFE, Mr. COCHRAN, 
Mr. MCCAIN, Mr. ISAKSON, Mr. CRAPO, 
Mr. ENZI, Mr. ROBERTS, Mr. BOOZMAN, 
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Mr. COBURN, Mr. JOHNSON of Wis-
consin, Mr. CHAMBLISS, Mr. JOHANNS, 
and Mr. LUGAR): 

S. 3445. A bill to approve the Keystone XL 
Pipeline, to provide for the development of a 
plan to increase oil and gas exploration, de-
velopment, and production under oil and gas 
leases of Federal land, and for other pur-
poses; to the Committee on Energy and Nat-
ural Resources. 

By Mr. CORNYN: 
S. 3446. A bill to amend the Endangered 

Species Act of 1973 to halt the premature 
proposed listing of 4 central Texas sala-
mander species resulting from a settlement 
agreement, and to take into account exten-
sive ongoing State and local conservation ef-
forts; to the Committee on Environment and 
Public Works. 

By Mr. FRANKEN (for himself and Ms. 
KLOBUCHAR): 

S. 3447. A bill to amend the Employee Re-
tirement Income Security Act of 1974 to per-
mit access to certain disability benefits 
without penalty; to the Committee on 
Health, Education, Labor, and Pensions. 

By Mrs. HAGAN (for herself and Mr. 
BURR): 

S. 3448. A bill to direct the Secretary of the 
Interior to enter into an agreement to pro-
vide for management of the free-roaming 
wild horses in and around the Currituck Na-
tional Wildlife Refuge; to the Committee on 
Environment and Public Works. 

By Ms. STABENOW (for herself and 
Mr. GRAHAM): 

S. 3449. A bill to prohibit purchases by the 
Federal Government of Chinese goods and 
services until the People’s Republic of China 
becomes a party to the Agreement on Gov-
ernment Procurement, and for other pur-
poses; to the Committee on Homeland Secu-
rity and Governmental Affairs. 

By Mr. COATS (for himself, Mr. BAR-
RASSO, Mr. ENZI, Mr. INHOFE, Mr. 
HOEVEN, Mr. LEE, Mr. COCHRAN, Mr. 
COBURN, Mr. RISCH, Mr. CRAPO, Mr. 
PAUL, Mr. MCCONNELL, Mr. HATCH, 
Mr. SESSIONS, Mr. WICKER, Mr. BOOZ-
MAN, Mr. MCCAIN, Mr. BURR, Mr. 
ISAKSON, and Mr. CHAMBLISS): 

S. 3450. A bill to limit the authority of the 
Secretary of the Interior to issue regulations 
before December 31, 2013, under the Surface 
Mining Control and Reclamation Act of 1977; 
to the Committee on Energy and Natural Re-
sources. 

By Mr. BEGICH: 
S. 3451. A bill to exempt certain air taxi 

services from taxes on transportation by air; 
to the Committee on Finance. 

By Mr. DURBIN (for himself, Mrs. 
BOXER, Mr. MERKLEY, and Mr. WHITE-
HOUSE): 

S. 3452. A bill to amend the Truth in Lend-
ing Act to establish a national usury rate for 
consumer credit transactions; to the Com-
mittee on Banking, Housing, and Urban Af-
fairs. 

By Mr. HARKIN (for himself, Ms. MI-
KULSKI, Mrs. MURRAY, Mr. SANDERS, 
Mr. MERKLEY, Mr. FRANKEN, Mr. 
BLUMENTHAL, Mr. LEAHY, Mr. AKAKA, 
Mrs. BOXER, Mr. WYDEN, Mr. DURBIN, 
Mr. SCHUMER, Mr. LAUTENBERG, Mr. 
BROWN of Ohio, and Mrs. GILLI-
BRAND): 

S. 3453. A bill to provide for an increase in 
the Federal minimum wage; to the Com-
mittee on Health, Education, Labor, and 
Pensions. 

f 

SUBMISSION OF CONCURRENT AND 
SENATE RESOLUTIONS 

The following concurrent resolutions 
and Senate resolutions were read, and 
referred (or acted upon), as indicated: 

By Mr. KERRY (for himself, Mr. CHAM-
BLISS, Mr. INOUYE, Mr. WYDEN, Mr. 
AKAKA, and Mr. CARDIN): 

S. Res. 529. A resolution recognizing that 
the occurrence of prostate cancer in African- 
American men has reached epidemic propor-
tions and urging Federal agencies to address 
that health crisis by supporting education, 
awareness outreach, and research specifi-
cally focused on how prostate cancer affects 
African-American men; considered and 
agreed to. 

By Mrs. MURRAY (for herself, Mr. 
HARKIN, Mr. JOHNSON of Wisconsin, 
Mr. KOHL, Mr. BLUMENTHAL, Mr. 
PRYOR, and Ms. CANTWELL): 

S. Res. 530. A resolution designating the 
month of August 2012 as ‘‘National Reg-
istered Apprenticeship Month’’; considered 
and agreed to. 

By Ms. KLOBUCHAR (for herself, Mr. 
HATCH, Mr. BENNET, Mr. ISAKSON, Mr. 
DURBIN, and Mr. MERKLEY): 

S. Res. 531. A resolution commemorating 
the success of Team USA in the past 25 
Olympic Games and supporting Team USA in 
the 2012 Olympic and Paralympic Games; 
considered and agreed to. 

By Mr. NELSON of Florida (for him-
self, Mr. RUBIO, Mr. DURBIN, Mr. 
LEAHY, Ms. CANTWELL, Mr. LAUTEN-
BERG, Mr. SESSIONS, Mr. ENZI, Mr. 
CARDIN, Ms. MIKULSKI, Ms. LANDRIEU, 
and Mr. KOHL): 

S. Res. 532. A resolution expressing support 
for the XIX International AIDS Conference 
and the sense of the Senate that continued 
commitment by the United States to HIV/ 
AIDS research, prevention, and treatment 
programs is crucial to protecting global 
health; considered and agreed to. 

f 

ADDITIONAL COSPONSORS 

S. 195 
At the request of Mr. ROCKEFELLER, 

the name of the Senator from Rhode Is-
land (Mr. REED) was added as a cospon-
sor of S. 195, a bill to reinstate Federal 
matching of State spending of child 
support incentive payments. 

S. 1173 
At the request of Mr. WYDEN, the 

name of the Senator from Washington 
(Ms. CANTWELL) was added as a cospon-
sor of S. 1173, a bill to amend title 
XVIII of the Social Security Act to 
modernize payments for ambulatory 
surgical centers under the Medicare 
program. 

S. 1299 
At the request of Mr. MORAN, the 

name of the Senator from South Da-
kota (Mr. JOHNSON) was added as a co-
sponsor of S. 1299, a bill to require the 
Secretary of the Treasury to mint 
coins in commemoration of the centen-
nial of the establishment of Lions 
Clubs International. 

S. 1454 
At the request of Mr. DURBIN, the 

name of the Senator from Connecticut 
(Mr. LIEBERMAN) was added as a co-
sponsor of S. 1454, a bill to amend title 
XVIII of the Social Security Act to 
provide for extended months of Medi-
care coverage of immunosuppressive 
drugs for kidney transplant patients 
and other renal dialysis provisions. 

S. 1935 
At the request of Mrs. HAGAN, the 

names of the Senator from Wisconsin 

(Mr. KOHL), the Senator from Colorado 
(Mr. BENNET), the Senator from Wash-
ington (Mrs. MURRAY), the Senator 
from Pennsylvania (Mr. CASEY), the 
Senator from Connecticut (Mr. LIEBER-
MAN) and the Senator from Nevada (Mr. 
HELLER) were added as cosponsors of S. 
1935, a bill to require the Secretary of 
the Treasury to mint coins in recogni-
tion and celebration of the 75th anni-
versary of the establishment of the 
March of Dimes Foundation. 

S. 1990 
At the request of Mr. LIEBERMAN, the 

name of the Senator from Pennsyl-
vania (Mr. CASEY) was added as a co-
sponsor of S. 1990, a bill to require the 
Transportation Security Administra-
tion to comply with the Uniformed 
Services Employment and Reemploy-
ment Rights Act. 

S. 2055 
At the request of Mr. SHELBY, the 

names of the Senator from Georgia 
(Mr. CHAMBLISS) and the Senator from 
Georgia (Mr. ISAKSON) were added as 
cosponsors of S. 2055, a bill to amend 
the Federal Deposit Insurance Act with 
respect to the protection of certain in-
formation. 

S. 2078 
At the request of Mr. MENENDEZ, the 

name of the Senator from Florida (Mr. 
RUBIO) was added as a cosponsor of S. 
2078, a bill to enable Federal and State 
chartered banks and thrifts to meet 
the credit needs of the Nation’s home 
builders, and to provide liquidity and 
ensure stable credit for meeting the 
Nation’s need for new homes. 

S. 2094 
At the request of Mr. BROWN of Ohio, 

the name of the Senator from Michigan 
(Mr. LEVIN) was added as a cosponsor of 
S. 2094, a bill to amend the Federal 
Water Pollution Control Act to update 
a program to provide assistance for the 
planning, design, and construction of 
treatment works to intercept, trans-
port, control, or treat municipal com-
bined sewer overflows and sanitary 
sewer overflows, and to require the Ad-
ministrator of the Environmental Pro-
tection Agency to update certain guid-
ance used to develop and determine the 
financial capability of communities to 
implement clean water infrastructure 
programs. 

S. 2268 
At the request of Mrs. GILLIBRAND, 

the name of the Senator from New 
York (Mr. SCHUMER) was added as a co-
sponsor of S. 2268, a bill to ensure that 
all items offered for sale in any gift 
shop of the National Park Service or of 
the National Archives and Records Ad-
ministration are produced in the 
United States, and for other purposes. 

S. 2472 
At the request of Mr. CASEY, the 

name of the Senator from Missouri 
(Mr. BLUNT) was added as a cosponsor 
of S. 2472, a bill to provide for the 
issuance and sale of a semipostal by 
the United States Postal Service for re-
search and demonstration projects re-
lating to autism spectrum disorders. 
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S. 3204 

At the request of Mr. JOHANNS, the 
names of the Senator from Alabama 
(Mr. SHELBY) and the Senator from 
New Hampshire (Ms. AYOTTE) were 
added as cosponsors of S. 3204, a bill to 
address fee disclosure requirements 
under the Electronic Fund Transfer 
Act, and for other purposes. 

S. 3239 
At the request of Mrs. FEINSTEIN, the 

name of the Senator from California 
(Mrs. BOXER) was added as a cosponsor 
of S. 3239, a bill to provide for a uni-
form national standard for the housing 
and treatment of egg—laying hens, and 
for other purposes. 

S. 3326 
At the request of Mr. JOHANNS, his 

name was added as a cosponsor of S. 
3326, a bill to amend the African 
Growth and Opportunity Act to extend 
the third—country fabric program and 
to add South Sudan to the list of coun-
tries eligible for designation under that 
Act, to make technical corrections to 
the Harmonized Tariff Schedule of the 
United States relating to the textile 
and apparel rules of origin for the Do-
minican Republic—Central America— 
United States Free Trade Agreement, 
to approve the renewal of import re-
strictions contained in the Burmese 
Freedom and Democracy Act of 2003, 
and for other purposes. 

S. 3428 
At the request of Mr. CARDIN, the 

name of the Senator from Arkansas 
(Mr. BOOZMAN) was added as a cospon-
sor of S. 3428, a bill to amend the Clean 
Air Act to partially waive the renew-
able fuel standard when corn inven-
tories are low. 

S. 3436 
At the request of Mr. FRANKEN, the 

name of the Senator from Alaska (Mr. 
BEGICH) was added as a cosponsor of S. 
3436, a bill to amend the Child Care and 
Development Block Grant Act of 1990 
to improve the quality of infant and 
toddler care. 

S. 3442 
At the request of Ms. LANDRIEU, the 

names of the Senator from Oregon (Mr. 
MERKLEY), the Senator from Con-
necticut (Mr. BLUMENTHAL), the Sen-
ator from New York (Mrs. GILLIBRAND), 
the Senator from Rhode Island (Mr. 
WHITEHOUSE), the Senator from Cali-
fornia (Mrs. BOXER), the Senator from 
New Hampshire (Mrs. SHAHEEN) and the 
Senator from Maryland (Mr. CARDIN) 
were added as cosponsors of S. 3442, a 
bill to provide tax incentives for small 
businesses, improve programs of the 
Small Business Administration, and for 
other purposes. 

S.J. RES. 39 
At the request of Mr. CARDIN, the 

name of the Senator from Hawaii (Mr. 
AKAKA) was added as a cosponsor of 
S.J. Res. 39, a joint resolution remov-
ing the deadline for the ratification of 
the equal rights amendment. 

S. CON. RES. 48 
At the request of Mr. LEAHY, the 

name of the Senator from Vermont 

(Mr. SANDERS) was added as a cospon-
sor of S. Con. Res. 48, a concurrent res-
olution recognizing 375 years of service 
of the National Guard and affirming 
congressional support for a permanent 
Operational Reserve as a component of 
the Armed Forces. 

S. RES. 176 
At the request of Ms. MIKULSKI, the 

name of the Senator from Montana 
(Mr. TESTER) was added as a cosponsor 
of S. Res. 176, a resolution expressing 
the sense of the Senate that the United 
States Postal Service should issue a 
semipostal stamp to support medical 
research relating to Alzheimer’s dis-
ease. 

f 

STATEMENTS ON INTRODUCED 
BUS AND JOINT RESOLUTIONS 

By Mr. HOEVEN (for himself, Mr. 
MCCONNELL, Ms. MURKOWSKI, Mr. BAR-
RASSO, Mr. CORNYN, Mr. VITTER, Mr. 
THUNE, Mr. BLUNT, Mr. WICKER, Mrs. 
HUTCHISON, Mr. BURR, Mr. HELLER, Mr. 
RISCH, Mr. COATS, Mr. PORTMAN, Mr. 
KYL, Mr. SESSIONS, Mr. SHELBY, Mr. 
INHOFE, Mr. COCHRAN, Mr. MCCAIN, Mr. 
ISAKSON, Mr. CRAPO, Mr. ENZI, Mr. ROB-
ERTS, Mr. BOOZMAN, Mr. COBURN, Mr. 
JOHNSON, of Wisconsin, Mr. CHAMBLISS, 
Mr. JOHANNS, and Mr. LUGAR): 

S. 3445. A bill to approve the Key-
stone XL Pipeline, to provide for the 
development of a plan to increase oil 
and gas exploration, development, and 
production under oil and gas leases of 
Federal land, and for other purposes; to 
the Committee on Energy and Natural 
Resources. 

Mr. HOEVEN. Mr. President, I rise to 
discuss this comprehensive plan for en-
ergy security for our Nation. 

When I say ‘‘energy security,’’ I 
mean producing more energy than we 
consume. I believe, with this approach, 
within 5 to 7 years we can truly be a 
nation that is energy secure. Again, I 
mean producing more energy than we 
consume. This comprehensive plan for 
energy security is about truly pro-
ducing all our energy resources in this 
country. 

Many of these bills in this package of 
Energy bills have already been passed 
by the House that we are introducing 
now in the Senate, as well as addi-
tional legislation—ideas that Senators 
have put forward that were adding to it 
as well. 

The approach is similar to the ap-
proach we have taken in North Dakota 
over the last decade. My home State of 
North Dakota has developed all its en-
ergy resources—both traditional and 
renewable—in a vigorous way over the 
last decade, and we are now an energy 
powerhouse for the Nation. We can see 
what we are doing in oil and gas, but 
we are doing a tremendous amount in 
all other forms of energy as well—both 
traditional and renewable. It is because 
we worked in a very inclusive way to 
include everybody’s ideas in building a 
comprehensive energy plan that we call 
Empower ND—Empower North Dakota. 

There was no one person who came 
up this whole comprehensive plan or 

with all the ideas, but we reached out 
to everyone—all the different energy 
sectors—and said: Let’s collaborate, 
let’s work together, let’s pass a com-
prehensive energy plan, and then let’s 
keep improving it. Let’s make it a 
process rather than a one-time product 
and keep adding ideas and bringing 
forth items that will help us spur and 
drive our energy development in the 
State, ideas that will create the kind of 
business climate that will truly em-
power private investment—private in-
vestment that will deploy the new 
technologies that not only produce 
more energy but do it with sound envi-
ronmental stewardship. That is exactly 
what is happening in North Dakota, 
and that is exactly what need to do at 
the national level. 

This Domestic Energy and Jobs Act 
clearly demonstrates that we have an 
energy plan and that we are ready to 
go and that we are coordinating with 
our colleagues in the House as well. 
Right now there are 30 sponsors for this 
legislation, including the Republican 
leadership, as well as the energy lead-
ers. 

It also is a plan which has reached 
out to what the House calls their 
HEAT team—which stands for House 
Energy Action Team. Representative 
MCCARTHY and others, certainly FRED 
UPTON, who is head of their Energy and 
Commerce Committee, Representative 
HASTINGS, and others who are truly en-
ergy leaders in the House—people 
whom I have worked with on things 
such as the Keystone Pipeline, Rep-
resentative TERRY and Representative 
CONNIE MACK and others. 

This is about getting people involved 
in an inclusive way and putting in 
place an energy policy that truly 
serves this Nation and empowers pri-
vate investment. We see how important 
that is now. 

We have hundreds of billions of in-
vestment dollars waiting to be invested 
in producing more energy, more jobs, 
and more security for our country. 
This approach will empower private in-
vestment to develop all our energy re-
sources. It does things such as reduce 
the regulatory burden, streamlines per-
mitting—both onshore and offshore— 
and helps us develop vital infrastruc-
ture such as the Keystone Pipeline. It 
develops our resources on public lands, 
including our renewables, and setting 
realistic goals with a market-based ap-
proach, not picking winners or losers, 
and preserving multiple use on our 
public lands throughout this country. 
It would put in a freeze and require a 
study of rules that are driving up our 
gasoline prices. 

It also includes a bill from Senator 
MURKOWSKI. It directs the U.S. Geologi-
cal Survey to establish an inventory of 
critical minerals in the United States 
and to set policies to help us develop 
those minerals. 

What is the impact? The U.S. Cham-
ber of Commerce, in March of 2011, un-
dertook a study. In that study, they 
looked and determined there are more 
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than 350 energy projects that are being 
held up because of an inability to get 
permitted or a regulatory burden or 
other hurdles and roadblocks. In that 
study, they determined that if these 
energy projects—again, more than 350 
energy projects—could be green-light-
ed, it would $1.1 trillion in additional 
gross domestic product and 1.9 million 
jobs a year—1.9 million jobs a year just 
in the construction phase for those en-
ergy projects. 

So this legislation isn’t just about 
energy for our country. It is about en-
ergy. It is about a comprehensive ap-
proach—more than 13 different pieces 
of legislation, many of which have al-
ready passed the House. It is about a 
comprehensive approach to get devel-
opment of our energy resources under-
way in a big way. But it is about job 
creation. It is about economic growth. 
It is about economic growth that will 
help us get the 13 million-plus people 
who are currently unemployed back to 
work. It is about economic growth that 
will help us generate revenue to reduce 
our deficit and our debt, and it truly is 
about national security. 

Look what is going on right now in 
the Middle East. Look what is going on 
in Syria, in Iran, in Egypt with the rise 
of the Muslim Brotherhood. Look at 
the instability. Yet we still depend on 
oil from the Middle East and places 
such as Venezuela. There is no need for 
that. We can produce our own energy 
and more. It is an interconnected 
world. We all know that. 

So when I talk about energy secu-
rity, I mean producing more energy 
than we consume. That is what I mean 
by energy security. Of course, when 
there is an increased supply, what hap-
pens? It helps bring prices down. Think 
of the impact that has for families and 
for our economy. 

Just recently, in the last few days, a 
company called CNOOC out of China— 
which is essentially a Chinese Govern-
ment-owned company—offered $15 bil-
lion to buy Nexen, a major Canadian 
oil company—$15 billion. Why did they 
do that? To buy energy resources in 
Canada, so China would own energy re-
sources in Canada. 

As you know, I have been down on 
the floor many times, and I have 
worked very hard to get the Keystone 
Pipeline approved because if we don’t 
produce and get that oil from Canada, 
somebody else will, and China is work-
ing to do just that. 

So after the administration held up 
the Keystone XL Pipeline, what hap-
pened? Canadian Prime Minister Har-
per went to China. There, he met with 
Chairman Wu and the other energy 
leaders in China and they signed an 
MOU or MOA, a memorandum of under-
standing/memorandum of agreement. 

In it, what did they say? They said 
China and Canada are going to cooper-
ate on developing resources, energy re-
sources in Canada. Of course, that en-
ergy then goes to China. 

The question we have to ask is are we 
going to work with our closest friend 

and ally, Canada, to develop things 
such as the Keystone XL Pipeline so oil 
will come from Canada to the United 
States rather than going to China. 

Or are we in this country going to be 
in a position where we have to buy our 
oil back from the Chinese? I know how 
the Americans want that question an-
swered. That is what I am talking 
about. We need to be developing these 
energy resources in this country, and 
together with our closest friend and 
ally, Canada, we can do it. 

There is another important point to 
be made here. I know there are some 
opponents of developing the Canadian 
oil sands concerned about CO2 emis-
sions. But here are some things they 
have to think about. Already you can 
see China coming in, working with 
Canada to develop those resources. So 
those resources are going to be devel-
oped. The question is, is that oil going 
to China or is it going to come to the 
United States? 

The point is this: By building pipe-
lines, we not only bring it to the 
United States but we empower invest-
ment in the Canadian oil sands that 
will help us produce more energy but 
do it with better environmental stew-
ardship. Eighty percent of the new de-
velopment in the Canadian oil sands is 
what is called ‘‘in situ,’’ which means 
drilling instead of the excavation. That 
means lower CO2 emissions, that means 
emissions very much in line with what 
we produce now in the United States 
with our conventional drilling. 

We have an opportunity, an incred-
ible opportunity. We need to seize it 
with both hands. As I say, we can be 
energy secure in this country within 5 
years. I think when people look at 
what is going on in the Middle East, 
when they see our soldiers over there, 
when they see the instability that is 
being created by regimes like Syria or 
Iran, when they see what is going on in 
countries like Egypt and they under-
stand there could be an event that 
closes the Strait of Hormuz, they un-
derstand what that would mean for oil 
prices and energy prices in this coun-
try. 

We do not want to be dependent on 
that situation, which means it is time 
to act. This is not about spending 
money; this is about generating jobs 
and generating revenue that will help 
us reduce our deficit, that will put our 
people to work, that will unleash the 
private investment, the entrepreneur-
ship, the ingenuity of the American 
people to truly propel our Nation for-
ward, to propel our economy forward, 
and to make us safer and more secure. 
The time has come to act. The House 
passed much of this plan with bipar-
tisan support. We need to do the same 
in the Senate. 

This is not the end of the story. This 
is an important part, the foundation, if 
you will, of building the right energy 
story for our country. We can do it and 
I urge my colleagues to join me in this 
effort. 

By Mr. DURBIN (for himself, 
Mrs. BOXER, Mr. MERKLEY, and 
Mr. WHITEHOUSE): 

S. 3452. A bill to amend the Truth in 
Lending Act to establish a national 
usury rate for consumer credit trans-
actions; to the Committee on Banking, 
Housing, and Urban Affairs. 

Mr. DURBIN. Mr. President, as our 
economy continues to recover, families 
across America are still facing finan-
cial hardships. Our priority to help 
working families must persevere, and 
we must protect them from future fi-
nancial harm. 

Some have compared today’s preda-
tory lending practices to the subprime 
lending that caused the financial crisis 
in 2008. We need to free our financial 
system from these abuses and prevent 
consumers from never-ending debt 
traps. 

Today I am introducing the Pro-
tecting Consumers from Unreasonable 
Credit Rates Act to protect consumers 
from aggressive predatory lending 
practices. The bill caps annualized in-
terest rates on consumer credit at 36 
percent. 

Consumers spend over $30 billion 
every year on predatory payday loans, 
high-cost overdraft loans, and other 
forms of credit. Imagine if a portion of 
that $300 billion ten-year cost of credit 
could be redirected towards buying 
American goods and services. 

In an era that has called for trillions 
of taxpayer dollars to bail out banks 
and jumpstart economic demand, this 
proposal costs the taxpayers nothing. 
In fact, in the case of payday lending, 
it could potentially save billions of dol-
lars in fees and interest paid by the 12 
million American taxpayers who use 
these products annually. 

The Protecting Consumers from Un-
reasonable Credit Rates Act would es-
tablish a new federal annualized Fee 
and Interest Rate calculation—the 
FAIR—and institute a 36 percent cap 
for all types of consumer credit. 

In 2006, Congress enacted a Federal 36 
percent annualized usury cap for cer-
tain credit products marketed to mili-
tary servicemembers and their fami-
lies, which curbed payday, car title, 
and other forms of credit around mili-
tary bases. My bill would provide the 
same protections for all Americans. 

Although I hope to gain widespread 
support for this bill from responsible 
lenders, I understand that some of the 
financial service firms in this country 
will be uneasy with a broad bill estab-
lishing a high interest rate cap. 

There are those that will claim it is 
not possible to create a profitable, 
small-dollar, short-term loan with APR 
capped at 36 percent and consumer pro-
tections. However, there are financial 
institutions that currently offer access 
to quick credit through products with 
consumer protections and interest less 
than 36 percent. I hope with the intro-
duction of this bill we can open an hon-
est conversation about consumer credit 
rates and how it impacts American 
families. 
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I would first start by asking what 

services these firms provide that can 
justify charging customers over 36 per-
cent in annual interest. How do lenders 
in my home state of Illinois justify 
charging annual rates over 400 percent? 
In my opinion, there is no justification. 

Consider 66 year-old Rosa Mobley, 
who lives on Social Security and a 
small pension. 

The Chicago Tribune reports that Ms. 
Mobley took out a car title loan—a 
type of payday loan in which the bor-
rowers put up their cars as collateral— 
for $1,000. Ms. Mobley was charged 300 
percent interest. 

She wound up paying more than 
$4,000 over 28 months and at the time of 
the report was struggling just to get 
by. 

This bill would require that all fees 
and finance changes be included in the 
new usury rate calculation and would 
require all lending to conform to the 
limit, thereby eliminating the many 
loopholes that have allowed these pred-
atory practices to flourish. 

It would not preempt stronger state 
laws, it would allow states’ attorneys 
general to help enforce this new rate 
cap, and it would provide for strong 
civil penalties to deter lender viola-
tions. 

The Protecting Consumers from Un-
reasonable Credit Rates Act would 
eliminate predatory lenders, as well as 
would help borrowers make smarter 
choices. 

The Truth in Lending Act was en-
acted over 40 years ago to help con-
sumers compare the costs of borrowing 
when buying a home, a car, or other 
items by establishing a standard An-
nual Percentage Rate that all lenders 
should advertise. 

My first mentor in politics, the late 
Senator Paul Douglas from my home 
state of Illinois, said all the way back 
in 1963 that too often lenders: 

compound the camouflaging of credit by 
loading on all sorts of extraneous fees, such 
as exorbitant fees for credit life insurance, 
excessive fees for credit investigation, and 
all sorts of loan processing fees which right-
fully should be included in the percentage 
rate statement so that any percentage rate 
quoted is meaningless and deceptive. 

That was before anyone had ever 
heard of ‘‘subprime lending.’’ 

Unfortunately, as the use of credit 
has exploded and as the complexity of 
the credit products offered by lenders 
has become mind-boggling, Congress 
and the Federal Reserve have taken 
several actions since the passage of 
Truth in Lending to weaken the APR 
as a tool for comparison shopping. 
Today, many fees can be excluded from 
the rate that is given to borrowers. The 
APR no longer gives consumers the 
convenient and accurate information it 
once did. 

This bill would give consumers a way 
to accurately compare credit options, 
by requiring that the new FAIR cal-
culation be disclosed both for open-end 
credit plans such as credit cards and 
for closed-end credit such as mortgages 
and payday loans. 

On a related note, I commend my col-
league, Senator JEFF MERKLEY of Or-
egon, who introduced the SAFE Lend-
ing Act of 2012 earlier this week. I am 
proud to be an original cosponsor of 
the bill. The bill would require better 
compliance among lenders within ex-
isting laws and provide new enforce-
ment measures for offshore lenders or 
those who claim the right to tribal sov-
ereign immunity. These provisions, 
along with further consumer protec-
tions offered within his bill, offer 
much-needed lending reforms. 

Various Federal and State loopholes 
allow unscrupulous lenders to charge 
struggling consumers 400 percent an-
nual interest for payday loans on aver-
age, 300 percent annual interest for car 
title loans, up to 3500 percent annual 
interest for bank overdraft loans, and 
triple-digit rates for online installment 
loans. 

As Congress continues to address eco-
nomic challenges facing our nation, I 
urge my colleagues to also consider 
simple solutions to help working fami-
lies make ends meet. We can help give 
more money to American consumers 
today without borrowing money that 
must be repaid tomorrow. Let’s start 
by eliminating some of the worst 
abuses in lending by establishing a rea-
sonable fee and interest rate cap. 

I urge my colleagues to support the 
Protecting Consumers from Unreason-
able Credit Rates Act. 

Mr. President, I ask unanimous con-
sent that the text of the bill be printed 
in the RECORD. 

There being no objection, the text of 
the bill was ordered to be printed in 
the RECORD, as follows: 

S. 3452 
Be it enacted by the Senate and House of Rep-

resentatives of the United States of America in 
Congress assembled, 
SECTION 1. SHORT TITLE. 

This Act may be cited as the ‘‘Protecting 
Consumers from Unreasonable Credit Rates 
Act of 2012’’. 
SEC. 2. FINDINGS. 

Congress finds that— 
(1) attempts have been made to prohibit 

usurious interest rates in America since co-
lonial times; 

(2) at the Federal level, in 2006, Congress 
enacted a Federal 36 percent annualized 
usury cap for service members and their fam-
ilies for covered credit products, as defined 
by the Department of Defense, which curbed 
payday, car title, and tax refund lending 
around military bases; 

(3) notwithstanding such attempts to curb 
predatory lending, high-cost lending persists 
in all 50 States due to loopholes in State 
laws, safe harbor laws for specific forms of 
credit, and the exportation of unregulated 
interest rates permitted by preemption; 

(4) due to the lack of a comprehensive Fed-
eral usury cap, consumers annually pay ap-
proximately $23,700,000,000 for high-cost over-
draft loans, as much as $8,100,000,000 for 
storefront and online payday loans, and addi-
tional amounts in unreported revenues from 
bank direct deposit advance loans and high- 
cost online installment loans; 

(5) cash-strapped consumers pay on aver-
age 400 percent annual interest for payday 
loans, 300 percent annual interest for car 
title loans, up to 3,500 percent for bank over-

draft loans, and triple-digit rates for online 
installment loans; 

(6) a national maximum interest rate that 
includes all forms of fees and closes all loop-
holes is necessary to eliminate such preda-
tory lending; and 

(7) alternatives to predatory lending that 
encourage small dollar loans with minimal 
or no fees, installment payment schedules, 
and affordable repayment periods should be 
encouraged. 
SEC. 3. NATIONAL MAXIMUM INTEREST RATE. 

The Truth in Lending Act (15 U.S.C. 1601 et 
seq.) is amended by adding at the end the fol-
lowing: 
‘‘SEC. 141. MAXIMUM RATES OF INTEREST. 

‘‘(a) IN GENERAL.—Notwithstanding any 
other provision of law, no creditor may make 
an extension of credit to a consumer with re-
spect to which the fee and interest rate, as 
defined in subsection (b), exceeds 36 percent. 

‘‘(b) FEE AND INTEREST RATE DEFINED.— 
‘‘(1) IN GENERAL.—For purposes of this sec-

tion, the fee and interest rate includes all 
charges payable, directly or indirectly, inci-
dent to, ancillary to, or as a condition of the 
extension of credit, including— 

‘‘(A) any payment compensating a creditor 
or prospective creditor for— 

‘‘(i) an extension of credit or making avail-
able a line of credit, such as fees connected 
with credit extension or availability such as 
numerical periodic rates, annual fees, cash 
advance fees, and membership fees; or 

‘‘(ii) any fees for default or breach by a 
borrower of a condition upon which credit 
was extended, such as late fees, creditor-im-
posed not sufficient funds fees charged when 
a borrower tenders payment on a debt with a 
check drawn on insufficient funds, overdraft 
fees, and over limit fees; 

‘‘(B) all fees which constitute a finance 
charge, as defined by rules of the Bureau in 
accordance with this title; 

‘‘(C) credit insurance premiums, whether 
optional or required; and 

‘‘(D) all charges and costs for ancillary 
products sold in connection with or inci-
dental to the credit transaction. 

‘‘(2) TOLERANCES.— 
‘‘(A) IN GENERAL.—With respect to a credit 

obligation that is payable in at least 3 fully 
amortizing installments over at least 90 
days, the term ‘fee and interest rate’ does 
not include— 

‘‘(i) application or participation fees that 
in total do not exceed the greater of $30 or, 
if there is a limit to the credit line, 5 percent 
of the credit limit, up to $120, if— 

‘‘(I) such fees are excludable from the fi-
nance charge pursuant to section 106 and 
regulations issued thereunder; 

‘‘(II) such fees cover all credit extended or 
renewed by the creditor for 12 months; and 

‘‘(III) the minimum amount of credit ex-
tended or available on a credit line is equal 
to $300 or more; 

‘‘(ii) a late fee charged as authorized by 
State law and by the agreement that does 
not exceed either $20 per late payment or $20 
per month; or 

‘‘(iii) a creditor-imposed not sufficient 
funds fee charged when a borrower tenders 
payment on a debt with a check drawn on in-
sufficient funds that does not exceed $15. 

‘‘(B) ADJUSTMENTS FOR INFLATION.—The 
Bureau may adjust the amounts of the toler-
ances established under this paragraph for 
inflation over time, consistent with the pri-
mary goals of protecting consumers and en-
suring that the 36 percent fee and interest 
rate limitation is not circumvented. 

‘‘(c) CALCULATIONS.— 
‘‘(1) OPEN END CREDIT PLANS.—For an open 

end credit plan— 
‘‘(A) the fee and interest rate shall be cal-

culated each month, based upon the sum of 
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all fees and finance charges described in sub-
section (b) charged by the creditor during 
the preceding 1-year period, divided by the 
average daily balance; and 

‘‘(B) if the credit account has been open 
less than 1 year, the fee and interest rate 
shall be calculated based upon the total of 
all fees and finance charges described in sub-
section (b)(1) charged by the creditor since 
the plan was opened, divided by the average 
daily balance, and multiplied by the 
quotient of 12 divided by the number of full 
months that the credit plan has been in ex-
istence. 

‘‘(2) OTHER CREDIT PLANS.—For purposes of 
this section, in calculating the fee and inter-
est rate, the Bureau shall require the method 
of calculation of annual percentage rate 
specified in section 107(a)(1), except that the 
amount referred to in that section 107(a)(1) 
as the ‘finance charge’ shall include all fees, 
charges, and payments described in sub-
section (b)(1) of this section. 

‘‘(3) ADJUSTMENTS AUTHORIZED.—The Bu-
reau may make adjustments to the calcula-
tions in paragraphs (1) and (2), but the pri-
mary goals of such adjustment shall be to 
protect consumers and to ensure that the 36 
percent fee and interest rate limitation is 
not circumvented. 

‘‘(d) DEFINITION OF CREDITOR.—As used in 
this section, the term ‘creditor’ has the same 
meaning as in section 702(e) of the Equal 
Credit Opportunity Act (15 U.S.C. 1691a(e)). 

‘‘(e) NO EXEMPTIONS PERMITTED.—The ex-
emption authority of the Bureau under sec-
tion 105 shall not apply to the rates estab-
lished under this section or the disclosure re-
quirements under section 127(b)(6). 

‘‘(f) DISCLOSURE OF FEE AND INTEREST RATE 
FOR CREDIT OTHER THAN OPEN END CREDIT 
PLANS.—In addition to the disclosure re-
quirements under section 127(b)(6), the Bu-
reau may prescribe regulations requiring dis-
closure of the fee and interest rate estab-
lished under this section. 

‘‘(g) RELATION TO STATE LAW.—Nothing in 
this section may be construed to preempt 
any provision of State law that provides 
greater protection to consumers than is pro-
vided in this section. 

‘‘(h) CIVIL LIABILITY AND ENFORCEMENT.—In 
addition to remedies available to the con-
sumer under section 130(a), any payment 
compensating a creditor or prospective cred-
itor, to the extent that such payment is a 
transaction made in violation of this section, 
shall be null and void, and not enforceable by 
any party in any court or alternative dispute 
resolution forum, and the creditor or any 
subsequent holder of the obligation shall 
promptly return to the consumer any prin-
cipal, interest, charges, and fees, and any se-
curity interest associated with such trans-
action. Notwithstanding any statute of limi-
tations or repose, a violation of this section 
may be raised as a matter of defense by 
recoupment or setoff to an action to collect 
such debt or repossess related security at 
any time. 

‘‘(i) VIOLATIONS.—Any person that violates 
this section, or seeks to enforce an agree-
ment made in violation of this section, shall 
be subject to, for each such violation, 1 year 
in prison and a fine in an amount equal to 
the greater of— 

‘‘(1) 3 times the amount of the total ac-
crued debt associated with the subject trans-
action; or 

‘‘(2) $50,000. 
‘‘(j) STATE ATTORNEYS GENERAL.—An ac-

tion to enforce this section may be brought 
by the appropriate State attorney general in 
any United States district court or any other 
court of competent jurisdiction within 3 
years from the date of the violation, and 
such attorney general may obtain injunctive 
relief.’’. 

SEC. 4. DISCLOSURE OF FEE AND INTEREST RATE 
FOR OPEN END CREDIT PLANS. 

Section 127(b)(6) of the Truth in Lending 
Act (15 U.S.C. 1637(b)(6)) is amended by strik-
ing ‘‘the total finance charge expressed’’ and 
all that follows through the end of the para-
graph and inserting ‘‘the fee and interest 
rate, displayed as ‘FAIR’, established under 
section 141.’’. 

By Mr. HARKIN (for himself, Ms. 
MIKULSKI, Mrs. MURRAY, Mr. 
SANDERS, Mr. MERKLEY, Mr. 
FRANKEN, Mr. BLUMENTHAL, Mr. 
LEAHY, Mr. AKAKA, Mrs. BOXER, 
Mr. WYDEN, Mr. DURBIN, Mr. 
SCHUMER, Mr. LAUTENBERG, Mr. 
BROWN of Ohio, and Mrs. GILLI-
BRAND); 

S. 3453. A bill to provide for an in-
crease in the Federal minimum wage; 
to the Committee on Health, Edu-
cation, Labor, and Pensions. 

Mr. HARKIN. Mr. President, I have 
come to the floor many times over the 
past couple of years to talk about the 
decline of the American Dream. The 
American Dream is supposed to be 
about building a better life. If you 
work hard and play by the rules, you 
should be able to support your family, 
join the middle class, and provide a 
brighter future for your children. Un-
fortunately, this dream is nothing 
more than an illusion for millions of 
hardworking people who are trying to 
get by working in low-wage jobs. They 
are working hard and playing by the 
rules, but they face declining wages, 
declining opportunities, and declining 
economic security. Even working full- 
time, all year round, they can’t make 
ends meet, much less join the middle 
class. That is not what America is sup-
posed to be about. 

That is why today I am introducing 
legislation that has one of the simplest 
and most effective policy solutions for 
shoring up the wages and financial se-
curity of our nation’s low-wage work-
ers. My bill, the Fair Minimum Wage 
Act of 2012, will raise the minimum 
wage. I would like to recognize my col-
league in the House of Representatives, 
Ranking Member on the Education and 
Workforce Committee, GEORGE MILLER, 
who is joining me in this effort. 

My bill will do three things: First, it 
will raise the minimum wage to $9.80 
per hour in three steps over the course 
of 2 years. Second, it will link the min-
imum wage in the future to increases 
in the cost of living, through the Con-
sumer Price Index, so that low-wage 
workers no longer fall further and fur-
ther behind. Third, for the first time in 
more than 20 years, it will raise the 
minimum wage lags for tipped workers, 
from a paltry $2.13 per hour to a level 
that is 70 percent of the full minimum 
wage, or around $6.85 per hour. This 
will be a gradual change, accomplished 
over 5 years, that will give businesses 
time to adjust while providing more 
fairness for hardworking people who 
work in tipped industries. 

This bill and these raises are long 
overdue. We all know that working 
Americans’ paychecks have been stag-

nant for decades. But the situation is 
even worse for minimum wage workers. 
Today the minimum wage lags far be-
hind its historic levels. It hasn’t kept 
up with any other indicator in our 
economy, not with costs, or average 
wages, or our still rapid growth in pro-
ductivity. 

At its peak value in 1968, the min-
imum wage was worth more than $10.50 
in today’s dollars. That means that the 
minimum wage has lost 31 percent of 
its buying power since the late 1960s. 
How can we possibly allow this to be? 
Costs have been rising in real terms, on 
everything from food and rent to big- 
ticket items like health care and a col-
lege education. But Congress has let 
the minimum wage languish. The low-
est wage workers in our society simply 
cannot afford this. 

Even if we measured the minimum 
wage against other indicators in our 
economy, it has not kept up. The min-
imum wage used to be more than half 
of average wages; now it is barely a 
third. In the 1960s and 1970s, the min-
imum wage kept a family of three 
above the poverty line, 20 percent 
above it in 1968. But today, the min-
imum wage lags behind the poverty 
line by 16 percent. And let’s not forget 
that the poverty line is a woefully in-
adequate measure of what families 
really need by any realistic measure. 
Who in this chamber could support two 
children on $18,000 per year, which is 
the official poverty line? Yet the min-
imum wage only pays $15,000 a year to 
someone working full-time who never 
takes a single day off all year. My bill 
will raise the minimum wage to about 
$20,000 per year, and it will maintain 
the wage at a level that keeps up with 
rising costs. 

While workers are working longer 
and harder than ever, their paychecks 
don’t reflect that contribution. If the 
minimum wage had kept up with pro-
ductivity growth since 1968, it would be 
nearly $22 an hour this year; even if it 
had kept up with just one-quarter of 
productivity growth, it would be $12.25 
per hour. So while companies have 
reaped the benefits of all this produc-
tivity growth, the people who actually 
do the work have seen none of its 
value. It has all gone to executive man-
agement and shareholders. It has gone 
to profits, not the people who do the 
work. 

There will be tens of millions of peo-
ple in this country who will benefit 
from this legislation. Twenty-eight 
million workers will get a raise, either 
directly by the legislation, or indi-
rectly through the ‘‘trickle up’’ effects 
of a higher wage floor—that is more 
than a fifth of our workforce that will 
be impacted. Among them, more than 
half are women, and more than four in 
ten are people of color—both of these 
groups are overrepresented in low-wage 
work. They are the ones who care for 
our children and elders, who clean our 
offices and factories, who serve us food, 
who keep our economic engine running. 
These are some of the hardest jobs and 
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hardest workers, and yet their pay is 
simply paltry. We will never have fair 
wages for women or greater racial 
equality if the minimum wage is not a 
just and fair minimum wage. 

The families of these 28 million 
workers will also benefit. More than 21 
million children have parents who will 
get a raise. This will be so meaningful 
to these families. After all, children 
represent more than a third of poor 
Americans. Nearly half of children, 44 
percent, are poor or low-income, and 
even among families with parents 
working full-time year-round, nearly 
three in ten children are poor or low- 
income. This is largely because wages 
are much too low to support a family. 

Yet wages aren’t low because our 
economy can’t afford them. No. Our 
economic growth is going to profits, 
not to workers. Inequality is at the 
highest level we’ve seen since the eve 
of the Great Depression. CEOs are rak-
ing in millions—even if their compa-
nies are not performing well—while 
low-wage workers are barely able to 
put food on the table, and even then it 
is often with the help of food stamps. 
Last year, the average CEO earned 
nearly $13 million. That was after a 23 
percent raise in 2010 and a 14 percent 
raise in 2011. Minimum wage workers 
had no raises in those years. But CEOs 
are getting $13 million a year. That is 
more than $6,200 an hour. A CEO earns 
more before lunch on his first day of 
work than a minimum wage worker 
earns in an entire year. 

Some people will criticize this meas-
ure, saying it will force businesses to 
lay off workers, and that workers will 
actually be hurt by getting a raise. 
History proves that these assertions 
are simply wrong. We know from dec-
ades of rigorous research that min-
imum wage raises along the lines of 
what I am proposing do not have nega-
tive jobs effects—and if there are any 
effects on jobs, they are small, but 
positive effects. This goes for teen-
agers, too; study after study confirms 
minimum wage raises do not cause 
teenage unemployment. 

Indeed, businesses are helped when 
their workers get a raise because rais-
ing the minimum wage acts like a 
stimulus. Businesses will reap more in 
sales when their customers have more 
money in their pockets, and they will 
save money through increased produc-
tivity and morale and reduced turn-
over. My bill will put an extra $40 bil-
lion in the hands of low-wage workers 
and their families. We know that these 
workers don’t have much if any room 
for savings—they will go out and spend 
it, and this will benefit the local busi-
nesses in their communities. Indeed, 
this extra spending power will boost 
GDP by more than $25 billion and add 
100,000 jobs, as increased economic ac-
tivity ripples through the economy. 

Businesses will also save from re-
duced turnover cost, since turnover 
rates fall when workers earn more 
money. It can cost thousands of dollars 
to recruit, hire, and train new employ-

ees, even for low-skill jobs. Of course 
all businesses would have the same 
minimum wage, meaning no business 
would be any worse off than a compet-
itor. A raise in the minimum wage 
would also reduce competitive dis-
advantage faced by businesses that al-
ready pay a higher wage. These busi-
nesses should be rewarded, not pun-
ished for paying fair wages. 

We must also look at what is hap-
pening in our economy. We are becom-
ing a low-wage economy. Low-wage 
jobs are growing faster than middle- or 
high-wage jobs. Over the next decade, 
the Bureau of Labor Statistics esti-
mates that 7 of the 10 occupations with 
the largest job growth will be low-wage 
jobs. With so much of our economy 
moving to the low end of the wage 
scale, we must ensure that those wages 
are adequate. 

It is long past time to establish a fair 
minimum wage in our country. It is 
good for families, good for business and 
good for our economy. Most impor-
tantly, it is the right thing to do. Peo-
ple who work hard for a living should 
not have to live in poverty. I am proud 
to introduce this bill today, to raise 
the minimum wage, and to help tens of 
millions of workers and their families. 

Mr. President, I ask unanimous con-
sent that the text of the bill be printed 
in the RECORD. 

There being no objection, the text of 
the bill was ordered to be printed in 
the RECORD. as follows: 

S. 3453 
Be it enacted by the Senate and House of Rep-

resentatives of the United States of America in 
Congress assembled, 
SECTION 1. SHORT TITLE. 

This Act may be cited as the ‘‘Fair Min-
imum Wage Act of 2012’’. 
SEC. 2. MINIMUM WAGE INCREASES. 

(a) MINIMUM WAGE.— 
(1) IN GENERAL.—Section 6(a)(1) of the Fair 

Labor Standards Act of 1938 (29 U.S.C. 
206(a)(1)) is amended to read as follows: 

‘‘(1) except as otherwise provided in this 
section, not less than— 

‘‘(A) $8.10 an hour, beginning on the first 
day of the third month that begins after the 
date of enactment of the Fair Minimum 
Wage Act of 2012 Act; 

‘‘(B) $8.95 an hour, beginning 1 year after 
that first day; 

‘‘(C) $9.80 an hour, beginning 2 years after 
that first day; and 

‘‘(D) beginning on the date that is 3 years 
after that first day, and annually thereafter, 
the amount determined by the Secretary 
pursuant to subsection (h);’’. 

(2) DETERMINATION BASED ON INCREASE IN 
THE CONSUMER PRICE INDEX.—Section 6 of the 
Fair Labor Standards Act of 1938 (29 U.S.C. 
206) is amended by adding at the end the fol-
lowing: 

‘‘(h)(1) Each year, by not later than the 
date that is 90 days before a new minimum 
wage determined under subsection (a)(1)(D) 
is to take effect, the Secretary shall deter-
mine the minimum wage to be in effect pur-
suant to this subsection for the subsequent 1- 
year period. The wage determined pursuant 
to this subsection for a year shall be— 

‘‘(A) not less than the amount in effect 
under subsection (a)(1) on the date of such 
determination; 

‘‘(B) increased from such amount by the 
annual percentage increase in the Consumer 

Price Index for Urban Wage Earners and 
Clerical Workers (United States city aver-
age, all items, not seasonally adjusted), or 
its successor publication, as determined by 
the Bureau of Labor Statistics; and 

‘‘(C) rounded to the nearest multiple of 
$0.05. 

‘‘(2) In calculating the annual percentage 
increase in the Consumer Price Index for 
purposes of paragraph (1)(B), the Secretary 
shall compare such Consumer Price Index for 
the most recent month, quarter, or year 
available (as selected by the Secretary prior 
to the first year for which a minimum wage 
is in effect pursuant to this subsection) with 
the Consumer Price Index for the same 
month in the preceding year, the same quar-
ter in the preceding year, or the preceding 
year, respectively.’’. 

(b) BASE MINIMUM WAGE FOR TIPPED EM-
PLOYEES.—Section 3(m)(1) of the Fair Labor 
Standards Act of 1938 (29 U.S.C. 203(m)(1)) is 
amended to read as follows: 

‘‘(1) the cash wage paid such employee, 
which for purposes of such determination 
shall be not less than— 

‘‘(A) for the 1-year period beginning on the 
first day of the third month that begins after 
the date of enactment of the Fair Minimum 
Wage Act of 2012, $3.00 an hour; 

‘‘(B) for each succeeding 1-year period until 
the hourly wage under this paragraph equals 
70 percent of the wage in effect under section 
6(a)(1) for such period, an hourly wage equal 
to the amount determined under this para-
graph for the preceding year, increased by 
the lesser of— 

‘‘(i) $0.85; or 
‘‘(ii) the amount necessary for the wage in 

effect under this paragraph to equal 70 per-
cent of the wage in effect under section 
6(a)(1) for such period, rounded to the near-
est multiple of $0.05; and 

‘‘(C) for each succeeding 1-year period after 
the year in which the hourly wage under this 
paragraph first equals 70 percent of the wage 
in effect under section 6(a)(1) for the same 
period, the amount necessary to ensure that 
the wage in effect under this paragraph re-
mains equal to 70 percent of the wage in ef-
fect under section 6(a)(1), rounded to the 
nearest multiple of $0.05; and’’. 

(c) PUBLICATION OF NOTICE.—Section 6 of 
the Fair Labor Standards Act of 1938 (as 
amended by subsection (a)) (29 U.S.C. 206) is 
further amended by adding at the end the 
following: 

‘‘(i) Not later than 60 days prior to the ef-
fective date of any increase in the minimum 
wage determined under subsection (h) or re-
quired for tipped employees in accordance 
with subparagraph (B) or (C) of section 
3(m)(1), as amended by the Fair Minimum 
Wage Act of 2012, the Secretary shall publish 
in the Federal Register and on the website of 
the Department of Labor a notice announc-
ing the adjusted required wage.’’. 

(d) EFFECTIVE DATE.—The amendments 
made by subsections (a) and (b) shall take ef-
fect on the first day of the third month that 
begins after the date of enactment of this 
Act. 
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SUBMITTED RESOLUTIONS 

SENATE RESOLUTION 529—RECOG-
NIZING THAT THE OCCURRENCE 
OF PROSTATE CANCER IN AFRI-
CAN-AMERICAN MEN HAS 
REACHED EPIDEMIC PROPOR-
TIONS AND URGING FEDERAL 
AGENCIES TO ADDRESS THAT 
HEALTH CRISIS BY SUPPORTING 
EDUCATION, AWARENESS OUT-
REACH, AND RESEARCH SPECIFI-
CALLY FOCUSED ON HOW PROS-
TATE CANCER AFFECTS AFRI-
CAN-AMERICAN MEN 
Mr. KERRY (for himself, Mr. CHAM-

BLISS, Mr. INOUYE, Mr. WYDEN, Mr. 
AKAKA, and Mr. CARDIN) submitted the 
following resolution; which was consid-
ered and agreed to: 

S. RES. 529 
Whereas the incidence of prostate cancer 

in African-American men is more than one 
and a half times higher than in any other ra-
cial or ethnic group in the United States; 

Whereas African-American men have the 
highest mortality rate of any ethnic and ra-
cial group in the United States, dying at a 
rate that is approximately two and a half 
times higher than other ethnic and racial 
groups; 

Whereas that rate of mortality represents 
the largest disparity of mortality rates in 
any of the major cancers; 

Whereas prostate cancer can be cured with 
early detection and the proper treatment, re-
gardless of the ethnic or racial group of the 
cancer patient; 

Whereas African Americans are more like-
ly to be diagnosed at an earlier age and at a 
later stage of cancer progression than all 
other ethnic and racial groups, leading to 
lower cure rates and lower chances of sur-
vival; 

Whereas, for patients diagnosed early, 
studies show a 5-year survival rate of nearly 
100 percent, but the survival rate drops sig-
nificantly to 28 percent for patients diag-
nosed in late stages; and 

Whereas recent genomics research has in-
creased the ability to identify men at high 
risk for aggressive prostate cancer: Now, 
therefore, be it 

Resolved, That the Senate— 
(1) recognizes that prostate cancer has cre-

ated a health crisis for African-American 
men; 

(2) recognizes the importance of health 
coverage and access to care, as well as pro-
moting informed decisionmaking between 
men and their doctors, taking into consider-
ation the known risks and potential benefits 
of screening and treatment options for pros-
tate cancer; 

(3) urges Federal agencies to support— 
(A) research to address and attempt to end 

the health crisis created by prostate cancer; 
(B) efforts relating to education, aware-

ness, and early detection at the grassroots 
level to end that health crisis; and 

(C) the Office of Minority Health of the De-
partment of Health and Human Services in 
focusing on improving health and healthcare 
outcomes for African Americans at an ele-
vated risk of prostate cancer; and 

(4) urges investment by Federal agencies in 
research focusing on the improvement of 
early detection and treatment of prostate 
cancer, such as the use of— 

(A) biomarkers to accurately distinguish 
indolent forms of prostate cancer from lethal 
forms; and 

(B) advanced imaging tools to ensure the 
best level of individualized patient care. 

SENATE RESOLUTION 530—DESIG-
NATING THE MONTH OF AUGUST 
2012 AS ‘‘NATIONAL REGISTERED 
APPRENTICESHIP MONTH’’ 
Mrs. MURRAY (for herself, Mr. HAR-

KIN, Mr. JOHNSON of Wisconsin, Mr. 
KOHL, Mr. BLUMENTHAL, Mr. PRYOR, 
and Ms. CANTWELL) submitted the fol-
lowing resolution; which was consid-
ered and agreed to: 

S. RES. 530 
Whereas 2012 marks the 75th anniversary of 

the enactment of the Act of August 16, 1937 
(29 U.S.C. 50 et seq.) (commonly known as 
the ‘‘National Apprenticeship Act’’), which 
established the national registered appren-
ticeship system; 

Whereas the State of Wisconsin created the 
first State registered apprenticeship system 
in 1911; 

Whereas the Act of August 16, 1937 (29 
U.S.C. 50 et seq.) (commonly known as the 
‘‘National Apprenticeship Act’’) established 
a comprehensive system of partnerships 
among employers, labor organizations, edu-
cational institutions, and Federal and State 
governments, which has shaped skill train-
ing for succeeding generations of United 
States workers; 

Whereas for 75 years, the national reg-
istered apprenticeship system has provided 
state of the art training using an model 
known as ‘‘earn while you learn’’ that offers 
a pathway to the middle class and a sustain-
able career for millions of workers in the 
United States; 

Whereas the national registered appren-
ticeship system has grown to include ap-
proximately 24,000 programs across the 
United States, providing education and 
training for apprentices in emerging and 
high-growth sectors, such as information 
technology and health care, as well as in tra-
ditional industries; 

Whereas the national registered appren-
ticeship system leverages approximately 
$1,000,000,000 in private investment, reflect-
ing the strong commitment of the sponsors 
of the system, which include industry asso-
ciations, individual employers, and labor- 
management partnerships; 

Whereas the national registered appren-
ticeship system is an important post-sec-
ondary pathway for United States workers, 
offering a combination of academic and tech-
nical instruction with paid, on-the-job train-
ing, resulting in a nationally and industry- 
recognized occupational credential that en-
sures higher earnings for apprentices and a 
highly skilled workforce for United States 
businesses; 

Whereas the national registered appren-
ticeship system has continually modernized 
and developed innovative training ap-
proaches to meet the workforce needs of in-
dustry and address the evolving challenges of 
staying competitive in the global economy; 

Whereas the national registered appren-
ticeship system of the 21st century, as envi-
sioned by the Advisory Committee on Ap-
prenticeship of the Secretary of Labor and 
administered as a partnership between the 
Federal Government and State apprentice-
ship programs, is positioned to produce the 
highly skilled workers the United States 
economy needs now and in the future; and 

Whereas the celebration of National Reg-
istered Apprenticeship Month— 

(1) honors the industries that use the reg-
istered apprenticeship model; 

(2) encourages other industries that could 
benefit from the registered apprenticeship 
model to train United States workers using 
the model; and 

(3) recognizes the role the national reg-
istered apprenticeship system has played in 

preparing United States workers for jobs 
with family-sustaining wages: Now, there-
fore, be it 

Resolved, That the Senate— 
(1) designates August 2012, as ‘‘National 

Registered Apprenticeship Month’’; 
(2) celebrates the 101st anniversary of the 

enactment of the first State registered ap-
prenticeship law; and 

(3) celebrates the 75th anniversary of the 
enactment of the Act of August 16, 1937 (29 
U.S.C. 50 et seq.) (commonly known as the 
‘‘National Apprenticeship Act’’). 

f 

SENATE RESOLUTION 531—COM-
MEMORATING THE SUCCESS OF 
TEAM USA IN THE PAST 25 
OLYMPIC GAMES AND SUP-
PORTING TEAM USA IN THE 2012 
OLYMPIC AND PARALYMPIC 
GAMES 

Ms. KLOBUCHAR (for herself, Mr. 
HATCH, Mr. BENNET, Mr. ISAKSON, Mr. 
DURBIN, and Mr. MERKLEY) submitted 
the following resolution; which was 
considered and agreed to: 

S. RES. 531 

Whereas, for over 100 years, the Olympic 
Movement has built a more peaceful and bet-
ter world by educating young people through 
amateur athletics, bringing together ath-
letes from many countries in friendly com-
petition, and forging new relationships 
bound by friendship, solidarity, and fair 
play; 

Whereas the 2012 Olympic Games will take 
place in London, England from July 27, 2012 
to August 12, 2012, and the 2012 Paralympic 
Games will take place from August 29, 2012 
to September 9, 2012; 

Whereas, at the 2012 Olympic Games, over 
200 nations will compete in over 300 events, 
and Team USA will compete in 246 events; 

Whereas, at the 2012 Olympic Games, over 
200 nations will compete in 39 disciplines, 
and Team USA will compete in 38 of those 
disciplines; 

Whereas 529 Olympians and over 245 
Paralympians will compete on behalf of 
Team USA in London, England; 

Whereas Team USA has won 934 gold med-
als, 730 silver medals, and 643 bronze medals, 
totaling 2,307 medals over the past 25 Olym-
pic Games; 

Whereas the people of the United States 
stand united in respect and admiration for 
the members of the United States Olympic 
and Paralympic teams, and the athletic ac-
complishments, sportsmanship, and dedica-
tion to excellence of the teams; 

Whereas the many accomplishments of the 
United States Olympic and Paralympic 
teams would not have been possible without 
the hard work and dedication of many oth-
ers, including the United States Olympic 
Committee and the many administrators, 
coaches, and family members who provided 
critical support to the athletes; 

Whereas the Nation takes great pride in 
the qualities of commitment to excellence, 
grace under pressure, and good will toward 
other competitors exhibited by the athletes 
of Team USA; and 

Whereas the Olympic Movement celebrates 
competition, fair play, and the pursuit of 
dreams: Now, therefore, be it 

Resolved, That the Senate— 
(1) applauds all of the athletes and coaches 

of Team USA and their families who support 
them; 

(2) supports the athletes of Team USA in 
their endeavors at the 2012 Olympic and 
Paralympic Games held in London, England; 
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CONGRESSIONAL RECORD — SENATES5494 July 26, 2012 
(3) thanks all of the members of the United 

States Olympics Committee for their unwav-
ering support of the athletes of Team USA; 
and 

(4) supports the goals and ideals of the 
Olympic Games. 

f 

SENATE RESOLUTION 532—EX-
PRESSING SUPPORT FOR THE 
XIX INTERNATIONAL AIDS CON-
FERENCE AND THE SENSE OF 
THE SENATE THAT CONTINUED 
COMMITMENT BY THE UNITED 
STATES TO HIV/AIDS RESEARCH, 
PREVENTION, AND TREATMENT 
PROGRAMS IS CRUCIAL TO PRO-
TECTING GLOBAL HEALTH 
Mr. NELSON of Florida (for himself, 

Mr. RUBIO, Mr. DURBIN, Mr. LEAHY, Ms. 
CANTWELL, Mr. LAUTENBERG, Mr. SES-
SIONS, Mr. ENZI, Mr. CARDIN, Ms. MI-
KULSKI, Ms. LANDRIEU, and Mr. KOHL) 
submitted the following resolution; 
which was considered and agreed to: 

S. RES. 532 

Whereas, according to UNAIDS, the Joint 
United Nations Programme on HIV/AIDS, 
there are approximately 33,400,000 people liv-
ing with HIV worldwide, and nearly 30,000,000 
people have died of AIDS since the first cases 
were reported in 1981; 

Whereas, in the United States, more than 
1,000,000 people are living with HIV and ap-
proximately 50,000 people become newly in-
fected with the virus each year; 

Whereas, according to the Centers for Dis-
ease Control and Prevention, 1 in 5 individ-
uals living with HIV is unaware of the infec-
tion, underscoring the need for greater edu-
cation about HIV/AIDS and access to testing; 

Whereas societal stigma remains a signifi-
cant challenge to addressing HIV/AIDS; 

Whereas the United States is heavily en-
gaged in both international and domestic ef-
forts to address the HIV/AIDS pandemic, in-
cluding— 

(1) the United States President’s Emer-
gency Plan for AIDS Relief (commonly 
known as ‘‘PEPFAR’’); 

(2) the Global Fund to Fight AIDS, Tuber-
culosis, and Malaria; 

(3) title XXIV of the Public Health Service 
Act (42 U.S.C. 300dd et seq.) (originally en-
acted as part of the Ryan White Comprehen-
sive AIDS Resources Emergency Act of 1990 
(Public Law 101-381; 104 Stat. 576)); 

(4) State AIDS Drug Assistance Programs; 
(5) the Housing Opportunities for Persons 

with AIDS program of the Department of 
Housing and Urban Development; and 

(6) AIDS research at the National Insti-
tutes of Health and other agencies; 

Whereas, since 1985, the now biennial Inter-
national AIDS Conference has brought to-
gether leading scientists, public health ex-
perts, policymakers, community leaders, and 
individuals living with HIV/AIDS from 
around the world to enhance the global re-
sponse to HIV/AIDS, evaluate recent sci-
entific developments, share knowledge, and 
facilitate a collective strategy to combat the 
HIV/AIDS pandemic; 

Whereas, in 2008, Congress passed and the 
President signed into law the Tom Lantos 
and Henry J. Hyde United States Global 
Leadership Against HIV/AIDS, Tuberculosis, 
and Malaria Reauthorization Act of 2008 
(Public Law 110-293; 122 Stat. 2918); 

Whereas taxpayers in the United States 
have paid more than $45,000,000,000 through 
PEPFAR and the Global Fund to Fight 
AIDS, Tuberculosis, and Malaria, which have 
enjoyed broad bipartisan support in Con-
gress; 

Whereas, 25 years after the III Inter-
national AIDS Conference was held in Wash-
ington, D.C., the XIX International AIDS 
Conference (referred to in this preamble as 
‘‘AIDS 2012’’) will take place from July 22, 
2012, through July 27, 2012, at the Walter E. 
Washington Convention Center, in Wash-
ington, D.C.; 

Whereas AIDS 2012, organized by the Inter-
national AIDS Society, is expected to con-
vene more than 20,000 delegates, including 
2,000 journalists, from nearly 200 countries; 

Whereas the theme of AIDS 2012, ‘‘Turning 
the Tide Together’’, embodies the promise 
and urgency of utilizing recent scientific ad-
vances in HIV/AIDS treatment and bio-
medical prevention, continuing research for 
an HIV vaccine and cure, and increasing ef-
fective, evidence-based interventions in key 
settings to change the course of the HIV/ 
AIDS crisis; 

Whereas AIDS 2012 seeks to engage govern-
ments, nongovernmental organizations, pol-
icymakers, the scientific community, the 
private sector, civil society, faith-based or-
ganizations, the media, and people living 
with HIV/AIDS to more effectively address 
regional, national, and local responses to 
HIV/AIDS around the world and overcome 
barriers that limit access to preventative 
care, treatment, and other services; and 

Whereas AIDS 2012 is a tremendous oppor-
tunity to strengthen the role of the United 
States in global HIV/AIDS initiatives within 
the context of significant global economic 
challenges, reenergize the response to the do-
mestic epidemic, and focus particular atten-
tion on the devastating impact of HIV/AIDS 
that continues in the United States: Now, 
therefore, be it 

Resolved, That the Senate— 
(1) supports the XIX International AIDS 

Conference and the goal of renewing aware-
ness of, and commitment to, addressing the 
HIV/AIDS crisis in the United States and 
abroad; 

(2) recognizes that continued HIV/AIDS re-
search, prevention, and treatment programs 
are crucial to improving global health; 

(3) understands that the key to overcoming 
HIV/AIDS includes efforts to formulate 
sound public health policy, protect human 
rights, address the needs of women and girls, 
direct effective programming toward the 
populations at the highest risk of infection, 
ensure accountability, and combat stigma, 
poverty, and other social challenges related 
to HIV/AIDS; 

(4) seeks to work with all stakeholders— 
(A) to prevent the transmission of HIV; 
(B) to increase access to testing, treat-

ment, and care; 
(C) to improve health outcomes for all peo-

ple living with HIV/AIDS; and 
(D) to foster greater scientific and pro-

grammatic collaborations around the world 
to translate scientific advances and apply 
best practices to international efforts to end 
HIV/AIDS; 

(5) commits to supporting a stronger global 
response to HIV/AIDS, protecting the rights 
of people living with HIV/AIDS, and working 
to create an ‘‘AIDS-free generation’’; and 

(6) encourages the ongoing development in 
the public and private sectors of innovative 
therapies and advances in clinical treatment 
for HIV/AIDS, including— 

(A) new and improved biomedical and be-
havioral prevention strategies; 

(B) safer and more affordable, accessible, 
and effective treatment regimens for in-
fected individuals; and 

(C) research for an HIV vaccine and cure. 

AMENDMENTS SUBMITTED AND 
PROPOSED 

SA 2581. Mrs. HUTCHISON (for herself, Mr. 
MCCAIN, Mr. CHAMBLISS, Mr. GRASSLEY, Ms. 
MURKOWSKI, Mr. COATS, Mr. BURR, and Mr. 
JOHNSON of Wisconsin) submitted an amend-
ment intended to be proposed by her to the 
bill S. 3414, to enhance the security and resil-
iency of the cyber and communications in-
frastructure of the United States; which was 
ordered to lie on the table. 

SA 2582. Mrs. HUTCHISON (for herself, Mr. 
MCCAIN, Mr. CHAMBLISS, Mr. GRASSLEY, Ms. 
MURKOWSKI, Mr. COATS, Mr. BURR, and Mr. 
JOHNSON of Wisconsin) submitted an amend-
ment intended to be proposed by her to the 
bill S. 3414, supra; which was ordered to lie 
on the table. 

SA 2583. Mr. GRASSLEY submitted an 
amendment intended to be proposed by him 
to the bill S. 3414, supra; which was ordered 
to lie on the table. 

SA 2584. Mr. GRASSLEY submitted an 
amendment intended to be proposed by him 
to the bill S. 3414, supra; which was ordered 
to lie on the table. 

SA 2585. Mr. GRASSLEY submitted an 
amendment intended to be proposed by him 
to the bill S. 3414, supra; which was ordered 
to lie on the table. 

SA 2586. Mr. MCCAIN submitted an amend-
ment intended to be proposed by him to the 
bill S. 3414, supra; which was ordered to lie 
on the table. 

SA 2587. Mr. MCCAIN submitted an amend-
ment intended to be proposed by him to the 
bill S. 3414, supra; which was ordered to lie 
on the table. 

SA 2588. Mr. MCCAIN submitted an amend-
ment intended to be proposed by him to the 
bill S. 3414, supra; which was ordered to lie 
on the table. 

SA 2589. Mr. MCCAIN submitted an amend-
ment intended to be proposed by him to the 
bill S. 3414, supra; which was ordered to lie 
on the table. 

SA 2590. Mr. MCCAIN submitted an amend-
ment intended to be proposed by him to the 
bill S. 3414, supra; which was ordered to lie 
on the table. 

SA 2591. Mr. MCCAIN submitted an amend-
ment intended to be proposed by him to the 
bill S. 3414, supra; which was ordered to lie 
on the table. 

SA 2592. Mr. MCCAIN submitted an amend-
ment intended to be proposed by him to the 
bill S. 3414, supra; which was ordered to lie 
on the table. 

SA 2593. Mr. MCCAIN submitted an amend-
ment intended to be proposed by him to the 
bill S. 3414, supra; which was ordered to lie 
on the table. 

SA 2594. Mr. MCCAIN submitted an amend-
ment intended to be proposed by him to the 
bill S. 3414, supra; which was ordered to lie 
on the table. 

SA 2595. Mr. MCCAIN submitted an amend-
ment intended to be proposed by him to the 
bill S. 3414, supra; which was ordered to lie 
on the table. 

SA 2596. Mr. MCCAIN submitted an amend-
ment intended to be proposed by him to the 
bill S. 3414, supra; which was ordered to lie 
on the table. 

SA 2597. Mr. MCCAIN submitted an amend-
ment intended to be proposed by him to the 
bill S. 3414, supra; which was ordered to lie 
on the table. 

SA 2598. Mr. MCCAIN submitted an amend-
ment intended to be proposed by him to the 
bill S. 3414, supra; which was ordered to lie 
on the table. 

SA 2599. Mr. MCCAIN submitted an amend-
ment intended to be proposed by him to the 
bill S. 3414, supra; which was ordered to lie 
on the table. 

SA 2600. Mr. MCCAIN submitted an amend-
ment intended to be proposed by him to the 
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bill S. 3414, supra; which was ordered to lie 
on the table. 

SA 2601. Mr. MCCAIN submitted an amend-
ment intended to be proposed by him to the 
bill S. 3414, supra; which was ordered to lie 
on the table. 

SA 2602. Mr. MCCAIN submitted an amend-
ment intended to be proposed by him to the 
bill S. 3414, supra; which was ordered to lie 
on the table. 

SA 2603. Mr. MCCAIN submitted an amend-
ment intended to be proposed by him to the 
bill S. 3414, supra; which was ordered to lie 
on the table. 

SA 2604. Mr. MCCAIN submitted an amend-
ment intended to be proposed by him to the 
bill S. 3414, supra; which was ordered to lie 
on the table. 

SA 2605. Mr. MCCAIN (for himself, Mrs. 
HUTCHISON, Mr. CHAMBLISS, Mr. GRASSLEY, 
Ms. MURKOWSKI, Mr. COATS, Mr. BURR, and 
Mr. JOHNSON of Wisconsin) submitted an 
amendment intended to be proposed by him 
to the bill S. 3414, supra; which was ordered 
to lie on the table. 

SA 2606. Mr. MCCAIN (for himself, Mrs. 
HUTCHISON, Mr. CHAMBLISS, Mr. GRASSLEY, 
Ms. MURKOWSKI, Mr. COATS, Mr. BURR, and 
Mr. JOHNSON of Wisconsin) submitted an 
amendment intended to be proposed by him 
to the bill S. 3414, supra; which was ordered 
to lie on the table. 

SA 2607. Mr. MCCAIN (for himself, Mrs. 
HUTCHISON, Mr. CHAMBLISS, Mr. GRASSLEY, 
Ms. MURKOWSKI, Mr. COATS, Mr. BURR, and 
Mr. JOHNSON of Wisconsin) submitted an 
amendment intended to be proposed by him 
to the bill S. 3414, supra; which was ordered 
to lie on the table. 

SA 2608. Mr. MCCAIN (for himself, Mrs. 
HUTCHISON, Mr. CHAMBLISS, Mr. GRASSLEY, 
Ms. MURKOWSKI, Mr. COATS, Mr. BURR, and 
Mr. JOHNSON of Wisconsin) submitted an 
amendment intended to be proposed by him 
to the bill S. 3414, supra; which was ordered 
to lie on the table. 

SA 2609. Mr. PAUL submitted an amend-
ment intended to be proposed by him to the 
bill S. 3414, supra; which was ordered to lie 
on the table. 

SA 2610. Mrs. HUTCHISON submitted an 
amendment intended to be proposed by her 
to the bill S. 3414, supra; which was ordered 
to lie on the table. 

SA 2611. Mrs. HUTCHISON submitted an 
amendment intended to be proposed by her 
to the bill S. 3414, supra; which was ordered 
to lie on the table. 

SA 2612. Mrs. HUTCHISON submitted an 
amendment intended to be proposed by her 
to the bill S. 3414, supra; which was ordered 
to lie on the table. 

SA 2613. Mrs. HUTCHISON (for herself, Mr. 
MCCAIN, Mr. CHAMBLISS, Mr. GRASSLEY, Ms. 
MURKOWSKI, Mr. COATS, Mr. BURR, and Mr. 
JOHNSON of Wisconsin) submitted an amend-
ment intended to be proposed by her to the 
bill S. 3414, supra; which was ordered to lie 
on the table. 

SA 2614. Mrs. HUTCHISON (for herself, Mr. 
MCCAIN, Mr. CHAMBLISS, Mr. GRASSLEY, Ms. 
MURKOWSKI, Mr. COATS, Mr. BURR, and Mr. 
JOHNSON of Wisconsin) submitted an amend-
ment intended to be proposed by her to the 
bill S. 3414, supra; which was ordered to lie 
on the table. 

SA 2615. Mrs. HUTCHISON submitted an 
amendment intended to be proposed by her 
to the bill S. 3414, supra; which was ordered 
to lie on the table. 

SA 2616. Mrs. SHAHEEN (for herself and 
Mr. PORTMAN) submitted an amendment in-
tended to be proposed by her to the bill S. 
3414, supra; which was ordered to lie on the 
table. 

SA 2617. Mr. COONS (for himself, Mr. 
WYDEN, Mr. AKAKA, Mr. FRANKEN, Mr. UDALL 
of New Mexico, and Mr. SANDERS) submitted 

an amendment intended to be proposed by 
him to the bill S. 3414, supra; which was or-
dered to lie on the table. 

SA 2618. Mr. AKAKA (for himself, Mr. 
BLUMENTHAL, Mr. COONS, Mr. FRANKEN, Mr. 
SANDERS, Mr. UDALL of New Mexico, and Mr. 
WYDEN) submitted an amendment intended 
to be proposed by him to the bill S. 3414, 
supra; which was ordered to lie on the table. 

SA 2619. Mr. DEMINT submitted an amend-
ment intended to be proposed by him to the 
bill S. 3414, supra; which was ordered to lie 
on the table. 

SA 2620. Mr. HOEVEN submitted an 
amendment intended to be proposed by him 
to the bill S. 3414, supra; which was ordered 
to lie on the table. 

f 

TEXT OF AMENDMENTS 

SA 2581. Mrs. HUTCHISON (for her-
self, Mr. MCCAIN, Mr. CHAMBLISS, Mr. 
GRASSLEY, Ms. MURKOWSKI, Mr. COATS, 
Mr. BURR, and Mr. JOHNSON of Wis-
consin) submitted an amendment in-
tended to be proposed by her to the bill 
S. 3414, to enhance the security and re-
siliency of the cyber and communica-
tions infrastructure of the United 
States; which was ordered to lie on the 
table; as follows: 

Strike all after the enacting clause and in-
sert the following: 
SECTION 1. SHORT TITLE; TABLE OF CONTENTS. 

(a) SHORT TITLE.—This Act may be cited as 
the ‘‘Strengthening and Enhancing Cyberse-
curity by Using Research, Education, Infor-
mation, and Technology Act of 2012’’ or ‘‘SE-
CURE IT’’. 

(b) TABLE OF CONTENTS.—The table of con-
tents of this Act is as follows: 
Sec. 1. Short title; table of contents. 

TITLE I—FACILITATING SHARING OF 
CYBER THREAT INFORMATION 

Sec. 101. Definitions. 
Sec. 102. Authorization to share cyber 

threat information. 
Sec. 103. Information sharing by the Federal 

government. 
Sec. 104. Construction. 
Sec. 105. Report on implementation. 
Sec. 106. Inspector General review. 
Sec. 107. Technical amendments. 
Sec. 108. Access to classified information. 

TITLE II—COORDINATION OF FEDERAL 
INFORMATION SECURITY POLICY 

Sec. 201. Coordination of Federal informa-
tion security policy. 

Sec. 202. Management of information tech-
nology. 

Sec. 203. No new funding. 
Sec. 204. Technical and conforming amend-

ments. 
Sec. 205. Clarification of authorities. 

TITLE III—CRIMINAL PENALTIES 
Sec. 301. Penalties for fraud and related ac-

tivity in connection with com-
puters. 

Sec. 302. Trafficking in passwords. 
Sec. 303. Conspiracy and attempted com-

puter fraud offenses. 
Sec. 304. Criminal and civil forfeiture for 

fraud and related activity in 
connection with computers. 

Sec. 305. Damage to critical infrastructure 
computers. 

Sec. 306. Limitation on actions involving 
unauthorized use. 

Sec. 307. No new funding. 
TITLE IV—CYBERSECURITY RESEARCH 

AND DEVELOPMENT 
Sec. 401. National High-Performance Com-

puting Program planning and 
coordination. 

Sec. 402. Research in areas of national im-
portance. 

Sec. 403. Program improvements. 
Sec. 404. Improving education of networking 

and information technology, in-
cluding high performance com-
puting. 

Sec. 405. Conforming and technical amend-
ments to the High-Performance 
Computing Act of 1991. 

Sec. 406. Federal cyber scholarship-for-serv-
ice program. 

Sec. 407. Study and analysis of certification 
and training of information in-
frastructure professionals. 

Sec. 408. International cybersecurity tech-
nical standards. 

Sec. 409. Identity management research and 
development. 

Sec. 410. Federal cybersecurity research and 
development. 

TITLE I—FACILITATING SHARING OF 
CYBER THREAT INFORMATION 

SEC. 101. DEFINITIONS. 

In this title: 
(1) AGENCY.—The term ‘‘agency’’ has the 

meaning given the term in section 3502 of 
title 44, United States Code. 

(2) ANTITRUST LAWS.—The term ‘‘antitrust 
laws’’— 

(A) has the meaning given the term in sec-
tion 1(a) of the Clayton Act (15 U.S.C. 12(a)); 

(B) includes section 5 of the Federal Trade 
Commission Act (15 U.S.C. 45) to the extent 
that section 5 of that Act applies to unfair 
methods of competition; and 

(C) includes any State law that has the 
same intent and effect as the laws under sub-
paragraphs (A) and (B). 

(3) COUNTERMEASURE.—The term ‘‘counter-
measure’’ means an automated or a manual 
action with defensive intent to mitigate 
cyber threats. 

(4) CYBER THREAT INFORMATION.—The term 
‘‘cyber threat information’’ means informa-
tion that indicates or describes— 

(A) a technical or operation vulnerability 
or a cyber threat mitigation measure; 

(B) an action or operation to mitigate a 
cyber threat; 

(C) malicious reconnaissance, including 
anomalous patterns of network activity that 
appear to be transmitted for the purpose of 
gathering technical information related to a 
cybersecurity threat; 

(D) a method of defeating a technical con-
trol; 

(E) a method of defeating an operational 
control; 

(F) network activity or protocols known to 
be associated with a malicious cyber actor or 
that signify malicious cyber intent; 

(G) a method of causing a user with legiti-
mate access to an information system or in-
formation that is stored on, processed by, or 
transiting an information system to inad-
vertently enable the defeat of a technical or 
operational control; 

(H) any other attribute of a cybersecurity 
threat or cyber defense information that 
would foster situational awareness of the 
United States cybersecurity posture, if dis-
closure of such attribute or information is 
not otherwise prohibited by law; 

(I) the actual or potential harm caused by 
a cyber incident, including information 
exfiltrated when it is necessary in order to 
identify or describe a cybersecurity threat; 
or 

(J) any combination of subparagraphs (A) 
through (I). 

(5) CYBERSECURITY CENTER.—The term ‘‘cy-
bersecurity center’’ means the Department 
of Defense Cyber Crime Center, the Intel-
ligence Community Incident Response Cen-
ter, the United States Cyber Command Joint 
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Operations Center, the National Cyber Inves-
tigative Joint Task Force, the National Se-
curity Agency/Central Security Service 
Threat Operations Center, the National Cy-
bersecurity and Communications Integration 
Center, and any successor center. 

(6) CYBERSECURITY SYSTEM.—The term ‘‘cy-
bersecurity system’’ means a system de-
signed or employed to ensure the integrity, 
confidentiality, or availability of, or to safe-
guard, a system or network, including meas-
ures intended to protect a system or network 
from— 

(A) efforts to degrade, disrupt, or destroy 
such system or network; or 

(B) theft or misappropriations of private or 
government information, intellectual prop-
erty, or personally identifiable information. 

(7) ENTITY.— 
(A) IN GENERAL.—The term ‘‘entity’’ means 

any private entity, non-Federal government 
agency or department, or State, tribal, or 
local government agency or department (in-
cluding an officer, employee, or agent there-
of). 

(B) INCLUSIONS.—The term ‘‘entity’’ in-
cludes a government agency or department 
(including an officer, employee, or agent 
thereof) of the District of Columbia, the 
Commonwealth of Puerto Rico, the Virgin 
Islands, Guam, American Samoa, the North-
ern Mariana Islands, and any other territory 
or possession of the United States. 

(8) FEDERAL INFORMATION SYSTEM.—The 
term ‘‘Federal information system’’ means 
an information system of a Federal depart-
ment or agency used or operated by an exec-
utive agency, by a contractor of an executive 
agency, or by another organization on behalf 
of an executive agency. 

(9) INFORMATION SECURITY.—The term ‘‘in-
formation security’’ means protecting infor-
mation and information systems from dis-
ruption or unauthorized access, use, disclo-
sure, modification, or destruction in order to 
provide— 

(A) integrity, by guarding against im-
proper information modification or destruc-
tion, including by ensuring information non-
repudiation and authenticity; 

(B) confidentiality, by preserving author-
ized restrictions on access and disclosure, in-
cluding means for protecting personal pri-
vacy and proprietary information; or 

(C) availability, by ensuring timely and re-
liable access to and use of information. 

(10) INFORMATION SYSTEM.—The term ‘‘in-
formation system’’ has the meaning given 
the term in section 3502 of title 44, United 
States Code. 

(11) LOCAL GOVERNMENT.—The term ‘‘local 
government’’ means any borough, city, coun-
ty, parish, town, township, village, or other 
general purpose political subdivision of a 
State. 

(12) MALICIOUS RECONNAISSANCE.—The term 
‘‘malicious reconnaissance’’ means a method 
for actively probing or passively monitoring 
an information system for the purpose of dis-
cerning technical vulnerabilities of the in-
formation system, if such method is associ-
ated with a known or suspected cybersecu-
rity threat. 

(13) OPERATIONAL CONTROL.—The term 
‘‘operational control’’ means a security con-
trol for an information system that pri-
marily is implemented and executed by peo-
ple. 

(14) OPERATIONAL VULNERABILITY.—The 
term ‘‘operational vulnerability’’ means any 
attribute of policy, process, or procedure 
that could enable or facilitate the defeat of 
an operational control. 

(15) PRIVATE ENTITY.—The term ‘‘private 
entity’’ means any individual or any private 
group, organization, or corporation, includ-
ing an officer, employee, or agent thereof. 

(16) SIGNIFICANT CYBER INCIDENT.—The 
term ‘‘significant cyber incident’’ means a 
cyber incident resulting in, or an attempted 
cyber incident that, if successful, would have 
resulted in— 

(A) the exfiltration from a Federal infor-
mation system of data that is essential to 
the operation of the Federal information sys-
tem; or 

(B) an incident in which an operational or 
technical control essential to the security or 
operation of a Federal information system 
was defeated. 

(17) TECHNICAL CONTROL.—The term ‘‘tech-
nical control’’ means a hardware or software 
restriction on, or audit of, access or use of an 
information system or information that is 
stored on, processed by, or transiting an in-
formation system that is intended to ensure 
the confidentiality, integrity, or availability 
of that system. 

(18) TECHNICAL VULNERABILITY.—The term 
‘‘technical vulnerability’’ means any at-
tribute of hardware or software that could 
enable or facilitate the defeat of a technical 
control. 

(19) TRIBAL.—The term ‘‘tribal’’ has the 
meaning given the term ‘‘Indian tribe’’ in 
section 4 of the Indian Self-Determination 
and Education Assistance Act (25 U.S.C. 
450b). 
SEC. 102. AUTHORIZATION TO SHARE CYBER 

THREAT INFORMATION. 
(a) VOLUNTARY DISCLOSURE.— 
(1) PRIVATE ENTITIES.—Notwithstanding 

any other provision of law, a private entity 
may, for the purpose of preventing, inves-
tigating, or otherwise mitigating threats to 
information security, on its own networks, 
or as authorized by another entity, on such 
entity’s networks, employ countermeasures 
and use cybersecurity systems in order to 
obtain, identify, or otherwise possess cyber 
threat information. 

(2) ENTITIES.—Notwithstanding any other 
provision of law, an entity may disclose 
cyber threat information to— 

(A) a cybersecurity center; or 
(B) any other entity in order to assist with 

preventing, investigating, or otherwise miti-
gating threats to information security. 

(3) INFORMATION SECURITY PROVIDERS.—If 
the cyber threat information described in 
paragraph (1) is obtained, identified, or oth-
erwise possessed in the course of providing 
information security products or services 
under contract to another entity, that entity 
shall be given, at any time prior to disclo-
sure of such information, a reasonable oppor-
tunity to authorize or prevent such disclo-
sure, to request anonymization of such infor-
mation, or to request that reasonable efforts 
be made to safeguard such information that 
identifies specific persons from unauthorized 
access or disclosure. 

(b) SIGNIFICANT CYBER INCIDENTS INVOLVING 
FEDERAL INFORMATION SYSTEMS.— 

(1) IN GENERAL.—An entity providing elec-
tronic communication services, remote com-
puting services, or information security 
services to a Federal department or agency 
shall inform the Federal department or agen-
cy of a significant cyber incident involving 
the Federal information system of that Fed-
eral department or agency that— 

(A) is directly known to the entity as a re-
sult of providing such services; 

(B) is directly related to the provision of 
such services by the entity; and 

(C) as determined by the entity, has im-
peded or will impede the performance of a 
critical mission of the Federal department 
or agency. 

(2) ADVANCE COORDINATION.—A Federal de-
partment or agency receiving the services 
described in paragraph (1) shall coordinate in 
advance with an entity described in para-
graph (1) to develop the parameters of any 

information that may be provided under 
paragraph (1), including clarification of the 
type of significant cyber incident that will 
impede the performance of a critical mission 
of the Federal department or agency. 

(3) REPORT.—A Federal department or 
agency shall report information provided 
under this subsection to a cybersecurity cen-
ter. 

(4) CONSTRUCTION.—Any information pro-
vided to a cybersecurity center under para-
graph (3) shall be treated in the same man-
ner as information provided to a cybersecu-
rity center under subsection (a). 

(c) INFORMATION SHARED WITH OR PROVIDED 
TO A CYBERSECURITY CENTER.—Cyber threat 
information provided to a cybersecurity cen-
ter under this section— 

(1) may be disclosed to, retained by, and 
used by, consistent with otherwise applicable 
Federal law, any Federal agency or depart-
ment, component, officer, employee, or 
agent of the Federal government for a cyber-
security purpose, a national security pur-
pose, or in order to prevent, investigate, or 
prosecute any of the offenses listed in sec-
tion 2516 of title 18, United States Code, and 
such information shall not be disclosed to, 
retained by, or used by any Federal agency 
or department for any use not permitted 
under this paragraph; 

(2) may, with the prior written consent of 
the entity submitting such information, be 
disclosed to and used by a State, tribal, or 
local government or government agency for 
the purpose of protecting information sys-
tems, or in furtherance of preventing, inves-
tigating, or prosecuting a criminal act, ex-
cept that if the need for immediate disclo-
sure prevents obtaining written consent, 
such consent may be provided orally with 
subsequent documentation of such consent; 

(3) shall be considered the commercial, fi-
nancial, or proprietary information of the 
entity providing such information to the 
Federal government and any disclosure out-
side the Federal government may only be 
made upon the prior written consent by such 
entity and shall not constitute a waiver of 
any applicable privilege or protection pro-
vided by law, except that if the need for im-
mediate disclosure prevents obtaining writ-
ten consent, such consent may be provided 
orally with subsequent documentation of 
such consent; 

(4) shall be deemed voluntarily shared in-
formation and exempt from disclosure under 
section 552 of title 5, United States Code, and 
any State, tribal, or local law requiring dis-
closure of information or records; 

(5) shall be, without discretion, withheld 
from the public under section 552(b)(3)(B) of 
title 5, United States Code, and any State, 
tribal, or local law requiring disclosure of in-
formation or records; 

(6) shall not be subject to the rules of any 
Federal agency or department or any judi-
cial doctrine regarding ex parte communica-
tions with a decision-making official; 

(7) shall not, if subsequently provided to a 
State, tribal, or local government or govern-
ment agency, otherwise be disclosed or dis-
tributed to any entity by such State, tribal, 
or local government or government agency 
without the prior written consent of the en-
tity submitting such information, notwith-
standing any State, tribal, or local law re-
quiring disclosure of information or records, 
except that if the need for immediate disclo-
sure prevents obtaining written consent, 
such consent may be provided orally with 
subsequent documentation of such consent; 
and 

(8) shall not be directly used by any Fed-
eral, State, tribal, or local department or 
agency to regulate the lawful activities of an 
entity, including activities relating to ob-
taining, identifying, or otherwise possessing 
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cyber threat information, except that the 
procedures required to be developed and im-
plemented under this title shall not be con-
sidered regulations within the meaning of 
this paragraph. 

(d) PROCEDURES RELATING TO INFORMATION 
SHARING WITH A CYBERSECURITY CENTER.— 
Not later than 60 days after the date of en-
actment of this Act, the heads of each de-
partment or agency containing a cybersecu-
rity center shall jointly develop, promul-
gate, and submit to Congress procedures to 
ensure that cyber threat information shared 
with or provided to— 

(1) a cybersecurity center under this sec-
tion— 

(A) may be submitted to a cybersecurity 
center by an entity, to the greatest extent 
possible, through a uniform, publicly avail-
able process or format that is easily acces-
sible on the website of such cybersecurity 
center, and that includes the ability to pro-
vide relevant details about the cyber threat 
information and written consent to any sub-
sequent disclosures authorized by this para-
graph; 

(B) shall immediately be further shared 
with each cybersecurity center in order to 
prevent, investigate, or otherwise mitigate 
threats to information security across the 
Federal government; 

(C) is handled by the Federal government 
in a reasonable manner, including consider-
ation of the need to protect the privacy and 
civil liberties of individuals through 
anonymization or other appropriate meth-
ods, while fully accomplishing the objectives 
of this title, and the Federal government 
may undertake efforts consistent with this 
subparagraph to limit the impact on privacy 
and civil liberties of the sharing of cyber 
threat information with the Federal govern-
ment; and 

(D) except as provided in this section, shall 
only be used, disclosed, or handled in accord-
ance with the provisions of subsection (c); 
and 

(2) a Federal agency or department under 
subsection (b) is provided immediately to a 
cybersecurity center in order to prevent, in-
vestigate, or otherwise mitigate threats to 
information security across the Federal gov-
ernment. 

(e) INFORMATION SHARED BETWEEN ENTI-
TIES.— 

(1) IN GENERAL.—An entity sharing cyber 
threat information with another entity 
under this title may restrict the use or shar-
ing of such information by such other entity. 

(2) FURTHER SHARING.—Cyber threat infor-
mation shared by any entity with another 
entity under this title— 

(A) shall only be further shared in accord-
ance with any restrictions placed on the 
sharing of such information by the entity 
authorizing such sharing, such as appro-
priate anonymization of such information; 
and 

(B) may not be used by any entity to gain 
an unfair competitive advantage to the det-
riment of the entity authorizing the sharing 
of such information, except that the conduct 
described in paragraph (3) shall not con-
stitute unfair competitive conduct. 

(3) INFORMATION SHARED WITH STATE, TRIB-
AL, OR LOCAL GOVERNMENT OR GOVERNMENT 
AGENCY.—Cyber threat information shared 
with a State, tribal, or local government or 
government agency under this title— 

(A) may, with the prior written consent of 
the entity sharing such information, be dis-
closed to and used by a State, tribal, or local 
government or government agency for the 
purpose of protecting information systems, 
or in furtherance of preventing, inves-
tigating, or prosecuting a criminal act, ex-
cept if the need for immediate disclosure 
prevents obtaining written consent, consent 

may be provided orally with subsequent doc-
umentation of the consent; 

(B) shall be deemed voluntarily shared in-
formation and exempt from disclosure under 
any State, tribal, or local law requiring dis-
closure of information or records; 

(C) shall not be disclosed or distributed to 
any entity by the State, tribal, or local gov-
ernment or government agency without the 
prior written consent of the entity submit-
ting such information, notwithstanding any 
State, tribal, or local law requiring disclo-
sure of information or records, except if the 
need for immediate disclosure prevents ob-
taining written consent, consent may be pro-
vided orally with subsequent documentation 
of the consent; and 

(D) shall not be directly used by any State, 
tribal, or local department or agency to reg-
ulate the lawful activities of an entity, in-
cluding activities relating to obtaining, 
identifying, or otherwise possessing cyber 
threat information, except that the proce-
dures required to be developed and imple-
mented under this title shall not be consid-
ered regulations within the meaning of this 
subparagraph. 

(4) ANTITRUST EXEMPTION.—The exchange 
or provision of cyber threat information or 
assistance between 2 or more private entities 
under this title shall not be considered a vio-
lation of any provision of antitrust laws if 
exchanged or provided in order to assist 
with— 

(A) facilitating the prevention, investiga-
tion, or mitigation of threats to information 
security; or 

(B) communicating or disclosing of cyber 
threat information to help prevent, inves-
tigate or otherwise mitigate the effects of a 
threat to information security. 

(5) NO RIGHT OR BENEFIT.—The provision of 
cyber threat information to an entity under 
this section shall not create a right or a ben-
efit to similar information by such entity or 
any other entity. 

(f) FEDERAL PREEMPTION.— 
(1) IN GENERAL.—This section supersedes 

any statute or other law of a State or polit-
ical subdivision of a State that restricts or 
otherwise expressly regulates an activity au-
thorized under this section. 

(2) STATE LAW ENFORCEMENT.—Nothing in 
this section shall be construed to supersede 
any statute or other law of a State or polit-
ical subdivision of a State concerning the 
use of authorized law enforcement tech-
niques. 

(3) PUBLIC DISCLOSURE.—No information 
shared with or provided to a State, tribal, or 
local government or government agency pur-
suant to this section shall be made publicly 
available pursuant to any State, tribal, or 
local law requiring disclosure of information 
or records. 

(g) CIVIL AND CRIMINAL LIABILITY.— 
(1) GENERAL PROTECTIONS.— 
(A) PRIVATE ENTITIES.—No cause of action 

shall lie or be maintained in any court 
against any private entity for— 

(i) the use of countermeasures and cyberse-
curity systems as authorized by this title; 

(ii) the use, receipt, or disclosure of any 
cyber threat information as authorized by 
this title; or 

(iii) the subsequent actions or inactions of 
any lawful recipient of cyber threat informa-
tion provided by such private entity. 

(B) ENTITIES.—No cause of action shall lie 
or be maintained in any court against any 
entity for— 

(i) the use, receipt, or disclosure of any 
cyber threat information as authorized by 
this title; or 

(ii) the subsequent actions or inactions of 
any lawful recipient of cyber threat informa-
tion provided by such entity. 

(2) CONSTRUCTION.—Nothing in this sub-
section shall be construed as creating any 
immunity against, or otherwise affecting, 
any action brought by the Federal govern-
ment, or any agency or department thereof, 
to enforce any law, executive order, or proce-
dure governing the appropriate handling, dis-
closure, and use of classified information. 

(h) OTHERWISE LAWFUL DISCLOSURES.— 
Nothing in this section shall be construed to 
limit or prohibit otherwise lawful disclo-
sures of communications, records, or other 
information by a private entity to any other 
governmental or private entity not covered 
under this section. 

(i) WHISTLEBLOWER PROTECTION.—Nothing 
in this Act shall be construed to preempt or 
preclude any employee from exercising 
rights currently provided under any whistle-
blower law, rule, or regulation. 

(j) RELATIONSHIP TO OTHER LAWS.—The 
submission of cyber threat information 
under this section to a cybersecurity center 
shall not affect any requirement under any 
other provision of law for an entity to pro-
vide information to the Federal government. 
SEC. 103. INFORMATION SHARING BY THE FED-

ERAL GOVERNMENT. 
(a) CLASSIFIED INFORMATION.— 
(1) PROCEDURES.—Consistent with the pro-

tection of intelligence sources and methods, 
and as otherwise determined appropriate, the 
Director of National Intelligence and the 
Secretary of Defense, in consultation with 
the heads of the appropriate Federal depart-
ments or agencies, shall develop and promul-
gate procedures to facilitate and promote— 

(A) the immediate sharing, through the cy-
bersecurity centers, of classified cyber 
threat information in the possession of the 
Federal government with appropriately 
cleared representatives of any appropriate 
entity; and 

(B) the declassification and immediate 
sharing, through the cybersecurity centers, 
with any entity or, if appropriate, public 
availability of cyber threat information in 
the possession of the Federal government; 

(2) HANDLING OF CLASSIFIED INFORMATION.— 
The procedures developed under paragraph 
(1) shall ensure that each entity receiving 
classified cyber threat information pursuant 
to this section has acknowledged in writing 
the ongoing obligation to comply with all 
laws, executive orders, and procedures con-
cerning the appropriate handling, disclosure, 
or use of classified information. 

(b) UNCLASSIFIED CYBER THREAT INFORMA-
TION.—The heads of each department or 
agency containing a cybersecurity center 
shall jointly develop and promulgate proce-
dures that ensure that, consistent with the 
provisions of this section, unclassified, in-
cluding controlled unclassified, cyber threat 
information in the possession of the Federal 
government— 

(1) is shared, through the cybersecurity 
centers, in an immediate and adequate man-
ner with appropriate entities; and 

(2) if appropriate, is made publicly avail-
able. 

(c) DEVELOPMENT OF PROCEDURES.— 
(1) IN GENERAL.—The procedures developed 

under this section shall incorporate, to the 
greatest extent possible, existing processes 
utilized by sector specific information shar-
ing and analysis centers. 

(2) COORDINATION WITH ENTITIES.—In devel-
oping the procedures required under this sec-
tion, the Director of National Intelligence 
and the heads of each department or agency 
containing a cybersecurity center shall co-
ordinate with appropriate entities to ensure 
that protocols are implemented that will fa-
cilitate and promote the sharing of cyber 
threat information by the Federal govern-
ment. 
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(d) ADDITIONAL RESPONSIBILITIES OF CYBER-

SECURITY CENTERS.—Consistent with section 
102, a cybersecurity center shall— 

(1) facilitate information sharing, inter-
action, and collaboration among and be-
tween cybersecurity centers and— 

(A) other Federal entities; 
(B) any entity; and 
(C) international partners, in consultation 

with the Secretary of State; 
(2) disseminate timely and actionable cy-

bersecurity threat, vulnerability, mitiga-
tion, and warning information, including 
alerts, advisories, indicators, signatures, and 
mitigation and response measures, to im-
prove the security and protection of informa-
tion systems; and 

(3) coordinate with other Federal entities, 
as appropriate, to integrate information 
from across the Federal government to pro-
vide situational awareness of the cybersecu-
rity posture of the United States. 

(e) SHARING WITHIN THE FEDERAL GOVERN-
MENT.—The heads of appropriate Federal de-
partments and agencies shall ensure that 
cyber threat information in the possession of 
such Federal departments or agencies that 
relates to the prevention, investigation, or 
mitigation of threats to information secu-
rity across the Federal government is shared 
effectively with the cybersecurity centers. 

(f) SUBMISSION TO CONGRESS.—Not later 
than 60 days after the date of enactment of 
this Act, the Director of National Intel-
ligence, in coordination with the appropriate 
head of a department or an agency con-
taining a cybersecurity center, shall submit 
the procedures required by this section to 
Congress. 
SEC. 104. CONSTRUCTION. 

(a) INFORMATION SHARING RELATIONSHIPS.— 
Nothing in this title shall be construed— 

(1) to limit or modify an existing informa-
tion sharing relationship; 

(2) to prohibit a new information sharing 
relationship; 

(3) to require a new information sharing re-
lationship between any entity and the Fed-
eral government, except as specified under 
section 102(b); or 

(4) to modify the authority of a depart-
ment or agency of the Federal government 
to protect sources and methods and the na-
tional security of the United States. 

(b) ANTI-TASKING RESTRICTION.—Nothing in 
this title shall be construed to permit the 
Federal government— 

(1) to require an entity to share informa-
tion with the Federal government, except as 
expressly provided under section 102(b); or 

(2) to condition the sharing of cyber threat 
information with an entity on such entity’s 
provision of cyber threat information to the 
Federal government. 

(c) NO LIABILITY FOR NON-PARTICIPATION.— 
Nothing in this title shall be construed to 
subject any entity to liability for choosing 
not to engage in the voluntary activities au-
thorized under this title. 

(d) USE AND RETENTION OF INFORMATION.— 
Nothing in this title shall be construed to 
authorize, or to modify any existing author-
ity of, a department or agency of the Federal 
government to retain or use any information 
shared under section 102 for any use other 
than a use permitted under subsection 
102(c)(1). 

(e) NO NEW FUNDING.—An applicable Fed-
eral agency shall carry out the provisions of 
this title with existing facilities and funds 
otherwise available, through such means as 
the head of the agency considers appropriate. 
SEC. 105. REPORT ON IMPLEMENTATION. 

(a) CONTENT OF REPORT.—Not later than 1 
year after the date of enactment of this Act, 
and biennially thereafter, the heads of each 
department or agency containing a cyberse-

curity center shall jointly submit, in coordi-
nation with the privacy and civil liberties of-
ficials of such departments or agencies and 
the Privacy and Civil Liberties Oversight 
Board, a detailed report to Congress con-
cerning the implementation of this title, in-
cluding— 

(1) an assessment of the sufficiency of the 
procedures developed under section 103 of 
this Act in ensuring that cyber threat infor-
mation in the possession of the Federal gov-
ernment is provided in an immediate and 
adequate manner to appropriate entities or, 
if appropriate, is made publicly available; 

(2) an assessment of whether information 
has been appropriately classified and an ac-
counting of the number of security clear-
ances authorized by the Federal government 
for purposes of this title; 

(3) a review of the type of cyber threat in-
formation shared with a cybersecurity cen-
ter under section 102 of this Act, including 
whether such information meets the defini-
tion of cyber threat information under sec-
tion 101, the degree to which such informa-
tion may impact the privacy and civil lib-
erties of individuals, any appropriate 
metrics to determine any impact of the shar-
ing of such information with the Federal 
government on privacy and civil liberties, 
and the adequacy of any steps taken to re-
duce such impact; 

(4) a review of actions taken by the Federal 
government based on information provided 
to a cybersecurity center under section 102 of 
this Act, including the appropriateness of 
any subsequent use under section 102(c)(1) of 
this Act and whether there was inappro-
priate stovepiping within the Federal gov-
ernment of any such information; 

(5) a description of any violations of the re-
quirements of this title by the Federal gov-
ernment; 

(6) a classified list of entities that received 
classified information from the Federal gov-
ernment under section 103 of this Act and a 
description of any indication that such infor-
mation may not have been appropriately 
handled; 

(7) a summary of any breach of informa-
tion security, if known, attributable to a 
specific failure by any entity or the Federal 
government to act on cyber threat informa-
tion in the possession of such entity or the 
Federal government that resulted in sub-
stantial economic harm or injury to a spe-
cific entity or the Federal government; and 

(8) any recommendation for improvements 
or modifications to the authorities under 
this title. 

(b) FORM OF REPORT.—The report under 
subsection (a) shall be submitted in unclassi-
fied form, but shall include a classified 
annex. 

SEC. 106. INSPECTOR GENERAL REVIEW. 

(a) IN GENERAL.—The Council of the In-
spectors General on Integrity and Efficiency 
are authorized to review compliance by the 
cybersecurity centers, and by any Federal 
department or agency receiving cyber threat 
information from such cybersecurity cen-
ters, with the procedures required under sec-
tion 102 of this Act. 

(b) SCOPE OF REVIEW.—The review under 
subsection (a) shall consider whether the 
Federal government has handled such cyber 
threat information in a reasonable manner, 
including consideration of the need to pro-
tect the privacy and civil liberties of individ-
uals through anonymization or other appro-
priate methods, while fully accomplishing 
the objectives of this title. 

(c) REPORT TO CONGRESS.—Each review 
conducted under this section shall be pro-
vided to Congress not later than 30 days after 
the date of completion of the review. 

SEC. 107. TECHNICAL AMENDMENTS. 

Section 552(b) of title 5, United States 
Code, is amended— 

(1) in paragraph (8), by striking ‘‘or’’; 
(2) in paragraph (9), by striking ‘‘wells.’’ 

and inserting ‘‘wells; or’’; and 
(3) by adding at the end the following: 
‘‘(10) information shared with or provided 

to a cybersecurity center under section 102 of 
title I of the Strengthening and Enhancing 
Cybersecurity by Using Research, Education, 
Information, and Technology Act of 2012.’’. 
SEC. 108. ACCESS TO CLASSIFIED INFORMATION. 

(a) AUTHORIZATION REQUIRED.—No person 
shall be provided with access to classified in-
formation (as defined in section 6.1 of Execu-
tive Order 13526 (50 U.S.C. 435 note; relating 
to classified national security information)) 
relating to cyber security threats or cyber 
security vulnerabilities under this title with-
out the appropriate security clearances. 

(b) SECURITY CLEARANCES.—The appro-
priate Federal agencies or departments 
shall, consistent with applicable procedures 
and requirements, and if otherwise deemed 
appropriate, assist an individual in timely 
obtaining an appropriate security clearance 
where such individual has been determined 
to be eligible for such clearance and has a 
need-to-know (as defined in section 6.1 of 
that Executive Order) classified information 
to carry out this title. 

TITLE II—COORDINATION OF FEDERAL 
INFORMATION SECURITY POLICY 

SEC. 201. COORDINATION OF FEDERAL INFORMA-
TION SECURITY POLICY. 

(a) IN GENERAL.—Chapter 35 of title 44, 
United States Code, is amended by striking 
subchapters II and III and inserting the fol-
lowing: 

‘‘SUBCHAPTER II—INFORMATION 
SECURITY 

‘‘§ 3551. Purposes 
‘‘The purposes of this subchapter are— 
‘‘(1) to provide a comprehensive framework 

for ensuring the effectiveness of information 
security controls over information resources 
that support Federal operations and assets; 

‘‘(2) to recognize the highly networked na-
ture of the current Federal computing envi-
ronment and provide effective government- 
wide management of policies, directives, 
standards, and guidelines, as well as effec-
tive and nimble oversight of and response to 
information security risks, including coordi-
nation of information security efforts 
throughout the Federal civilian, national se-
curity, and law enforcement communities; 

‘‘(3) to provide for development and main-
tenance of controls required to protect agen-
cy information and information systems and 
contribute to the overall improvement of 
agency information security posture; 

‘‘(4) to provide for the development of tools 
and methods to assess and respond to real- 
time situational risk for Federal informa-
tion system operations and assets; and 

‘‘(5) to provide a mechanism for improving 
agency information security programs 
through continuous monitoring of agency in-
formation systems and streamlined report-
ing requirements rather than overly pre-
scriptive manual reporting. 

‘‘§ 3552. Definitions 
‘‘In this subchapter: 
‘‘(1) ADEQUATE SECURITY.—The term ‘ade-

quate security’ means security commensu-
rate with the risk and magnitude of the 
harm resulting from the unauthorized access 
to or loss, misuse, destruction, or modifica-
tion of information. 

‘‘(2) AGENCY.—The term ‘agency’ has the 
meaning given the term in section 3502 of 
title 44. 

VerDate Mar 15 2010 06:47 Jul 27, 2012 Jkt 019060 PO 00000 Frm 00080 Fmt 4624 Sfmt 0634 E:\CR\FM\A26JY6.019 S26JYPT1jb
el

l o
n 

D
S

K
7S

P
T

V
N

1P
R

O
D

 w
ith

 S
E

N
A

T
E



CONGRESSIONAL RECORD — SENATE S5499 July 26, 2012 
‘‘(3) CYBERSECURITY CENTER.—The term 

‘cybersecurity center’ means the Depart-
ment of Defense Cyber Crime Center, the In-
telligence Community Incident Response 
Center, the United States Cyber Command 
Joint Operations Center, the National Cyber 
Investigative Joint Task Force, the National 
Security Agency/Central Security Service 
Threat Operations Center, the National Cy-
bersecurity and Communications Integration 
Center, and any successor center. 

‘‘(4) CYBER THREAT INFORMATION.—The 
term ‘cyber threat information’ means infor-
mation that indicates or describes— 

‘‘(A) a technical or operation vulnerability 
or a cyber threat mitigation measure; 

‘‘(B) an action or operation to mitigate a 
cyber threat; 

‘‘(C) malicious reconnaissance, including 
anomalous patterns of network activity that 
appear to be transmitted for the purpose of 
gathering technical information related to a 
cybersecurity threat; 

‘‘(D) a method of defeating a technical con-
trol; 

‘‘(E) a method of defeating an operational 
control; 

‘‘(F) network activity or protocols known 
to be associated with a malicious cyber actor 
or that signify malicious cyber intent; 

‘‘(G) a method of causing a user with le-
gitimate access to an information system or 
information that is stored on, processed by, 
or transiting an information system to inad-
vertently enable the defeat of a technical or 
operational control; 

‘‘(H) any other attribute of a cybersecurity 
threat or cyber defense information that 
would foster situational awareness of the 
United States cybersecurity posture, if dis-
closure of such attribute or information is 
not otherwise prohibited by law; 

‘‘(I) the actual or potential harm caused by 
a cyber incident, including information 
exfiltrated when it is necessary in order to 
identify or describe a cybersecurity threat; 
or 

‘‘(J) any combination of subparagraphs (A) 
through (I). 

‘‘(5) DIRECTOR.—The term ‘Director’ means 
the Director of the Office of Management 
and Budget unless otherwise specified. 

‘‘(6) ENVIRONMENT OF OPERATION.—The 
term ‘environment of operation’ means the 
information system and environment in 
which those systems operate, including 
changing threats, vulnerabilities, tech-
nologies, and missions and business prac-
tices. 

‘‘(7) FEDERAL INFORMATION SYSTEM.—The 
term ‘Federal information system’ means an 
information system used or operated by an 
executive agency, by a contractor of an exec-
utive agency, or by another organization on 
behalf of an executive agency. 

‘‘(8) INCIDENT.—The term ‘incident’ means 
an occurrence that— 

‘‘(A) actually or imminently jeopardizes 
the integrity, confidentiality, or availability 
of an information system or the information 
that system controls, processes, stores, or 
transmits; or 

‘‘(B) constitutes a violation of law or an 
imminent threat of violation of a law, a se-
curity policy, a security procedure, or an ac-
ceptable use policy. 

‘‘(9) INFORMATION RESOURCES.—The term 
‘information resources’ has the meaning 
given the term in section 3502 of title 44. 

‘‘(10) INFORMATION SECURITY.—The term 
‘information security’ means protecting in-
formation and information systems from dis-
ruption or unauthorized access, use, disclo-
sure, modification, or destruction in order to 
provide— 

‘‘(A) integrity, by guarding against im-
proper information modification or destruc-

tion, including by ensuring information non-
repudiation and authenticity; 

‘‘(B) confidentiality, by preserving author-
ized restrictions on access and disclosure, in-
cluding means for protecting personal pri-
vacy and proprietary information; or 

‘‘(C) availability, by ensuring timely and 
reliable access to and use of information. 

‘‘(11) INFORMATION SYSTEM.—The term ‘in-
formation system’ has the meaning given the 
term in section 3502 of title 44. 

‘‘(12) INFORMATION TECHNOLOGY.—The term 
‘information technology’ has the meaning 
given the term in section 11101 of title 40. 

‘‘(13) MALICIOUS RECONNAISSANCE.—The 
term ‘malicious reconnaissance’ means a 
method for actively probing or passively 
monitoring an information system for the 
purpose of discerning technical 
vulnerabilities of the information system, if 
such method is associated with a known or 
suspected cybersecurity threat. 

‘‘(14) NATIONAL SECURITY SYSTEM.— 
‘‘(A) IN GENERAL.—The term ‘national secu-

rity system’ means any information system 
(including any telecommunications system) 
used or operated by an agency or by a con-
tractor of an agency, or other organization 
on behalf of an agency— 

‘‘(i) the function, operation, or use of 
which— 

‘‘(I) involves intelligence activities; 
‘‘(II) involves cryptologic activities related 

to national security; 
‘‘(III) involves command and control of 

military forces; 
‘‘(IV) involves equipment that is an inte-

gral part of a weapon or weapons system; or 
‘‘(V) subject to subparagraph (B), is crit-

ical to the direct fulfillment of military or 
intelligence missions; or 

‘‘(ii) is protected at all times by procedures 
established for information that have been 
specifically authorized under criteria estab-
lished by an Executive Order or an Act of 
Congress to be kept classified in the interest 
of national defense or foreign policy. 

‘‘(B) LIMITATION.—Subparagraph (A)(i)(V) 
does not include a system that is to be used 
for routine administrative and business ap-
plications (including payroll, finance, logis-
tics, and personnel management applica-
tions). 

‘‘(15) OPERATIONAL CONTROL.—The term 
‘operational control’ means a security con-
trol for an information system that pri-
marily is implemented and executed by peo-
ple. 

‘‘(16) PERSON.—The term ‘person’ has the 
meaning given the term in section 3502 of 
title 44. 

‘‘(17) SECRETARY.—The term ‘Secretary’ 
means the Secretary of Commerce unless 
otherwise specified. 

‘‘(18) SECURITY CONTROL.—The term ‘secu-
rity control’ means the management, oper-
ational, and technical controls, including 
safeguards or countermeasures, prescribed 
for an information system to protect the 
confidentiality, integrity, and availability of 
the system and its information. 

‘‘(19) SIGNIFICANT CYBER INCIDENT.—The 
term ‘significant cyber incident’ means a 
cyber incident resulting in, or an attempted 
cyber incident that, if successful, would have 
resulted in— 

‘‘(A) the exfiltration from a Federal infor-
mation system of data that is essential to 
the operation of the Federal information sys-
tem; or 

‘‘(B) an incident in which an operational or 
technical control essential to the security or 
operation of a Federal information system 
was defeated. 

‘‘(20) TECHNICAL CONTROL.—The term ‘tech-
nical control’ means a hardware or software 
restriction on, or audit of, access or use of an 
information system or information that is 

stored on, processed by, or transiting an in-
formation system that is intended to ensure 
the confidentiality, integrity, or availability 
of that system. 
‘‘§ 3553. Federal information security author-

ity and coordination 
‘‘(a) IN GENERAL.—The Secretary, in con-

sultation with the Secretary of Homeland 
Security, shall— 

‘‘(1) issue compulsory and binding policies 
and directives governing agency information 
security operations, and require implemen-
tation of such policies and directives, includ-
ing— 

‘‘(A) policies and directives consistent with 
the standards and guidelines promulgated 
under section 11331 of title 40 to identify and 
provide information security protections 
prioritized and commensurate with the risk 
and impact resulting from the unauthorized 
access, use, disclosure, disruption, modifica-
tion, or destruction of— 

‘‘(i) information collected or maintained 
by or on behalf of an agency; or 

‘‘(ii) information systems used or operated 
by an agency or by a contractor of an agency 
or other organization on behalf of an agency; 

‘‘(B) minimum operational requirements 
for Federal Government to protect agency 
information systems and provide common 
situational awareness across all agency in-
formation systems; 

‘‘(C) reporting requirements, consistent 
with relevant law, regarding information se-
curity incidents and cyber threat informa-
tion; 

‘‘(D) requirements for agencywide informa-
tion security programs; 

‘‘(E) performance requirements and 
metrics for the security of agency informa-
tion systems; 

‘‘(F) training requirements to ensure that 
agencies are able to fully and timely comply 
with the policies and directives issued by the 
Secretary under this subchapter; 

‘‘(G) training requirements regarding pri-
vacy, civil rights, and civil liberties, and in-
formation oversight for agency information 
security personnel; 

‘‘(H) requirements for the annual reports 
to the Secretary under section 3554(d); 

‘‘(I) any other information security oper-
ations or information security requirements 
as determined by the Secretary in coordina-
tion with relevant agency heads; and 

‘‘(J) coordinating the development of 
standards and guidelines under section 20 of 
the National Institute of Standards and 
Technology Act (15 U.S.C. 278g–3) with agen-
cies and offices operating or exercising con-
trol of national security systems (including 
the National Security Agency) to assure, to 
the maximum extent feasible, that such 
standards and guidelines are complementary 
with standards and guidelines developed for 
national security systems; 

‘‘(2) review the agencywide information se-
curity programs under section 3554; and 

‘‘(3) designate an individual or an entity at 
each cybersecurity center, among other re-
sponsibilities— 

‘‘(A) to receive reports and information 
about information security incidents, cyber 
threat information, and deterioration of se-
curity control affecting agency information 
systems; and 

‘‘(B) to act on or share the information 
under subparagraph (A) in accordance with 
this subchapter. 

‘‘(b) CONSIDERATIONS.—When issuing poli-
cies and directives under subsection (a), the 
Secretary shall consider any applicable 
standards or guidelines developed by the Na-
tional Institute of Standards and Technology 
under section 11331 of title 40. 

‘‘(c) LIMITATION OF AUTHORITY.—The au-
thorities of the Secretary under this section 

VerDate Mar 15 2010 06:47 Jul 27, 2012 Jkt 019060 PO 00000 Frm 00081 Fmt 4624 Sfmt 0634 E:\CR\FM\A26JY6.021 S26JYPT1jb
el

l o
n 

D
S

K
7S

P
T

V
N

1P
R

O
D

 w
ith

 S
E

N
A

T
E



CONGRESSIONAL RECORD — SENATES5500 July 26, 2012 
shall not apply to national security systems. 
Information security policies, directives, 
standards and guidelines for national secu-
rity systems shall be overseen as directed by 
the President and, in accordance with that 
direction, carried out under the authority of 
the heads of agencies that operate or exer-
cise authority over such national security 
systems. 

‘‘(d) STATUTORY CONSTRUCTION.—Nothing 
in this subchapter shall be construed to alter 
or amend any law regarding the authority of 
any head of an agency over such agency. 
‘‘§ 3554. Agency responsibilities 

‘‘(a) IN GENERAL.—The head of each agency 
shall— 

‘‘(1) be responsible for— 
‘‘(A) complying with the policies and direc-

tives issued under section 3553; 
‘‘(B) providing information security pro-

tections commensurate with the risk result-
ing from unauthorized access, use, disclo-
sure, disruption, modification, or destruction 
of— 

‘‘(i) information collected or maintained 
by the agency or by a contractor of an agen-
cy or other organization on behalf of an 
agency; and 

‘‘(ii) information systems used or operated 
by an agency or by a contractor of an agency 
or other organization on behalf of an agency; 

‘‘(C) complying with the requirements of 
this subchapter, including— 

‘‘(i) information security standards and 
guidelines promulgated under section 11331 
of title 40; 

‘‘(ii) for any national security systems op-
erated or controlled by that agency, infor-
mation security policies, directives, stand-
ards and guidelines issued as directed by the 
President; and 

‘‘(iii) for any non-national security sys-
tems operated or controlled by that agency, 
information security policies, directives, 
standards and guidelines issued under sec-
tion 3553; 

‘‘(D) ensuring that information security 
management processes are integrated with 
agency strategic and operational planning 
processes; 

‘‘(E) reporting and sharing, for an agency 
operating or exercising control of a national 
security system, information about informa-
tion security incidents, cyber threat infor-
mation, and deterioration of security con-
trols to the individual or entity designated 
at each cybersecurity center and to other ap-
propriate entities consistent with policies 
and directives for national security systems 
issued as directed by the President; and 

‘‘(F) reporting and sharing, for those agen-
cies operating or exercising control of non- 
national security systems, information 
about information security incidents, cyber 
threat information, and deterioration of se-
curity controls to the individual or entity 
designated at each cybersecurity center and 
to other appropriate entities consistent with 
policies and directives for non-national secu-
rity systems as prescribed under section 
3553(a), including information to assist the 
entity designated under section 3555(a) with 
the ongoing security analysis under section 
3555; 

‘‘(2) ensure that each senior agency official 
provides information security for the infor-
mation and information systems that sup-
port the operations and assets under the sen-
ior agency official’s control, including by— 

‘‘(A) assessing the risk and impact that 
could result from the unauthorized access, 
use, disclosure, disruption, modification, or 
destruction of such information or informa-
tion systems; 

‘‘(B) determining the level of information 
security appropriate to protect such infor-
mation and information systems in accord-

ance with policies and directives issued 
under section 3553(a), and standards and 
guidelines promulgated under section 11331 
of title 40 for information security classifica-
tions and related requirements; 

‘‘(C) implementing policies, procedures, 
and capabilities to reduce risks to an accept-
able level in a cost-effective manner; 

‘‘(D) actively monitoring the effective im-
plementation of information security con-
trols and techniques; and 

‘‘(E) reporting information about informa-
tion security incidents, cyber threat infor-
mation, and deterioration of security con-
trols in a timely and adequate manner to the 
entity designated under section 3553(a)(3) in 
accordance with paragraph (1); 

‘‘(3) assess and maintain the resiliency of 
information technology systems critical to 
agency mission and operations; 

‘‘(4) designate the agency Inspector Gen-
eral (or an independent entity selected in 
consultation with the Director and the Coun-
cil of Inspectors General on Integrity and Ef-
ficiency if the agency does not have an In-
spector General) to conduct the annual inde-
pendent evaluation required under section 
3556, and allow the agency Inspector General 
to contract with an independent entity to 
perform such evaluation; 

‘‘(5) delegate to the Chief Information Offi-
cer or equivalent (or to a senior agency offi-
cial who reports to the Chief Information Of-
ficer or equivalent)— 

‘‘(A) the authority and primary responsi-
bility to implement an agencywide informa-
tion security program; and 

‘‘(B) the authority to provide information 
security for the information collected and 
maintained by the agency (or by a con-
tractor, other agency, or other source on be-
half of the agency) and for the information 
systems that support the operations, assets, 
and mission of the agency (including any in-
formation system provided or managed by a 
contractor, other agency, or other source on 
behalf of the agency); 

‘‘(6) delegate to the appropriate agency of-
ficial (who is responsible for a particular 
agency system or subsystem) the responsi-
bility to ensure and enforce compliance with 
all requirements of the agency’s agencywide 
information security program in coordina-
tion with the Chief Information Officer or 
equivalent (or the senior agency official who 
reports to the Chief Information Officer or 
equivalent) under paragraph (5); 

‘‘(7) ensure that an agency has trained per-
sonnel who have obtained any necessary se-
curity clearances to permit them to assist 
the agency in complying with this sub-
chapter; 

‘‘(8) ensure that the Chief Information Offi-
cer or equivalent (or the senior agency offi-
cial who reports to the Chief Information Of-
ficer or equivalent) under paragraph (5), in 
coordination with other senior agency offi-
cials, reports to the agency head on the ef-
fectiveness of the agencywide information 
security program, including the progress of 
any remedial actions; and 

‘‘(9) ensure that the Chief Information Offi-
cer or equivalent (or the senior agency offi-
cial who reports to the Chief Information Of-
ficer or equivalent) under paragraph (5) has 
the necessary qualifications to administer 
the functions described in this subchapter 
and has information security duties as a pri-
mary duty of that official. 

‘‘(b) CHIEF INFORMATION OFFICERS.—Each 
Chief Information Officer or equivalent (or 
the senior agency official who reports to the 
Chief Information Officer or equivalent) 
under subsection (a)(5) shall— 

‘‘(1) establish and maintain an enterprise 
security operations capability that on a con-
tinuous basis— 

‘‘(A) detects, reports, contains, mitigates, 
and responds to information security inci-
dents that impair adequate security of the 
agency’s information or information system 
in a timely manner and in accordance with 
the policies and directives under section 3553; 
and 

‘‘(B) reports any information security inci-
dent under subparagraph (A) to the entity 
designated under section 3555; 

‘‘(2) develop, maintain, and oversee an 
agencywide information security program; 

‘‘(3) develop, maintain, and oversee infor-
mation security policies, procedures, and 
control techniques to address applicable re-
quirements, including requirements under 
section 3553 of this title and section 11331 of 
title 40; and 

‘‘(4) train and oversee the agency personnel 
who have significant responsibility for infor-
mation security with respect to that respon-
sibility. 

‘‘(c) AGENCYWIDE INFORMATION SECURITY 
PROGRAMS.— 

‘‘(1) IN GENERAL.—Each agencywide infor-
mation security program under subsection 
(b)(2) shall include— 

‘‘(A) relevant security risk assessments, 
including technical assessments and others 
related to the acquisition process; 

‘‘(B) security testing commensurate with 
risk and impact; 

‘‘(C) mitigation of deterioration of security 
controls commensurate with risk and im-
pact; 

‘‘(D) risk-based continuous monitoring and 
threat assessment of the operational status 
and security of agency information systems 
to enable evaluation of the effectiveness of 
and compliance with information security 
policies, procedures, and practices, including 
a relevant and appropriate selection of secu-
rity controls of information systems identi-
fied in the inventory under section 3505(c); 

‘‘(E) operation of appropriate technical ca-
pabilities in order to detect, mitigate, re-
port, and respond to information security in-
cidents, cyber threat information, and dete-
rioration of security controls in a manner 
that is consistent with the policies and di-
rectives under section 3553, including— 

‘‘(i) mitigating risks associated with such 
information security incidents; 

‘‘(ii) notifying and consulting with the en-
tity designated under section 3555; and 

‘‘(iii) notifying and consulting with, as ap-
propriate— 

‘‘(I) law enforcement and the relevant Of-
fice of the Inspector General; and 

‘‘(II) any other entity, in accordance with 
law and as directed by the President; 

‘‘(F) a process to ensure that remedial ac-
tion is taken to address any deficiencies in 
the information security policies, proce-
dures, and practices of the agency; and 

‘‘(G) a plan and procedures to ensure the 
continuity of operations for information sys-
tems that support the operations and assets 
of the agency. 

‘‘(2) RISK MANAGEMENT STRATEGIES.—Each 
agencywide information security program 
under subsection (b)(2) shall include the de-
velopment and maintenance of a risk man-
agement strategy for information security. 
The risk management strategy shall in-
clude— 

‘‘(A) consideration of information security 
incidents, cyber threat information, and de-
terioration of security controls; and 

‘‘(B) consideration of the consequences 
that could result from the unauthorized ac-
cess, use, disclosure, disruption, modifica-
tion, or destruction of information and infor-
mation systems that support the operations 
and assets of the agency, including any in-
formation system provided or managed by a 
contractor, other agency, or other source on 
behalf of the agency; 
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‘‘(3) POLICIES AND PROCEDURES.—Each agen-

cywide information security program under 
subsection (b)(2) shall include policies and 
procedures that— 

‘‘(A) are based on the risk management 
strategy under paragraph (2); 

‘‘(B) reduce information security risks to 
an acceptable level in a cost-effective man-
ner; 

‘‘(C) ensure that cost-effective and ade-
quate information security is addressed as 
part of the acquisition and ongoing manage-
ment of each agency information system; 
and 

‘‘(D) ensure compliance with— 
‘‘(i) this subchapter; and 
‘‘(ii) any other applicable requirements. 
‘‘(4) TRAINING REQUIREMENTS.—Each agen-

cywide information security program under 
subsection (b)(2) shall include information 
security, privacy, civil rights, civil liberties, 
and information oversight training that 
meets any applicable requirements under 
section 3553. The training shall inform each 
information security personnel that has ac-
cess to agency information systems (includ-
ing contractors and other users of informa-
tion systems that support the operations and 
assets of the agency) of— 

‘‘(A) the information security risks associ-
ated with the information security person-
nel’s activities; and 

‘‘(B) the individual’s responsibility to com-
ply with the agency policies and procedures 
that reduce the risks under subparagraph 
(A). 

‘‘(d) ANNUAL REPORT.—Each agency shall 
submit a report annually to the Secretary of 
Homeland Security on its agencywide infor-
mation security program and information 
systems. 
‘‘§ 3555. Multiagency ongoing threat assess-

ment 
‘‘(a) IMPLEMENTATION.—The Director of the 

Office of Management and Budget, in coordi-
nation with the Secretary of Homeland Secu-
rity, shall designate an entity to implement 
ongoing security analysis concerning agency 
information systems— 

‘‘(1) based on cyber threat information; 
‘‘(2) based on agency information system 

and environment of operation changes, in-
cluding— 

‘‘(A) an ongoing evaluation of the informa-
tion system security controls; and 

‘‘(B) the security state, risk level, and en-
vironment of operation of an agency infor-
mation system, including— 

‘‘(i) a change in risk level due to a new 
cyber threat; 

‘‘(ii) a change resulting from a new tech-
nology; 

‘‘(iii) a change resulting from the agency’s 
mission; and 

‘‘(iv) a change resulting from the business 
practice; and 

‘‘(3) using automated processes to the max-
imum extent possible— 

‘‘(A) to increase information system secu-
rity; 

‘‘(B) to reduce paper-based reporting re-
quirements; and 

‘‘(C) to maintain timely and actionable 
knowledge of the state of the information 
system security. 

‘‘(b) STANDARDS.—The National Institute 
of Standards and Technology may promul-
gate standards, in coordination with the Sec-
retary of Homeland Security, to assist an 
agency with its duties under this section. 

‘‘(c) COMPLIANCE.—The head of each appro-
priate department and agency shall be re-
sponsible for ensuring compliance and imple-
menting necessary procedures to comply 
with this section. The head of each appro-
priate department and agency, in consulta-
tion with the Director of the Office of Man-

agement and Budget and the Secretary of 
Homeland Security, shall— 

‘‘(1) monitor compliance under this sec-
tion; 

‘‘(2) develop a timeline and implement for 
the department or agency— 

‘‘(A) adoption of any technology, system, 
or method that facilitates continuous moni-
toring and threat assessments of an agency 
information system; 

‘‘(B) adoption or updating of any tech-
nology, system, or method that prevents, de-
tects, or remediates a significant cyber inci-
dent to a Federal information system of the 
department or agency that has impeded, or 
is reasonably likely to impede, the perform-
ance of a critical mission of the department 
or agency; and 

‘‘(C) adoption of any technology, system, 
or method that satisfies a requirement under 
this section. 

‘‘(d) LIMITATION OF AUTHORITY.—The au-
thorities of the Director of the Office of Man-
agement and Budget and of the Secretary of 
Homeland Security under this section shall 
not apply to national security systems. 

‘‘(e) REPORT.—Not later than 6 months 
after the date of enactment of the Strength-
ening and Enhancing Cybersecurity by Using 
Research, Education, Information, and Tech-
nology Act of 2012, the Government Account-
ability Office shall issue a report evaluating 
each agency’s status toward implementing 
this section. 
‘‘§ 3556. Independent evaluations 

‘‘(a) IN GENERAL.—The Council of the In-
spectors General on Integrity and Efficiency, 
in consultation with the Director and the 
Secretary of Homeland Security, the Sec-
retary of Commerce, and the Secretary of 
Defense, shall issue and maintain criteria for 
the timely, cost-effective, risk-based, and 
independent evaluation of each agencywide 
information security program (and prac-
tices) to determine the effectiveness of the 
agencywide information security program 
(and practices). The criteria shall include 
measures to assess any conflicts of interest 
in the performance of the evaluation and 
whether the agencywide information secu-
rity program includes appropriate safeguards 
against disclosure of information where such 
disclosure may adversely affect information 
security. 

‘‘(b) ANNUAL INDEPENDENT EVALUATIONS.— 
Each agency shall perform an annual inde-
pendent evaluation of its agencywide infor-
mation security program (and practices) in 
accordance with the criteria under sub-
section (a). 

‘‘(c) DISTRIBUTION OF REPORTS.—Not later 
than 30 days after receiving an independent 
evaluation under subsection (b), each agency 
head shall transmit a copy of the inde-
pendent evaluation to the Secretary of 
Homeland Security, the Secretary of Com-
merce, and the Secretary of Defense. 

‘‘(d) NATIONAL SECURITY SYSTEMS.—Eval-
uations involving national security systems 
shall be conducted as directed by President. 
‘‘§ 3557. National security systems. 

‘‘The head of each agency operating or ex-
ercising control of a national security sys-
tem shall be responsible for ensuring that 
the agency— 

‘‘(1) provides information security protec-
tions commensurate with the risk and mag-
nitude of the harm resulting from the unau-
thorized access, use, disclosure, disruption, 
modification, or destruction of the informa-
tion contained in such system; and 

‘‘(2) implements information security poli-
cies and practices as required by standards 
and guidelines for national security systems, 
issued in accordance with law and as di-
rected by the President.’’. 

(b) SAVINGS PROVISIONS.— 

(1) POLICY AND COMPLIANCE GUIDANCE.—Pol-
icy and compliance guidance issued by the 
Director before the date of enactment of this 
Act under section 3543(a)(1) of title 44, United 
States Code (as in effect on the day before 
the date of enactment of this Act), shall con-
tinue in effect, according to its terms, until 
modified, terminated, superseded, or re-
pealed pursuant to section 3553(a)(1) of title 
44, United States Code. 

(2) STANDARDS AND GUIDELINES.—Standards 
and guidelines issued by the Secretary of 
Commerce or by the Director before the date 
of enactment of this Act under section 
11331(a)(1) of title 40, United States Code, (as 
in effect on the day before the date of enact-
ment of this Act) shall continue in effect, ac-
cording to their terms, until modified, ter-
minated, superseded, or repealed pursuant to 
section 11331(a)(1) of title 40, United States 
Code, as amended by this Act. 

(c) TECHNICAL AND CONFORMING AMEND-
MENTS.— 

(1) CHAPTER ANALYSIS.—The chapter anal-
ysis for chapter 35 of title 44, United States 
Code, is amended— 

(A) by striking the items relating to sec-
tions 3531 through 3538; 

(B) by striking the items relating to sec-
tions 3541 through 3549; and 

(C) by inserting the following: 
‘‘3551. Purposes. 
‘‘3552. Definitions. 
‘‘3553. Federal information security author-

ity and coordination. 
‘‘3554. Agency responsibilities. 
‘‘3555. Multiagency ongoing threat assess-

ment. 
‘‘3556. Independent evaluations. 
‘‘3557. National security systems.’’. 

(2) OTHER REFERENCES.— 
(A) Section 1001(c)(1)(A) of the Homeland 

Security Act of 2002 (6 U.S.C. 511(1)(A)) is 
amended by striking ‘‘section 3532(3)’’ and in-
serting ‘‘section 3552’’. 

(B) Section 2222(j)(5) of title 10, United 
States Code, is amended by striking ‘‘section 
3542(b)(2)’’ and inserting ‘‘section 3552’’. 

(C) Section 2223(c)(3) of title 10, United 
States Code, is amended, by striking ‘‘sec-
tion 3542(b)(2)’’ and inserting ‘‘section 3552’’. 

(D) Section 2315 of title 10, United States 
Code, is amended by striking ‘‘section 
3542(b)(2)’’ and inserting ‘‘section 3552’’. 

(E) Section 20 of the National Institute of 
Standards and Technology Act (15 U.S.C. 
278g–3) is amended— 

(i) in subsection (a)(2), by striking ‘‘section 
3532(b)(2)’’ and inserting ‘‘section 3552’’; 

(ii) in subsection (c)(3), by striking ‘‘Direc-
tor of the Office of Management and Budget’’ 
and inserting ‘‘Secretary of Commerce’’; 

(iii) in subsection (d)(1), by striking ‘‘Di-
rector of the Office of Management and 
Budget’’ and inserting ‘‘Secretary of Com-
merce’’; 

(iv) in subsection (d)(8) by striking ‘‘Direc-
tor of the Office of Management and Budget’’ 
and inserting ‘‘Secretary of Commerce’’; 

(v) in subsection (d)(8), by striking ‘‘sub-
mitted to the Director’’ and inserting ‘‘sub-
mitted to the Secretary’’; 

(vi) in subsection (e)(2), by striking ‘‘sec-
tion 3532(1) of such title’’ and inserting ‘‘sec-
tion 3552 of title 44’’; and 

(vii) in subsection (e)(5), by striking ‘‘sec-
tion 3532(b)(2) of such title’’ and inserting 
‘‘section 3552 of title 44’’. 

(F) Section 8(d)(1) of the Cyber Security 
Research and Development Act (15 U.S.C. 
7406(d)(1)) is amended by striking ‘‘section 
3534(b)’’ and inserting ‘‘section 3554(b)(2)’’. 
SEC. 202. MANAGEMENT OF INFORMATION TECH-

NOLOGY. 
(a) IN GENERAL.—Section 11331 of title 40, 

United States Code, is amended to read as 
follows: 
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‘‘§ 11331. Responsibilities for Federal informa-

tion systems standards 
‘‘(a) STANDARDS AND GUIDELINES.— 
‘‘(1) AUTHORITY TO PRESCRIBE.—Except as 

provided under paragraph (2), the Secretary 
of Commerce shall prescribe standards and 
guidelines pertaining to Federal information 
systems— 

‘‘(A) in consultation with the Secretary of 
Homeland Security; and 

‘‘(B) on the basis of standards and guide-
lines developed by the National Institute of 
Standards and Technology under paragraphs 
(2) and (3) of section 20(a) of the National In-
stitute of Standards and Technology Act (15 
U.S.C. 278g–3(a)(2) and (a)(3)). 

‘‘(2) NATIONAL SECURITY SYSTEMS.—Stand-
ards and guidelines for national security sys-
tems shall be developed, prescribed, en-
forced, and overseen as otherwise authorized 
by law and as directed by the President. 

‘‘(b) MANDATORY STANDARDS AND GUIDE-
LINES.— 

‘‘(1) AUTHORITY TO MAKE MANDATORY STAND-
ARDS AND GUIDELINES.—The Secretary of 
Commerce shall make standards and guide-
lines under subsection (a)(1) compulsory and 
binding to the extent determined necessary 
by the Secretary of Commerce to improve 
the efficiency of operation or security of 
Federal information systems. 

‘‘(2) REQUIRED MANDATORY STANDARDS AND 
GUIDELINES.— 

‘‘(A) IN GENERAL.—Standards and guide-
lines under subsection (a)(1) shall include in-
formation security standards that— 

‘‘(i) provide minimum information security 
requirements as determined under section 
20(b) of the National Institute of Standards 
and Technology Act (15 U.S.C. 278g–3(b)); and 

‘‘(ii) are otherwise necessary to improve 
the security of Federal information and in-
formation systems. 

‘‘(B) BINDING EFFECT.—Information secu-
rity standards under subparagraph (A) shall 
be compulsory and binding. 

‘‘(c) EXERCISE OF AUTHORITY.—To ensure 
fiscal and policy consistency, the Secretary 
of Commerce shall exercise the authority 
conferred by this section subject to direction 
by the President and in coordination with 
the Director. 

‘‘(d) APPLICATION OF MORE STRINGENT 
STANDARDS AND GUIDELINES.—The head of an 
executive agency may employ standards for 
the cost-effective information security for 
information systems within or under the su-
pervision of that agency that are more strin-
gent than the standards and guidelines the 
Secretary of Commerce prescribes under this 
section if the more stringent standards and 
guidelines— 

‘‘(1) contain at least the applicable stand-
ards and guidelines made compulsory and 
binding by the Secretary of Commerce; and 

‘‘(2) are otherwise consistent with the poli-
cies, directives, and implementation memo-
randa issued under section 3553(a) of title 44. 

‘‘(e) DECISIONS ON PROMULGATION OF STAND-
ARDS AND GUIDELINES.—The decision by the 
Secretary of Commerce regarding the pro-
mulgation of any standard or guideline 
under this section shall occur not later than 
6 months after the date of submission of the 
proposed standard to the Secretary of Com-
merce by the National Institute of Standards 
and Technology under section 20 of the Na-
tional Institute of Standards and Technology 
Act (15 U.S.C. 278g–3). 

‘‘(f) NOTICE AND COMMENT.—A decision by 
the Secretary of Commerce to significantly 
modify, or not promulgate, a proposed stand-
ard submitted to the Secretary by the Na-
tional Institute of Standards and Technology 
under section 20 of the National Institute of 
Standards and Technology Act (15 U.S.C. 
278g–3) shall be made after the public is given 

an opportunity to comment on the Sec-
retary’s proposed decision. 

‘‘(g) DEFINITIONS.—In this section: 
‘‘(1) FEDERAL INFORMATION SYSTEM.—The 

term ‘Federal information system’ has the 
meaning given the term in section 3552 of 
title 44. 

‘‘(2) INFORMATION SECURITY.—The term ‘in-
formation security’ has the meaning given 
the term in section 3552 of title 44. 

‘‘(3) NATIONAL SECURITY SYSTEM.—The term 
‘national security system’ has the meaning 
given the term in section 3552 of title 44.’’. 
SEC. 203. NO NEW FUNDING. 

An applicable Federal agency shall carry 
out the provisions of this title with existing 
facilities and funds otherwise available, 
through such means as the head of the agen-
cy considers appropriate. 
SEC. 204. TECHNICAL AND CONFORMING AMEND-

MENTS. 
Section 21(b) of the National Institute of 

Standards and Technology Act (15 U.S.C. 
278g–4(b)) is amended— 

(1) in paragraph (2), by striking ‘‘and the 
Director of the Office of Management and 
Budget’’ and inserting ‘‘, the Secretary of 
Commerce, and the Secretary of Homeland 
Security’’; and 

(2) in paragraph (3), by inserting ‘‘, the 
Secretary of Homeland Security,’’ after ‘‘the 
Secretary of Commerce’’. 
SEC. 205. CLARIFICATION OF AUTHORITIES. 

Nothing in this title shall be construed to 
convey any new regulatory authority to any 
government entity implementing or com-
plying with any provision of this title. 

TITLE III—CRIMINAL PENALTIES 
SEC. 301. PENALTIES FOR FRAUD AND RELATED 

ACTIVITY IN CONNECTION WITH 
COMPUTERS. 

Section 1030(c) of title 18, United States 
Code, is amended to read as follows: 

‘‘(c) The punishment for an offense under 
subsection (a) or (b) of this section is— 

‘‘(1) a fine under this title or imprisonment 
for not more than 20 years, or both, in the 
case of an offense under subsection (a)(1) of 
this section; 

‘‘(2)(A) except as provided in subparagraph 
(B), a fine under this title or imprisonment 
for not more than 3 years, or both, in the 
case of an offense under subsection (a)(2); or 

‘‘(B) a fine under this title or imprison-
ment for not more than ten years, or both, in 
the case of an offense under subsection (a)(2) 
of this section, if— 

‘‘(i) the offense was committed for pur-
poses of commercial advantage or private fi-
nancial gain; 

‘‘(ii) the offense was committed in the fur-
therance of any criminal or tortious act in 
violation of the Constitution or laws of the 
United States, or of any State; or 

‘‘(iii) the value of the information ob-
tained, or that would have been obtained if 
the offense was completed, exceeds $5,000; 

‘‘(3) a fine under this title or imprisonment 
for not more than 10 years, or both, in the 
case of an offense under subsection (a)(3) of 
this section; 

‘‘(4) a fine under this title or imprisonment 
of not more than 20 years, or both, in the 
case of an offense under subsection (a)(4) of 
this section; 

‘‘(5)(A) except as provided in subparagraph 
(C), a fine under this title, imprisonment for 
not more than 20 years, or both, in the case 
of an offense under subsection (a)(5)(A) of 
this section, if the offense caused— 

‘‘(i) loss to 1 or more persons during any 1- 
year period (and, for purposes of an inves-
tigation, prosecution, or other proceeding 
brought by the United States only, loss re-
sulting from a related course of conduct af-
fecting 1 or more other protected computers) 
aggregating at least $5,000 in value; 

‘‘(ii) the modification or impairment, or 
potential modification or impairment, of the 
medical examination, diagnosis, treatment, 
or care of 1 or more individuals; 

‘‘(iii) physical injury to any person; 
‘‘(iv) a threat to public health or safety; 
‘‘(v) damage affecting a computer used by, 

or on behalf of, an entity of the United 
States Government in furtherance of the ad-
ministration of justice, national defense, or 
national security; or 

‘‘(vi) damage affecting 10 or more pro-
tected computers during any 1-year period; 

‘‘(B) a fine under this title, imprisonment 
for not more than 20 years, or both, in the 
case of an offense under subsection (a)(5)(B), 
if the offense caused a harm provided in 
clause (i) through (vi) of subparagraph (A) of 
this subsection; 

‘‘(C) if the offender attempts to cause or 
knowingly or recklessly causes death from 
conduct in violation of subsection (a)(5)(A), a 
fine under this title, imprisonment for any 
term of years or for life, or both; 

‘‘(D) a fine under this title, imprisonment 
for not more than 10 years, or both, for any 
other offense under subsection (a)(5); 

‘‘(E) a fine under this title or imprison-
ment for not more than 10 years, or both, in 
the case of an offense under subsection (a)(6) 
of this section; or 

‘‘(F) a fine under this title or imprison-
ment for not more than 10 years, or both, in 
the case of an offense under subsection (a)(7) 
of this section.’’. 
SEC. 302. TRAFFICKING IN PASSWORDS. 

Section 1030(a)(6) of title 18, United States 
Code, is amended to read as follows: 

‘‘(6) knowingly and with intent to defraud 
traffics (as defined in section 1029) in any 
password or similar information or means of 
access through which a protected computer 
(as defined in subparagraphs (A) and (B) of 
subsection (e)(2)) may be accessed without 
authorization.’’. 
SEC. 303. CONSPIRACY AND ATTEMPTED COM-

PUTER FRAUD OFFENSES. 
Section 1030(b) of title 18, United States 

Code, is amended by inserting ‘‘as if for the 
completed offense’’ after ‘‘punished as pro-
vided’’. 
SEC. 304. CRIMINAL AND CIVIL FORFEITURE FOR 

FRAUD AND RELATED ACTIVITY IN 
CONNECTION WITH COMPUTERS. 

Section 1030 of title 18, United States Code, 
is amended by striking subsections (i) and (j) 
and inserting the following: 

‘‘(i) CRIMINAL FORFEITURE.— 
‘‘(1) The court, in imposing sentence on 

any person convicted of a violation of this 
section, or convicted of conspiracy to violate 
this section, shall order, in addition to any 
other sentence imposed and irrespective of 
any provision of State law, that such person 
forfeit to the United States— 

‘‘(A) such persons interest in any property, 
real or personal, that was used, or intended 
to be used, to commit or facilitate the com-
mission of such violation; and 

‘‘(B) any property, real or personal, consti-
tuting or derived from any gross proceeds, or 
any property traceable to such property, 
that such person obtained, directly or indi-
rectly, as a result of such violation. 

‘‘(2) The criminal forfeiture of property 
under this subsection, including any seizure 
and disposition of the property, and any re-
lated judicial or administrative proceeding, 
shall be governed by the provisions of sec-
tion 413 of the Comprehensive Drug Abuse 
Prevention and Control Act of 1970 (21 U.S.C. 
853), except subsection (d) of that section. 

‘‘(j) CIVIL FORFEITURE.— 
‘‘(1) The following shall be subject to for-

feiture to the United States and no property 
right, real or personal, shall exist in them: 

‘‘(A) Any property, real or personal, that 
was used, or intended to be used, to commit 
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or facilitate the commission of any violation 
of this section, or a conspiracy to violate 
this section. 

‘‘(B) Any property, real or personal, consti-
tuting or derived from any gross proceeds ob-
tained directly or indirectly, or any property 
traceable to such property, as a result of the 
commission of any violation of this section, 
or a conspiracy to violate this section. 

‘‘(2) Seizures and forfeitures under this 
subsection shall be governed by the provi-
sions in chapter 46 relating to civil forfeit-
ures, except that such duties as are imposed 
on the Secretary of the Treasury under the 
customs laws described in section 981(d) shall 
be performed by such officers, agents and 
other persons as may be designated for that 
purpose by the Secretary of Homeland Secu-
rity or the Attorney General.’’. 
SEC. 305. DAMAGE TO CRITICAL INFRASTRUC-

TURE COMPUTERS. 
(a) IN GENERAL.—Chapter 47 of title 18, 

United States Code, is amended by inserting 
after section 1030 the following: 
‘‘§ 1030A. Aggravated damage to a critical in-

frastructure computer 
‘‘(a) DEFINITIONS.—In this section— 
‘‘(1) the term ‘computer’ has the meaning 

given the term in section 1030; 
‘‘(2) the term ‘critical infrastructure com-

puter’ means a computer that manages or 
controls systems or assets vital to national 
defense, national security, national eco-
nomic security, public health or safety, or 
any combination of those matters, whether 
publicly or privately owned or operated, in-
cluding— 

‘‘(A) oil and gas production, storage, con-
version, and delivery systems; 

‘‘(B) water supply systems; 
‘‘(C) telecommunication networks; 
‘‘(D) electrical power generation and deliv-

ery systems; 
‘‘(E) finance and banking systems; 
‘‘(F) emergency services; 
‘‘(G) transportation systems and services; 

and 
‘‘(H) government operations that provide 

essential services to the public; and 
‘‘(3) the term ‘damage’ has the meaning 

given the term in section 1030. 
‘‘(b) OFFENSE.—It shall be unlawful, during 

and in relation to a felony violation of sec-
tion 1030, to knowingly cause or attempt to 
cause damage to a critical infrastructure 
computer if the damage results in (or, in the 
case of an attempt, if completed, would have 
resulted in) the substantial impairment— 

‘‘(1) of the operation of the critical infra-
structure computer; or 

‘‘(2) of the critical infrastructure associ-
ated with the computer. 

‘‘(c) PENALTY.—Any person who violates 
subsection (b) shall be— 

‘‘(1) fined under this title; 
‘‘(2) imprisoned for not less than 3 years 

but not more than 20 years; or 
‘‘(3) penalized under paragraphs (1) and (2). 
‘‘(d) CONSECUTIVE SENTENCE.—Notwith-

standing any other provision of law— 
‘‘(1) a court shall not place on probation 

any person convicted of a violation of this 
section; 

‘‘(2) except as provided in paragraph (4), no 
term of imprisonment imposed on a person 
under this section shall run concurrently 
with any other term of imprisonment, in-
cluding any term of imprisonment imposed 
on the person under any other provision of 
law, including any term of imprisonment im-
posed for a felony violation of section 1030; 

‘‘(3) in determining any term of imprison-
ment to be imposed for a felony violation of 
section 1030, a court shall not in any way re-
duce the term to be imposed for such crime 
so as to compensate for, or otherwise take 
into account, any separate term of imprison-

ment imposed or to be imposed for a viola-
tion of this section; and 

‘‘(4) a term of imprisonment imposed on a 
person for a violation of this section may, in 
the discretion of the court, run concurrently, 
in whole or in part, only with another term 
of imprisonment that is imposed by the 
court at the same time on that person for an 
additional violation of this section, provided 
that such discretion shall be exercised in ac-
cordance with any applicable guidelines and 
policy statements issued by the United 
States Sentencing Commission pursuant to 
section 994 of title 28.’’. 

(b) TECHNICAL AND CONFORMING AMEND-
MENT.—The chapter analysis for chapter 47 of 
title 18, United States Code, is amended by 
inserting after the item relating to section 
1030 the following: 
‘‘1030A. Aggravated damage to a critical in-

frastructure computer.’’. 
SEC. 306. LIMITATION ON ACTIONS INVOLVING 

UNAUTHORIZED USE. 
Section 1030(e)(6) of title 18, United States 

Code, is amended by striking ‘‘alter;’’ and in-
serting ‘‘alter, but does not include access in 
violation of a contractual obligation or 
agreement, such as an acceptable use policy 
or terms of service agreement, with an Inter-
net service provider, Internet website, or 
non-government employer, if such violation 
constitutes the sole basis for determining 
that access to a protected computer is unau-
thorized;’’. 
SEC. 307. NO NEW FUNDING. 

An applicable Federal agency shall carry 
out the provisions of this title with existing 
facilities and funds otherwise available, 
through such means as the head of the agen-
cy considers appropriate. 

TITLE IV—CYBERSECURITY RESEARCH 
AND DEVELOPMENT 

SEC. 401. NATIONAL HIGH-PERFORMANCE COM-
PUTING PROGRAM PLANNING AND 
COORDINATION. 

(a) GOALS AND PRIORITIES.—Section 101 of 
the High-Performance Computing Act of 1991 
(15 U.S.C. 5511) is amended by adding at the 
end the following: 

‘‘(d) GOALS AND PRIORITIES.—The goals and 
priorities for Federal high-performance com-
puting research, development, networking, 
and other activities under subsection 
(a)(2)(A) shall include— 

‘‘(1) encouraging and supporting mecha-
nisms for interdisciplinary research and de-
velopment in networking and information 
technology, including— 

‘‘(A) through collaborations across agen-
cies; 

‘‘(B) through collaborations across Pro-
gram Component Areas; 

‘‘(C) through collaborations with industry; 
‘‘(D) through collaborations with institu-

tions of higher education; 
‘‘(E) through collaborations with Federal 

laboratories (as defined in section 4 of the 
Stevenson-Wydler Technology Innovation 
Act of 1980 (15 U.S.C. 3703)); and 

‘‘(F) through collaborations with inter-
national organizations; 

‘‘(2) addressing national, multi-agency, 
multi-faceted challenges of national impor-
tance; and 

‘‘(3) fostering the transfer of research and 
development results into new technologies 
and applications for the benefit of society.’’. 

(b) DEVELOPMENT OF STRATEGIC PLAN.— 
Section 101 of the High-Performance Com-
puting Act of 1991 (15 U.S.C. 5511) is amended 
by adding at the end the following: 

‘‘(e) STRATEGIC PLAN.— 
‘‘(1) IN GENERAL.—Not later than 1 year 

after the date of enactment of the Strength-
ening and Enhancing Cybersecurity by Using 
Research, Education, Information, and Tech-
nology Act of 2012, the agencies under sub-

section (a)(3)(B), working through the Na-
tional Science and Technology Council and 
with the assistance of the Office of Science 
and Technology Policy shall develop a 5-year 
strategic plan to guide the activities under 
subsection (a)(1). 

‘‘(2) CONTENTS.—The strategic plan shall 
specify— 

‘‘(A) the near-term objectives for the Pro-
gram; 

‘‘(B) the long-term objectives for the Pro-
gram; 

‘‘(C) the anticipated time frame for achiev-
ing the near-term objectives; 

‘‘(D) the metrics that will be used to assess 
any progress made toward achieving the 
near-term objectives and the long-term ob-
jectives; and 

‘‘(E) how the Program will achieve the 
goals and priorities under subsection (d). 

‘‘(3) IMPLEMENTATION ROADMAP.— 
‘‘(A) IN GENERAL.—The agencies under sub-

section (a)(3)(B) shall develop and annually 
update an implementation roadmap for the 
strategic plan. 

‘‘(B) REQUIREMENTS.—The information in 
the implementation roadmap shall be coordi-
nated with the database under section 102(c) 
and the annual report under section 101(a)(3). 
The implementation roadmap shall— 

‘‘(i) specify the role of each Federal agency 
in carrying out or sponsoring research and 
development to meet the research objectives 
of the strategic plan, including a description 
of how progress toward the research objec-
tives will be evaluated, with consideration of 
any relevant recommendations of the advi-
sory committee; 

‘‘(ii) specify the funding allocated to each 
major research objective of the strategic 
plan and the source of funding by agency for 
the current fiscal year; and 

‘‘(iii) estimate the funding required for 
each major research objective of the stra-
tegic plan for the next 3 fiscal years. 

‘‘(4) RECOMMENDATIONS.—The agencies 
under subsection (a)(3)(B) shall take into 
consideration when developing the strategic 
plan under paragraph (1) the recommenda-
tions of— 

‘‘(A) the advisory committee under sub-
section (b); and 

‘‘(B) the stakeholders under section 
102(a)(3). 

‘‘(5) REPORT TO CONGRESS.—The Director of 
the Office of Science and Technology Policy 
shall transmit the strategic plan under this 
subsection, including the implementation 
roadmap and any updates under paragraph 
(3), to— 

‘‘(A) the advisory committee under sub-
section (b); 

‘‘(B) the Committee on Commerce, 
Science, and Transportation of the Senate; 
and 

‘‘(C) the Committee on Science and Tech-
nology of the House of Representatives.’’. 

(c) PERIODIC REVIEWS.—Section 101 of the 
High-Performance Computing Act of 1991 (15 
U.S.C. 5511) is amended by adding at the end 
the following: 

‘‘(f) PERIODIC REVIEWS.—The agencies 
under subsection (a)(3)(B) shall— 

‘‘(1) periodically assess the contents and 
funding levels of the Program Component 
Areas and restructure the Program when 
warranted, taking into consideration any 
relevant recommendations of the advisory 
committee under subsection (b); and 

‘‘(2) ensure that the Program includes na-
tional, multi-agency, multi-faceted research 
and development activities, including activi-
ties described in section 104.’’. 

(d) ADDITIONAL RESPONSIBILITIES OF DIREC-
TOR.—Section 101(a)(2) of the High-Perform-
ance Computing Act of 1991 (15 U.S.C. 
5511(a)(2)) is amended— 
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(1) by redesignating subparagraphs (E) and 

(F) as subparagraphs (G) and (H), respec-
tively; and 

(2) by inserting after subparagraph (D) the 
following: 

‘‘(E) encourage and monitor the efforts of 
the agencies participating in the Program to 
allocate the level of resources and manage-
ment attention necessary— 

‘‘(i) to ensure that the strategic plan under 
subsection (e) is developed and executed ef-
fectively; and 

‘‘(ii) to ensure that the objectives of the 
Program are met; 

‘‘(F) working with the Office of Manage-
ment and Budget and in coordination with 
the creation of the database under section 
102(c), direct the Office of Science and Tech-
nology Policy and the agencies participating 
in the Program to establish a mechanism 
(consistent with existing law) to track all 
ongoing and completed research and develop-
ment projects and associated funding;’’. 

(e) ADVISORY COMMITTEE.—Section 101(b) of 
the High-Performance Computing Act of 1991 
(15 U.S.C. 5511(b)) is amended— 

(1) in paragraph (1)— 
(A) by inserting after the first sentence the 

following: ‘‘The co-chairs of the advisory 
committee shall meet the qualifications of 
committee members and may be members of 
the Presidents Council of Advisors on 
Science and Technology.’’; and 

(B) by striking ‘‘high-performance’’ in sub-
paragraph (D) and inserting ‘‘high-end’’; and 

(2) by amending paragraph (2) to read as 
follows: 

‘‘(2) In addition to the duties under para-
graph (1), the advisory committee shall con-
duct periodic evaluations of the funding, 
management, coordination, implementation, 
and activities of the Program. The advisory 
committee shall report its findings and rec-
ommendations not less frequently than once 
every 3 fiscal years to the Committee on 
Commerce, Science, and Transportation of 
the Senate and the Committee on Science 
and Technology of the House of Representa-
tives. The report shall be submitted in con-
junction with the update of the strategic 
plan.’’. 

(f) REPORT.—Section 101(a)(3) of the High- 
Performance Computing Act of 1991 (15 
U.S.C. 5511(a)(3)) is amended— 

(1) in subparagraph (C)— 
(A) by striking ‘‘is submitted,’’ and insert-

ing ‘‘is submitted, the levels for the previous 
fiscal year,’’; and 

(B) by striking ‘‘each Program Component 
Area’’ and inserting ‘‘each Program Compo-
nent Area and each research area supported 
in accordance with section 104’’; 

(2) in subparagraph (D)— 
(A) by striking ‘‘each Program Component 

Area,’’ and inserting ‘‘each Program Compo-
nent Area and each research area supported 
in accordance with section 104,’’; 

(B) by striking ‘‘is submitted,’’ and insert-
ing ‘‘is submitted, the levels for the previous 
fiscal year,’’; and 

(C) by striking ‘‘and’’ after the semicolon; 
(3) by redesignating subparagraph (E) as 

subparagraph (G); and 
(4) by inserting after subparagraph (D) the 

following: 
‘‘(E) include a description of how the objec-

tives for each Program Component Area, and 
the objectives for activities that involve 
multiple Program Component Areas, relate 
to the objectives of the Program identified 
in the strategic plan under subsection (e); 

‘‘(F) include— 
‘‘(i) a description of the funding required 

by the Office of Science and Technology Pol-
icy to perform the functions under sub-
sections (a) and (c) of section 102 for the next 
fiscal year by category of activity; 

‘‘(ii) a description of the funding required 
by the Office of Science and Technology Pol-
icy to perform the functions under sub-
sections (a) and (c) of section 102 for the cur-
rent fiscal year by category of activity; and 

‘‘(iii) the amount of funding provided for 
the Office of Science and Technology Policy 
for the current fiscal year by each agency 
participating in the Program; and’’. 

(g) DEFINITIONS.—Section 4 of the High- 
Performance Computing Act of 1991 (15 
U.S.C. 5503) is amended— 

(1) by redesignating paragraphs (1) and (2) 
as paragraphs (2) and (3), respectively; 

(2) by redesignating paragraph (3) as para-
graph (6); 

(3) by redesignating paragraphs (6) and (7) 
as paragraphs (7) and (8), respectively; 

(4) by inserting before paragraph (2), as re-
designated, the following: 

‘‘(1) ‘cyber-physical systems’ means phys-
ical or engineered systems whose networking 
and information technology functions and 
physical elements are deeply integrated and 
are actively connected to the physical world 
through sensors, actuators, or other means 
to perform monitoring and control func-
tions;’’; 

(5) in paragraph (3), as redesignated, by 
striking ‘‘high-performance computing’’ and 
inserting ‘‘networking and information tech-
nology’’; 

(6) in paragraph (6), as redesignated— 
(A) by striking ‘‘high-performance com-

puting’’ and inserting ‘‘networking and in-
formation technology’’; and 

(B) by striking ‘‘supercomputer’’ and in-
serting ‘‘high-end computing’’; 

(7) in paragraph (5), by striking ‘‘network 
referred to as’’ and all that follows through 
the semicolon and inserting ‘‘network, in-
cluding advanced computer networks of Fed-
eral agencies and departments’’; and 

(8) in paragraph (7), as redesignated, by 
striking ‘‘National High-Performance Com-
puting Program’’ and inserting ‘‘networking 
and information technology research and de-
velopment program’’. 
SEC. 402. RESEARCH IN AREAS OF NATIONAL IM-

PORTANCE. 
(a) RESEARCH IN AREAS OF NATIONAL IMPOR-

TANCE.—Title I of the High-Performance 
Computing Act of 1991 (15 U.S.C. 5511 et seq.) 
is amended by adding at the end the fol-
lowing: 
‘‘SEC. 104. RESEARCH IN AREAS OF NATIONAL IM-

PORTANCE. 
‘‘(a) IN GENERAL.—The Program shall en-

courage agencies under section 101(a)(3)(B) to 
support, maintain, and improve national, 
multi-agency, multi-faceted, research and 
development activities in networking and in-
formation technology directed toward appli-
cation areas that have the potential for sig-
nificant contributions to national economic 
competitiveness and for other significant so-
cietal benefits. 

‘‘(b) TECHNICAL SOLUTIONS.—An activity 
under subsection (a) shall be designed to ad-
vance the development of research discov-
eries by demonstrating technical solutions 
to important problems in areas including— 

‘‘(1) cybersecurity; 
‘‘(2) health care; 
‘‘(3) energy management and low-power 

systems and devices; 
‘‘(4) transportation, including surface and 

air transportation; 
‘‘(5) cyber-physical systems; 
‘‘(6) large-scale data analysis and modeling 

of physical phenomena; 
‘‘(7) large scale data analysis and modeling 

of behavioral phenomena; 
‘‘(8) supply chain quality and security; and 
‘‘(9) privacy protection and protected dis-

closure of confidential data. 
‘‘(c) RECOMMENDATIONS.—The advisory 

committee under section 101(b) shall make 

recommendations to the Program for can-
didate research and development areas for 
support under this section. 

‘‘(d) CHARACTERISTICS.— 
‘‘(1) IN GENERAL.—Research and develop-

ment activities under this section— 
‘‘(A) shall include projects selected on the 

basis of applications for support through a 
competitive, merit-based process; 

‘‘(B) shall leverage, when possible, Federal 
investments through collaboration with re-
lated State initiatives; 

‘‘(C) shall include a plan for fostering the 
transfer of research discoveries and the re-
sults of technology demonstration activities, 
including from institutions of higher edu-
cation and Federal laboratories, to industry 
for commercial development; 

‘‘(D) shall involve collaborations among re-
searchers in institutions of higher education 
and industry; and 

‘‘(E) may involve collaborations among 
nonprofit research institutions and Federal 
laboratories, as appropriate. 

‘‘(2) COST-SHARING.—In selecting applica-
tions for support, the agencies under section 
101(a)(3)(B) shall give special consideration 
to projects that include cost sharing from 
non-Federal sources. 

‘‘(3) MULTIDISCIPLINARY RESEARCH CEN-
TERS.—Research and development activities 
under this section shall be supported 
through multidisciplinary research centers, 
including Federal laboratories, that are or-
ganized to investigate basic research ques-
tions and carry out technology demonstra-
tion activities in areas described in sub-
section (a). Research may be carried out 
through existing multidisciplinary centers, 
including those authorized under section 
7024(b)(2) of the America COMPETES Act (42 
U.S.C. 1862o–10(2)).’’. 

(b) CYBER-PHYSICAL SYSTEMS.—Section 
101(a)(1) of the High-Performance Computing 
Act of 1991 (15 U.S.C. 5511(a)(1)) is amended— 

(1) in subparagraph (H), by striking ‘‘and’’ 
after the semicolon; 

(2) in subparagraph (I), by striking the pe-
riod at the end and inserting a semicolon; 
and 

(3) by adding at the end the following: 
‘‘(J) provide for increased understanding of 

the scientific principles of cyber-physical 
systems and improve the methods available 
for the design, development, and operation of 
cyber-physical systems that are character-
ized by high reliability, safety, and security; 
and 

‘‘(K) provide for research and development 
on human-computer interactions, visualiza-
tion, and big data.’’. 

(c) TASK FORCE.—Title I of the High-Per-
formance Computing Act of 1991 (15 U.S.C. 
5511 et seq.), as amended by section 402(a) of 
this Act, is amended by adding at the end 
the following: 
‘‘SEC. 105. TASK FORCE. 

‘‘(a) ESTABLISHMENT.—Not later than 180 
days after the date of enactment the 
Strengthening and Enhancing Cybersecurity 
by Using Research, Education, Information, 
and Technology Act of 2012, the Director of 
the Office of Science and Technology Policy 
under section 102 shall convene a task force 
to explore mechanisms for carrying out col-
laborative research and development activi-
ties for cyber-physical systems (including 
the related technologies required to enable 
these systems) through a consortium or 
other appropriate entity with participants 
from institutions of higher education, Fed-
eral laboratories, and industry. 

‘‘(b) FUNCTIONS.—The task force shall— 
‘‘(1) develop options for a collaborative 

model and an organizational structure for 
such entity under which the joint research 
and development activities could be planned, 
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managed, and conducted effectively, includ-
ing mechanisms for the allocation of re-
sources among the participants in such enti-
ty for support of such activities; 

‘‘(2) propose a process for developing a re-
search and development agenda for such en-
tity, including guidelines to ensure an appro-
priate scope of work focused on nationally 
significant challenges and requiring collabo-
ration and to ensure the development of re-
lated scientific and technological mile-
stones; 

‘‘(3) define the roles and responsibilities for 
the participants from institutions of higher 
education, Federal laboratories, and indus-
try in such entity; 

‘‘(4) propose guidelines for assigning intel-
lectual property rights and for transferring 
research results to the private sector; and 

‘‘(5) make recommendations for how such 
entity could be funded from Federal, State, 
and non-governmental sources. 

‘‘(c) COMPOSITION.—In establishing the task 
force under subsection (a), the Director of 
the Office of Science and Technology Policy 
shall appoint an equal number of individuals 
from institutions of higher education and 
from industry with knowledge and expertise 
in cyber-physical systems, and may appoint 
not more than 2 individuals from Federal 
laboratories. 

‘‘(d) REPORT.—Not later than 1 year after 
the date of enactment of the Strengthening 
and Enhancing Cybersecurity by Using Re-
search, Education, Information, and Tech-
nology Act of 2012, the Director of the Office 
of Science and Technology Policy shall 
transmit to the Committee on Commerce, 
Science, and Transportation of the Senate 
and the Committee on Science and Tech-
nology of the House of Representatives a re-
port describing the findings and rec-
ommendations of the task force. 

‘‘(e) TERMINATION.—The task force shall 
terminate upon transmittal of the report re-
quired under subsection (d). 

‘‘(f) COMPENSATION AND EXPENSES.—Mem-
bers of the task force shall serve without 
compensation.’’. 
SEC. 403. PROGRAM IMPROVEMENTS. 

Section 102 of the High-Performance Com-
puting Act of 1991 (15 U.S.C. 5512) is amended 
to read as follows: 
‘‘SEC. 102. PROGRAM IMPROVEMENTS. 

‘‘(a) FUNCTIONS.—The Director of the Office 
of Science and Technology Policy shall con-
tinue— 

‘‘(1) to provide technical and administra-
tive support to— 

‘‘(A) the agencies participating in planning 
and implementing the Program, including 
support needed to develop the strategic plan 
under section 101(e); and 

‘‘(B) the advisory committee under section 
101(b); 

‘‘(2) to serve as the primary point of con-
tact on Federal networking and information 
technology activities for government agen-
cies, academia, industry, professional soci-
eties, State computing and networking tech-
nology programs, interested citizen groups, 
and others to exchange technical and pro-
grammatic information; 

‘‘(3) to solicit input and recommendations 
from a wide range of stakeholders during the 
development of each strategic plan under 
section 101(e) by convening at least 1 work-
shop with invitees from academia, industry, 
Federal laboratories, and other relevant or-
ganizations and institutions; 

‘‘(4) to conduct public outreach, including 
the dissemination of the advisory commit-
tee’s findings and recommendations, as ap-
propriate; 

‘‘(5) to promote access to and early appli-
cation of the technologies, innovations, and 
expertise derived from Program activities to 

agency missions and systems across the Fed-
eral Government and to United States indus-
try; 

‘‘(6) to ensure accurate and detailed budget 
reporting of networking and information 
technology research and development invest-
ment; and 

‘‘(7) to encourage agencies participating in 
the Program to use existing programs and 
resources to strengthen networking and in-
formation technology education and train-
ing, and increase participation in such fields, 
including by women and underrepresented 
minorities. 

‘‘(b) SOURCE OF FUNDING.— 
‘‘(1) IN GENERAL.—The functions under this 

section shall be supported by funds from 
each agency participating in the Program. 

‘‘(2) SPECIFICATIONS.—The portion of the 
total budget of the Office of Science and 
Technology Policy that is provided by each 
agency participating in the Program for each 
fiscal year shall be in the same proportion as 
each agency’s share of the total budget for 
the Program for the previous fiscal year, as 
specified in the database under section 
102(c). 

‘‘(c) DATABASE.— 
‘‘(1) IN GENERAL.—The Director of the Of-

fice of Science and Technology Policy shall 
develop and maintain a database of projects 
funded by each agency for the fiscal year for 
each Program Component Area. 

‘‘(2) PUBLIC ACCESSIBILITY.—The Director of 
the Office of Science and Technology Policy 
shall make the database accessible to the 
public. 

‘‘(3) DATABASE CONTENTS.—The database 
shall include, for each project in the data-
base— 

‘‘(A) a description of the project; 
‘‘(B) each agency, industry, institution of 

higher education, Federal laboratory, or 
international institution involved in the 
project; 

‘‘(C) the source funding of the project (set 
forth by agency); 

‘‘(D) the funding history of the project; and 
‘‘(E) whether the project has been com-

pleted.’’. 
SEC. 404. IMPROVING EDUCATION OF NET-

WORKING AND INFORMATION TECH-
NOLOGY, INCLUDING HIGH PER-
FORMANCE COMPUTING. 

Section 201(a) of the High-Performance 
Computing Act of 1991 (15 U.S.C. 5521(a)) is 
amended— 

(1) by redesignating paragraphs (2) through 
(4) as paragraphs (3) through (5), respec-
tively; and 

(2) by inserting after paragraph (1) the fol-
lowing: 

‘‘(2) the National Science Foundation shall 
use its existing programs, in collaboration 
with other agencies, as appropriate, to im-
prove the teaching and learning of net-
working and information technology at all 
levels of education and to increase participa-
tion in networking and information tech-
nology fields;’’. 
SEC. 405. CONFORMING AND TECHNICAL AMEND-

MENTS TO THE HIGH-PERFORM-
ANCE COMPUTING ACT OF 1991. 

(a) SECTION 3.—Section 3 of the High-Per-
formance Computing Act of 1991 (15 U.S.C. 
5502) is amended— 

(1) in the matter preceding paragraph (1), 
by striking ‘‘high-performance computing’’ 
and inserting ‘‘networking and information 
technology’’; 

(2) in paragraph (1)— 
(A) in the matter preceding subparagraph 

(A), by striking ‘‘high-performance com-
puting’’ and inserting ‘‘networking and in-
formation technology’’; 

(B) in subparagraphs (A), (F), and (G), by 
striking ‘‘high-performance computing’’ 
each place it appears and inserting ‘‘net-
working and information technology’’; and 

(C) in subparagraph (H), by striking ‘‘high- 
performance’’ and inserting ‘‘high-end’’; and 

(3) in paragraph (2)— 
(A) by striking ‘‘high-performance com-

puting and’’ and inserting ‘‘networking and 
information technology, and’’; and 

(B) by striking ‘‘high-performance com-
puting network’’ and inserting ‘‘networking 
and information technology’’. 

(b) TITLE HEADING.—The heading of title I 
of the High-Performance Computing Act of 
1991 (105 Stat. 1595) is amended by striking 
‘‘HIGH-PERFORMANCE COMPUTING’’ and 
inserting ‘‘NETWORKING AND INFORMA-
TION TECHNOLOGY’’. 

(c) SECTION 101.—Section 101 of the High- 
Performance Computing Act of 1991 (15 
U.S.C. 5511) is amended— 

(1) in the section heading, by striking 
‘‘HIGH-PERFORMANCE COMPUTING’’ and insert-
ing ‘‘NETWORKING AND INFORMATION TECH-
NOLOGY RESEARCH AND DEVELOPMENT’’; 

(2) in subsection (a)— 
(A) in the subsection heading, by striking 

‘‘NATIONAL HIGH-PERFORMANCE COMPUTING’’ 
and inserting ‘‘NETWORKING AND INFORMATION 
TECHNOLOGY RESEARCH AND DEVELOPMENT’’; 

(B) in paragraph (1)— 
(i) by striking ‘‘National High-Perform-

ance Computing Program’’ and inserting 
‘‘networking and information technology re-
search and development program’’; 

(ii) in subparagraph (A), by striking ‘‘high- 
performance computing, including net-
working’’ and inserting ‘‘networking and in-
formation technology’’; 

(iii) in subparagraphs (B) and (G), by strik-
ing ‘‘high-performance’’ each place it ap-
pears and inserting ‘‘high-end’’; and 

(iv) in subparagraph (C), by striking ‘‘high- 
performance computing and networking’’ 
and inserting ‘‘high-end computing, distrib-
uted, and networking’’; and 

(C) in paragraph (2)— 
(i) in subparagraphs (A) and (C)— 
(I) by striking ‘‘high-performance com-

puting’’ each place it appears and inserting 
‘‘networking and information technology’’; 
and 

(II) by striking ‘‘development, net-
working,’’ each place it appears and insert-
ing ‘‘development,’’; and 

(ii) in subparagraphs (G) and (H), as redes-
ignated by section 401(d) of this Act, by 
striking ‘‘high-performance’’ each place it 
appears and inserting ‘‘high-end’’; 

(3) in subsection (b)(1), in the matter pre-
ceding subparagraph (A), by striking ‘‘high- 
performance computing’’ each place it ap-
pears and inserting ‘‘networking and infor-
mation technology’’; and 

(4) in subsection (c)(1)(A), by striking 
‘‘high-performance computing’’ and insert-
ing ‘‘networking and information tech-
nology’’. 

(d) SECTION 201.—Section 201(a)(1) of the 
High-Performance Computing Act of 1991 (15 
U.S.C. 5521(a)(1)) is amended by striking 
‘‘high-performance computing and advanced 
high-speed computer networking’’ and in-
serting ‘‘networking and information tech-
nology research and development’’. 

(e) SECTION 202.—Section 202(a) of the High- 
Performance Computing Act of 1991 (15 
U.S.C. 5522(a)) is amended by striking ‘‘high- 
performance computing’’ and inserting ‘‘net-
working and information technology’’. 

(f) SECTION 203.—Section 203(a) of the High- 
Performance Computing Act of 1991 (15 
U.S.C. 5523(a)) is amended— 

(1) in paragraph (1), by striking ‘‘high-per-
formance computing and networking’’ and 
inserting ‘‘networking and information tech-
nology’’; and 

(2) in paragraph (2)(A), by striking ‘‘high- 
performance’’ and inserting ‘‘high-end’’. 

(g) SECTION 204.—Section 204 of the High- 
Performance Computing Act of 1991 (15 
U.S.C. 5524) is amended— 
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(1) in subsection (a)(1)— 
(A) in subparagraph (A), by striking ‘‘high- 

performance computing systems and net-
works’’ and inserting ‘‘networking and infor-
mation technology systems and capabili-
ties’’; 

(B) in subparagraph (B), by striking ‘‘inter-
operability of high-performance computing 
systems in networks and for common user 
interfaces to systems’’ and inserting ‘‘inter-
operability and usability of networking and 
information technology systems’’; and 

(C) in subparagraph (C), by striking ‘‘high- 
performance computing’’ and inserting ‘‘net-
working and information technology’’; and 

(2) in subsection (b)— 
(A) by striking ‘‘HIGH-PERFORMANCE COM-

PUTING AND NETWORK’’ in the heading and in-
serting ‘‘NETWORKING AND INFORMATION 
TECHNOLOGY’’; and 

(B) by striking ‘‘sensitive’’. 
(h) SECTION 205.—Section 205(a) of the 

High-Performance Computing Act of 1991 (15 
U.S.C. 5525(a)) is amended by striking ‘‘com-
putational’’ and inserting ‘‘networking and 
information technology’’. 

(i) SECTION 206.—Section 206(a) of the High- 
Performance Computing Act of 1991 (15 
U.S.C. 5526(a)) is amended by striking ‘‘com-
putational research’’ and inserting ‘‘net-
working and information technology re-
search’’. 

(j) SECTION 207.—Section 207 of the High- 
Performance Computing Act of 1991 (15 
U.S.C. 5527) is amended by striking ‘‘high- 
performance computing’’ and inserting ‘‘net-
working and information technology’’. 

(k) SECTION 208.—Section 208 of the High- 
Performance Computing Act of 1991 (15 
U.S.C. 5528) is amended— 

(1) in the section heading, by striking 
‘‘HIGH-PERFORMANCE COMPUTING’’ and 
inserting ‘‘NETWORKING AND INFORMA-
TION TECHNOLOGY’’; and 

(2) in subsection (a)— 
(A) in paragraph (1), by striking ‘‘High-per-

formance computing and associated’’ and in-
serting ‘‘Networking and information’’; 

(B) in paragraph (2), by striking ‘‘high-per-
formance computing’’ and inserting ‘‘net-
working and information technologies’’; 

(C) in paragraph (3), by striking ‘‘high-per-
formance’’ and inserting ‘‘high-end’’; 

(D) in paragraph (4), by striking ‘‘high-per-
formance computers and associated’’ and in-
serting ‘‘networking and information’’; and 

(E) in paragraph (5), by striking ‘‘high-per-
formance computing and associated’’ and in-
serting ‘‘networking and information’’. 
SEC. 406. FEDERAL CYBER SCHOLARSHIP-FOR- 

SERVICE PROGRAM. 
(a) IN GENERAL.—The Director of the Na-

tional Science Foundation, in coordination 
with the Secretary of Homeland Security, 
shall carry out a Federal cyber scholarship- 
for-service program to recruit and train the 
next generation of information technology 
professionals and security managers to meet 
the needs of the cybersecurity mission for 
the Federal government. 

(b) PROGRAM DESCRIPTION AND COMPO-
NENTS.—The program shall— 

(1) annually assess the workforce needs of 
the Federal government for cybersecurity 
professionals, including network engineers, 
software engineers, and other experts in 
order to determine how many scholarships 
should be awarded annually to ensure that 
the workforce needs following graduation 
match the number of scholarships awarded; 

(2) provide scholarships for up to 1,000 stu-
dents per year in their pursuit of under-
graduate or graduate degrees in the cyberse-
curity field, in an amount that may include 
coverage for full tuition, fees, and a stipend; 

(3) require each scholarship recipient, as a 
condition of receiving a scholarship under 
the program, to serve in a Federal informa-

tion technology workforce for a period equal 
to one and one-half times each year, or par-
tial year, of scholarship received, in addition 
to an internship in the cybersecurity field, if 
applicable, following graduation; 

(4) provide a procedure for the National 
Science Foundation or a Federal agency, 
consistent with regulations of the Office of 
Personnel Management, to request and fund 
a security clearance for a scholarship recipi-
ent, including providing for clearance during 
a summer internship and upon graduation; 
and 

(5) provide opportunities for students to re-
ceive temporary appointments for meaning-
ful employment in the Federal information 
technology workforce during school vacation 
periods and for internships. 

(c) HIRING AUTHORITY.— 
(1) IN GENERAL.—For purposes of any law or 

regulation governing the appointment of an 
individual in the Federal civil service, upon 
the successful completion of the student’s 
studies, a student receiving a scholarship 
under the program may— 

(A) be hired under section 213.3102(r) of 
title 5, Code of Federal Regulations; and 

(B) be exempt from competitive service. 
(2) COMPETITIVE SERVICE.—Upon satisfac-

tory fulfillment of the service term under 
paragraph (1), an individual may be con-
verted to a competitive service position 
without competition if the individual meets 
the requirements for that position. 

(d) ELIGIBILITY.—The eligibility require-
ments for a scholarship under this section 
shall include that a scholarship applicant— 

(1) be a citizen of the United States; 
(2) be eligible to be granted a security 

clearance; 
(3) maintain a grade point average of 3.2 or 

above on a 4.0 scale for undergraduate study 
or a 3.5 or above on a 4.0 scale for post-
graduate study; 

(4) demonstrate a commitment to a career 
in improving the security of the information 
infrastructure; and 

(5) has demonstrated a level of proficiency 
in math or computer sciences. 

(e) FAILURE TO COMPLETE SERVICE OBLIGA-
TION.— 

(1) IN GENERAL.—A scholarship recipient 
under this section shall be liable to the 
United States under paragraph (2) if the 
scholarship recipient— 

(A) fails to maintain an acceptable level of 
academic standing in the educational insti-
tution in which the individual is enrolled, as 
determined by the Director; 

(B) is dismissed from such educational in-
stitution for disciplinary reasons; 

(C) withdraws from the program for which 
the award was made before the completion of 
such program; 

(D) declares that the individual does not 
intend to fulfill the service obligation under 
this section; 

(E) fails to fulfill the service obligation of 
the individual under this section; or 

(F) loses a security clearance or becomes 
ineligible for a security clearance. 

(2) REPAYMENT AMOUNTS.— 
(A) LESS THAN 1 YEAR OF SERVICE.—If a cir-

cumstance under paragraph (1) occurs before 
the completion of 1 year of a service obliga-
tion under this section, the total amount of 
awards received by the individual under this 
section shall be repaid. 

(B) ONE OR MORE YEARS OF SERVICE.—If a 
circumstance described in subparagraph (D) 
or (E) of paragraph (1) occurs after the com-
pletion of 1 year of a service obligation under 
this section, the total amount of scholarship 
awards received by the individual under this 
section, reduced by the ratio of the number 
of years of service completed divided by the 
number of years of service required, shall be 
repaid. 

(f) EVALUATION AND REPORT.—The Director 
of the National Science Foundation shall— 

(1) evaluate the success of recruiting indi-
viduals for scholarships under this section 
and of hiring and retaining those individuals 
in the public sector workforce, including the 
annual cost and an assessment of how the 
program actually improves the Federal 
workforce; and 

(2) periodically report the findings under 
paragraph (1) to Congress. 

(g) AUTHORIZATION OF APPROPRIATIONS.— 
From amounts made available under section 
503 of the America COMPETES Reauthoriza-
tion Act of 2010 (124 Stat. 4005), the Secretary 
may use funds to carry out the requirements 
of this section for fiscal years 2012 through 
2013. 
SEC. 407. STUDY AND ANALYSIS OF CERTIFI-

CATION AND TRAINING OF INFOR-
MATION INFRASTRUCTURE PROFES-
SIONALS. 

(a) STUDY.—The President shall enter into 
an agreement with the National Academies 
to conduct a comprehensive study of govern-
ment, academic, and private-sector accredi-
tation, training, and certification programs 
for personnel working in information infra-
structure. The agreement shall require the 
National Academies to consult with sector 
coordinating councils and relevant govern-
mental agencies, regulatory entities, and 
nongovernmental organizations in the course 
of the study. 

(b) SCOPE.—The study shall include— 
(1) an evaluation of the body of knowledge 

and various skills that specific categories of 
personnel working in information infrastruc-
ture should possess in order to secure infor-
mation systems; 

(2) an assessment of whether existing gov-
ernment, academic, and private-sector ac-
creditation, training, and certification pro-
grams provide the body of knowledge and 
various skills described in paragraph (1); 

(3) an analysis of any barriers to the Fed-
eral Government recruiting and hiring cy-
bersecurity talent, including barriers relat-
ing to compensation, the hiring process, job 
classification, and hiring flexibility; and 

(4) an analysis of the sources and avail-
ability of cybersecurity talent, a comparison 
of the skills and expertise sought by the Fed-
eral Government and the private sector, an 
examination of the current and future capac-
ity of United States institutions of higher 
education, including community colleges, to 
provide current and future cybersecurity 
professionals, through education and train-
ing activities, with those skills sought by 
the Federal Government, State and local en-
tities, and the private sector. 

(c) REPORT.—Not later than 1 year after 
the date of enactment of this Act, the Na-
tional Academies shall submit to the Presi-
dent and Congress a report on the results of 
the study. The report shall include— 

(1) findings regarding the state of informa-
tion infrastructure accreditation, training, 
and certification programs, including spe-
cific areas of deficiency and demonstrable 
progress; and 

(2) recommendations for the improvement 
of information infrastructure accreditation, 
training, and certification programs. 
SEC. 408. INTERNATIONAL CYBERSECURITY 

TECHNICAL STANDARDS. 
(a) IN GENERAL.—The Director of the Na-

tional Institute of Standards and Tech-
nology, in coordination with appropriate 
Federal authorities, shall— 

(1) as appropriate, ensure coordination of 
Federal agencies engaged in the development 
of international technical standards related 
to information system security; and 

(2) not later than 1 year after the date of 
enactment of this Act, develop and transmit 
to Congress a plan for ensuring such Federal 
agency coordination. 
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(b) CONSULTATION WITH THE PRIVATE SEC-

TOR.—In carrying out the activities under 
subsection (a)(1), the Director shall ensure 
consultation with appropriate private sector 
stakeholders. 
SEC. 409. IDENTITY MANAGEMENT RESEARCH 

AND DEVELOPMENT. 
The Director of the National Institute of 

Standards and Technology shall continue a 
program to support the development of tech-
nical standards, metrology, testbeds, and 
conformance criteria, taking into account 
appropriate user concerns— 

(1) to improve interoperability among 
identity management technologies; 

(2) to strengthen authentication methods 
of identity management systems; 

(3) to improve privacy protection in iden-
tity management systems, including health 
information technology systems, through 
authentication and security protocols; and 

(4) to improve the usability of identity 
management systems. 
SEC. 410. FEDERAL CYBERSECURITY RESEARCH 

AND DEVELOPMENT. 
(a) NATIONAL SCIENCE FOUNDATION COM-

PUTER AND NETWORK SECURITY RESEARCH 
GRANT AREAS.—Section 4(a)(1) of the Cyber 
Security Research and Development Act (15 
U.S.C. 7403(a)(1)) is amended— 

(1) in subparagraph (H), by striking ‘‘and’’ 
after the semicolon; 

(2) in subparagraph (I), by striking ‘‘prop-
erty.’’ and inserting ‘‘property;’’; and 

(3) by adding at the end the following: 
‘‘(J) secure fundamental protocols that are 

at the heart of inter-network communica-
tions and data exchange; 

‘‘(K) system security that addresses the 
building of secure systems from trusted and 
untrusted components; 

‘‘(L) monitoring and detection; and 
‘‘(M) resiliency and rapid recovery meth-

ods.’’. 
(b) NATIONAL SCIENCE FOUNDATION COM-

PUTER AND NETWORK SECURITY GRANTS.—Sec-
tion 4(a)(3) of the Cyber Security Research 
and Development Act (15 U.S.C. 7403(a)(3)) is 
amended— 

(1) in subparagraph (D), by striking ‘‘and’’; 
(2) in subparagraph (E), by striking ‘‘2007.’’ 

and inserting ‘‘2007;’’; and 
(3) by adding at the end the following: 
‘‘(F) such funds from amounts made avail-

able under section 503 of the America COM-
PETES Reauthorization Act of 2010 (124 Stat. 
4005), as the Secretary finds necessary to 
carry out the requirements of this sub-
section for fiscal years 2012 through 2013.’’. 

(c) COMPUTER AND NETWORK SECURITY CEN-
TERS.—Section 4(b)(7) of the Cyber Security 
Research and Development Act (15 U.S.C. 
7403(b)(7)) is amended— 

(1) in subparagraph (D), by striking ‘‘and’’; 
(2) in subparagraph (E), by striking ‘‘2007.’’ 

and inserting ‘‘2007;’’; and 
(3) by adding at the end the following: 
‘‘(F) such funds from amounts made avail-

able under section 503 of the America COM-
PETES Reauthorization Act of 2010 (124 Stat. 
4005), as the Secretary finds necessary to 
carry out the requirements of this sub-
section for fiscal years 2012 through 2013.’’. 

(d) COMPUTER AND NETWORK SECURITY CA-
PACITY BUILDING GRANTS.—Section 5(a)(6) of 
the Cyber Security Research and Develop-
ment Act (15 U.S.C. 7404(a)(6)) is amended— 

(1) in subparagraph (D), by striking ‘‘and’’; 
(2) in subparagraph (E), by striking ‘‘2007.’’ 

and inserting ‘‘2007;’’; and 
(3) by adding at the end the following: 
‘‘(F) such funds from amounts made avail-

able under section 503 of the America COM-
PETES Reauthorization Act of 2010 (124 Stat. 
4005), as the Secretary finds necessary to 
carry out the requirements of this sub-
section for fiscal years 2012 through 2013.’’. 

(e) SCIENTIFIC AND ADVANCED TECHNOLOGY 
ACT GRANTS.—Section 5(b)(2) of the Cyber 
Security Research and Development Act (15 
U.S.C. 7404(b)(2)) is amended— 

(1) in subparagraph (D), by striking ‘‘and’’; 
(2) in subparagraph (E), by striking ‘‘2007.’’ 

and inserting ‘‘2007;’’; and 
(3) by adding at the end the following: 
‘‘(F) such funds from amounts made avail-

able under section 503 of the America COM-
PETES Reauthorization Act of 2010 (124 Stat. 
4005), as the Secretary finds necessary to 
carry out the requirements of this sub-
section for fiscal years 2012 through 2013.’’. 

(f) GRADUATE TRAINEESHIPS IN COMPUTER 
AND NETWORK SECURITY RESEARCH.—Section 
5(c)(7) of the Cyber Security Research and 
Development Act (15 U.S.C. 7404(c)(7)) is 
amended— 

(1) in subparagraph (D), by striking ‘‘and’’; 
(2) in subparagraph (E), by striking ‘‘2007.’’ 

and inserting ‘‘2007;’’; and 
(3) by adding at the end the following: 
‘‘(F) such funds from amounts made avail-

able under section 503 of the America COM-
PETES Reauthorization Act of 2010 (124 Stat. 
4005), as the Secretary finds necessary to 
carry out the requirements of this sub-
section for fiscal years 2012 through 2013.’’. 

SA 2582. Mrs. HUTCHISON (for her-
self, Mr. MCCAIN, Mr. CHAMBLISS, Mr. 
GRASSLEY, Ms. MURKOWSKI, Mr. COATS, 
Mr. BURR, and Mr. JOHNSON of Wis-
consin) submitted an amendment in-
tended to be proposed by her to the bill 
S. 3414, to enhance the security and re-
siliency of the cyber and communica-
tions infrastructure of the United 
States; which was ordered to lie on the 
table; as follows: 

Beginning on page 1, strike line 3 and all 
that follows through page 211, line 6 and in-
sert the following: 
SECTION 1. SHORT TITLE; TABLE OF CONTENTS. 

(a) SHORT TITLE.—This Act may be cited as 
the ‘‘Strengthening and Enhancing Cyberse-
curity by Using Research, Education, Infor-
mation, and Technology Act of 2012’’ or ‘‘SE-
CURE IT’’. 

(b) TABLE OF CONTENTS.—The table of con-
tents of this Act is as follows: 
Sec. 1. Short title; table of contents. 

TITLE I—FACILITATING SHARING OF 
CYBER THREAT INFORMATION 

Sec. 101. Definitions. 
Sec. 102. Authorization to share cyber 

threat information. 
Sec. 103. Information sharing by the Federal 

government. 
Sec. 104. Construction. 
Sec. 105. Report on implementation. 
Sec. 106. Inspector General review. 
Sec. 107. Technical amendments. 
Sec. 108. Access to classified information. 

TITLE II—COORDINATION OF FEDERAL 
INFORMATION SECURITY POLICY 

Sec. 201. Coordination of Federal informa-
tion security policy. 

Sec. 202. Management of information tech-
nology. 

Sec. 203. No new funding. 
Sec. 204. Technical and conforming amend-

ments. 
Sec. 205. Clarification of authorities. 

TITLE III—CRIMINAL PENALTIES 
Sec. 301. Penalties for fraud and related ac-

tivity in connection with com-
puters. 

Sec. 302. Trafficking in passwords. 
Sec. 303. Conspiracy and attempted com-

puter fraud offenses. 
Sec. 304. Criminal and civil forfeiture for 

fraud and related activity in 
connection with computers. 

Sec. 305. Damage to critical infrastructure 
computers. 

Sec. 306. Limitation on actions involving 
unauthorized use. 

Sec. 307. No new funding. 
TITLE IV—CYBERSECURITY RESEARCH 

AND DEVELOPMENT 
Sec. 401. National High-Performance Com-

puting Program planning and 
coordination. 

Sec. 402. Research in areas of national im-
portance. 

Sec. 403. Program improvements. 
Sec. 404. Improving education of networking 

and information technology, in-
cluding high performance com-
puting. 

Sec. 405. Conforming and technical amend-
ments to the High-Performance 
Computing Act of 1991. 

Sec. 406. Federal cyber scholarship-for-serv-
ice program. 

Sec. 407. Study and analysis of certification 
and training of information in-
frastructure professionals. 

Sec. 408. International cybersecurity tech-
nical standards. 

Sec. 409. Identity management research and 
development. 

Sec. 410. Federal cybersecurity research and 
development. 

TITLE I—FACILITATING SHARING OF 
CYBER THREAT INFORMATION 

SEC. 101. DEFINITIONS. 
In this title: 
(1) AGENCY.—The term ‘‘agency’’ has the 

meaning given the term in section 3502 of 
title 44, United States Code. 

(2) ANTITRUST LAWS.—The term ‘‘antitrust 
laws’’— 

(A) has the meaning given the term in sec-
tion 1(a) of the Clayton Act (15 U.S.C. 12(a)); 

(B) includes section 5 of the Federal Trade 
Commission Act (15 U.S.C. 45) to the extent 
that section 5 of that Act applies to unfair 
methods of competition; and 

(C) includes any State law that has the 
same intent and effect as the laws under sub-
paragraphs (A) and (B). 

(3) COUNTERMEASURE.—The term ‘‘counter-
measure’’ means an automated or a manual 
action with defensive intent to mitigate 
cyber threats. 

(4) CYBER THREAT INFORMATION.—The term 
‘‘cyber threat information’’ means informa-
tion that indicates or describes— 

(A) a technical or operation vulnerability 
or a cyber threat mitigation measure; 

(B) an action or operation to mitigate a 
cyber threat; 

(C) malicious reconnaissance, including 
anomalous patterns of network activity that 
appear to be transmitted for the purpose of 
gathering technical information related to a 
cybersecurity threat; 

(D) a method of defeating a technical con-
trol; 

(E) a method of defeating an operational 
control; 

(F) network activity or protocols known to 
be associated with a malicious cyber actor or 
that signify malicious cyber intent; 

(G) a method of causing a user with legiti-
mate access to an information system or in-
formation that is stored on, processed by, or 
transiting an information system to inad-
vertently enable the defeat of a technical or 
operational control; 

(H) any other attribute of a cybersecurity 
threat or cyber defense information that 
would foster situational awareness of the 
United States cybersecurity posture, if dis-
closure of such attribute or information is 
not otherwise prohibited by law; 

(I) the actual or potential harm caused by 
a cyber incident, including information 
exfiltrated when it is necessary in order to 
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identify or describe a cybersecurity threat; 
or 

(J) any combination of subparagraphs (A) 
through (I). 

(5) CYBERSECURITY CENTER.—The term ‘‘cy-
bersecurity center’’ means the Department 
of Defense Cyber Crime Center, the Intel-
ligence Community Incident Response Cen-
ter, the United States Cyber Command Joint 
Operations Center, the National Cyber Inves-
tigative Joint Task Force, the National Se-
curity Agency/Central Security Service 
Threat Operations Center, the National Cy-
bersecurity and Communications Integration 
Center, and any successor center. 

(6) CYBERSECURITY SYSTEM.—The term ‘‘cy-
bersecurity system’’ means a system de-
signed or employed to ensure the integrity, 
confidentiality, or availability of, or to safe-
guard, a system or network, including meas-
ures intended to protect a system or network 
from— 

(A) efforts to degrade, disrupt, or destroy 
such system or network; or 

(B) theft or misappropriations of private or 
government information, intellectual prop-
erty, or personally identifiable information. 

(7) ENTITY.— 
(A) IN GENERAL.—The term ‘‘entity’’ means 

any private entity, non-Federal government 
agency or department, or State, tribal, or 
local government agency or department (in-
cluding an officer, employee, or agent there-
of). 

(B) INCLUSIONS.—The term ‘‘entity’’ in-
cludes a government agency or department 
(including an officer, employee, or agent 
thereof) of the District of Columbia, the 
Commonwealth of Puerto Rico, the Virgin 
Islands, Guam, American Samoa, the North-
ern Mariana Islands, and any other territory 
or possession of the United States. 

(8) FEDERAL INFORMATION SYSTEM.—The 
term ‘‘Federal information system’’ means 
an information system of a Federal depart-
ment or agency used or operated by an exec-
utive agency, by a contractor of an executive 
agency, or by another organization on behalf 
of an executive agency. 

(9) INFORMATION SECURITY.—The term ‘‘in-
formation security’’ means protecting infor-
mation and information systems from dis-
ruption or unauthorized access, use, disclo-
sure, modification, or destruction in order to 
provide— 

(A) integrity, by guarding against im-
proper information modification or destruc-
tion, including by ensuring information non-
repudiation and authenticity; 

(B) confidentiality, by preserving author-
ized restrictions on access and disclosure, in-
cluding means for protecting personal pri-
vacy and proprietary information; or 

(C) availability, by ensuring timely and re-
liable access to and use of information. 

(10) INFORMATION SYSTEM.—The term ‘‘in-
formation system’’ has the meaning given 
the term in section 3502 of title 44, United 
States Code. 

(11) LOCAL GOVERNMENT.—The term ‘‘local 
government’’ means any borough, city, coun-
ty, parish, town, township, village, or other 
general purpose political subdivision of a 
State. 

(12) MALICIOUS RECONNAISSANCE.—The term 
‘‘malicious reconnaissance’’ means a method 
for actively probing or passively monitoring 
an information system for the purpose of dis-
cerning technical vulnerabilities of the in-
formation system, if such method is associ-
ated with a known or suspected cybersecu-
rity threat. 

(13) OPERATIONAL CONTROL.—The term 
‘‘operational control’’ means a security con-
trol for an information system that pri-
marily is implemented and executed by peo-
ple. 

(14) OPERATIONAL VULNERABILITY.—The 
term ‘‘operational vulnerability’’ means any 
attribute of policy, process, or procedure 
that could enable or facilitate the defeat of 
an operational control. 

(15) PRIVATE ENTITY.—The term ‘‘private 
entity’’ means any individual or any private 
group, organization, or corporation, includ-
ing an officer, employee, or agent thereof. 

(16) SIGNIFICANT CYBER INCIDENT.—The 
term ‘‘significant cyber incident’’ means a 
cyber incident resulting in, or an attempted 
cyber incident that, if successful, would have 
resulted in— 

(A) the exfiltration from a Federal infor-
mation system of data that is essential to 
the operation of the Federal information sys-
tem; or 

(B) an incident in which an operational or 
technical control essential to the security or 
operation of a Federal information system 
was defeated. 

(17) TECHNICAL CONTROL.—The term ‘‘tech-
nical control’’ means a hardware or software 
restriction on, or audit of, access or use of an 
information system or information that is 
stored on, processed by, or transiting an in-
formation system that is intended to ensure 
the confidentiality, integrity, or availability 
of that system. 

(18) TECHNICAL VULNERABILITY.—The term 
‘‘technical vulnerability’’ means any at-
tribute of hardware or software that could 
enable or facilitate the defeat of a technical 
control. 

(19) TRIBAL.—The term ‘‘tribal’’ has the 
meaning given the term ‘‘Indian tribe’’ in 
section 4 of the Indian Self-Determination 
and Education Assistance Act (25 U.S.C. 
450b). 
SEC. 102. AUTHORIZATION TO SHARE CYBER 

THREAT INFORMATION. 
(a) VOLUNTARY DISCLOSURE.— 
(1) PRIVATE ENTITIES.—Notwithstanding 

any other provision of law, a private entity 
may, for the purpose of preventing, inves-
tigating, or otherwise mitigating threats to 
information security, on its own networks, 
or as authorized by another entity, on such 
entity’s networks, employ countermeasures 
and use cybersecurity systems in order to 
obtain, identify, or otherwise possess cyber 
threat information. 

(2) ENTITIES.—Notwithstanding any other 
provision of law, an entity may disclose 
cyber threat information to— 

(A) a cybersecurity center; or 
(B) any other entity in order to assist with 

preventing, investigating, or otherwise miti-
gating threats to information security. 

(3) INFORMATION SECURITY PROVIDERS.—If 
the cyber threat information described in 
paragraph (1) is obtained, identified, or oth-
erwise possessed in the course of providing 
information security products or services 
under contract to another entity, that entity 
shall be given, at any time prior to disclo-
sure of such information, a reasonable oppor-
tunity to authorize or prevent such disclo-
sure, to request anonymization of such infor-
mation, or to request that reasonable efforts 
be made to safeguard such information that 
identifies specific persons from unauthorized 
access or disclosure. 

(b) SIGNIFICANT CYBER INCIDENTS INVOLVING 
FEDERAL INFORMATION SYSTEMS.— 

(1) IN GENERAL.—An entity providing elec-
tronic communication services, remote com-
puting services, or information security 
services to a Federal department or agency 
shall inform the Federal department or agen-
cy of a significant cyber incident involving 
the Federal information system of that Fed-
eral department or agency that— 

(A) is directly known to the entity as a re-
sult of providing such services; 

(B) is directly related to the provision of 
such services by the entity; and 

(C) as determined by the entity, has im-
peded or will impede the performance of a 
critical mission of the Federal department 
or agency. 

(2) ADVANCE COORDINATION.—A Federal de-
partment or agency receiving the services 
described in paragraph (1) shall coordinate in 
advance with an entity described in para-
graph (1) to develop the parameters of any 
information that may be provided under 
paragraph (1), including clarification of the 
type of significant cyber incident that will 
impede the performance of a critical mission 
of the Federal department or agency. 

(3) REPORT.—A Federal department or 
agency shall report information provided 
under this subsection to a cybersecurity cen-
ter. 

(4) CONSTRUCTION.—Any information pro-
vided to a cybersecurity center under para-
graph (3) shall be treated in the same man-
ner as information provided to a cybersecu-
rity center under subsection (a). 

(c) INFORMATION SHARED WITH OR PROVIDED 
TO A CYBERSECURITY CENTER.—Cyber threat 
information provided to a cybersecurity cen-
ter under this section— 

(1) may be disclosed to, retained by, and 
used by, consistent with otherwise applicable 
Federal law, any Federal agency or depart-
ment, component, officer, employee, or 
agent of the Federal government for a cyber-
security purpose, a national security pur-
pose, or in order to prevent, investigate, or 
prosecute any of the offenses listed in sec-
tion 2516 of title 18, United States Code, and 
such information shall not be disclosed to, 
retained by, or used by any Federal agency 
or department for any use not permitted 
under this paragraph; 

(2) may, with the prior written consent of 
the entity submitting such information, be 
disclosed to and used by a State, tribal, or 
local government or government agency for 
the purpose of protecting information sys-
tems, or in furtherance of preventing, inves-
tigating, or prosecuting a criminal act, ex-
cept that if the need for immediate disclo-
sure prevents obtaining written consent, 
such consent may be provided orally with 
subsequent documentation of such consent; 

(3) shall be considered the commercial, fi-
nancial, or proprietary information of the 
entity providing such information to the 
Federal government and any disclosure out-
side the Federal government may only be 
made upon the prior written consent by such 
entity and shall not constitute a waiver of 
any applicable privilege or protection pro-
vided by law, except that if the need for im-
mediate disclosure prevents obtaining writ-
ten consent, such consent may be provided 
orally with subsequent documentation of 
such consent; 

(4) shall be deemed voluntarily shared in-
formation and exempt from disclosure under 
section 552 of title 5, United States Code, and 
any State, tribal, or local law requiring dis-
closure of information or records; 

(5) shall be, without discretion, withheld 
from the public under section 552(b)(3)(B) of 
title 5, United States Code, and any State, 
tribal, or local law requiring disclosure of in-
formation or records; 

(6) shall not be subject to the rules of any 
Federal agency or department or any judi-
cial doctrine regarding ex parte communica-
tions with a decision-making official; 

(7) shall not, if subsequently provided to a 
State, tribal, or local government or govern-
ment agency, otherwise be disclosed or dis-
tributed to any entity by such State, tribal, 
or local government or government agency 
without the prior written consent of the en-
tity submitting such information, notwith-
standing any State, tribal, or local law re-
quiring disclosure of information or records, 
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except that if the need for immediate disclo-
sure prevents obtaining written consent, 
such consent may be provided orally with 
subsequent documentation of such consent; 
and 

(8) shall not be directly used by any Fed-
eral, State, tribal, or local department or 
agency to regulate the lawful activities of an 
entity, including activities relating to ob-
taining, identifying, or otherwise possessing 
cyber threat information, except that the 
procedures required to be developed and im-
plemented under this title shall not be con-
sidered regulations within the meaning of 
this paragraph. 

(d) PROCEDURES RELATING TO INFORMATION 
SHARING WITH A CYBERSECURITY CENTER.— 
Not later than 60 days after the date of en-
actment of this Act, the heads of each de-
partment or agency containing a cybersecu-
rity center shall jointly develop, promul-
gate, and submit to Congress procedures to 
ensure that cyber threat information shared 
with or provided to— 

(1) a cybersecurity center under this sec-
tion— 

(A) may be submitted to a cybersecurity 
center by an entity, to the greatest extent 
possible, through a uniform, publicly avail-
able process or format that is easily acces-
sible on the website of such cybersecurity 
center, and that includes the ability to pro-
vide relevant details about the cyber threat 
information and written consent to any sub-
sequent disclosures authorized by this para-
graph; 

(B) shall immediately be further shared 
with each cybersecurity center in order to 
prevent, investigate, or otherwise mitigate 
threats to information security across the 
Federal government; 

(C) is handled by the Federal government 
in a reasonable manner, including consider-
ation of the need to protect the privacy and 
civil liberties of individuals through 
anonymization or other appropriate meth-
ods, while fully accomplishing the objectives 
of this title, and the Federal government 
may undertake efforts consistent with this 
subparagraph to limit the impact on privacy 
and civil liberties of the sharing of cyber 
threat information with the Federal govern-
ment; and 

(D) except as provided in this section, shall 
only be used, disclosed, or handled in accord-
ance with the provisions of subsection (c); 
and 

(2) a Federal agency or department under 
subsection (b) is provided immediately to a 
cybersecurity center in order to prevent, in-
vestigate, or otherwise mitigate threats to 
information security across the Federal gov-
ernment. 

(e) INFORMATION SHARED BETWEEN ENTI-
TIES.— 

(1) IN GENERAL.—An entity sharing cyber 
threat information with another entity 
under this title may restrict the use or shar-
ing of such information by such other entity. 

(2) FURTHER SHARING.—Cyber threat infor-
mation shared by any entity with another 
entity under this title— 

(A) shall only be further shared in accord-
ance with any restrictions placed on the 
sharing of such information by the entity 
authorizing such sharing, such as appro-
priate anonymization of such information; 
and 

(B) may not be used by any entity to gain 
an unfair competitive advantage to the det-
riment of the entity authorizing the sharing 
of such information, except that the conduct 
described in paragraph (3) shall not con-
stitute unfair competitive conduct. 

(3) INFORMATION SHARED WITH STATE, TRIB-
AL, OR LOCAL GOVERNMENT OR GOVERNMENT 
AGENCY.—Cyber threat information shared 

with a State, tribal, or local government or 
government agency under this title— 

(A) may, with the prior written consent of 
the entity sharing such information, be dis-
closed to and used by a State, tribal, or local 
government or government agency for the 
purpose of protecting information systems, 
or in furtherance of preventing, inves-
tigating, or prosecuting a criminal act, ex-
cept if the need for immediate disclosure 
prevents obtaining written consent, consent 
may be provided orally with subsequent doc-
umentation of the consent; 

(B) shall be deemed voluntarily shared in-
formation and exempt from disclosure under 
any State, tribal, or local law requiring dis-
closure of information or records; 

(C) shall not be disclosed or distributed to 
any entity by the State, tribal, or local gov-
ernment or government agency without the 
prior written consent of the entity submit-
ting such information, notwithstanding any 
State, tribal, or local law requiring disclo-
sure of information or records, except if the 
need for immediate disclosure prevents ob-
taining written consent, consent may be pro-
vided orally with subsequent documentation 
of the consent; and 

(D) shall not be directly used by any State, 
tribal, or local department or agency to reg-
ulate the lawful activities of an entity, in-
cluding activities relating to obtaining, 
identifying, or otherwise possessing cyber 
threat information, except that the proce-
dures required to be developed and imple-
mented under this title shall not be consid-
ered regulations within the meaning of this 
subparagraph. 

(4) ANTITRUST EXEMPTION.—The exchange 
or provision of cyber threat information or 
assistance between 2 or more private entities 
under this title shall not be considered a vio-
lation of any provision of antitrust laws if 
exchanged or provided in order to assist 
with— 

(A) facilitating the prevention, investiga-
tion, or mitigation of threats to information 
security; or 

(B) communicating or disclosing of cyber 
threat information to help prevent, inves-
tigate or otherwise mitigate the effects of a 
threat to information security. 

(5) NO RIGHT OR BENEFIT.—The provision of 
cyber threat information to an entity under 
this section shall not create a right or a ben-
efit to similar information by such entity or 
any other entity. 

(f) FEDERAL PREEMPTION.— 
(1) IN GENERAL.—This section supersedes 

any statute or other law of a State or polit-
ical subdivision of a State that restricts or 
otherwise expressly regulates an activity au-
thorized under this section. 

(2) STATE LAW ENFORCEMENT.—Nothing in 
this section shall be construed to supersede 
any statute or other law of a State or polit-
ical subdivision of a State concerning the 
use of authorized law enforcement tech-
niques. 

(3) PUBLIC DISCLOSURE.—No information 
shared with or provided to a State, tribal, or 
local government or government agency pur-
suant to this section shall be made publicly 
available pursuant to any State, tribal, or 
local law requiring disclosure of information 
or records. 

(g) CIVIL AND CRIMINAL LIABILITY.— 
(1) GENERAL PROTECTIONS.— 
(A) PRIVATE ENTITIES.—No cause of action 

shall lie or be maintained in any court 
against any private entity for— 

(i) the use of countermeasures and cyberse-
curity systems as authorized by this title; 

(ii) the use, receipt, or disclosure of any 
cyber threat information as authorized by 
this title; or 

(iii) the subsequent actions or inactions of 
any lawful recipient of cyber threat informa-
tion provided by such private entity. 

(B) ENTITIES.—No cause of action shall lie 
or be maintained in any court against any 
entity for— 

(i) the use, receipt, or disclosure of any 
cyber threat information as authorized by 
this title; or 

(ii) the subsequent actions or inactions of 
any lawful recipient of cyber threat informa-
tion provided by such entity. 

(2) CONSTRUCTION.—Nothing in this sub-
section shall be construed as creating any 
immunity against, or otherwise affecting, 
any action brought by the Federal govern-
ment, or any agency or department thereof, 
to enforce any law, executive order, or proce-
dure governing the appropriate handling, dis-
closure, and use of classified information. 

(h) OTHERWISE LAWFUL DISCLOSURES.— 
Nothing in this section shall be construed to 
limit or prohibit otherwise lawful disclo-
sures of communications, records, or other 
information by a private entity to any other 
governmental or private entity not covered 
under this section. 

(i) WHISTLEBLOWER PROTECTION.—Nothing 
in this Act shall be construed to preempt or 
preclude any employee from exercising 
rights currently provided under any whistle-
blower law, rule, or regulation. 

(j) RELATIONSHIP TO OTHER LAWS.—The 
submission of cyber threat information 
under this section to a cybersecurity center 
shall not affect any requirement under any 
other provision of law for an entity to pro-
vide information to the Federal government. 
SEC. 103. INFORMATION SHARING BY THE FED-

ERAL GOVERNMENT. 
(a) CLASSIFIED INFORMATION.— 
(1) PROCEDURES.—Consistent with the pro-

tection of intelligence sources and methods, 
and as otherwise determined appropriate, the 
Director of National Intelligence and the 
Secretary of Defense, in consultation with 
the heads of the appropriate Federal depart-
ments or agencies, shall develop and promul-
gate procedures to facilitate and promote— 

(A) the immediate sharing, through the cy-
bersecurity centers, of classified cyber 
threat information in the possession of the 
Federal government with appropriately 
cleared representatives of any appropriate 
entity; and 

(B) the declassification and immediate 
sharing, through the cybersecurity centers, 
with any entity or, if appropriate, public 
availability of cyber threat information in 
the possession of the Federal government; 

(2) HANDLING OF CLASSIFIED INFORMATION.— 
The procedures developed under paragraph 
(1) shall ensure that each entity receiving 
classified cyber threat information pursuant 
to this section has acknowledged in writing 
the ongoing obligation to comply with all 
laws, executive orders, and procedures con-
cerning the appropriate handling, disclosure, 
or use of classified information. 

(b) UNCLASSIFIED CYBER THREAT INFORMA-
TION.—The heads of each department or 
agency containing a cybersecurity center 
shall jointly develop and promulgate proce-
dures that ensure that, consistent with the 
provisions of this section, unclassified, in-
cluding controlled unclassified, cyber threat 
information in the possession of the Federal 
government— 

(1) is shared, through the cybersecurity 
centers, in an immediate and adequate man-
ner with appropriate entities; and 

(2) if appropriate, is made publicly avail-
able. 

(c) DEVELOPMENT OF PROCEDURES.— 
(1) IN GENERAL.—The procedures developed 

under this section shall incorporate, to the 
greatest extent possible, existing processes 
utilized by sector specific information shar-
ing and analysis centers. 
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(2) COORDINATION WITH ENTITIES.—In devel-

oping the procedures required under this sec-
tion, the Director of National Intelligence 
and the heads of each department or agency 
containing a cybersecurity center shall co-
ordinate with appropriate entities to ensure 
that protocols are implemented that will fa-
cilitate and promote the sharing of cyber 
threat information by the Federal govern-
ment. 

(d) ADDITIONAL RESPONSIBILITIES OF CYBER-
SECURITY CENTERS.—Consistent with section 
102, a cybersecurity center shall— 

(1) facilitate information sharing, inter-
action, and collaboration among and be-
tween cybersecurity centers and— 

(A) other Federal entities; 
(B) any entity; and 
(C) international partners, in consultation 

with the Secretary of State; 
(2) disseminate timely and actionable cy-

bersecurity threat, vulnerability, mitiga-
tion, and warning information, including 
alerts, advisories, indicators, signatures, and 
mitigation and response measures, to im-
prove the security and protection of informa-
tion systems; and 

(3) coordinate with other Federal entities, 
as appropriate, to integrate information 
from across the Federal government to pro-
vide situational awareness of the cybersecu-
rity posture of the United States. 

(e) SHARING WITHIN THE FEDERAL GOVERN-
MENT.—The heads of appropriate Federal de-
partments and agencies shall ensure that 
cyber threat information in the possession of 
such Federal departments or agencies that 
relates to the prevention, investigation, or 
mitigation of threats to information secu-
rity across the Federal government is shared 
effectively with the cybersecurity centers. 

(f) SUBMISSION TO CONGRESS.—Not later 
than 60 days after the date of enactment of 
this Act, the Director of National Intel-
ligence, in coordination with the appropriate 
head of a department or an agency con-
taining a cybersecurity center, shall submit 
the procedures required by this section to 
Congress. 
SEC. 104. CONSTRUCTION. 

(a) INFORMATION SHARING RELATIONSHIPS.— 
Nothing in this title shall be construed— 

(1) to limit or modify an existing informa-
tion sharing relationship; 

(2) to prohibit a new information sharing 
relationship; 

(3) to require a new information sharing re-
lationship between any entity and the Fed-
eral government, except as specified under 
section 102(b); or 

(4) to modify the authority of a depart-
ment or agency of the Federal government 
to protect sources and methods and the na-
tional security of the United States. 

(b) ANTI-TASKING RESTRICTION.—Nothing in 
this title shall be construed to permit the 
Federal government— 

(1) to require an entity to share informa-
tion with the Federal government, except as 
expressly provided under section 102(b); or 

(2) to condition the sharing of cyber threat 
information with an entity on such entity’s 
provision of cyber threat information to the 
Federal government. 

(c) NO LIABILITY FOR NON-PARTICIPATION.— 
Nothing in this title shall be construed to 
subject any entity to liability for choosing 
not to engage in the voluntary activities au-
thorized under this title. 

(d) USE AND RETENTION OF INFORMATION.— 
Nothing in this title shall be construed to 
authorize, or to modify any existing author-
ity of, a department or agency of the Federal 
government to retain or use any information 
shared under section 102 for any use other 
than a use permitted under subsection 
102(c)(1). 

(e) NO NEW FUNDING.—An applicable Fed-
eral agency shall carry out the provisions of 
this title with existing facilities and funds 
otherwise available, through such means as 
the head of the agency considers appropriate. 
SEC. 105. REPORT ON IMPLEMENTATION. 

(a) CONTENT OF REPORT.—Not later than 1 
year after the date of enactment of this Act, 
and biennially thereafter, the heads of each 
department or agency containing a cyberse-
curity center shall jointly submit, in coordi-
nation with the privacy and civil liberties of-
ficials of such departments or agencies and 
the Privacy and Civil Liberties Oversight 
Board, a detailed report to Congress con-
cerning the implementation of this title, in-
cluding— 

(1) an assessment of the sufficiency of the 
procedures developed under section 103 of 
this Act in ensuring that cyber threat infor-
mation in the possession of the Federal gov-
ernment is provided in an immediate and 
adequate manner to appropriate entities or, 
if appropriate, is made publicly available; 

(2) an assessment of whether information 
has been appropriately classified and an ac-
counting of the number of security clear-
ances authorized by the Federal government 
for purposes of this title; 

(3) a review of the type of cyber threat in-
formation shared with a cybersecurity cen-
ter under section 102 of this Act, including 
whether such information meets the defini-
tion of cyber threat information under sec-
tion 101, the degree to which such informa-
tion may impact the privacy and civil lib-
erties of individuals, any appropriate 
metrics to determine any impact of the shar-
ing of such information with the Federal 
government on privacy and civil liberties, 
and the adequacy of any steps taken to re-
duce such impact; 

(4) a review of actions taken by the Federal 
government based on information provided 
to a cybersecurity center under section 102 of 
this Act, including the appropriateness of 
any subsequent use under section 102(c)(1) of 
this Act and whether there was inappro-
priate stovepiping within the Federal gov-
ernment of any such information; 

(5) a description of any violations of the re-
quirements of this title by the Federal gov-
ernment; 

(6) a classified list of entities that received 
classified information from the Federal gov-
ernment under section 103 of this Act and a 
description of any indication that such infor-
mation may not have been appropriately 
handled; 

(7) a summary of any breach of informa-
tion security, if known, attributable to a 
specific failure by any entity or the Federal 
government to act on cyber threat informa-
tion in the possession of such entity or the 
Federal government that resulted in sub-
stantial economic harm or injury to a spe-
cific entity or the Federal government; and 

(8) any recommendation for improvements 
or modifications to the authorities under 
this title. 

(b) FORM OF REPORT.—The report under 
subsection (a) shall be submitted in unclassi-
fied form, but shall include a classified 
annex. 
SEC. 106. INSPECTOR GENERAL REVIEW. 

(a) IN GENERAL.—The Council of the In-
spectors General on Integrity and Efficiency 
are authorized to review compliance by the 
cybersecurity centers, and by any Federal 
department or agency receiving cyber threat 
information from such cybersecurity cen-
ters, with the procedures required under sec-
tion 102 of this Act. 

(b) SCOPE OF REVIEW.—The review under 
subsection (a) shall consider whether the 
Federal government has handled such cyber 
threat information in a reasonable manner, 

including consideration of the need to pro-
tect the privacy and civil liberties of individ-
uals through anonymization or other appro-
priate methods, while fully accomplishing 
the objectives of this title. 

(c) REPORT TO CONGRESS.—Each review 
conducted under this section shall be pro-
vided to Congress not later than 30 days after 
the date of completion of the review. 
SEC. 107. TECHNICAL AMENDMENTS. 

Section 552(b) of title 5, United States 
Code, is amended— 

(1) in paragraph (8), by striking ‘‘or’’; 
(2) in paragraph (9), by striking ‘‘wells.’’ 

and inserting ‘‘wells; or’’; and 
(3) by adding at the end the following: 
‘‘(10) information shared with or provided 

to a cybersecurity center under section 102 of 
title I of the Strengthening and Enhancing 
Cybersecurity by Using Research, Education, 
Information, and Technology Act of 2012.’’. 
SEC. 108. ACCESS TO CLASSIFIED INFORMATION. 

(a) AUTHORIZATION REQUIRED.—No person 
shall be provided with access to classified in-
formation (as defined in section 6.1 of Execu-
tive Order 13526 (50 U.S.C. 435 note; relating 
to classified national security information)) 
relating to cyber security threats or cyber 
security vulnerabilities under this title with-
out the appropriate security clearances. 

(b) SECURITY CLEARANCES.—The appro-
priate Federal agencies or departments 
shall, consistent with applicable procedures 
and requirements, and if otherwise deemed 
appropriate, assist an individual in timely 
obtaining an appropriate security clearance 
where such individual has been determined 
to be eligible for such clearance and has a 
need-to-know (as defined in section 6.1 of 
that Executive Order) classified information 
to carry out this title. 

TITLE II—COORDINATION OF FEDERAL 
INFORMATION SECURITY POLICY 

SEC. 201. COORDINATION OF FEDERAL INFORMA-
TION SECURITY POLICY. 

(a) IN GENERAL.—Chapter 35 of title 44, 
United States Code, is amended by striking 
subchapters II and III and inserting the fol-
lowing: 

‘‘SUBCHAPTER II—INFORMATION 
SECURITY 

‘‘§ 3551. Purposes 
‘‘The purposes of this subchapter are— 
‘‘(1) to provide a comprehensive framework 

for ensuring the effectiveness of information 
security controls over information resources 
that support Federal operations and assets; 

‘‘(2) to recognize the highly networked na-
ture of the current Federal computing envi-
ronment and provide effective government- 
wide management of policies, directives, 
standards, and guidelines, as well as effec-
tive and nimble oversight of and response to 
information security risks, including coordi-
nation of information security efforts 
throughout the Federal civilian, national se-
curity, and law enforcement communities; 

‘‘(3) to provide for development and main-
tenance of controls required to protect agen-
cy information and information systems and 
contribute to the overall improvement of 
agency information security posture; 

‘‘(4) to provide for the development of tools 
and methods to assess and respond to real- 
time situational risk for Federal informa-
tion system operations and assets; and 

‘‘(5) to provide a mechanism for improving 
agency information security programs 
through continuous monitoring of agency in-
formation systems and streamlined report-
ing requirements rather than overly pre-
scriptive manual reporting. 
‘‘§ 3552. Definitions 

‘‘In this subchapter: 
‘‘(1) ADEQUATE SECURITY.—The term ‘ade-

quate security’ means security commensu-
rate with the risk and magnitude of the 
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harm resulting from the unauthorized access 
to or loss, misuse, destruction, or modifica-
tion of information. 

‘‘(2) AGENCY.—The term ‘agency’ has the 
meaning given the term in section 3502 of 
title 44. 

‘‘(3) CYBERSECURITY CENTER.—The term 
‘cybersecurity center’ means the Depart-
ment of Defense Cyber Crime Center, the In-
telligence Community Incident Response 
Center, the United States Cyber Command 
Joint Operations Center, the National Cyber 
Investigative Joint Task Force, the National 
Security Agency/Central Security Service 
Threat Operations Center, the National Cy-
bersecurity and Communications Integration 
Center, and any successor center. 

‘‘(4) CYBER THREAT INFORMATION.—The 
term ‘cyber threat information’ means infor-
mation that indicates or describes— 

‘‘(A) a technical or operation vulnerability 
or a cyber threat mitigation measure; 

‘‘(B) an action or operation to mitigate a 
cyber threat; 

‘‘(C) malicious reconnaissance, including 
anomalous patterns of network activity that 
appear to be transmitted for the purpose of 
gathering technical information related to a 
cybersecurity threat; 

‘‘(D) a method of defeating a technical con-
trol; 

‘‘(E) a method of defeating an operational 
control; 

‘‘(F) network activity or protocols known 
to be associated with a malicious cyber actor 
or that signify malicious cyber intent; 

‘‘(G) a method of causing a user with le-
gitimate access to an information system or 
information that is stored on, processed by, 
or transiting an information system to inad-
vertently enable the defeat of a technical or 
operational control; 

‘‘(H) any other attribute of a cybersecurity 
threat or cyber defense information that 
would foster situational awareness of the 
United States cybersecurity posture, if dis-
closure of such attribute or information is 
not otherwise prohibited by law; 

‘‘(I) the actual or potential harm caused by 
a cyber incident, including information 
exfiltrated when it is necessary in order to 
identify or describe a cybersecurity threat; 
or 

‘‘(J) any combination of subparagraphs (A) 
through (I). 

‘‘(5) DIRECTOR.—The term ‘Director’ means 
the Director of the Office of Management 
and Budget unless otherwise specified. 

‘‘(6) ENVIRONMENT OF OPERATION.—The 
term ‘environment of operation’ means the 
information system and environment in 
which those systems operate, including 
changing threats, vulnerabilities, tech-
nologies, and missions and business prac-
tices. 

‘‘(7) FEDERAL INFORMATION SYSTEM.—The 
term ‘Federal information system’ means an 
information system used or operated by an 
executive agency, by a contractor of an exec-
utive agency, or by another organization on 
behalf of an executive agency. 

‘‘(8) INCIDENT.—The term ‘incident’ means 
an occurrence that— 

‘‘(A) actually or imminently jeopardizes 
the integrity, confidentiality, or availability 
of an information system or the information 
that system controls, processes, stores, or 
transmits; or 

‘‘(B) constitutes a violation of law or an 
imminent threat of violation of a law, a se-
curity policy, a security procedure, or an ac-
ceptable use policy. 

‘‘(9) INFORMATION RESOURCES.—The term 
‘information resources’ has the meaning 
given the term in section 3502 of title 44. 

‘‘(10) INFORMATION SECURITY.—The term 
‘information security’ means protecting in-
formation and information systems from dis-

ruption or unauthorized access, use, disclo-
sure, modification, or destruction in order to 
provide— 

‘‘(A) integrity, by guarding against im-
proper information modification or destruc-
tion, including by ensuring information non-
repudiation and authenticity; 

‘‘(B) confidentiality, by preserving author-
ized restrictions on access and disclosure, in-
cluding means for protecting personal pri-
vacy and proprietary information; or 

‘‘(C) availability, by ensuring timely and 
reliable access to and use of information. 

‘‘(11) INFORMATION SYSTEM.—The term ‘in-
formation system’ has the meaning given the 
term in section 3502 of title 44. 

‘‘(12) INFORMATION TECHNOLOGY.—The term 
‘information technology’ has the meaning 
given the term in section 11101 of title 40. 

‘‘(13) MALICIOUS RECONNAISSANCE.—The 
term ‘malicious reconnaissance’ means a 
method for actively probing or passively 
monitoring an information system for the 
purpose of discerning technical 
vulnerabilities of the information system, if 
such method is associated with a known or 
suspected cybersecurity threat. 

‘‘(14) NATIONAL SECURITY SYSTEM.— 
‘‘(A) IN GENERAL.—The term ‘national secu-

rity system’ means any information system 
(including any telecommunications system) 
used or operated by an agency or by a con-
tractor of an agency, or other organization 
on behalf of an agency— 

‘‘(i) the function, operation, or use of 
which— 

‘‘(I) involves intelligence activities; 
‘‘(II) involves cryptologic activities related 

to national security; 
‘‘(III) involves command and control of 

military forces; 
‘‘(IV) involves equipment that is an inte-

gral part of a weapon or weapons system; or 
‘‘(V) subject to subparagraph (B), is crit-

ical to the direct fulfillment of military or 
intelligence missions; or 

‘‘(ii) is protected at all times by procedures 
established for information that have been 
specifically authorized under criteria estab-
lished by an Executive Order or an Act of 
Congress to be kept classified in the interest 
of national defense or foreign policy. 

‘‘(B) LIMITATION.—Subparagraph (A)(i)(V) 
does not include a system that is to be used 
for routine administrative and business ap-
plications (including payroll, finance, logis-
tics, and personnel management applica-
tions). 

‘‘(15) OPERATIONAL CONTROL.—The term 
‘operational control’ means a security con-
trol for an information system that pri-
marily is implemented and executed by peo-
ple. 

‘‘(16) PERSON.—The term ‘person’ has the 
meaning given the term in section 3502 of 
title 44. 

‘‘(17) SECRETARY.—The term ‘Secretary’ 
means the Secretary of Commerce unless 
otherwise specified. 

‘‘(18) SECURITY CONTROL.—The term ‘secu-
rity control’ means the management, oper-
ational, and technical controls, including 
safeguards or countermeasures, prescribed 
for an information system to protect the 
confidentiality, integrity, and availability of 
the system and its information. 

‘‘(19) SIGNIFICANT CYBER INCIDENT.—The 
term ‘significant cyber incident’ means a 
cyber incident resulting in, or an attempted 
cyber incident that, if successful, would have 
resulted in— 

‘‘(A) the exfiltration from a Federal infor-
mation system of data that is essential to 
the operation of the Federal information sys-
tem; or 

‘‘(B) an incident in which an operational or 
technical control essential to the security or 

operation of a Federal information system 
was defeated. 

‘‘(20) TECHNICAL CONTROL.—The term ‘tech-
nical control’ means a hardware or software 
restriction on, or audit of, access or use of an 
information system or information that is 
stored on, processed by, or transiting an in-
formation system that is intended to ensure 
the confidentiality, integrity, or availability 
of that system. 
‘‘§ 3553. Federal information security author-

ity and coordination 
‘‘(a) IN GENERAL.—The Secretary, in con-

sultation with the Secretary of Homeland 
Security, shall— 

‘‘(1) issue compulsory and binding policies 
and directives governing agency information 
security operations, and require implemen-
tation of such policies and directives, includ-
ing— 

‘‘(A) policies and directives consistent with 
the standards and guidelines promulgated 
under section 11331 of title 40 to identify and 
provide information security protections 
prioritized and commensurate with the risk 
and impact resulting from the unauthorized 
access, use, disclosure, disruption, modifica-
tion, or destruction of— 

‘‘(i) information collected or maintained 
by or on behalf of an agency; or 

‘‘(ii) information systems used or operated 
by an agency or by a contractor of an agency 
or other organization on behalf of an agency; 

‘‘(B) minimum operational requirements 
for Federal Government to protect agency 
information systems and provide common 
situational awareness across all agency in-
formation systems; 

‘‘(C) reporting requirements, consistent 
with relevant law, regarding information se-
curity incidents and cyber threat informa-
tion; 

‘‘(D) requirements for agencywide informa-
tion security programs; 

‘‘(E) performance requirements and 
metrics for the security of agency informa-
tion systems; 

‘‘(F) training requirements to ensure that 
agencies are able to fully and timely comply 
with the policies and directives issued by the 
Secretary under this subchapter; 

‘‘(G) training requirements regarding pri-
vacy, civil rights, and civil liberties, and in-
formation oversight for agency information 
security personnel; 

‘‘(H) requirements for the annual reports 
to the Secretary under section 3554(d); 

‘‘(I) any other information security oper-
ations or information security requirements 
as determined by the Secretary in coordina-
tion with relevant agency heads; and 

‘‘(J) coordinating the development of 
standards and guidelines under section 20 of 
the National Institute of Standards and 
Technology Act (15 U.S.C. 278g–3) with agen-
cies and offices operating or exercising con-
trol of national security systems (including 
the National Security Agency) to assure, to 
the maximum extent feasible, that such 
standards and guidelines are complementary 
with standards and guidelines developed for 
national security systems; 

‘‘(2) review the agencywide information se-
curity programs under section 3554; and 

‘‘(3) designate an individual or an entity at 
each cybersecurity center, among other re-
sponsibilities— 

‘‘(A) to receive reports and information 
about information security incidents, cyber 
threat information, and deterioration of se-
curity control affecting agency information 
systems; and 

‘‘(B) to act on or share the information 
under subparagraph (A) in accordance with 
this subchapter. 

‘‘(b) CONSIDERATIONS.—When issuing poli-
cies and directives under subsection (a), the 
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Secretary shall consider any applicable 
standards or guidelines developed by the Na-
tional Institute of Standards and Technology 
under section 11331 of title 40. 

‘‘(c) LIMITATION OF AUTHORITY.—The au-
thorities of the Secretary under this section 
shall not apply to national security systems. 
Information security policies, directives, 
standards and guidelines for national secu-
rity systems shall be overseen as directed by 
the President and, in accordance with that 
direction, carried out under the authority of 
the heads of agencies that operate or exer-
cise authority over such national security 
systems. 

‘‘(d) STATUTORY CONSTRUCTION.—Nothing 
in this subchapter shall be construed to alter 
or amend any law regarding the authority of 
any head of an agency over such agency. 
‘‘§ 3554. Agency responsibilities 

‘‘(a) IN GENERAL.—The head of each agency 
shall— 

‘‘(1) be responsible for— 
‘‘(A) complying with the policies and direc-

tives issued under section 3553; 
‘‘(B) providing information security pro-

tections commensurate with the risk result-
ing from unauthorized access, use, disclo-
sure, disruption, modification, or destruction 
of— 

‘‘(i) information collected or maintained 
by the agency or by a contractor of an agen-
cy or other organization on behalf of an 
agency; and 

‘‘(ii) information systems used or operated 
by an agency or by a contractor of an agency 
or other organization on behalf of an agency; 

‘‘(C) complying with the requirements of 
this subchapter, including— 

‘‘(i) information security standards and 
guidelines promulgated under section 11331 
of title 40; 

‘‘(ii) for any national security systems op-
erated or controlled by that agency, infor-
mation security policies, directives, stand-
ards and guidelines issued as directed by the 
President; and 

‘‘(iii) for any non-national security sys-
tems operated or controlled by that agency, 
information security policies, directives, 
standards and guidelines issued under sec-
tion 3553; 

‘‘(D) ensuring that information security 
management processes are integrated with 
agency strategic and operational planning 
processes; 

‘‘(E) reporting and sharing, for an agency 
operating or exercising control of a national 
security system, information about informa-
tion security incidents, cyber threat infor-
mation, and deterioration of security con-
trols to the individual or entity designated 
at each cybersecurity center and to other ap-
propriate entities consistent with policies 
and directives for national security systems 
issued as directed by the President; and 

‘‘(F) reporting and sharing, for those agen-
cies operating or exercising control of non- 
national security systems, information 
about information security incidents, cyber 
threat information, and deterioration of se-
curity controls to the individual or entity 
designated at each cybersecurity center and 
to other appropriate entities consistent with 
policies and directives for non-national secu-
rity systems as prescribed under section 
3553(a), including information to assist the 
entity designated under section 3555(a) with 
the ongoing security analysis under section 
3555; 

‘‘(2) ensure that each senior agency official 
provides information security for the infor-
mation and information systems that sup-
port the operations and assets under the sen-
ior agency official’s control, including by— 

‘‘(A) assessing the risk and impact that 
could result from the unauthorized access, 

use, disclosure, disruption, modification, or 
destruction of such information or informa-
tion systems; 

‘‘(B) determining the level of information 
security appropriate to protect such infor-
mation and information systems in accord-
ance with policies and directives issued 
under section 3553(a), and standards and 
guidelines promulgated under section 11331 
of title 40 for information security classifica-
tions and related requirements; 

‘‘(C) implementing policies, procedures, 
and capabilities to reduce risks to an accept-
able level in a cost-effective manner; 

‘‘(D) actively monitoring the effective im-
plementation of information security con-
trols and techniques; and 

‘‘(E) reporting information about informa-
tion security incidents, cyber threat infor-
mation, and deterioration of security con-
trols in a timely and adequate manner to the 
entity designated under section 3553(a)(3) in 
accordance with paragraph (1); 

‘‘(3) assess and maintain the resiliency of 
information technology systems critical to 
agency mission and operations; 

‘‘(4) designate the agency Inspector Gen-
eral (or an independent entity selected in 
consultation with the Director and the Coun-
cil of Inspectors General on Integrity and Ef-
ficiency if the agency does not have an In-
spector General) to conduct the annual inde-
pendent evaluation required under section 
3556, and allow the agency Inspector General 
to contract with an independent entity to 
perform such evaluation; 

‘‘(5) delegate to the Chief Information Offi-
cer or equivalent (or to a senior agency offi-
cial who reports to the Chief Information Of-
ficer or equivalent)— 

‘‘(A) the authority and primary responsi-
bility to implement an agencywide informa-
tion security program; and 

‘‘(B) the authority to provide information 
security for the information collected and 
maintained by the agency (or by a con-
tractor, other agency, or other source on be-
half of the agency) and for the information 
systems that support the operations, assets, 
and mission of the agency (including any in-
formation system provided or managed by a 
contractor, other agency, or other source on 
behalf of the agency); 

‘‘(6) delegate to the appropriate agency of-
ficial (who is responsible for a particular 
agency system or subsystem) the responsi-
bility to ensure and enforce compliance with 
all requirements of the agency’s agencywide 
information security program in coordina-
tion with the Chief Information Officer or 
equivalent (or the senior agency official who 
reports to the Chief Information Officer or 
equivalent) under paragraph (5); 

‘‘(7) ensure that an agency has trained per-
sonnel who have obtained any necessary se-
curity clearances to permit them to assist 
the agency in complying with this sub-
chapter; 

‘‘(8) ensure that the Chief Information Offi-
cer or equivalent (or the senior agency offi-
cial who reports to the Chief Information Of-
ficer or equivalent) under paragraph (5), in 
coordination with other senior agency offi-
cials, reports to the agency head on the ef-
fectiveness of the agencywide information 
security program, including the progress of 
any remedial actions; and 

‘‘(9) ensure that the Chief Information Offi-
cer or equivalent (or the senior agency offi-
cial who reports to the Chief Information Of-
ficer or equivalent) under paragraph (5) has 
the necessary qualifications to administer 
the functions described in this subchapter 
and has information security duties as a pri-
mary duty of that official. 

‘‘(b) CHIEF INFORMATION OFFICERS.—Each 
Chief Information Officer or equivalent (or 
the senior agency official who reports to the 

Chief Information Officer or equivalent) 
under subsection (a)(5) shall— 

‘‘(1) establish and maintain an enterprise 
security operations capability that on a con-
tinuous basis— 

‘‘(A) detects, reports, contains, mitigates, 
and responds to information security inci-
dents that impair adequate security of the 
agency’s information or information system 
in a timely manner and in accordance with 
the policies and directives under section 3553; 
and 

‘‘(B) reports any information security inci-
dent under subparagraph (A) to the entity 
designated under section 3555; 

‘‘(2) develop, maintain, and oversee an 
agencywide information security program; 

‘‘(3) develop, maintain, and oversee infor-
mation security policies, procedures, and 
control techniques to address applicable re-
quirements, including requirements under 
section 3553 of this title and section 11331 of 
title 40; and 

‘‘(4) train and oversee the agency personnel 
who have significant responsibility for infor-
mation security with respect to that respon-
sibility. 

‘‘(c) AGENCYWIDE INFORMATION SECURITY 
PROGRAMS.— 

‘‘(1) IN GENERAL.—Each agencywide infor-
mation security program under subsection 
(b)(2) shall include— 

‘‘(A) relevant security risk assessments, 
including technical assessments and others 
related to the acquisition process; 

‘‘(B) security testing commensurate with 
risk and impact; 

‘‘(C) mitigation of deterioration of security 
controls commensurate with risk and im-
pact; 

‘‘(D) risk-based continuous monitoring and 
threat assessment of the operational status 
and security of agency information systems 
to enable evaluation of the effectiveness of 
and compliance with information security 
policies, procedures, and practices, including 
a relevant and appropriate selection of secu-
rity controls of information systems identi-
fied in the inventory under section 3505(c); 

‘‘(E) operation of appropriate technical ca-
pabilities in order to detect, mitigate, re-
port, and respond to information security in-
cidents, cyber threat information, and dete-
rioration of security controls in a manner 
that is consistent with the policies and di-
rectives under section 3553, including— 

‘‘(i) mitigating risks associated with such 
information security incidents; 

‘‘(ii) notifying and consulting with the en-
tity designated under section 3555; and 

‘‘(iii) notifying and consulting with, as ap-
propriate— 

‘‘(I) law enforcement and the relevant Of-
fice of the Inspector General; and 

‘‘(II) any other entity, in accordance with 
law and as directed by the President; 

‘‘(F) a process to ensure that remedial ac-
tion is taken to address any deficiencies in 
the information security policies, proce-
dures, and practices of the agency; and 

‘‘(G) a plan and procedures to ensure the 
continuity of operations for information sys-
tems that support the operations and assets 
of the agency. 

‘‘(2) RISK MANAGEMENT STRATEGIES.—Each 
agencywide information security program 
under subsection (b)(2) shall include the de-
velopment and maintenance of a risk man-
agement strategy for information security. 
The risk management strategy shall in-
clude— 

‘‘(A) consideration of information security 
incidents, cyber threat information, and de-
terioration of security controls; and 
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‘‘(B) consideration of the consequences 

that could result from the unauthorized ac-
cess, use, disclosure, disruption, modifica-
tion, or destruction of information and infor-
mation systems that support the operations 
and assets of the agency, including any in-
formation system provided or managed by a 
contractor, other agency, or other source on 
behalf of the agency; 

‘‘(3) POLICIES AND PROCEDURES.—Each agen-
cywide information security program under 
subsection (b)(2) shall include policies and 
procedures that— 

‘‘(A) are based on the risk management 
strategy under paragraph (2); 

‘‘(B) reduce information security risks to 
an acceptable level in a cost-effective man-
ner; 

‘‘(C) ensure that cost-effective and ade-
quate information security is addressed as 
part of the acquisition and ongoing manage-
ment of each agency information system; 
and 

‘‘(D) ensure compliance with— 
‘‘(i) this subchapter; and 
‘‘(ii) any other applicable requirements. 
‘‘(4) TRAINING REQUIREMENTS.—Each agen-

cywide information security program under 
subsection (b)(2) shall include information 
security, privacy, civil rights, civil liberties, 
and information oversight training that 
meets any applicable requirements under 
section 3553. The training shall inform each 
information security personnel that has ac-
cess to agency information systems (includ-
ing contractors and other users of informa-
tion systems that support the operations and 
assets of the agency) of— 

‘‘(A) the information security risks associ-
ated with the information security person-
nel’s activities; and 

‘‘(B) the individual’s responsibility to com-
ply with the agency policies and procedures 
that reduce the risks under subparagraph 
(A). 

‘‘(d) ANNUAL REPORT.—Each agency shall 
submit a report annually to the Secretary of 
Homeland Security on its agencywide infor-
mation security program and information 
systems. 
‘‘§ 3555. Multiagency ongoing threat assess-

ment 
‘‘(a) IMPLEMENTATION.—The Director of the 

Office of Management and Budget, in coordi-
nation with the Secretary of Homeland Secu-
rity, shall designate an entity to implement 
ongoing security analysis concerning agency 
information systems— 

‘‘(1) based on cyber threat information; 
‘‘(2) based on agency information system 

and environment of operation changes, in-
cluding— 

‘‘(A) an ongoing evaluation of the informa-
tion system security controls; and 

‘‘(B) the security state, risk level, and en-
vironment of operation of an agency infor-
mation system, including— 

‘‘(i) a change in risk level due to a new 
cyber threat; 

‘‘(ii) a change resulting from a new tech-
nology; 

‘‘(iii) a change resulting from the agency’s 
mission; and 

‘‘(iv) a change resulting from the business 
practice; and 

‘‘(3) using automated processes to the max-
imum extent possible— 

‘‘(A) to increase information system secu-
rity; 

‘‘(B) to reduce paper-based reporting re-
quirements; and 

‘‘(C) to maintain timely and actionable 
knowledge of the state of the information 
system security. 

‘‘(b) STANDARDS.—The National Institute 
of Standards and Technology may promul-
gate standards, in coordination with the Sec-

retary of Homeland Security, to assist an 
agency with its duties under this section. 

‘‘(c) COMPLIANCE.—The head of each appro-
priate department and agency shall be re-
sponsible for ensuring compliance and imple-
menting necessary procedures to comply 
with this section. The head of each appro-
priate department and agency, in consulta-
tion with the Director of the Office of Man-
agement and Budget and the Secretary of 
Homeland Security, shall— 

‘‘(1) monitor compliance under this sec-
tion; 

‘‘(2) develop a timeline and implement for 
the department or agency— 

‘‘(A) adoption of any technology, system, 
or method that facilitates continuous moni-
toring and threat assessments of an agency 
information system; 

‘‘(B) adoption or updating of any tech-
nology, system, or method that prevents, de-
tects, or remediates a significant cyber inci-
dent to a Federal information system of the 
department or agency that has impeded, or 
is reasonably likely to impede, the perform-
ance of a critical mission of the department 
or agency; and 

‘‘(C) adoption of any technology, system, 
or method that satisfies a requirement under 
this section. 

‘‘(d) LIMITATION OF AUTHORITY.—The au-
thorities of the Director of the Office of Man-
agement and Budget and of the Secretary of 
Homeland Security under this section shall 
not apply to national security systems. 

‘‘(e) REPORT.—Not later than 6 months 
after the date of enactment of the Strength-
ening and Enhancing Cybersecurity by Using 
Research, Education, Information, and Tech-
nology Act of 2012, the Government Account-
ability Office shall issue a report evaluating 
each agency’s status toward implementing 
this section. 
‘‘§ 3556. Independent evaluations 

‘‘(a) IN GENERAL.—The Council of the In-
spectors General on Integrity and Efficiency, 
in consultation with the Director and the 
Secretary of Homeland Security, the Sec-
retary of Commerce, and the Secretary of 
Defense, shall issue and maintain criteria for 
the timely, cost-effective, risk-based, and 
independent evaluation of each agencywide 
information security program (and prac-
tices) to determine the effectiveness of the 
agencywide information security program 
(and practices). The criteria shall include 
measures to assess any conflicts of interest 
in the performance of the evaluation and 
whether the agencywide information secu-
rity program includes appropriate safeguards 
against disclosure of information where such 
disclosure may adversely affect information 
security. 

‘‘(b) ANNUAL INDEPENDENT EVALUATIONS.— 
Each agency shall perform an annual inde-
pendent evaluation of its agencywide infor-
mation security program (and practices) in 
accordance with the criteria under sub-
section (a). 

‘‘(c) DISTRIBUTION OF REPORTS.—Not later 
than 30 days after receiving an independent 
evaluation under subsection (b), each agency 
head shall transmit a copy of the inde-
pendent evaluation to the Secretary of 
Homeland Security, the Secretary of Com-
merce, and the Secretary of Defense. 

‘‘(d) NATIONAL SECURITY SYSTEMS.—Eval-
uations involving national security systems 
shall be conducted as directed by President. 
‘‘§ 3557. National security systems. 

‘‘The head of each agency operating or ex-
ercising control of a national security sys-
tem shall be responsible for ensuring that 
the agency— 

‘‘(1) provides information security protec-
tions commensurate with the risk and mag-
nitude of the harm resulting from the unau-

thorized access, use, disclosure, disruption, 
modification, or destruction of the informa-
tion contained in such system; and 

‘‘(2) implements information security poli-
cies and practices as required by standards 
and guidelines for national security systems, 
issued in accordance with law and as di-
rected by the President.’’. 

(b) SAVINGS PROVISIONS.— 
(1) POLICY AND COMPLIANCE GUIDANCE.—Pol-

icy and compliance guidance issued by the 
Director before the date of enactment of this 
Act under section 3543(a)(1) of title 44, United 
States Code (as in effect on the day before 
the date of enactment of this Act), shall con-
tinue in effect, according to its terms, until 
modified, terminated, superseded, or re-
pealed pursuant to section 3553(a)(1) of title 
44, United States Code. 

(2) STANDARDS AND GUIDELINES.—Standards 
and guidelines issued by the Secretary of 
Commerce or by the Director before the date 
of enactment of this Act under section 
11331(a)(1) of title 40, United States Code, (as 
in effect on the day before the date of enact-
ment of this Act) shall continue in effect, ac-
cording to their terms, until modified, ter-
minated, superseded, or repealed pursuant to 
section 11331(a)(1) of title 40, United States 
Code, as amended by this Act. 

(c) TECHNICAL AND CONFORMING AMEND-
MENTS.— 

(1) CHAPTER ANALYSIS.—The chapter anal-
ysis for chapter 35 of title 44, United States 
Code, is amended— 

(A) by striking the items relating to sec-
tions 3531 through 3538; 

(B) by striking the items relating to sec-
tions 3541 through 3549; and 

(C) by inserting the following: 

‘‘3551. Purposes. 
‘‘3552. Definitions. 
‘‘3553. Federal information security author-

ity and coordination. 
‘‘3554. Agency responsibilities. 
‘‘3555. Multiagency ongoing threat assess-

ment. 
‘‘3556. Independent evaluations. 
‘‘3557. National security systems.’’. 

(2) OTHER REFERENCES.— 
(A) Section 1001(c)(1)(A) of the Homeland 

Security Act of 2002 (6 U.S.C. 511(1)(A)) is 
amended by striking ‘‘section 3532(3)’’ and in-
serting ‘‘section 3552’’. 

(B) Section 2222(j)(5) of title 10, United 
States Code, is amended by striking ‘‘section 
3542(b)(2)’’ and inserting ‘‘section 3552’’. 

(C) Section 2223(c)(3) of title 10, United 
States Code, is amended, by striking ‘‘sec-
tion 3542(b)(2)’’ and inserting ‘‘section 3552’’. 

(D) Section 2315 of title 10, United States 
Code, is amended by striking ‘‘section 
3542(b)(2)’’ and inserting ‘‘section 3552’’. 

(E) Section 20 of the National Institute of 
Standards and Technology Act (15 U.S.C. 
278g–3) is amended— 

(i) in subsection (a)(2), by striking ‘‘section 
3532(b)(2)’’ and inserting ‘‘section 3552’’; 

(ii) in subsection (c)(3), by striking ‘‘Direc-
tor of the Office of Management and Budget’’ 
and inserting ‘‘Secretary of Commerce’’; 

(iii) in subsection (d)(1), by striking ‘‘Di-
rector of the Office of Management and 
Budget’’ and inserting ‘‘Secretary of Com-
merce’’; 

(iv) in subsection (d)(8) by striking ‘‘Direc-
tor of the Office of Management and Budget’’ 
and inserting ‘‘Secretary of Commerce’’; 

(v) in subsection (d)(8), by striking ‘‘sub-
mitted to the Director’’ and inserting ‘‘sub-
mitted to the Secretary’’; 

(vi) in subsection (e)(2), by striking ‘‘sec-
tion 3532(1) of such title’’ and inserting ‘‘sec-
tion 3552 of title 44’’; and 

(vii) in subsection (e)(5), by striking ‘‘sec-
tion 3532(b)(2) of such title’’ and inserting 
‘‘section 3552 of title 44’’. 
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(F) Section 8(d)(1) of the Cyber Security 

Research and Development Act (15 U.S.C. 
7406(d)(1)) is amended by striking ‘‘section 
3534(b)’’ and inserting ‘‘section 3554(b)(2)’’. 
SEC. 202. MANAGEMENT OF INFORMATION TECH-

NOLOGY. 
(a) IN GENERAL.—Section 11331 of title 40, 

United States Code, is amended to read as 
follows: 
‘‘§ 11331. Responsibilities for Federal informa-

tion systems standards 
‘‘(a) STANDARDS AND GUIDELINES.— 
‘‘(1) AUTHORITY TO PRESCRIBE.—Except as 

provided under paragraph (2), the Secretary 
of Commerce shall prescribe standards and 
guidelines pertaining to Federal information 
systems— 

‘‘(A) in consultation with the Secretary of 
Homeland Security; and 

‘‘(B) on the basis of standards and guide-
lines developed by the National Institute of 
Standards and Technology under paragraphs 
(2) and (3) of section 20(a) of the National In-
stitute of Standards and Technology Act (15 
U.S.C. 278g–3(a)(2) and (a)(3)). 

‘‘(2) NATIONAL SECURITY SYSTEMS.—Stand-
ards and guidelines for national security sys-
tems shall be developed, prescribed, en-
forced, and overseen as otherwise authorized 
by law and as directed by the President. 

‘‘(b) MANDATORY STANDARDS AND GUIDE-
LINES.— 

‘‘(1) AUTHORITY TO MAKE MANDATORY STAND-
ARDS AND GUIDELINES.—The Secretary of 
Commerce shall make standards and guide-
lines under subsection (a)(1) compulsory and 
binding to the extent determined necessary 
by the Secretary of Commerce to improve 
the efficiency of operation or security of 
Federal information systems. 

‘‘(2) REQUIRED MANDATORY STANDARDS AND 
GUIDELINES.— 

‘‘(A) IN GENERAL.—Standards and guide-
lines under subsection (a)(1) shall include in-
formation security standards that— 

‘‘(i) provide minimum information security 
requirements as determined under section 
20(b) of the National Institute of Standards 
and Technology Act (15 U.S.C. 278g–3(b)); and 

‘‘(ii) are otherwise necessary to improve 
the security of Federal information and in-
formation systems. 

‘‘(B) BINDING EFFECT.—Information secu-
rity standards under subparagraph (A) shall 
be compulsory and binding. 

‘‘(c) EXERCISE OF AUTHORITY.—To ensure 
fiscal and policy consistency, the Secretary 
of Commerce shall exercise the authority 
conferred by this section subject to direction 
by the President and in coordination with 
the Director. 

‘‘(d) APPLICATION OF MORE STRINGENT 
STANDARDS AND GUIDELINES.—The head of an 
executive agency may employ standards for 
the cost-effective information security for 
information systems within or under the su-
pervision of that agency that are more strin-
gent than the standards and guidelines the 
Secretary of Commerce prescribes under this 
section if the more stringent standards and 
guidelines— 

‘‘(1) contain at least the applicable stand-
ards and guidelines made compulsory and 
binding by the Secretary of Commerce; and 

‘‘(2) are otherwise consistent with the poli-
cies, directives, and implementation memo-
randa issued under section 3553(a) of title 44. 

‘‘(e) DECISIONS ON PROMULGATION OF STAND-
ARDS AND GUIDELINES.—The decision by the 
Secretary of Commerce regarding the pro-
mulgation of any standard or guideline 
under this section shall occur not later than 
6 months after the date of submission of the 
proposed standard to the Secretary of Com-
merce by the National Institute of Standards 
and Technology under section 20 of the Na-
tional Institute of Standards and Technology 
Act (15 U.S.C. 278g–3). 

‘‘(f) NOTICE AND COMMENT.—A decision by 
the Secretary of Commerce to significantly 
modify, or not promulgate, a proposed stand-
ard submitted to the Secretary by the Na-
tional Institute of Standards and Technology 
under section 20 of the National Institute of 
Standards and Technology Act (15 U.S.C. 
278g–3) shall be made after the public is given 
an opportunity to comment on the Sec-
retary’s proposed decision. 

‘‘(g) DEFINITIONS.—In this section: 
‘‘(1) FEDERAL INFORMATION SYSTEM.—The 

term ‘Federal information system’ has the 
meaning given the term in section 3552 of 
title 44. 

‘‘(2) INFORMATION SECURITY.—The term ‘in-
formation security’ has the meaning given 
the term in section 3552 of title 44. 

‘‘(3) NATIONAL SECURITY SYSTEM.—The term 
‘national security system’ has the meaning 
given the term in section 3552 of title 44.’’. 
SEC. 203. NO NEW FUNDING. 

An applicable Federal agency shall carry 
out the provisions of this title with existing 
facilities and funds otherwise available, 
through such means as the head of the agen-
cy considers appropriate. 
SEC. 204. TECHNICAL AND CONFORMING AMEND-

MENTS. 
Section 21(b) of the National Institute of 

Standards and Technology Act (15 U.S.C. 
278g–4(b)) is amended— 

(1) in paragraph (2), by striking ‘‘and the 
Director of the Office of Management and 
Budget’’ and inserting ‘‘, the Secretary of 
Commerce, and the Secretary of Homeland 
Security’’; and 

(2) in paragraph (3), by inserting ‘‘, the 
Secretary of Homeland Security,’’ after ‘‘the 
Secretary of Commerce’’. 
SEC. 205. CLARIFICATION OF AUTHORITIES. 

Nothing in this title shall be construed to 
convey any new regulatory authority to any 
government entity implementing or com-
plying with any provision of this title. 

TITLE III—CRIMINAL PENALTIES 
SEC. 301. PENALTIES FOR FRAUD AND RELATED 

ACTIVITY IN CONNECTION WITH 
COMPUTERS. 

Section 1030(c) of title 18, United States 
Code, is amended to read as follows: 

‘‘(c) The punishment for an offense under 
subsection (a) or (b) of this section is— 

‘‘(1) a fine under this title or imprisonment 
for not more than 20 years, or both, in the 
case of an offense under subsection (a)(1) of 
this section; 

‘‘(2)(A) except as provided in subparagraph 
(B), a fine under this title or imprisonment 
for not more than 3 years, or both, in the 
case of an offense under subsection (a)(2); or 

‘‘(B) a fine under this title or imprison-
ment for not more than ten years, or both, in 
the case of an offense under subsection (a)(2) 
of this section, if— 

‘‘(i) the offense was committed for pur-
poses of commercial advantage or private fi-
nancial gain; 

‘‘(ii) the offense was committed in the fur-
therance of any criminal or tortious act in 
violation of the Constitution or laws of the 
United States, or of any State; or 

‘‘(iii) the value of the information ob-
tained, or that would have been obtained if 
the offense was completed, exceeds $5,000; 

‘‘(3) a fine under this title or imprisonment 
for not more than 10 years, or both, in the 
case of an offense under subsection (a)(3) of 
this section; 

‘‘(4) a fine under this title or imprisonment 
of not more than 20 years, or both, in the 
case of an offense under subsection (a)(4) of 
this section; 

‘‘(5)(A) except as provided in subparagraph 
(C), a fine under this title, imprisonment for 
not more than 20 years, or both, in the case 
of an offense under subsection (a)(5)(A) of 
this section, if the offense caused— 

‘‘(i) loss to 1 or more persons during any 1- 
year period (and, for purposes of an inves-
tigation, prosecution, or other proceeding 
brought by the United States only, loss re-
sulting from a related course of conduct af-
fecting 1 or more other protected computers) 
aggregating at least $5,000 in value; 

‘‘(ii) the modification or impairment, or 
potential modification or impairment, of the 
medical examination, diagnosis, treatment, 
or care of 1 or more individuals; 

‘‘(iii) physical injury to any person; 
‘‘(iv) a threat to public health or safety; 
‘‘(v) damage affecting a computer used by, 

or on behalf of, an entity of the United 
States Government in furtherance of the ad-
ministration of justice, national defense, or 
national security; or 

‘‘(vi) damage affecting 10 or more pro-
tected computers during any 1-year period; 

‘‘(B) a fine under this title, imprisonment 
for not more than 20 years, or both, in the 
case of an offense under subsection (a)(5)(B), 
if the offense caused a harm provided in 
clause (i) through (vi) of subparagraph (A) of 
this subsection; 

‘‘(C) if the offender attempts to cause or 
knowingly or recklessly causes death from 
conduct in violation of subsection (a)(5)(A), a 
fine under this title, imprisonment for any 
term of years or for life, or both; 

‘‘(D) a fine under this title, imprisonment 
for not more than 10 years, or both, for any 
other offense under subsection (a)(5); 

‘‘(E) a fine under this title or imprison-
ment for not more than 10 years, or both, in 
the case of an offense under subsection (a)(6) 
of this section; or 

‘‘(F) a fine under this title or imprison-
ment for not more than 10 years, or both, in 
the case of an offense under subsection (a)(7) 
of this section.’’. 
SEC. 302. TRAFFICKING IN PASSWORDS. 

Section 1030(a)(6) of title 18, United States 
Code, is amended to read as follows: 

‘‘(6) knowingly and with intent to defraud 
traffics (as defined in section 1029) in any 
password or similar information or means of 
access through which a protected computer 
(as defined in subparagraphs (A) and (B) of 
subsection (e)(2)) may be accessed without 
authorization.’’. 
SEC. 303. CONSPIRACY AND ATTEMPTED COM-

PUTER FRAUD OFFENSES. 
Section 1030(b) of title 18, United States 

Code, is amended by inserting ‘‘as if for the 
completed offense’’ after ‘‘punished as pro-
vided’’. 
SEC. 304. CRIMINAL AND CIVIL FORFEITURE FOR 

FRAUD AND RELATED ACTIVITY IN 
CONNECTION WITH COMPUTERS. 

Section 1030 of title 18, United States Code, 
is amended by striking subsections (i) and (j) 
and inserting the following: 

‘‘(i) CRIMINAL FORFEITURE.— 
‘‘(1) The court, in imposing sentence on 

any person convicted of a violation of this 
section, or convicted of conspiracy to violate 
this section, shall order, in addition to any 
other sentence imposed and irrespective of 
any provision of State law, that such person 
forfeit to the United States— 

‘‘(A) such persons interest in any property, 
real or personal, that was used, or intended 
to be used, to commit or facilitate the com-
mission of such violation; and 

‘‘(B) any property, real or personal, consti-
tuting or derived from any gross proceeds, or 
any property traceable to such property, 
that such person obtained, directly or indi-
rectly, as a result of such violation. 

‘‘(2) The criminal forfeiture of property 
under this subsection, including any seizure 
and disposition of the property, and any re-
lated judicial or administrative proceeding, 
shall be governed by the provisions of sec-
tion 413 of the Comprehensive Drug Abuse 
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Prevention and Control Act of 1970 (21 U.S.C. 
853), except subsection (d) of that section. 

‘‘(j) CIVIL FORFEITURE.— 
‘‘(1) The following shall be subject to for-

feiture to the United States and no property 
right, real or personal, shall exist in them: 

‘‘(A) Any property, real or personal, that 
was used, or intended to be used, to commit 
or facilitate the commission of any violation 
of this section, or a conspiracy to violate 
this section. 

‘‘(B) Any property, real or personal, consti-
tuting or derived from any gross proceeds ob-
tained directly or indirectly, or any property 
traceable to such property, as a result of the 
commission of any violation of this section, 
or a conspiracy to violate this section. 

‘‘(2) Seizures and forfeitures under this 
subsection shall be governed by the provi-
sions in chapter 46 relating to civil forfeit-
ures, except that such duties as are imposed 
on the Secretary of the Treasury under the 
customs laws described in section 981(d) shall 
be performed by such officers, agents and 
other persons as may be designated for that 
purpose by the Secretary of Homeland Secu-
rity or the Attorney General.’’. 
SEC. 305. DAMAGE TO CRITICAL INFRASTRUC-

TURE COMPUTERS. 
(a) IN GENERAL.—Chapter 47 of title 18, 

United States Code, is amended by inserting 
after section 1030 the following: 
‘‘§ 1030A. Aggravated damage to a critical in-

frastructure computer 
‘‘(a) DEFINITIONS.—In this section— 
‘‘(1) the term ‘computer’ has the meaning 

given the term in section 1030; 
‘‘(2) the term ‘critical infrastructure com-

puter’ means a computer that manages or 
controls systems or assets vital to national 
defense, national security, national eco-
nomic security, public health or safety, or 
any combination of those matters, whether 
publicly or privately owned or operated, in-
cluding— 

‘‘(A) oil and gas production, storage, con-
version, and delivery systems; 

‘‘(B) water supply systems; 
‘‘(C) telecommunication networks; 
‘‘(D) electrical power generation and deliv-

ery systems; 
‘‘(E) finance and banking systems; 
‘‘(F) emergency services; 
‘‘(G) transportation systems and services; 

and 
‘‘(H) government operations that provide 

essential services to the public; and 
‘‘(3) the term ‘damage’ has the meaning 

given the term in section 1030. 
‘‘(b) OFFENSE.—It shall be unlawful, during 

and in relation to a felony violation of sec-
tion 1030, to knowingly cause or attempt to 
cause damage to a critical infrastructure 
computer if the damage results in (or, in the 
case of an attempt, if completed, would have 
resulted in) the substantial impairment— 

‘‘(1) of the operation of the critical infra-
structure computer; or 

‘‘(2) of the critical infrastructure associ-
ated with the computer. 

‘‘(c) PENALTY.—Any person who violates 
subsection (b) shall be— 

‘‘(1) fined under this title; 
‘‘(2) imprisoned for not less than 3 years 

but not more than 20 years; or 
‘‘(3) penalized under paragraphs (1) and (2). 
‘‘(d) CONSECUTIVE SENTENCE.—Notwith-

standing any other provision of law— 
‘‘(1) a court shall not place on probation 

any person convicted of a violation of this 
section; 

‘‘(2) except as provided in paragraph (4), no 
term of imprisonment imposed on a person 
under this section shall run concurrently 
with any other term of imprisonment, in-
cluding any term of imprisonment imposed 
on the person under any other provision of 

law, including any term of imprisonment im-
posed for a felony violation of section 1030; 

‘‘(3) in determining any term of imprison-
ment to be imposed for a felony violation of 
section 1030, a court shall not in any way re-
duce the term to be imposed for such crime 
so as to compensate for, or otherwise take 
into account, any separate term of imprison-
ment imposed or to be imposed for a viola-
tion of this section; and 

‘‘(4) a term of imprisonment imposed on a 
person for a violation of this section may, in 
the discretion of the court, run concurrently, 
in whole or in part, only with another term 
of imprisonment that is imposed by the 
court at the same time on that person for an 
additional violation of this section, provided 
that such discretion shall be exercised in ac-
cordance with any applicable guidelines and 
policy statements issued by the United 
States Sentencing Commission pursuant to 
section 994 of title 28.’’. 

(b) TECHNICAL AND CONFORMING AMEND-
MENT.—The chapter analysis for chapter 47 of 
title 18, United States Code, is amended by 
inserting after the item relating to section 
1030 the following: 
‘‘1030A. Aggravated damage to a critical in-

frastructure computer.’’. 
SEC. 306. LIMITATION ON ACTIONS INVOLVING 

UNAUTHORIZED USE. 
Section 1030(e)(6) of title 18, United States 

Code, is amended by striking ‘‘alter;’’ and in-
serting ‘‘alter, but does not include access in 
violation of a contractual obligation or 
agreement, such as an acceptable use policy 
or terms of service agreement, with an Inter-
net service provider, Internet website, or 
non-government employer, if such violation 
constitutes the sole basis for determining 
that access to a protected computer is unau-
thorized;’’. 
SEC. 307. NO NEW FUNDING. 

An applicable Federal agency shall carry 
out the provisions of this title with existing 
facilities and funds otherwise available, 
through such means as the head of the agen-
cy considers appropriate. 

TITLE IV—CYBERSECURITY RESEARCH 
AND DEVELOPMENT 

SEC. 401. NATIONAL HIGH-PERFORMANCE COM-
PUTING PROGRAM PLANNING AND 
COORDINATION. 

(a) GOALS AND PRIORITIES.—Section 101 of 
the High-Performance Computing Act of 1991 
(15 U.S.C. 5511) is amended by adding at the 
end the following: 

‘‘(d) GOALS AND PRIORITIES.—The goals and 
priorities for Federal high-performance com-
puting research, development, networking, 
and other activities under subsection 
(a)(2)(A) shall include— 

‘‘(1) encouraging and supporting mecha-
nisms for interdisciplinary research and de-
velopment in networking and information 
technology, including— 

‘‘(A) through collaborations across agen-
cies; 

‘‘(B) through collaborations across Pro-
gram Component Areas; 

‘‘(C) through collaborations with industry; 
‘‘(D) through collaborations with institu-

tions of higher education; 
‘‘(E) through collaborations with Federal 

laboratories (as defined in section 4 of the 
Stevenson-Wydler Technology Innovation 
Act of 1980 (15 U.S.C. 3703)); and 

‘‘(F) through collaborations with inter-
national organizations; 

‘‘(2) addressing national, multi-agency, 
multi-faceted challenges of national impor-
tance; and 

‘‘(3) fostering the transfer of research and 
development results into new technologies 
and applications for the benefit of society.’’. 

(b) DEVELOPMENT OF STRATEGIC PLAN.— 
Section 101 of the High-Performance Com-

puting Act of 1991 (15 U.S.C. 5511) is amended 
by adding at the end the following: 

‘‘(e) STRATEGIC PLAN.— 
‘‘(1) IN GENERAL.—Not later than 1 year 

after the date of enactment of the Strength-
ening and Enhancing Cybersecurity by Using 
Research, Education, Information, and Tech-
nology Act of 2012, the agencies under sub-
section (a)(3)(B), working through the Na-
tional Science and Technology Council and 
with the assistance of the Office of Science 
and Technology Policy shall develop a 5-year 
strategic plan to guide the activities under 
subsection (a)(1). 

‘‘(2) CONTENTS.—The strategic plan shall 
specify— 

‘‘(A) the near-term objectives for the Pro-
gram; 

‘‘(B) the long-term objectives for the Pro-
gram; 

‘‘(C) the anticipated time frame for achiev-
ing the near-term objectives; 

‘‘(D) the metrics that will be used to assess 
any progress made toward achieving the 
near-term objectives and the long-term ob-
jectives; and 

‘‘(E) how the Program will achieve the 
goals and priorities under subsection (d). 

‘‘(3) IMPLEMENTATION ROADMAP.— 
‘‘(A) IN GENERAL.—The agencies under sub-

section (a)(3)(B) shall develop and annually 
update an implementation roadmap for the 
strategic plan. 

‘‘(B) REQUIREMENTS.—The information in 
the implementation roadmap shall be coordi-
nated with the database under section 102(c) 
and the annual report under section 101(a)(3). 
The implementation roadmap shall— 

‘‘(i) specify the role of each Federal agency 
in carrying out or sponsoring research and 
development to meet the research objectives 
of the strategic plan, including a description 
of how progress toward the research objec-
tives will be evaluated, with consideration of 
any relevant recommendations of the advi-
sory committee; 

‘‘(ii) specify the funding allocated to each 
major research objective of the strategic 
plan and the source of funding by agency for 
the current fiscal year; and 

‘‘(iii) estimate the funding required for 
each major research objective of the stra-
tegic plan for the next 3 fiscal years. 

‘‘(4) RECOMMENDATIONS.—The agencies 
under subsection (a)(3)(B) shall take into 
consideration when developing the strategic 
plan under paragraph (1) the recommenda-
tions of— 

‘‘(A) the advisory committee under sub-
section (b); and 

‘‘(B) the stakeholders under section 
102(a)(3). 

‘‘(5) REPORT TO CONGRESS.—The Director of 
the Office of Science and Technology Policy 
shall transmit the strategic plan under this 
subsection, including the implementation 
roadmap and any updates under paragraph 
(3), to— 

‘‘(A) the advisory committee under sub-
section (b); 

‘‘(B) the Committee on Commerce, 
Science, and Transportation of the Senate; 
and 

‘‘(C) the Committee on Science and Tech-
nology of the House of Representatives.’’. 

(c) PERIODIC REVIEWS.—Section 101 of the 
High-Performance Computing Act of 1991 (15 
U.S.C. 5511) is amended by adding at the end 
the following: 

‘‘(f) PERIODIC REVIEWS.—The agencies 
under subsection (a)(3)(B) shall— 

‘‘(1) periodically assess the contents and 
funding levels of the Program Component 
Areas and restructure the Program when 
warranted, taking into consideration any 
relevant recommendations of the advisory 
committee under subsection (b); and 
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‘‘(2) ensure that the Program includes na-

tional, multi-agency, multi-faceted research 
and development activities, including activi-
ties described in section 104.’’. 

(d) ADDITIONAL RESPONSIBILITIES OF DIREC-
TOR.—Section 101(a)(2) of the High-Perform-
ance Computing Act of 1991 (15 U.S.C. 
5511(a)(2)) is amended— 

(1) by redesignating subparagraphs (E) and 
(F) as subparagraphs (G) and (H), respec-
tively; and 

(2) by inserting after subparagraph (D) the 
following: 

‘‘(E) encourage and monitor the efforts of 
the agencies participating in the Program to 
allocate the level of resources and manage-
ment attention necessary— 

‘‘(i) to ensure that the strategic plan under 
subsection (e) is developed and executed ef-
fectively; and 

‘‘(ii) to ensure that the objectives of the 
Program are met; 

‘‘(F) working with the Office of Manage-
ment and Budget and in coordination with 
the creation of the database under section 
102(c), direct the Office of Science and Tech-
nology Policy and the agencies participating 
in the Program to establish a mechanism 
(consistent with existing law) to track all 
ongoing and completed research and develop-
ment projects and associated funding;’’. 

(e) ADVISORY COMMITTEE.—Section 101(b) of 
the High-Performance Computing Act of 1991 
(15 U.S.C. 5511(b)) is amended— 

(1) in paragraph (1)— 
(A) by inserting after the first sentence the 

following: ‘‘The co-chairs of the advisory 
committee shall meet the qualifications of 
committee members and may be members of 
the Presidents Council of Advisors on 
Science and Technology.’’; and 

(B) by striking ‘‘high-performance’’ in sub-
paragraph (D) and inserting ‘‘high-end’’; and 

(2) by amending paragraph (2) to read as 
follows: 

‘‘(2) In addition to the duties under para-
graph (1), the advisory committee shall con-
duct periodic evaluations of the funding, 
management, coordination, implementation, 
and activities of the Program. The advisory 
committee shall report its findings and rec-
ommendations not less frequently than once 
every 3 fiscal years to the Committee on 
Commerce, Science, and Transportation of 
the Senate and the Committee on Science 
and Technology of the House of Representa-
tives. The report shall be submitted in con-
junction with the update of the strategic 
plan.’’. 

(f) REPORT.—Section 101(a)(3) of the High- 
Performance Computing Act of 1991 (15 
U.S.C. 5511(a)(3)) is amended— 

(1) in subparagraph (C)— 
(A) by striking ‘‘is submitted,’’ and insert-

ing ‘‘is submitted, the levels for the previous 
fiscal year,’’; and 

(B) by striking ‘‘each Program Component 
Area’’ and inserting ‘‘each Program Compo-
nent Area and each research area supported 
in accordance with section 104’’; 

(2) in subparagraph (D)— 
(A) by striking ‘‘each Program Component 

Area,’’ and inserting ‘‘each Program Compo-
nent Area and each research area supported 
in accordance with section 104,’’; 

(B) by striking ‘‘is submitted,’’ and insert-
ing ‘‘is submitted, the levels for the previous 
fiscal year,’’; and 

(C) by striking ‘‘and’’ after the semicolon; 
(3) by redesignating subparagraph (E) as 

subparagraph (G); and 
(4) by inserting after subparagraph (D) the 

following: 
‘‘(E) include a description of how the objec-

tives for each Program Component Area, and 
the objectives for activities that involve 
multiple Program Component Areas, relate 

to the objectives of the Program identified 
in the strategic plan under subsection (e); 

‘‘(F) include— 
‘‘(i) a description of the funding required 

by the Office of Science and Technology Pol-
icy to perform the functions under sub-
sections (a) and (c) of section 102 for the next 
fiscal year by category of activity; 

‘‘(ii) a description of the funding required 
by the Office of Science and Technology Pol-
icy to perform the functions under sub-
sections (a) and (c) of section 102 for the cur-
rent fiscal year by category of activity; and 

‘‘(iii) the amount of funding provided for 
the Office of Science and Technology Policy 
for the current fiscal year by each agency 
participating in the Program; and’’. 

(g) DEFINITIONS.—Section 4 of the High- 
Performance Computing Act of 1991 (15 
U.S.C. 5503) is amended— 

(1) by redesignating paragraphs (1) and (2) 
as paragraphs (2) and (3), respectively; 

(2) by redesignating paragraph (3) as para-
graph (6); 

(3) by redesignating paragraphs (6) and (7) 
as paragraphs (7) and (8), respectively; 

(4) by inserting before paragraph (2), as re-
designated, the following: 

‘‘(1) ‘cyber-physical systems’ means phys-
ical or engineered systems whose networking 
and information technology functions and 
physical elements are deeply integrated and 
are actively connected to the physical world 
through sensors, actuators, or other means 
to perform monitoring and control func-
tions;’’; 

(5) in paragraph (3), as redesignated, by 
striking ‘‘high-performance computing’’ and 
inserting ‘‘networking and information tech-
nology’’; 

(6) in paragraph (6), as redesignated— 
(A) by striking ‘‘high-performance com-

puting’’ and inserting ‘‘networking and in-
formation technology’’; and 

(B) by striking ‘‘supercomputer’’ and in-
serting ‘‘high-end computing’’; 

(7) in paragraph (5), by striking ‘‘network 
referred to as’’ and all that follows through 
the semicolon and inserting ‘‘network, in-
cluding advanced computer networks of Fed-
eral agencies and departments’’; and 

(8) in paragraph (7), as redesignated, by 
striking ‘‘National High-Performance Com-
puting Program’’ and inserting ‘‘networking 
and information technology research and de-
velopment program’’. 
SEC. 402. RESEARCH IN AREAS OF NATIONAL IM-

PORTANCE. 
(a) RESEARCH IN AREAS OF NATIONAL IMPOR-

TANCE.—Title I of the High-Performance 
Computing Act of 1991 (15 U.S.C. 5511 et seq.) 
is amended by adding at the end the fol-
lowing: 
‘‘SEC. 104. RESEARCH IN AREAS OF NATIONAL IM-

PORTANCE. 
‘‘(a) IN GENERAL.—The Program shall en-

courage agencies under section 101(a)(3)(B) to 
support, maintain, and improve national, 
multi-agency, multi-faceted, research and 
development activities in networking and in-
formation technology directed toward appli-
cation areas that have the potential for sig-
nificant contributions to national economic 
competitiveness and for other significant so-
cietal benefits. 

‘‘(b) TECHNICAL SOLUTIONS.—An activity 
under subsection (a) shall be designed to ad-
vance the development of research discov-
eries by demonstrating technical solutions 
to important problems in areas including— 

‘‘(1) cybersecurity; 
‘‘(2) health care; 
‘‘(3) energy management and low-power 

systems and devices; 
‘‘(4) transportation, including surface and 

air transportation; 
‘‘(5) cyber-physical systems; 

‘‘(6) large-scale data analysis and modeling 
of physical phenomena; 

‘‘(7) large scale data analysis and modeling 
of behavioral phenomena; 

‘‘(8) supply chain quality and security; and 
‘‘(9) privacy protection and protected dis-

closure of confidential data. 
‘‘(c) RECOMMENDATIONS.—The advisory 

committee under section 101(b) shall make 
recommendations to the Program for can-
didate research and development areas for 
support under this section. 

‘‘(d) CHARACTERISTICS.— 
‘‘(1) IN GENERAL.—Research and develop-

ment activities under this section— 
‘‘(A) shall include projects selected on the 

basis of applications for support through a 
competitive, merit-based process; 

‘‘(B) shall leverage, when possible, Federal 
investments through collaboration with re-
lated State initiatives; 

‘‘(C) shall include a plan for fostering the 
transfer of research discoveries and the re-
sults of technology demonstration activities, 
including from institutions of higher edu-
cation and Federal laboratories, to industry 
for commercial development; 

‘‘(D) shall involve collaborations among re-
searchers in institutions of higher education 
and industry; and 

‘‘(E) may involve collaborations among 
nonprofit research institutions and Federal 
laboratories, as appropriate. 

‘‘(2) COST-SHARING.—In selecting applica-
tions for support, the agencies under section 
101(a)(3)(B) shall give special consideration 
to projects that include cost sharing from 
non-Federal sources. 

‘‘(3) MULTIDISCIPLINARY RESEARCH CEN-
TERS.—Research and development activities 
under this section shall be supported 
through multidisciplinary research centers, 
including Federal laboratories, that are or-
ganized to investigate basic research ques-
tions and carry out technology demonstra-
tion activities in areas described in sub-
section (a). Research may be carried out 
through existing multidisciplinary centers, 
including those authorized under section 
7024(b)(2) of the America COMPETES Act (42 
U.S.C. 1862o–10(2)).’’. 

(b) CYBER-PHYSICAL SYSTEMS.—Section 
101(a)(1) of the High-Performance Computing 
Act of 1991 (15 U.S.C. 5511(a)(1)) is amended— 

(1) in subparagraph (H), by striking ‘‘and’’ 
after the semicolon; 

(2) in subparagraph (I), by striking the pe-
riod at the end and inserting a semicolon; 
and 

(3) by adding at the end the following: 
‘‘(J) provide for increased understanding of 

the scientific principles of cyber-physical 
systems and improve the methods available 
for the design, development, and operation of 
cyber-physical systems that are character-
ized by high reliability, safety, and security; 
and 

‘‘(K) provide for research and development 
on human-computer interactions, visualiza-
tion, and big data.’’. 

(c) TASK FORCE.—Title I of the High-Per-
formance Computing Act of 1991 (15 U.S.C. 
5511 et seq.), as amended by section 402(a) of 
this Act, is amended by adding at the end 
the following: 
‘‘SEC. 105. TASK FORCE. 

‘‘(a) ESTABLISHMENT.—Not later than 180 
days after the date of enactment the 
Strengthening and Enhancing Cybersecurity 
by Using Research, Education, Information, 
and Technology Act of 2012, the Director of 
the Office of Science and Technology Policy 
under section 102 shall convene a task force 
to explore mechanisms for carrying out col-
laborative research and development activi-
ties for cyber-physical systems (including 
the related technologies required to enable 
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these systems) through a consortium or 
other appropriate entity with participants 
from institutions of higher education, Fed-
eral laboratories, and industry. 

‘‘(b) FUNCTIONS.—The task force shall— 
‘‘(1) develop options for a collaborative 

model and an organizational structure for 
such entity under which the joint research 
and development activities could be planned, 
managed, and conducted effectively, includ-
ing mechanisms for the allocation of re-
sources among the participants in such enti-
ty for support of such activities; 

‘‘(2) propose a process for developing a re-
search and development agenda for such en-
tity, including guidelines to ensure an appro-
priate scope of work focused on nationally 
significant challenges and requiring collabo-
ration and to ensure the development of re-
lated scientific and technological mile-
stones; 

‘‘(3) define the roles and responsibilities for 
the participants from institutions of higher 
education, Federal laboratories, and indus-
try in such entity; 

‘‘(4) propose guidelines for assigning intel-
lectual property rights and for transferring 
research results to the private sector; and 

‘‘(5) make recommendations for how such 
entity could be funded from Federal, State, 
and non-governmental sources. 

‘‘(c) COMPOSITION.—In establishing the task 
force under subsection (a), the Director of 
the Office of Science and Technology Policy 
shall appoint an equal number of individuals 
from institutions of higher education and 
from industry with knowledge and expertise 
in cyber-physical systems, and may appoint 
not more than 2 individuals from Federal 
laboratories. 

‘‘(d) REPORT.—Not later than 1 year after 
the date of enactment of the Strengthening 
and Enhancing Cybersecurity by Using Re-
search, Education, Information, and Tech-
nology Act of 2012, the Director of the Office 
of Science and Technology Policy shall 
transmit to the Committee on Commerce, 
Science, and Transportation of the Senate 
and the Committee on Science and Tech-
nology of the House of Representatives a re-
port describing the findings and rec-
ommendations of the task force. 

‘‘(e) TERMINATION.—The task force shall 
terminate upon transmittal of the report re-
quired under subsection (d). 

‘‘(f) COMPENSATION AND EXPENSES.—Mem-
bers of the task force shall serve without 
compensation.’’. 
SEC. 403. PROGRAM IMPROVEMENTS. 

Section 102 of the High-Performance Com-
puting Act of 1991 (15 U.S.C. 5512) is amended 
to read as follows: 
‘‘SEC. 102. PROGRAM IMPROVEMENTS. 

‘‘(a) FUNCTIONS.—The Director of the Office 
of Science and Technology Policy shall con-
tinue— 

‘‘(1) to provide technical and administra-
tive support to— 

‘‘(A) the agencies participating in planning 
and implementing the Program, including 
support needed to develop the strategic plan 
under section 101(e); and 

‘‘(B) the advisory committee under section 
101(b); 

‘‘(2) to serve as the primary point of con-
tact on Federal networking and information 
technology activities for government agen-
cies, academia, industry, professional soci-
eties, State computing and networking tech-
nology programs, interested citizen groups, 
and others to exchange technical and pro-
grammatic information; 

‘‘(3) to solicit input and recommendations 
from a wide range of stakeholders during the 
development of each strategic plan under 
section 101(e) by convening at least 1 work-
shop with invitees from academia, industry, 

Federal laboratories, and other relevant or-
ganizations and institutions; 

‘‘(4) to conduct public outreach, including 
the dissemination of the advisory commit-
tee’s findings and recommendations, as ap-
propriate; 

‘‘(5) to promote access to and early appli-
cation of the technologies, innovations, and 
expertise derived from Program activities to 
agency missions and systems across the Fed-
eral Government and to United States indus-
try; 

‘‘(6) to ensure accurate and detailed budget 
reporting of networking and information 
technology research and development invest-
ment; and 

‘‘(7) to encourage agencies participating in 
the Program to use existing programs and 
resources to strengthen networking and in-
formation technology education and train-
ing, and increase participation in such fields, 
including by women and underrepresented 
minorities. 

‘‘(b) SOURCE OF FUNDING.— 
‘‘(1) IN GENERAL.—The functions under this 

section shall be supported by funds from 
each agency participating in the Program. 

‘‘(2) SPECIFICATIONS.—The portion of the 
total budget of the Office of Science and 
Technology Policy that is provided by each 
agency participating in the Program for each 
fiscal year shall be in the same proportion as 
each agency’s share of the total budget for 
the Program for the previous fiscal year, as 
specified in the database under section 
102(c). 

‘‘(c) DATABASE.— 
‘‘(1) IN GENERAL.—The Director of the Of-

fice of Science and Technology Policy shall 
develop and maintain a database of projects 
funded by each agency for the fiscal year for 
each Program Component Area. 

‘‘(2) PUBLIC ACCESSIBILITY.—The Director of 
the Office of Science and Technology Policy 
shall make the database accessible to the 
public. 

‘‘(3) DATABASE CONTENTS.—The database 
shall include, for each project in the data-
base— 

‘‘(A) a description of the project; 
‘‘(B) each agency, industry, institution of 

higher education, Federal laboratory, or 
international institution involved in the 
project; 

‘‘(C) the source funding of the project (set 
forth by agency); 

‘‘(D) the funding history of the project; and 
‘‘(E) whether the project has been com-

pleted.’’. 
SEC. 404. IMPROVING EDUCATION OF NET-

WORKING AND INFORMATION TECH-
NOLOGY, INCLUDING HIGH PER-
FORMANCE COMPUTING. 

Section 201(a) of the High-Performance 
Computing Act of 1991 (15 U.S.C. 5521(a)) is 
amended— 

(1) by redesignating paragraphs (2) through 
(4) as paragraphs (3) through (5), respec-
tively; and 

(2) by inserting after paragraph (1) the fol-
lowing: 

‘‘(2) the National Science Foundation shall 
use its existing programs, in collaboration 
with other agencies, as appropriate, to im-
prove the teaching and learning of net-
working and information technology at all 
levels of education and to increase participa-
tion in networking and information tech-
nology fields;’’. 
SEC. 405. CONFORMING AND TECHNICAL AMEND-

MENTS TO THE HIGH-PERFORM-
ANCE COMPUTING ACT OF 1991. 

(a) SECTION 3.—Section 3 of the High-Per-
formance Computing Act of 1991 (15 U.S.C. 
5502) is amended— 

(1) in the matter preceding paragraph (1), 
by striking ‘‘high-performance computing’’ 
and inserting ‘‘networking and information 
technology’’; 

(2) in paragraph (1)— 
(A) in the matter preceding subparagraph 

(A), by striking ‘‘high-performance com-
puting’’ and inserting ‘‘networking and in-
formation technology’’; 

(B) in subparagraphs (A), (F), and (G), by 
striking ‘‘high-performance computing’’ 
each place it appears and inserting ‘‘net-
working and information technology’’; and 

(C) in subparagraph (H), by striking ‘‘high- 
performance’’ and inserting ‘‘high-end’’; and 

(3) in paragraph (2)— 
(A) by striking ‘‘high-performance com-

puting and’’ and inserting ‘‘networking and 
information technology, and’’; and 

(B) by striking ‘‘high-performance com-
puting network’’ and inserting ‘‘networking 
and information technology’’. 

(b) TITLE HEADING.—The heading of title I 
of the High-Performance Computing Act of 
1991 (105 Stat. 1595) is amended by striking 
‘‘HIGH-PERFORMANCE COMPUTING’’ and 
inserting ‘‘NETWORKING AND INFORMA-
TION TECHNOLOGY’’. 

(c) SECTION 101.—Section 101 of the High- 
Performance Computing Act of 1991 (15 
U.S.C. 5511) is amended— 

(1) in the section heading, by striking 
‘‘HIGH-PERFORMANCE COMPUTING’’ and insert-
ing ‘‘NETWORKING AND INFORMATION TECH-
NOLOGY RESEARCH AND DEVELOPMENT’’; 

(2) in subsection (a)— 
(A) in the subsection heading, by striking 

‘‘NATIONAL HIGH-PERFORMANCE COMPUTING’’ 
and inserting ‘‘NETWORKING AND INFORMATION 
TECHNOLOGY RESEARCH AND DEVELOPMENT’’; 

(B) in paragraph (1)— 
(i) by striking ‘‘National High-Perform-

ance Computing Program’’ and inserting 
‘‘networking and information technology re-
search and development program’’; 

(ii) in subparagraph (A), by striking ‘‘high- 
performance computing, including net-
working’’ and inserting ‘‘networking and in-
formation technology’’; 

(iii) in subparagraphs (B) and (G), by strik-
ing ‘‘high-performance’’ each place it ap-
pears and inserting ‘‘high-end’’; and 

(iv) in subparagraph (C), by striking ‘‘high- 
performance computing and networking’’ 
and inserting ‘‘high-end computing, distrib-
uted, and networking’’; and 

(C) in paragraph (2)— 
(i) in subparagraphs (A) and (C)— 
(I) by striking ‘‘high-performance com-

puting’’ each place it appears and inserting 
‘‘networking and information technology’’; 
and 

(II) by striking ‘‘development, net-
working,’’ each place it appears and insert-
ing ‘‘development,’’; and 

(ii) in subparagraphs (G) and (H), as redes-
ignated by section 401(d) of this Act, by 
striking ‘‘high-performance’’ each place it 
appears and inserting ‘‘high-end’’; 

(3) in subsection (b)(1), in the matter pre-
ceding subparagraph (A), by striking ‘‘high- 
performance computing’’ each place it ap-
pears and inserting ‘‘networking and infor-
mation technology’’; and 

(4) in subsection (c)(1)(A), by striking 
‘‘high-performance computing’’ and insert-
ing ‘‘networking and information tech-
nology’’. 

(d) SECTION 201.—Section 201(a)(1) of the 
High-Performance Computing Act of 1991 (15 
U.S.C. 5521(a)(1)) is amended by striking 
‘‘high-performance computing and advanced 
high-speed computer networking’’ and in-
serting ‘‘networking and information tech-
nology research and development’’. 

(e) SECTION 202.—Section 202(a) of the High- 
Performance Computing Act of 1991 (15 
U.S.C. 5522(a)) is amended by striking ‘‘high- 
performance computing’’ and inserting ‘‘net-
working and information technology’’. 

(f) SECTION 203.—Section 203(a) of the High- 
Performance Computing Act of 1991 (15 
U.S.C. 5523(a)) is amended— 
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(1) in paragraph (1), by striking ‘‘high-per-

formance computing and networking’’ and 
inserting ‘‘networking and information tech-
nology’’; and 

(2) in paragraph (2)(A), by striking ‘‘high- 
performance’’ and inserting ‘‘high-end’’. 

(g) SECTION 204.—Section 204 of the High- 
Performance Computing Act of 1991 (15 
U.S.C. 5524) is amended— 

(1) in subsection (a)(1)— 
(A) in subparagraph (A), by striking ‘‘high- 

performance computing systems and net-
works’’ and inserting ‘‘networking and infor-
mation technology systems and capabili-
ties’’; 

(B) in subparagraph (B), by striking ‘‘inter-
operability of high-performance computing 
systems in networks and for common user 
interfaces to systems’’ and inserting ‘‘inter-
operability and usability of networking and 
information technology systems’’; and 

(C) in subparagraph (C), by striking ‘‘high- 
performance computing’’ and inserting ‘‘net-
working and information technology’’; and 

(2) in subsection (b)— 
(A) by striking ‘‘HIGH-PERFORMANCE COM-

PUTING AND NETWORK’’ in the heading and in-
serting ‘‘NETWORKING AND INFORMATION 
TECHNOLOGY’’; and 

(B) by striking ‘‘sensitive’’. 
(h) SECTION 205.—Section 205(a) of the 

High-Performance Computing Act of 1991 (15 
U.S.C. 5525(a)) is amended by striking ‘‘com-
putational’’ and inserting ‘‘networking and 
information technology’’. 

(i) SECTION 206.—Section 206(a) of the High- 
Performance Computing Act of 1991 (15 
U.S.C. 5526(a)) is amended by striking ‘‘com-
putational research’’ and inserting ‘‘net-
working and information technology re-
search’’. 

(j) SECTION 207.—Section 207 of the High- 
Performance Computing Act of 1991 (15 
U.S.C. 5527) is amended by striking ‘‘high- 
performance computing’’ and inserting ‘‘net-
working and information technology’’. 

(k) SECTION 208.—Section 208 of the High- 
Performance Computing Act of 1991 (15 
U.S.C. 5528) is amended— 

(1) in the section heading, by striking 
‘‘HIGH-PERFORMANCE COMPUTING’’ and insert-
ing ‘‘NETWORKING AND INFORMATION TECH-
NOLOGY’’; and 

(2) in subsection (a)— 
(A) in paragraph (1), by striking ‘‘High-per-

formance computing and associated’’ and in-
serting ‘‘Networking and information’’; 

(B) in paragraph (2), by striking ‘‘high-per-
formance computing’’ and inserting ‘‘net-
working and information technologies’’; 

(C) in paragraph (3), by striking ‘‘high-per-
formance’’ and inserting ‘‘high-end’’; 

(D) in paragraph (4), by striking ‘‘high-per-
formance computers and associated’’ and in-
serting ‘‘networking and information’’; and 

(E) in paragraph (5), by striking ‘‘high-per-
formance computing and associated’’ and in-
serting ‘‘networking and information’’. 
SEC. 406. FEDERAL CYBER SCHOLARSHIP-FOR- 

SERVICE PROGRAM. 
(a) IN GENERAL.—The Director of the Na-

tional Science Foundation, in coordination 
with the Secretary of Homeland Security, 
shall carry out a Federal cyber scholarship- 
for-service program to recruit and train the 
next generation of information technology 
professionals and security managers to meet 
the needs of the cybersecurity mission for 
the Federal government. 

(b) PROGRAM DESCRIPTION AND COMPO-
NENTS.—The program shall— 

(1) annually assess the workforce needs of 
the Federal government for cybersecurity 
professionals, including network engineers, 
software engineers, and other experts in 
order to determine how many scholarships 
should be awarded annually to ensure that 
the workforce needs following graduation 
match the number of scholarships awarded; 

(2) provide scholarships for up to 1,000 stu-
dents per year in their pursuit of under-
graduate or graduate degrees in the cyberse-
curity field, in an amount that may include 
coverage for full tuition, fees, and a stipend; 

(3) require each scholarship recipient, as a 
condition of receiving a scholarship under 
the program, to serve in a Federal informa-
tion technology workforce for a period equal 
to one and one-half times each year, or par-
tial year, of scholarship received, in addition 
to an internship in the cybersecurity field, if 
applicable, following graduation; 

(4) provide a procedure for the National 
Science Foundation or a Federal agency, 
consistent with regulations of the Office of 
Personnel Management, to request and fund 
a security clearance for a scholarship recipi-
ent, including providing for clearance during 
a summer internship and upon graduation; 
and 

(5) provide opportunities for students to re-
ceive temporary appointments for meaning-
ful employment in the Federal information 
technology workforce during school vacation 
periods and for internships. 

(c) HIRING AUTHORITY.— 
(1) IN GENERAL.—For purposes of any law or 

regulation governing the appointment of an 
individual in the Federal civil service, upon 
the successful completion of the student’s 
studies, a student receiving a scholarship 
under the program may— 

(A) be hired under section 213.3102(r) of 
title 5, Code of Federal Regulations; and 

(B) be exempt from competitive service. 
(2) COMPETITIVE SERVICE.—Upon satisfac-

tory fulfillment of the service term under 
paragraph (1), an individual may be con-
verted to a competitive service position 
without competition if the individual meets 
the requirements for that position. 

(d) ELIGIBILITY.—The eligibility require-
ments for a scholarship under this section 
shall include that a scholarship applicant— 

(1) be a citizen of the United States; 
(2) be eligible to be granted a security 

clearance; 
(3) maintain a grade point average of 3.2 or 

above on a 4.0 scale for undergraduate study 
or a 3.5 or above on a 4.0 scale for post-
graduate study; 

(4) demonstrate a commitment to a career 
in improving the security of the information 
infrastructure; and 

(5) has demonstrated a level of proficiency 
in math or computer sciences. 

(e) FAILURE TO COMPLETE SERVICE OBLIGA-
TION.— 

(1) IN GENERAL.—A scholarship recipient 
under this section shall be liable to the 
United States under paragraph (2) if the 
scholarship recipient— 

(A) fails to maintain an acceptable level of 
academic standing in the educational insti-
tution in which the individual is enrolled, as 
determined by the Director; 

(B) is dismissed from such educational in-
stitution for disciplinary reasons; 

(C) withdraws from the program for which 
the award was made before the completion of 
such program; 

(D) declares that the individual does not 
intend to fulfill the service obligation under 
this section; 

(E) fails to fulfill the service obligation of 
the individual under this section; or 

(F) loses a security clearance or becomes 
ineligible for a security clearance. 

(2) REPAYMENT AMOUNTS.— 
(A) LESS THAN 1 YEAR OF SERVICE.—If a cir-

cumstance under paragraph (1) occurs before 
the completion of 1 year of a service obliga-
tion under this section, the total amount of 
awards received by the individual under this 
section shall be repaid. 

(B) ONE OR MORE YEARS OF SERVICE.—If a 
circumstance described in subparagraph (D) 

or (E) of paragraph (1) occurs after the com-
pletion of 1 year of a service obligation under 
this section, the total amount of scholarship 
awards received by the individual under this 
section, reduced by the ratio of the number 
of years of service completed divided by the 
number of years of service required, shall be 
repaid. 

(f) EVALUATION AND REPORT.—The Director 
of the National Science Foundation shall— 

(1) evaluate the success of recruiting indi-
viduals for scholarships under this section 
and of hiring and retaining those individuals 
in the public sector workforce, including the 
annual cost and an assessment of how the 
program actually improves the Federal 
workforce; and 

(2) periodically report the findings under 
paragraph (1) to Congress. 

(g) AUTHORIZATION OF APPROPRIATIONS.— 
From amounts made available under section 
503 of the America COMPETES Reauthoriza-
tion Act of 2010 (124 Stat. 4005), the Secretary 
may use funds to carry out the requirements 
of this section for fiscal years 2012 through 
2013. 
SEC. 407. STUDY AND ANALYSIS OF CERTIFI-

CATION AND TRAINING OF INFOR-
MATION INFRASTRUCTURE PROFES-
SIONALS. 

(a) STUDY.—The President shall enter into 
an agreement with the National Academies 
to conduct a comprehensive study of govern-
ment, academic, and private-sector accredi-
tation, training, and certification programs 
for personnel working in information infra-
structure. The agreement shall require the 
National Academies to consult with sector 
coordinating councils and relevant govern-
mental agencies, regulatory entities, and 
nongovernmental organizations in the course 
of the study. 

(b) SCOPE.—The study shall include— 
(1) an evaluation of the body of knowledge 

and various skills that specific categories of 
personnel working in information infrastruc-
ture should possess in order to secure infor-
mation systems; 

(2) an assessment of whether existing gov-
ernment, academic, and private-sector ac-
creditation, training, and certification pro-
grams provide the body of knowledge and 
various skills described in paragraph (1); 

(3) an analysis of any barriers to the Fed-
eral Government recruiting and hiring cy-
bersecurity talent, including barriers relat-
ing to compensation, the hiring process, job 
classification, and hiring flexibility; and 

(4) an analysis of the sources and avail-
ability of cybersecurity talent, a comparison 
of the skills and expertise sought by the Fed-
eral Government and the private sector, an 
examination of the current and future capac-
ity of United States institutions of higher 
education, including community colleges, to 
provide current and future cybersecurity 
professionals, through education and train-
ing activities, with those skills sought by 
the Federal Government, State and local en-
tities, and the private sector. 

(c) REPORT.—Not later than 1 year after 
the date of enactment of this Act, the Na-
tional Academies shall submit to the Presi-
dent and Congress a report on the results of 
the study. The report shall include— 

(1) findings regarding the state of informa-
tion infrastructure accreditation, training, 
and certification programs, including spe-
cific areas of deficiency and demonstrable 
progress; and 

(2) recommendations for the improvement 
of information infrastructure accreditation, 
training, and certification programs. 
SEC. 408. INTERNATIONAL CYBERSECURITY 

TECHNICAL STANDARDS. 
(a) IN GENERAL.—The Director of the Na-

tional Institute of Standards and Tech-
nology, in coordination with appropriate 
Federal authorities, shall— 
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(1) as appropriate, ensure coordination of 

Federal agencies engaged in the development 
of international technical standards related 
to information system security; and 

(2) not later than 1 year after the date of 
enactment of this Act, develop and transmit 
to Congress a plan for ensuring such Federal 
agency coordination. 

(b) CONSULTATION WITH THE PRIVATE SEC-
TOR.—In carrying out the activities under 
subsection (a)(1), the Director shall ensure 
consultation with appropriate private sector 
stakeholders. 
SEC. 409. IDENTITY MANAGEMENT RESEARCH 

AND DEVELOPMENT. 
The Director of the National Institute of 

Standards and Technology shall continue a 
program to support the development of tech-
nical standards, metrology, testbeds, and 
conformance criteria, taking into account 
appropriate user concerns— 

(1) to improve interoperability among 
identity management technologies; 

(2) to strengthen authentication methods 
of identity management systems; 

(3) to improve privacy protection in iden-
tity management systems, including health 
information technology systems, through 
authentication and security protocols; and 

(4) to improve the usability of identity 
management systems. 
SEC. 410. FEDERAL CYBERSECURITY RESEARCH 

AND DEVELOPMENT. 
(a) NATIONAL SCIENCE FOUNDATION COM-

PUTER AND NETWORK SECURITY RESEARCH 
GRANT AREAS.—Section 4(a)(1) of the Cyber 
Security Research and Development Act (15 
U.S.C. 7403(a)(1)) is amended— 

(1) in subparagraph (H), by striking ‘‘and’’ 
after the semicolon; 

(2) in subparagraph (I), by striking ‘‘prop-
erty.’’ and inserting ‘‘property;’’; and 

(3) by adding at the end the following: 
‘‘(J) secure fundamental protocols that are 

at the heart of inter-network communica-
tions and data exchange; 

‘‘(K) system security that addresses the 
building of secure systems from trusted and 
untrusted components; 

‘‘(L) monitoring and detection; and 
‘‘(M) resiliency and rapid recovery meth-

ods.’’. 
(b) NATIONAL SCIENCE FOUNDATION COM-

PUTER AND NETWORK SECURITY GRANTS.—Sec-
tion 4(a)(3) of the Cyber Security Research 
and Development Act (15 U.S.C. 7403(a)(3)) is 
amended— 

(1) in subparagraph (D), by striking ‘‘and’’; 
(2) in subparagraph (E), by striking ‘‘2007.’’ 

and inserting ‘‘2007;’’; and 
(3) by adding at the end the following: 
‘‘(F) such funds from amounts made avail-

able under section 503 of the America COM-
PETES Reauthorization Act of 2010 (124 Stat. 
4005), as the Secretary finds necessary to 
carry out the requirements of this sub-
section for fiscal years 2012 through 2013.’’. 

(c) COMPUTER AND NETWORK SECURITY CEN-
TERS.—Section 4(b)(7) of the Cyber Security 
Research and Development Act (15 U.S.C. 
7403(b)(7)) is amended— 

(1) in subparagraph (D), by striking ‘‘and’’; 
(2) in subparagraph (E), by striking ‘‘2007.’’ 

and inserting ‘‘2007;’’; and 
(3) by adding at the end the following: 
‘‘(F) such funds from amounts made avail-

able under section 503 of the America COM-
PETES Reauthorization Act of 2010 (124 Stat. 
4005), as the Secretary finds necessary to 
carry out the requirements of this sub-
section for fiscal years 2012 through 2013.’’. 

(d) COMPUTER AND NETWORK SECURITY CA-
PACITY BUILDING GRANTS.—Section 5(a)(6) of 
the Cyber Security Research and Develop-
ment Act (15 U.S.C. 7404(a)(6)) is amended— 

(1) in subparagraph (D), by striking ‘‘and’’; 
(2) in subparagraph (E), by striking ‘‘2007.’’ 

and inserting ‘‘2007;’’; and 

(3) by adding at the end the following: 
‘‘(F) such funds from amounts made avail-

able under section 503 of the America COM-
PETES Reauthorization Act of 2010 (124 Stat. 
4005), as the Secretary finds necessary to 
carry out the requirements of this sub-
section for fiscal years 2012 through 2013.’’. 

(e) SCIENTIFIC AND ADVANCED TECHNOLOGY 
ACT GRANTS.—Section 5(b)(2) of the Cyber 
Security Research and Development Act (15 
U.S.C. 7404(b)(2)) is amended— 

(1) in subparagraph (D), by striking ‘‘and’’; 
(2) in subparagraph (E), by striking ‘‘2007.’’ 

and inserting ‘‘2007;’’; and 
(3) by adding at the end the following: 
‘‘(F) such funds from amounts made avail-

able under section 503 of the America COM-
PETES Reauthorization Act of 2010 (124 Stat. 
4005), as the Secretary finds necessary to 
carry out the requirements of this sub-
section for fiscal years 2012 through 2013.’’. 

(f) GRADUATE TRAINEESHIPS IN COMPUTER 
AND NETWORK SECURITY RESEARCH.—Section 
5(c)(7) of the Cyber Security Research and 
Development Act (15 U.S.C. 7404(c)(7)) is 
amended— 

(1) in subparagraph (D), by striking ‘‘and’’; 
(2) in subparagraph (E), by striking ‘‘2007.’’ 

and inserting ‘‘2007;’’; and 
(3) by adding at the end the following: 
‘‘(F) such funds from amounts made avail-

able under section 503 of the America COM-
PETES Reauthorization Act of 2010 (124 Stat. 
4005), as the Secretary finds necessary to 
carry out the requirements of this sub-
section for fiscal years 2012 through 2013.’’. 

SA 2583. Mr. GRASSLEY submitted 
an amendment intended to be proposed 
by him to the bill S. 3414, to enhance 
the security and resiliency of the cyber 
and communications infrastructure of 
the United States; which was ordered 
to lie on the table; as follows: 

Beginning on page 192, strike line 11 and 
all that follows through page 193, line 22. 

SA 2584. Mr. GRASSLEY submitted 
an amendment intended to be proposed 
by him to the bill S. 3414, to enhance 
the security and resiliency of the cyber 
and communications infrastructure of 
the United States; which was ordered 
to lie on the table; as follows: 

On page 18, strike line 16 and all that fol-
lows through page 19, line 2, and insert the 
following: 

(5) LIMITATION.—The Council may not iden-
tify critical infrastructure as a category of 
critical cyber infrastructure under this sec-
tion based solely on activities protected by 
the first amendment to the Constitution of 
the United States. 

SA 2585. Mr. GRASSLEY submitted 
an amendment intended to be proposed 
by him to the bill S. 3414, to enhance 
the security and resiliency of the cyber 
and communications infrastructure of 
the United States; which was ordered 
to lie on the table; as follows: 

At the end, add the following: 
TITLE VIII—CRIMINAL PENALTIES 

SEC. 801. PENALTIES FOR FRAUD AND RELATED 
ACTIVITY IN CONNECTION WITH 
COMPUTERS. 

Section 1030(c) of title 18, United States 
Code, is amended to read as follows: 

‘‘(c) The punishment for an offense under 
subsection (a) or (b) of this section is— 

‘‘(1) a fine under this title or imprisonment 
for not more than 20 years, or both, in the 
case of an offense under subsection (a)(1) of 
this section; 

‘‘(2)(A) except as provided in subparagraph 
(B), a fine under this title or imprisonment 
for not more than 3 years, or both, in the 
case of an offense under subsection (a)(2); or 

‘‘(B) a fine under this title or imprison-
ment for not more than ten years, or both, in 
the case of an offense under subsection (a)(2) 
of this section, if— 

‘‘(i) the offense was committed for pur-
poses of commercial advantage or private fi-
nancial gain; 

‘‘(ii) the offense was committed in the fur-
therance of any criminal or tortious act in 
violation of the Constitution or laws of the 
United States, or of any State; or 

‘‘(iii) the value of the information ob-
tained, or that would have been obtained if 
the offense was completed, exceeds $5,000; 

‘‘(3) a fine under this title or imprisonment 
for not more than 10 years, or both, in the 
case of an offense under subsection (a)(3) of 
this section; 

‘‘(4) a fine under this title or imprisonment 
of not more than 20 years, or both, in the 
case of an offense under subsection (a)(4) of 
this section; and 

‘‘(5)(A) except as provided in subparagraph 
(C), a fine under this title, imprisonment for 
not more than 20 years, or both, in the case 
of an offense under subsection (a)(5)(A) of 
this section, if the offense caused— 

‘‘(i) loss to 1 or more persons during any 1- 
year period (and, for purposes of an inves-
tigation, prosecution, or other proceeding 
brought by the United States only, loss re-
sulting from a related course of conduct af-
fecting 1 or more other protected computers) 
aggregating at least $5,000 in value; 

‘‘(ii) the modification or impairment, or 
potential modification or impairment, of the 
medical examination, diagnosis, treatment, 
or care of 1 or more individuals; 

‘‘(iii) physical injury to any person; 
‘‘(iv) a threat to public health or safety; 
‘‘(v) damage affecting a computer used by, 

or on behalf of, an entity of the United 
States Government in furtherance of the ad-
ministration of justice, national defense, or 
national security; or 

‘‘(vi) damage affecting 10 or more pro-
tected computers during any 1-year period; 

‘‘(B) a fine under this title, imprisonment 
for not more than 20 years, or both, in the 
case of an offense under subsection (a)(5)(B), 
if the offense caused a harm described in 
clause (i) through (vi) of subparagraph (A) of 
this subsection; 

‘‘(C) if the offender attempts to cause or 
knowingly or recklessly causes death from 
conduct in violation of subsection (a)(5)(A), a 
fine under this title, imprisonment for any 
term of years or for life, or both; 

‘‘(D) a fine under this title, imprisonment 
for not more than 10 years, or both, for any 
other offense under subsection (a)(5); 

‘‘(E) a fine under this title or imprison-
ment for not more than 10 years, or both, in 
the case of an offense under subsection (a)(6) 
of this section; or 

‘‘(F) a fine under this title or imprison-
ment for not more than 10 years, or both, in 
the case of an offense under subsection (a)(7) 
of this section.’’. 
SEC. 802. TRAFFICKING IN PASSWORDS. 

Section 1030(a)(6) of title 18, United States 
Code, is amended to read as follows: 

‘‘(6) knowingly and with intent to defraud 
traffics (as defined in section 1029) in any 
password or similar information or means of 
access through which a protected computer 
(as defined in subparagraphs (A) and (B) of 
subsection (e)(2)) may be accessed without 
authorization; or’’. 
SEC. 803. CONSPIRACY AND ATTEMPTED COM-

PUTER FRAUD OFFENSES. 
Section 1030(b) of title 18, United States 

Code, is amended by inserting ‘‘as if for the 
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completed offense’’ after ‘‘punished as pro-
vided’’. 
SEC. 804. CRIMINAL AND CIVIL FORFEITURE FOR 

FRAUD AND RELATED ACTIVITY IN 
CONNECTION WITH COMPUTERS. 

Section 1030 of title 18, United States Code, 
is amended by striking subsections (i) and (j) 
and inserting the following: 

‘‘(i) CRIMINAL FORFEITURE.— 
‘‘(1) The court, in imposing sentence on 

any person convicted of a violation of this 
section, or convicted of conspiracy to violate 
this section, shall order, in addition to any 
other sentence imposed and irrespective of 
any provision of State law, that such person 
forfeit to the United States— 

‘‘(A) such person’s interest in any prop-
erty, real or personal, that was used, or in-
tended to be used, to commit or facilitate 
the commission of such violation; and 

‘‘(B) any property, real or personal, consti-
tuting or derived from any gross proceeds, or 
any property traceable to such property, 
that such person obtained, directly or indi-
rectly, as a result of such violation. 

‘‘(2) The criminal forfeiture of property 
under this subsection, including any seizure 
and disposition of the property, and any re-
lated judicial or administrative proceeding, 
shall be governed by the provisions of sec-
tion 413 of the Comprehensive Drug Abuse 
Prevention and Control Act of 1970 (21 U.S.C. 
853), except subsection (d) of that section. 

‘‘(j) CIVIL FORFEITURE.— 
‘‘(1) The following shall be subject to for-

feiture to the United States and no property 
right, real or personal, shall exist in them: 

‘‘(A) Any property, real or personal, that 
was used, or intended to be used, to commit 
or facilitate the commission of any violation 
of this section, or a conspiracy to violate 
this section. 

‘‘(B) Any property, real or personal, consti-
tuting or derived from any gross proceeds ob-
tained directly or indirectly, or any property 
traceable to such property, as a result of the 
commission of any violation of this section, 
or a conspiracy to violate this section. 

‘‘(2) Seizures and forfeitures under this 
subsection shall be governed by the provi-
sions in chapter 46 relating to civil forfeit-
ures, except that such duties as are imposed 
on the Secretary of the Treasury under the 
customs laws described in section 981(d) shall 
be performed by such officers, agents and 
other persons as may be designated for that 
purpose by the Secretary of Homeland Secu-
rity or the Attorney General.’’. 
SEC. 805. DAMAGE TO CRITICAL INFRASTRUC-

TURE COMPUTERS. 
(a) IN GENERAL.—Chapter 47 of title 18, 

United States Code, is amended by inserting 
after section 1030 the following: 
‘‘§ 1030A. Aggravated damage to a critical in-

frastructure computer 
‘‘(a) DEFINITIONS.—In this section— 
‘‘(1) the term ‘computer’ has the meaning 

given the term in section 1030; 
‘‘(2) the term ‘critical infrastructure com-

puter’ means a computer that manages or 
controls systems or assets vital to national 
defense, national security, national eco-
nomic security, public health or safety, or 
any combination of those matters, whether 
publicly or privately owned or operated, in-
cluding— 

‘‘(A) oil and gas production, storage, con-
version, and delivery systems; 

‘‘(B) water supply systems; 
‘‘(C) telecommunication networks; 
‘‘(D) electrical power generation and deliv-

ery systems; 
‘‘(E) finance and banking systems; 
‘‘(F) emergency services; 
‘‘(G) transportation systems and services; 

and 
‘‘(H) government operations that provide 

essential services to the public; and 

‘‘(3) the term ‘damage’ has the meaning 
given the term in section 1030. 

‘‘(b) OFFENSE.—It shall be unlawful, during 
and in relation to a felony violation of sec-
tion 1030, to knowingly cause or attempt to 
cause damage to a critical infrastructure 
computer if the damage results in (or, in the 
case of an attempt, if completed, would have 
resulted in) the substantial impairment— 

‘‘(1) of the operation of the critical infra-
structure computer; or 

‘‘(2) of the critical infrastructure associ-
ated with the computer. 

‘‘(c) PENALTY.—Any person who violates 
subsection (b) shall be fined under this title, 
imprisoned for not less than 3 years but not 
more than 20 years, or both. 

‘‘(d) CONSECUTIVE SENTENCE.—Notwith-
standing any other provision of law— 

‘‘(1) a court shall not place on probation 
any person convicted of a violation of this 
section; 

‘‘(2) except as provided in paragraph (4), no 
term of imprisonment imposed on a person 
under this section shall run concurrently 
with any other term of imprisonment, in-
cluding any term of imprisonment imposed 
on the person under any other provision of 
law, including any term of imprisonment im-
posed for a felony violation of section 1030; 

‘‘(3) in determining any term of imprison-
ment to be imposed for a felony violation of 
section 1030, a court shall not in any way re-
duce the term to be imposed for such crime 
so as to compensate for, or otherwise take 
into account, any separate term of imprison-
ment imposed or to be imposed for a viola-
tion of this section; and 

‘‘(4) a term of imprisonment imposed on a 
person for a violation of this section may, in 
the discretion of the court, run concurrently, 
in whole or in part, only with another term 
of imprisonment that is imposed by the 
court at the same time on that person for an 
additional violation of this section, provided 
that such discretion shall be exercised in ac-
cordance with any applicable guidelines and 
policy statements issued by the United 
States Sentencing Commission pursuant to 
section 994 of title 28.’’. 

(b) TECHNICAL AND CONFORMING AMEND-
MENT.—The chapter analysis for chapter 47 of 
title 18, United States Code, is amended by 
inserting after the item relating to section 
1030 the following: 
‘‘1030A. Aggravated damage to a critical in-

frastructure computer.’’. 
SEC. 806. LIMITATION ON ACTIONS INVOLVING 

UNAUTHORIZED USE. 
Section 1030(e)(6) of title 18, United States 

Code, is amended by striking ‘‘alter;’’ and in-
serting ‘‘alter, but does not include access in 
violation of a contractual obligation or 
agreement, such as an acceptable use policy 
or terms of service agreement, with an Inter-
net service provider, Internet website, or 
non-government employer, if such violation 
constitutes the sole basis for determining 
that access to a protected computer is unau-
thorized;’’. 
SEC. 807. NO NEW FUNDING. 

An applicable Federal agency shall carry 
out the provisions of this title with existing 
facilities and funds otherwise available, 
through such means as the head of the agen-
cy considers appropriate. 

SA 2586. Mr. MCCAIN submitted an 
amendment intended to be proposed by 
him to the bill S. 3414, to enhance the 
security and resiliency of the cyber and 
communications infrastructure of the 
United States; which was ordered to lie 
on the table; as follows: 

On page 22, strike lines 8 through 18. 

SA 2587. Mr. MCCAIN submitted an 
amendment intended to be proposed by 

him to the bill S. 3414, to enhance the 
security and resiliency of the cyber and 
communications infrastructure of the 
United States; which was ordered to lie 
on the table; as follows: 

On page 30, after line 24, add the following: 
(C) RULE OF CONSTRUCTION.—Nothing in 

this paragraph shall be construed to estab-
lish a civil cause of action, or a presumption 
of negligence in a civil action, against an 
owner that does not participate in the Vol-
untary Cybersecurity Program for Critical 
Infrastructure established under this sec-
tion. 

SA 2588. Mr. MCCAIN submitted an 
amendment intended to be proposed by 
him to the bill S. 3414, to enhance the 
security and resiliency of the cyber and 
communications infrastructure of the 
United States; which was ordered to lie 
on the table; as follows: 

On page 22, line 10, strike ‘‘fails’’ and all 
that follows through line 18 and insert 
‘‘chooses not to propose to the Council cy-
bersecurity practices under subsection (a), 
not later than 180 days after the date of en-
actment of this Act the sector coordinating 
council shall submit a report to the Council 
explaining why it chose not to propose cy-
bersecurity practices.’’. 

SA 2589. Mr. MCCAIN submitted an 
amendment intended to be proposed by 
him to the bill S. 3414, to enhance the 
security and resiliency of the cyber and 
communications infrastructure of the 
United States; which was ordered to lie 
on the table; as follows: 

On page 30, line 8, after ‘‘106’’ insert the 
following: ‘‘and may not be used for other 
regulatory purposes by the Federal Govern-
ment or a State or local government’’. 

SA 2590. Mr. MCCAIN submitted an 
amendment intended to be proposed by 
him to the bill S. 3414, to enhance the 
security and resiliency of the cyber and 
communications infrastructure of the 
United States; which was ordered to lie 
on the table; as follows: 

On page 21, strike line 8 and all that fol-
lows through page 22, line 7, and insert the 
following: 

(B) review relevant regulations or compul-
sory standards or guidelines; and 

(C) review cybersecurity practices pro-
posed under subsection (a) to ensure suffi-
cient protection against cyber risks. 

(2) ADOPTION.— 
(A) IN GENERAL.—Not later than 1 year 

after the date of enactment of this Act, the 
Council shall— 

(i) adopt any cybersecurity practices pro-
posed under subsection (a) that adequately 
remediate or mitigate identified cyber risks 
and any associated consequences identified 
through an assessment conducted under sec-
tion 102(a); and 

(ii) conduct a cost-benefit analysis in ac-
cordance with Executive Order 13563 (5 U.S.C. 
601 note; relating to improving regulation 
and regulatory review), including sections 1 
and 3 of such Executive Order. 

SA 2591. Mr. MCCAIN submitted an 
amendment intended to be proposed by 
him to the bill S. 3414, to enhance the 
security and resiliency of the cyber and 
communications infrastructure of the 
United States; which was ordered to lie 
on the table; as follows: 

On page 16, line 8, after ‘‘mechanism’’ in-
sert ‘‘, under which it shall be unlawful for 
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the Federal Government to compel partici-
pation,’’. 

SA 2592. Mr. MCCAIN submitted an 
amendment intended to be proposed by 
him to the bill S. 3414, to enhance the 
security and resiliency of the cyber and 
communications infrastructure of the 
United States; which was ordered to lie 
on the table; as follows: 

Strike title IV. 

SA 2593. Mr. MCCAIN submitted an 
amendment intended to be proposed by 
him to the bill S. 3414, to enhance the 
security and resiliency of the cyber and 
communications infrastructure of the 
United States; which was ordered to lie 
on the table; as follows: 

On page 10, line 12, after ‘‘shall’’ insert the 
following: ‘‘designate a Federal agency sub-
ject to full congressional oversight to’’. 

SA 2594. Mr. MCCAIN submitted an 
amendment intended to be proposed by 
him to the bill S. 3414, to enhance the 
security and resiliency of the cyber and 
communications infrastructure of the 
United States; which was ordered to lie 
on the table; as follows: 

On page 20, line 2, after ‘‘paragraph (1).’’ 
insert the following: ‘‘If Congress passes a 
resolution of disapproval of the identifica-
tion of a category of critical infrastructure 
as critical cyber infrastructure, the category 
shall be removed from the list of identified 
categories of critical cyber infrastructure 
and may not be identified as a category of 
critical cyber infrastructure during the 2 
year period beginning on the date on which 
Congress passes the resolution of dis-
approval.’’. 

SA 2595. Mr. MCCAIN submitted an 
amendment intended to be proposed by 
him to the bill S. 3414, to enhance the 
security and resiliency of the cyber and 
communications infrastructure of the 
United States; which was ordered to lie 
on the table; as follows: 

On page 23, strike line 22 and all that fol-
lows through page 24, line 13, and insert the 
following: 

critical infrastructure may not adopt the cy-
bersecurity practices as mandatory require-
ments. 

(B) RULE OF CONSTRUCTION.—Nothing in 

SA 2596. Mr. MCCAIN submitted an 
amendment intended to be proposed by 
him to the bill S. 3414, to enhance the 
security and resiliency of the cyber and 
communications infrastructure of the 
United States; which was ordered to lie 
on the table; as follows: 

On page 13, line 11, insert ‘‘In addition, any 
authority of a Federal agency under another 
provision of law to compel owners or opera-
tors to provide information to the Federal 
Government may not be used in furtherance 
of this Act.’’ after the period. 

SA 2597. Mr. MCCAIN submitted an 
amendment intended to be proposed by 
him to the bill S. 3414, to enhance the 
security and resiliency of the cyber and 
communications infrastructure of the 
United States; which was ordered to lie 
on the table; as follows: 

Strike title I. 

SA 2598. Mr. MCCAIN submitted an 
amendment intended to be proposed by 

him to the bill S. 3414, to enhance the 
security and resiliency of the cyber and 
communications infrastructure of the 
United States; which was ordered to lie 
on the table; as follows: 

On page 16, line 21, strike ‘‘and’’. 
On page 16, line 23, strike the period and 

insert ‘‘; and’’. 
On page 16, between lines 23 and 24, insert 

the following: 
(H) submit to the President and the appro-

priate congressional committees a report, 
which may be in classified or unclassified 
form, explaining the methodologies use to 
identify and results of the identification of 
categories of critical cyber infrastructure. 

SA 2599. Mr. MCCAIN submitted an 
amendment intended to be proposed by 
him to the bill S. 3414, to enhance the 
security and resiliency of the cyber and 
communications infrastructure of the 
United States; which was ordered to lie 
on the table; as follows: 

On page 24, strike lines 3 through 12 and in-
sert the following: 

adopted the cybersecurity practices as man-
datory requirements, the Federal agency 
shall submit to the appropriate congres-
sional committees a report on the reasons 
the Federal agency did so, including an ex-
planation of how the Federal agency con-
ducted a detailed cost-benefit analysis in ac-
cordance with Executive Order 13563 (5 U.S.C. 
601 note; relating to improving regulation 
and regulatory review), including sections 1 
and 3 of such Executive Order. 

SA 2600. Mr. MCCAIN submitted an 
amendment intended to be proposed by 
him to the bill S. 3414, to enhance the 
security and resiliency of the cyber and 
communications infrastructure of the 
United States; which was ordered to lie 
on the table; as follows: 

Beginning on page 18, strike line 18 and all 
that follows through page 19, line 2, and in-
sert the following: ‘‘under this section crit-
ical infrastructure based solely on activities 
protected by the first amendment to the 
Constitution of the United States.’’. 

SA 2601. Mr. MCCAIN submitted an 
amendment intended to be proposed by 
him to the bill S. 3414, to enhance the 
security and resiliency of the cyber and 
communications infrastructure of the 
United States; which was ordered to lie 
on the table; as follows: 

On page 34, strike lines 3 through 19 and in-
sert the following: 

(1) provide additional authority for any 
sector-specific agency or any Federal agency 
that is not a sector-specific agency with re-
sponsibilities for regulating the security of 
critical infrastructure to establish standards 
or other cybersecurity measures that are ap-
plicable to the security of critical infrastruc-
ture not otherwise authorized by law; 

(2) limit or restrict the authority of the 
Department, or any other Federal agency, 
under any other provision of law; or 

(3) permit any owner (including a certified 
owner) to fail to comply with any other law 
or regulation, unless specifically authorized. 

SA 2602. Mr. MCCAIN submitted an 
amendment intended to be proposed by 
him to the bill S. 3414, to enhance the 
security and resiliency of the cyber and 
communications infrastructure of the 
United States; which was ordered to lie 
on the table; as follows: 

On page 173, beginning on line 14, strike 
‘‘The Secretary of Homeland Security, in 
consultation with’’ and insert ‘‘The Presi-
dent, in consultation with the Secretary,’’. 

On page 173, line 19, strike ‘‘civilian’’. 
On page 174, line 11, strike ‘‘CIVILIAN’’. 
On page 174, beginning on line 13, strike 

‘‘The Secretary, in consultation with’’ and 
insert ‘‘The President, in consultation with 
the Secretary,’’. 

On page 174, line 16, strike ‘‘civilian’’. 
On page 174, beginning on line 21, strike 

‘‘civilian’’. 
On page 177, line 2, strike ‘‘civilian’’. 
On page 177, line 6, strike ‘‘CIVILIAN’’. 
On page 177, beginning on line 8, strike 

‘‘the Secretary, in consultation with’’ and 
insert ‘‘the President, in consultation with 
the Secretary,’’. 

On page 177, line 11, strike ‘‘civilian’’. 
On page 177, line 23, strike ‘‘the Secretary’’ 

and insert ‘‘the President’’. 
On page 178, line 21, strike ‘‘The Sec-

retary’’ and insert ‘‘The President’’. 
On page 179, beginning on line 6, strike 

‘‘The Secretary, in coordination with the Di-
rector of National Intelligence, the Attorney 
General, and the Secretary of Defense,’’ and 
insert ‘‘The President’’. 

On page 183, beginning on line 15, strike 
‘‘the Secretary and approved by the Attor-
ney General’’ and insert ‘‘the President’’. 

On page 184, beginning on line 19, strike 
‘‘The Secretary, in consultation with privacy 
and civil liberties experts,’’ and insert ‘‘The 
President, in consultation with privacy and 
civil liberties experts, the Secretary,’’. 

On page 186, strike lines 16 through 22. 
On page 186, line 24, strike ‘‘The Sec-

retary’’ and insert ‘‘The President’’. 
On page 187, beginning on line 10, strike 

‘‘The Secretary and the Attorney General’’ 
and insert ‘‘The President, in consultation 
with the Secretary and the Attorney Gen-
eral,’’. 

On page 187, beginning on line 20, strike 
‘‘the Secretary and approved by the Attor-
ney General’’ and insert ‘‘the President’’. 

On page 187, beginning on line 23, strike 
‘‘the Attorney General’’ and insert ‘‘the 
President’’. 

On page 188, line 1, strike ‘‘the Attorney 
General’’ and insert ‘‘the President’’. 

On page 188, line 3, strike ‘‘the Attorney 
General’’ and insert ‘‘the President’’. 

On page 202, beginning on line 21, strike 
‘‘the Secretary, the Director of National In-
telligence, the Attorney General, and the 
Secretary of Defense shall jointly’’ and in-
sert ‘‘the President, in consultation with the 
Secretary, the Director of National Intel-
ligence, the Attorney General, and the Sec-
retary of Defense, shall’’. 

SA 2603. Mr. MCCAIN submitted an 
amendment intended to be proposed by 
him to the bill S. 3414, to enhance the 
security and resiliency of the cyber and 
communications infrastructure of the 
United States; which was ordered to lie 
on the table; as follows: 

On page 173, beginning on line 14, strike 
‘‘The Secretary of Homeland Security, in 
consultation with’’ and insert ‘‘The Presi-
dent, in consultation with the Secretary,’’. 

On page 173, line 19, strike ‘‘civilian’’. 
On page 174, line 11, strike ‘‘CIVILIAN’’. 
On page 174, beginning on line 13, strike 

‘‘The Secretary, in consultation with’’ and 
insert ‘‘The President, in consultation with 
the Secretary,’’. 

On page 174, line 16, strike ‘‘civilian’’. 
On page 174, beginning on line 21, strike 

‘‘civilian’’. 
On page 177, line 2, strike ‘‘civilian’’. 
On page 177, line 6, strike ‘‘CIVILIAN’’. 
On page 177, beginning on line 8, strike 

‘‘the Secretary, in consultation with’’ and 
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insert ‘‘the President, in consultation with 
the Secretary,’’. 

On page 177, line 11, strike ‘‘civilian’’. 
On page 177, line 23, strike ‘‘the Secretary’’ 

and insert ‘‘the President’’. 
On page 178, line 21, strike ‘‘The Sec-

retary’’ and insert ‘‘The President’’. 
On page 179, beginning on line 6, strike 

‘‘The Secretary, in coordination with the Di-
rector of National Intelligence, the Attorney 
General, and the Secretary of Defense,’’ and 
insert ‘‘The President’’. 

On page 183, beginning on line 15, strike 
‘‘the Secretary and approved by the Attor-
ney General’’ and insert ‘‘the President’’. 

On page 184, beginning on line 19, strike 
‘‘The Secretary, in consultation with privacy 
and civil liberties experts,’’ and insert ‘‘The 
President, in consultation with privacy and 
civil liberties experts, the Secretary,’’. 

On page 186, strike lines 16 through 22. 
On page 186, line 24, strike ‘‘The Sec-

retary’’ and insert ‘‘The President’’. 
On page 187, beginning on line 10, strike 

‘‘The Secretary and the Attorney General’’ 
and insert ‘‘The President, in consultation 
with the Secretary and the Attorney Gen-
eral,’’. 

On page 187, beginning on line 20, strike 
‘‘the Secretary and approved by the Attor-
ney General’’ and insert ‘‘the President’’. 

On page 187, beginning on line 23, strike 
‘‘the Attorney General’’ and insert ‘‘the 
President’’. 

On page 188, line 1, strike ‘‘the Attorney 
General’’ and insert ‘‘the President’’. 

On page 188, line 3, strike ‘‘the Attorney 
General’’ and insert ‘‘the President’’. 

On page 199, strike lines 12 through 17. 
On page 202, beginning on line 21, strike 

‘‘the Secretary, the Director of National In-
telligence, the Attorney General, and the 
Secretary of Defense shall jointly’’ and in-
sert ‘‘the President, in consultation with the 
Secretary, the Director of National Intel-
ligence, the Attorney General, and the Sec-
retary of Defense, shall’’. 

SA 2604. Mr. MCCAIN submitted an 
amendment intended to be proposed by 
him to the bill S. 3414, to enhance the 
security and resiliency of the cyber and 
communications infrastructure of the 
United States; which was ordered to lie 
on the table; as follows: 

At the end of title I, add the following: 
SEC. 111. SUNSET. 

This title is repealed effective on the date 
that is 4 years after the date of enactment of 
this Act. 

SA 2605. Mr. MCCAIN (for himself, 
Mrs. HUTCHISON, Mr. CHAMBLISS, Mr. 
GRASSLEY, Ms. MURKOWSKI, Mr. COATS, 
Mr. BURR, and Mr. JOHNSON of Wis-
consin) submitted an amendment in-
tended to be proposed by him to the 
bill S. 3414, to enhance the security and 
resiliency of the cyber and communica-
tions infrastructure of the United 
States; which was ordered to lie on the 
table; as follows: 

Strike all after the enacting clause and in-
sert the following: 
SECTION 1. SHORT TITLE; TABLE OF CONTENTS. 

(a) SHORT TITLE.—This Act may be cited as 
the ‘‘Strengthening and Enhancing Cyberse-
curity by Using Research, Education, Infor-
mation, and Technology Act of 2012’’ or ‘‘SE-
CURE IT’’. 

(b) TABLE OF CONTENTS.—The table of con-
tents of this Act is as follows: 
Sec. 1. Short title; table of contents. 

TITLE I—FACILITATING SHARING OF 
CYBER THREAT INFORMATION 

Sec. 101. Definitions. 

Sec. 102. Authorization to share cyber 
threat information. 

Sec. 103. Information sharing by the Federal 
government. 

Sec. 104. Construction. 
Sec. 105. Report on implementation. 
Sec. 106. Inspector General review. 
Sec. 107. Technical amendments. 
Sec. 108. Access to classified information. 

TITLE II—COORDINATION OF FEDERAL 
INFORMATION SECURITY POLICY 

Sec. 201. Coordination of Federal informa-
tion security policy. 

Sec. 202. Management of information tech-
nology. 

Sec. 203. No new funding. 
Sec. 204. Technical and conforming amend-

ments. 
Sec. 205. Clarification of authorities. 

TITLE III—CRIMINAL PENALTIES 
Sec. 301. Penalties for fraud and related ac-

tivity in connection with com-
puters. 

Sec. 302. Trafficking in passwords. 
Sec. 303. Conspiracy and attempted com-

puter fraud offenses. 
Sec. 304. Criminal and civil forfeiture for 

fraud and related activity in 
connection with computers. 

Sec. 305. Damage to critical infrastructure 
computers. 

Sec. 306. Limitation on actions involving 
unauthorized use. 

Sec. 307. No new funding. 
TITLE IV—CYBERSECURITY RESEARCH 

AND DEVELOPMENT 
Sec. 401. National High-Performance Com-

puting Program planning and 
coordination. 

Sec. 402. Research in areas of national im-
portance. 

Sec. 403. Program improvements. 
Sec. 404. Improving education of networking 

and information technology, in-
cluding high performance com-
puting. 

Sec. 405. Conforming and technical amend-
ments to the High-Performance 
Computing Act of 1991. 

Sec. 406. Federal cyber scholarship-for-serv-
ice program. 

Sec. 407. Study and analysis of certification 
and training of information in-
frastructure professionals. 

Sec. 408. International cybersecurity tech-
nical standards. 

Sec. 409. Identity management research and 
development. 

Sec. 410. Federal cybersecurity research and 
development. 

TITLE I—FACILITATING SHARING OF 
CYBER THREAT INFORMATION 

SEC. 101. DEFINITIONS. 
In this title: 
(1) AGENCY.—The term ‘‘agency’’ has the 

meaning given the term in section 3502 of 
title 44, United States Code. 

(2) ANTITRUST LAWS.—The term ‘‘antitrust 
laws’’— 

(A) has the meaning given the term in sec-
tion 1(a) of the Clayton Act (15 U.S.C. 12(a)); 

(B) includes section 5 of the Federal Trade 
Commission Act (15 U.S.C. 45) to the extent 
that section 5 of that Act applies to unfair 
methods of competition; and 

(C) includes any State law that has the 
same intent and effect as the laws under sub-
paragraphs (A) and (B). 

(3) COUNTERMEASURE.—The term ‘‘counter-
measure’’ means an automated or a manual 
action with defensive intent to mitigate 
cyber threats. 

(4) CYBER THREAT INFORMATION.—The term 
‘‘cyber threat information’’ means informa-
tion that indicates or describes— 

(A) a technical or operation vulnerability 
or a cyber threat mitigation measure; 

(B) an action or operation to mitigate a 
cyber threat; 

(C) malicious reconnaissance, including 
anomalous patterns of network activity that 
appear to be transmitted for the purpose of 
gathering technical information related to a 
cybersecurity threat; 

(D) a method of defeating a technical con-
trol; 

(E) a method of defeating an operational 
control; 

(F) network activity or protocols known to 
be associated with a malicious cyber actor or 
that signify malicious cyber intent; 

(G) a method of causing a user with legiti-
mate access to an information system or in-
formation that is stored on, processed by, or 
transiting an information system to inad-
vertently enable the defeat of a technical or 
operational control; 

(H) any other attribute of a cybersecurity 
threat or cyber defense information that 
would foster situational awareness of the 
United States cybersecurity posture, if dis-
closure of such attribute or information is 
not otherwise prohibited by law; 

(I) the actual or potential harm caused by 
a cyber incident, including information 
exfiltrated when it is necessary in order to 
identify or describe a cybersecurity threat; 
or 

(J) any combination of subparagraphs (A) 
through (I). 

(5) CYBERSECURITY CENTER.—The term ‘‘cy-
bersecurity center’’ means the Department 
of Defense Cyber Crime Center, the Intel-
ligence Community Incident Response Cen-
ter, the United States Cyber Command Joint 
Operations Center, the National Cyber Inves-
tigative Joint Task Force, the National Se-
curity Agency/Central Security Service 
Threat Operations Center, the National Cy-
bersecurity and Communications Integration 
Center, and any successor center. 

(6) CYBERSECURITY SYSTEM.—The term ‘‘cy-
bersecurity system’’ means a system de-
signed or employed to ensure the integrity, 
confidentiality, or availability of, or to safe-
guard, a system or network, including meas-
ures intended to protect a system or network 
from— 

(A) efforts to degrade, disrupt, or destroy 
such system or network; or 

(B) theft or misappropriations of private or 
government information, intellectual prop-
erty, or personally identifiable information. 

(7) ENTITY.— 
(A) IN GENERAL.—The term ‘‘entity’’ means 

any private entity, non-Federal government 
agency or department, or State, tribal, or 
local government agency or department (in-
cluding an officer, employee, or agent there-
of). 

(B) INCLUSIONS.—The term ‘‘entity’’ in-
cludes a government agency or department 
(including an officer, employee, or agent 
thereof) of the District of Columbia, the 
Commonwealth of Puerto Rico, the Virgin 
Islands, Guam, American Samoa, the North-
ern Mariana Islands, and any other territory 
or possession of the United States. 

(8) FEDERAL INFORMATION SYSTEM.—The 
term ‘‘Federal information system’’ means 
an information system of a Federal depart-
ment or agency used or operated by an exec-
utive agency, by a contractor of an executive 
agency, or by another organization on behalf 
of an executive agency. 

(9) INFORMATION SECURITY.—The term ‘‘in-
formation security’’ means protecting infor-
mation and information systems from dis-
ruption or unauthorized access, use, disclo-
sure, modification, or destruction in order to 
provide— 

(A) integrity, by guarding against im-
proper information modification or destruc-
tion, including by ensuring information non-
repudiation and authenticity; 
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(B) confidentiality, by preserving author-

ized restrictions on access and disclosure, in-
cluding means for protecting personal pri-
vacy and proprietary information; or 

(C) availability, by ensuring timely and re-
liable access to and use of information. 

(10) INFORMATION SYSTEM.—The term ‘‘in-
formation system’’ has the meaning given 
the term in section 3502 of title 44, United 
States Code. 

(11) LOCAL GOVERNMENT.—The term ‘‘local 
government’’ means any borough, city, coun-
ty, parish, town, township, village, or other 
general purpose political subdivision of a 
State. 

(12) MALICIOUS RECONNAISSANCE.—The term 
‘‘malicious reconnaissance’’ means a method 
for actively probing or passively monitoring 
an information system for the purpose of dis-
cerning technical vulnerabilities of the in-
formation system, if such method is associ-
ated with a known or suspected cybersecu-
rity threat. 

(13) OPERATIONAL CONTROL.—The term 
‘‘operational control’’ means a security con-
trol for an information system that pri-
marily is implemented and executed by peo-
ple. 

(14) OPERATIONAL VULNERABILITY.—The 
term ‘‘operational vulnerability’’ means any 
attribute of policy, process, or procedure 
that could enable or facilitate the defeat of 
an operational control. 

(15) PRIVATE ENTITY.—The term ‘‘private 
entity’’ means any individual or any private 
group, organization, or corporation, includ-
ing an officer, employee, or agent thereof. 

(16) SIGNIFICANT CYBER INCIDENT.—The 
term ‘‘significant cyber incident’’ means a 
cyber incident resulting in, or an attempted 
cyber incident that, if successful, would have 
resulted in— 

(A) the exfiltration from a Federal infor-
mation system of data that is essential to 
the operation of the Federal information sys-
tem; or 

(B) an incident in which an operational or 
technical control essential to the security or 
operation of a Federal information system 
was defeated. 

(17) TECHNICAL CONTROL.—The term ‘‘tech-
nical control’’ means a hardware or software 
restriction on, or audit of, access or use of an 
information system or information that is 
stored on, processed by, or transiting an in-
formation system that is intended to ensure 
the confidentiality, integrity, or availability 
of that system. 

(18) TECHNICAL VULNERABILITY.—The term 
‘‘technical vulnerability’’ means any at-
tribute of hardware or software that could 
enable or facilitate the defeat of a technical 
control. 

(19) TRIBAL.—The term ‘‘tribal’’ has the 
meaning given the term ‘‘Indian tribe’’ in 
section 4 of the Indian Self-Determination 
and Education Assistance Act (25 U.S.C. 
450b). 
SEC. 102. AUTHORIZATION TO SHARE CYBER 

THREAT INFORMATION. 
(a) VOLUNTARY DISCLOSURE.— 
(1) PRIVATE ENTITIES.—Notwithstanding 

any other provision of law, a private entity 
may, for the purpose of preventing, inves-
tigating, or otherwise mitigating threats to 
information security, on its own networks, 
or as authorized by another entity, on such 
entity’s networks, employ countermeasures 
and use cybersecurity systems in order to 
obtain, identify, or otherwise possess cyber 
threat information. 

(2) ENTITIES.—Notwithstanding any other 
provision of law, an entity may disclose 
cyber threat information to— 

(A) a cybersecurity center; or 
(B) any other entity in order to assist with 

preventing, investigating, or otherwise miti-
gating threats to information security. 

(3) INFORMATION SECURITY PROVIDERS.—If 
the cyber threat information described in 
paragraph (1) is obtained, identified, or oth-
erwise possessed in the course of providing 
information security products or services 
under contract to another entity, that entity 
shall be given, at any time prior to disclo-
sure of such information, a reasonable oppor-
tunity to authorize or prevent such disclo-
sure, to request anonymization of such infor-
mation, or to request that reasonable efforts 
be made to safeguard such information that 
identifies specific persons from unauthorized 
access or disclosure. 

(b) SIGNIFICANT CYBER INCIDENTS INVOLVING 
FEDERAL INFORMATION SYSTEMS.— 

(1) IN GENERAL.—An entity providing elec-
tronic communication services, remote com-
puting services, or information security 
services to a Federal department or agency 
shall inform the Federal department or agen-
cy of a significant cyber incident involving 
the Federal information system of that Fed-
eral department or agency that— 

(A) is directly known to the entity as a re-
sult of providing such services; 

(B) is directly related to the provision of 
such services by the entity; and 

(C) as determined by the entity, has im-
peded or will impede the performance of a 
critical mission of the Federal department 
or agency. 

(2) ADVANCE COORDINATION.—A Federal de-
partment or agency receiving the services 
described in paragraph (1) shall coordinate in 
advance with an entity described in para-
graph (1) to develop the parameters of any 
information that may be provided under 
paragraph (1), including clarification of the 
type of significant cyber incident that will 
impede the performance of a critical mission 
of the Federal department or agency. 

(3) REPORT.—A Federal department or 
agency shall report information provided 
under this subsection to a cybersecurity cen-
ter. 

(4) CONSTRUCTION.—Any information pro-
vided to a cybersecurity center under para-
graph (3) shall be treated in the same man-
ner as information provided to a cybersecu-
rity center under subsection (a). 

(c) INFORMATION SHARED WITH OR PROVIDED 
TO A CYBERSECURITY CENTER.—Cyber threat 
information provided to a cybersecurity cen-
ter under this section— 

(1) may be disclosed to, retained by, and 
used by, consistent with otherwise applicable 
Federal law, any Federal agency or depart-
ment, component, officer, employee, or 
agent of the Federal government for a cyber-
security purpose, a national security pur-
pose, or in order to prevent, investigate, or 
prosecute any of the offenses listed in sec-
tion 2516 of title 18, United States Code, and 
such information shall not be disclosed to, 
retained by, or used by any Federal agency 
or department for any use not permitted 
under this paragraph; 

(2) may, with the prior written consent of 
the entity submitting such information, be 
disclosed to and used by a State, tribal, or 
local government or government agency for 
the purpose of protecting information sys-
tems, or in furtherance of preventing, inves-
tigating, or prosecuting a criminal act, ex-
cept that if the need for immediate disclo-
sure prevents obtaining written consent, 
such consent may be provided orally with 
subsequent documentation of such consent; 

(3) shall be considered the commercial, fi-
nancial, or proprietary information of the 
entity providing such information to the 
Federal government and any disclosure out-
side the Federal government may only be 
made upon the prior written consent by such 
entity and shall not constitute a waiver of 
any applicable privilege or protection pro-
vided by law, except that if the need for im-

mediate disclosure prevents obtaining writ-
ten consent, such consent may be provided 
orally with subsequent documentation of 
such consent; 

(4) shall be deemed voluntarily shared in-
formation and exempt from disclosure under 
section 552 of title 5, United States Code, and 
any State, tribal, or local law requiring dis-
closure of information or records; 

(5) shall be, without discretion, withheld 
from the public under section 552(b)(3)(B) of 
title 5, United States Code, and any State, 
tribal, or local law requiring disclosure of in-
formation or records; 

(6) shall not be subject to the rules of any 
Federal agency or department or any judi-
cial doctrine regarding ex parte communica-
tions with a decision-making official; 

(7) shall not, if subsequently provided to a 
State, tribal, or local government or govern-
ment agency, otherwise be disclosed or dis-
tributed to any entity by such State, tribal, 
or local government or government agency 
without the prior written consent of the en-
tity submitting such information, notwith-
standing any State, tribal, or local law re-
quiring disclosure of information or records, 
except that if the need for immediate disclo-
sure prevents obtaining written consent, 
such consent may be provided orally with 
subsequent documentation of such consent; 
and 

(8) shall not be directly used by any Fed-
eral, State, tribal, or local department or 
agency to regulate the lawful activities of an 
entity, including activities relating to ob-
taining, identifying, or otherwise possessing 
cyber threat information, except that the 
procedures required to be developed and im-
plemented under this title shall not be con-
sidered regulations within the meaning of 
this paragraph. 

(d) PROCEDURES RELATING TO INFORMATION 
SHARING WITH A CYBERSECURITY CENTER.— 
Not later than 60 days after the date of en-
actment of this Act, the heads of each de-
partment or agency containing a cybersecu-
rity center shall jointly develop, promul-
gate, and submit to Congress procedures to 
ensure that cyber threat information shared 
with or provided to— 

(1) a cybersecurity center under this sec-
tion— 

(A) may be submitted to a cybersecurity 
center by an entity, to the greatest extent 
possible, through a uniform, publicly avail-
able process or format that is easily acces-
sible on the website of such cybersecurity 
center, and that includes the ability to pro-
vide relevant details about the cyber threat 
information and written consent to any sub-
sequent disclosures authorized by this para-
graph; 

(B) shall immediately be further shared 
with each cybersecurity center in order to 
prevent, investigate, or otherwise mitigate 
threats to information security across the 
Federal government; 

(C) is handled by the Federal government 
in a reasonable manner, including consider-
ation of the need to protect the privacy and 
civil liberties of individuals through 
anonymization or other appropriate meth-
ods, while fully accomplishing the objectives 
of this title, and the Federal government 
may undertake efforts consistent with this 
subparagraph to limit the impact on privacy 
and civil liberties of the sharing of cyber 
threat information with the Federal govern-
ment; and 

(D) except as provided in this section, shall 
only be used, disclosed, or handled in accord-
ance with the provisions of subsection (c); 
and 

(2) a Federal agency or department under 
subsection (b) is provided immediately to a 
cybersecurity center in order to prevent, in-
vestigate, or otherwise mitigate threats to 

VerDate Mar 15 2010 06:47 Jul 27, 2012 Jkt 019060 PO 00000 Frm 00105 Fmt 4624 Sfmt 0634 E:\CR\FM\A26JY6.086 S26JYPT1jb
el

l o
n 

D
S

K
7S

P
T

V
N

1P
R

O
D

 w
ith

 S
E

N
A

T
E



CONGRESSIONAL RECORD — SENATES5524 July 26, 2012 
information security across the Federal gov-
ernment. 

(e) INFORMATION SHARED BETWEEN ENTI-
TIES.— 

(1) IN GENERAL.—An entity sharing cyber 
threat information with another entity 
under this title may restrict the use or shar-
ing of such information by such other entity. 

(2) FURTHER SHARING.—Cyber threat infor-
mation shared by any entity with another 
entity under this title— 

(A) shall only be further shared in accord-
ance with any restrictions placed on the 
sharing of such information by the entity 
authorizing such sharing, such as appro-
priate anonymization of such information; 
and 

(B) may not be used by any entity to gain 
an unfair competitive advantage to the det-
riment of the entity authorizing the sharing 
of such information, except that the conduct 
described in paragraph (3) shall not con-
stitute unfair competitive conduct. 

(3) INFORMATION SHARED WITH STATE, TRIB-
AL, OR LOCAL GOVERNMENT OR GOVERNMENT 
AGENCY.—Cyber threat information shared 
with a State, tribal, or local government or 
government agency under this title— 

(A) may, with the prior written consent of 
the entity sharing such information, be dis-
closed to and used by a State, tribal, or local 
government or government agency for the 
purpose of protecting information systems, 
or in furtherance of preventing, inves-
tigating, or prosecuting a criminal act, ex-
cept if the need for immediate disclosure 
prevents obtaining written consent, consent 
may be provided orally with subsequent doc-
umentation of the consent; 

(B) shall be deemed voluntarily shared in-
formation and exempt from disclosure under 
any State, tribal, or local law requiring dis-
closure of information or records; 

(C) shall not be disclosed or distributed to 
any entity by the State, tribal, or local gov-
ernment or government agency without the 
prior written consent of the entity submit-
ting such information, notwithstanding any 
State, tribal, or local law requiring disclo-
sure of information or records, except if the 
need for immediate disclosure prevents ob-
taining written consent, consent may be pro-
vided orally with subsequent documentation 
of the consent; and 

(D) shall not be directly used by any State, 
tribal, or local department or agency to reg-
ulate the lawful activities of an entity, in-
cluding activities relating to obtaining, 
identifying, or otherwise possessing cyber 
threat information, except that the proce-
dures required to be developed and imple-
mented under this title shall not be consid-
ered regulations within the meaning of this 
subparagraph. 

(4) ANTITRUST EXEMPTION.—The exchange 
or provision of cyber threat information or 
assistance between 2 or more private entities 
under this title shall not be considered a vio-
lation of any provision of antitrust laws if 
exchanged or provided in order to assist 
with— 

(A) facilitating the prevention, investiga-
tion, or mitigation of threats to information 
security; or 

(B) communicating or disclosing of cyber 
threat information to help prevent, inves-
tigate or otherwise mitigate the effects of a 
threat to information security. 

(5) NO RIGHT OR BENEFIT.—The provision of 
cyber threat information to an entity under 
this section shall not create a right or a ben-
efit to similar information by such entity or 
any other entity. 

(f) FEDERAL PREEMPTION.— 
(1) IN GENERAL.—This section supersedes 

any statute or other law of a State or polit-
ical subdivision of a State that restricts or 

otherwise expressly regulates an activity au-
thorized under this section. 

(2) STATE LAW ENFORCEMENT.—Nothing in 
this section shall be construed to supersede 
any statute or other law of a State or polit-
ical subdivision of a State concerning the 
use of authorized law enforcement tech-
niques. 

(3) PUBLIC DISCLOSURE.—No information 
shared with or provided to a State, tribal, or 
local government or government agency pur-
suant to this section shall be made publicly 
available pursuant to any State, tribal, or 
local law requiring disclosure of information 
or records. 

(g) CIVIL AND CRIMINAL LIABILITY.— 
(1) GENERAL PROTECTIONS.— 
(A) PRIVATE ENTITIES.—No cause of action 

shall lie or be maintained in any court 
against any private entity for— 

(i) the use of countermeasures and cyberse-
curity systems as authorized by this title; 

(ii) the use, receipt, or disclosure of any 
cyber threat information as authorized by 
this title; or 

(iii) the subsequent actions or inactions of 
any lawful recipient of cyber threat informa-
tion provided by such private entity. 

(B) ENTITIES.—No cause of action shall lie 
or be maintained in any court against any 
entity for— 

(i) the use, receipt, or disclosure of any 
cyber threat information as authorized by 
this title; or 

(ii) the subsequent actions or inactions of 
any lawful recipient of cyber threat informa-
tion provided by such entity. 

(2) CONSTRUCTION.—Nothing in this sub-
section shall be construed as creating any 
immunity against, or otherwise affecting, 
any action brought by the Federal govern-
ment, or any agency or department thereof, 
to enforce any law, executive order, or proce-
dure governing the appropriate handling, dis-
closure, and use of classified information. 

(h) OTHERWISE LAWFUL DISCLOSURES.— 
Nothing in this section shall be construed to 
limit or prohibit otherwise lawful disclo-
sures of communications, records, or other 
information by a private entity to any other 
governmental or private entity not covered 
under this section. 

(i) WHISTLEBLOWER PROTECTION.—Nothing 
in this Act shall be construed to preempt or 
preclude any employee from exercising 
rights currently provided under any whistle-
blower law, rule, or regulation. 

(j) RELATIONSHIP TO OTHER LAWS.—The 
submission of cyber threat information 
under this section to a cybersecurity center 
shall not affect any requirement under any 
other provision of law for an entity to pro-
vide information to the Federal government. 
SEC. 103. INFORMATION SHARING BY THE FED-

ERAL GOVERNMENT. 
(a) CLASSIFIED INFORMATION.— 
(1) PROCEDURES.—Consistent with the pro-

tection of intelligence sources and methods, 
and as otherwise determined appropriate, the 
Director of National Intelligence and the 
Secretary of Defense, in consultation with 
the heads of the appropriate Federal depart-
ments or agencies, shall develop and promul-
gate procedures to facilitate and promote— 

(A) the immediate sharing, through the cy-
bersecurity centers, of classified cyber 
threat information in the possession of the 
Federal government with appropriately 
cleared representatives of any appropriate 
entity; and 

(B) the declassification and immediate 
sharing, through the cybersecurity centers, 
with any entity or, if appropriate, public 
availability of cyber threat information in 
the possession of the Federal government; 

(2) HANDLING OF CLASSIFIED INFORMATION.— 
The procedures developed under paragraph 
(1) shall ensure that each entity receiving 

classified cyber threat information pursuant 
to this section has acknowledged in writing 
the ongoing obligation to comply with all 
laws, executive orders, and procedures con-
cerning the appropriate handling, disclosure, 
or use of classified information. 

(b) UNCLASSIFIED CYBER THREAT INFORMA-
TION.—The heads of each department or 
agency containing a cybersecurity center 
shall jointly develop and promulgate proce-
dures that ensure that, consistent with the 
provisions of this section, unclassified, in-
cluding controlled unclassified, cyber threat 
information in the possession of the Federal 
government— 

(1) is shared, through the cybersecurity 
centers, in an immediate and adequate man-
ner with appropriate entities; and 

(2) if appropriate, is made publicly avail-
able. 

(c) DEVELOPMENT OF PROCEDURES.— 
(1) IN GENERAL.—The procedures developed 

under this section shall incorporate, to the 
greatest extent possible, existing processes 
utilized by sector specific information shar-
ing and analysis centers. 

(2) COORDINATION WITH ENTITIES.—In devel-
oping the procedures required under this sec-
tion, the Director of National Intelligence 
and the heads of each department or agency 
containing a cybersecurity center shall co-
ordinate with appropriate entities to ensure 
that protocols are implemented that will fa-
cilitate and promote the sharing of cyber 
threat information by the Federal govern-
ment. 

(d) ADDITIONAL RESPONSIBILITIES OF CYBER-
SECURITY CENTERS.—Consistent with section 
102, a cybersecurity center shall— 

(1) facilitate information sharing, inter-
action, and collaboration among and be-
tween cybersecurity centers and— 

(A) other Federal entities; 
(B) any entity; and 
(C) international partners, in consultation 

with the Secretary of State; 
(2) disseminate timely and actionable cy-

bersecurity threat, vulnerability, mitiga-
tion, and warning information, including 
alerts, advisories, indicators, signatures, and 
mitigation and response measures, to im-
prove the security and protection of informa-
tion systems; and 

(3) coordinate with other Federal entities, 
as appropriate, to integrate information 
from across the Federal government to pro-
vide situational awareness of the cybersecu-
rity posture of the United States. 

(e) SHARING WITHIN THE FEDERAL GOVERN-
MENT.—The heads of appropriate Federal de-
partments and agencies shall ensure that 
cyber threat information in the possession of 
such Federal departments or agencies that 
relates to the prevention, investigation, or 
mitigation of threats to information secu-
rity across the Federal government is shared 
effectively with the cybersecurity centers. 

(f) SUBMISSION TO CONGRESS.—Not later 
than 60 days after the date of enactment of 
this Act, the Director of National Intel-
ligence, in coordination with the appropriate 
head of a department or an agency con-
taining a cybersecurity center, shall submit 
the procedures required by this section to 
Congress. 
SEC. 104. CONSTRUCTION. 

(a) INFORMATION SHARING RELATIONSHIPS.— 
Nothing in this title shall be construed— 

(1) to limit or modify an existing informa-
tion sharing relationship; 

(2) to prohibit a new information sharing 
relationship; 

(3) to require a new information sharing re-
lationship between any entity and the Fed-
eral government, except as specified under 
section 102(b); or 

(4) to modify the authority of a depart-
ment or agency of the Federal government 
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to protect sources and methods and the na-
tional security of the United States. 

(b) ANTI-TASKING RESTRICTION.—Nothing in 
this title shall be construed to permit the 
Federal government— 

(1) to require an entity to share informa-
tion with the Federal government, except as 
expressly provided under section 102(b); or 

(2) to condition the sharing of cyber threat 
information with an entity on such entity’s 
provision of cyber threat information to the 
Federal government. 

(c) NO LIABILITY FOR NON-PARTICIPATION.— 
Nothing in this title shall be construed to 
subject any entity to liability for choosing 
not to engage in the voluntary activities au-
thorized under this title. 

(d) USE AND RETENTION OF INFORMATION.— 
Nothing in this title shall be construed to 
authorize, or to modify any existing author-
ity of, a department or agency of the Federal 
government to retain or use any information 
shared under section 102 for any use other 
than a use permitted under subsection 
102(c)(1). 

(e) NO NEW FUNDING.—An applicable Fed-
eral agency shall carry out the provisions of 
this title with existing facilities and funds 
otherwise available, through such means as 
the head of the agency considers appropriate. 
SEC. 105. REPORT ON IMPLEMENTATION. 

(a) CONTENT OF REPORT.—Not later than 1 
year after the date of enactment of this Act, 
and biennially thereafter, the heads of each 
department or agency containing a cyberse-
curity center shall jointly submit, in coordi-
nation with the privacy and civil liberties of-
ficials of such departments or agencies and 
the Privacy and Civil Liberties Oversight 
Board, a detailed report to Congress con-
cerning the implementation of this title, in-
cluding— 

(1) an assessment of the sufficiency of the 
procedures developed under section 103 of 
this Act in ensuring that cyber threat infor-
mation in the possession of the Federal gov-
ernment is provided in an immediate and 
adequate manner to appropriate entities or, 
if appropriate, is made publicly available; 

(2) an assessment of whether information 
has been appropriately classified and an ac-
counting of the number of security clear-
ances authorized by the Federal government 
for purposes of this title; 

(3) a review of the type of cyber threat in-
formation shared with a cybersecurity cen-
ter under section 102 of this Act, including 
whether such information meets the defini-
tion of cyber threat information under sec-
tion 101, the degree to which such informa-
tion may impact the privacy and civil lib-
erties of individuals, any appropriate 
metrics to determine any impact of the shar-
ing of such information with the Federal 
government on privacy and civil liberties, 
and the adequacy of any steps taken to re-
duce such impact; 

(4) a review of actions taken by the Federal 
government based on information provided 
to a cybersecurity center under section 102 of 
this Act, including the appropriateness of 
any subsequent use under section 102(c)(1) of 
this Act and whether there was inappro-
priate stovepiping within the Federal gov-
ernment of any such information; 

(5) a description of any violations of the re-
quirements of this title by the Federal gov-
ernment; 

(6) a classified list of entities that received 
classified information from the Federal gov-
ernment under section 103 of this Act and a 
description of any indication that such infor-
mation may not have been appropriately 
handled; 

(7) a summary of any breach of informa-
tion security, if known, attributable to a 
specific failure by any entity or the Federal 

government to act on cyber threat informa-
tion in the possession of such entity or the 
Federal government that resulted in sub-
stantial economic harm or injury to a spe-
cific entity or the Federal government; and 

(8) any recommendation for improvements 
or modifications to the authorities under 
this title. 

(b) FORM OF REPORT.—The report under 
subsection (a) shall be submitted in unclassi-
fied form, but shall include a classified 
annex. 
SEC. 106. INSPECTOR GENERAL REVIEW. 

(a) IN GENERAL.—The Council of the In-
spectors General on Integrity and Efficiency 
are authorized to review compliance by the 
cybersecurity centers, and by any Federal 
department or agency receiving cyber threat 
information from such cybersecurity cen-
ters, with the procedures required under sec-
tion 102 of this Act. 

(b) SCOPE OF REVIEW.—The review under 
subsection (a) shall consider whether the 
Federal government has handled such cyber 
threat information in a reasonable manner, 
including consideration of the need to pro-
tect the privacy and civil liberties of individ-
uals through anonymization or other appro-
priate methods, while fully accomplishing 
the objectives of this title. 

(c) REPORT TO CONGRESS.—Each review 
conducted under this section shall be pro-
vided to Congress not later than 30 days after 
the date of completion of the review. 
SEC. 107. TECHNICAL AMENDMENTS. 

Section 552(b) of title 5, United States 
Code, is amended— 

(1) in paragraph (8), by striking ‘‘or’’; 
(2) in paragraph (9), by striking ‘‘wells.’’ 

and inserting ‘‘wells; or’’; and 
(3) by adding at the end the following: 
‘‘(10) information shared with or provided 

to a cybersecurity center under section 102 of 
title I of the Strengthening and Enhancing 
Cybersecurity by Using Research, Education, 
Information, and Technology Act of 2012.’’. 
SEC. 108. ACCESS TO CLASSIFIED INFORMATION. 

(a) AUTHORIZATION REQUIRED.—No person 
shall be provided with access to classified in-
formation (as defined in section 6.1 of Execu-
tive Order 13526 (50 U.S.C. 435 note; relating 
to classified national security information)) 
relating to cyber security threats or cyber 
security vulnerabilities under this title with-
out the appropriate security clearances. 

(b) SECURITY CLEARANCES.—The appro-
priate Federal agencies or departments 
shall, consistent with applicable procedures 
and requirements, and if otherwise deemed 
appropriate, assist an individual in timely 
obtaining an appropriate security clearance 
where such individual has been determined 
to be eligible for such clearance and has a 
need-to-know (as defined in section 6.1 of 
that Executive Order) classified information 
to carry out this title. 

TITLE II—COORDINATION OF FEDERAL 
INFORMATION SECURITY POLICY 

SEC. 201. COORDINATION OF FEDERAL INFORMA-
TION SECURITY POLICY. 

(a) IN GENERAL.—Chapter 35 of title 44, 
United States Code, is amended by striking 
subchapters II and III and inserting the fol-
lowing: 

‘‘SUBCHAPTER II—INFORMATION 
SECURITY 

‘‘§ 3551. Purposes 
‘‘The purposes of this subchapter are— 
‘‘(1) to provide a comprehensive framework 

for ensuring the effectiveness of information 
security controls over information resources 
that support Federal operations and assets; 

‘‘(2) to recognize the highly networked na-
ture of the current Federal computing envi-
ronment and provide effective government- 
wide management of policies, directives, 

standards, and guidelines, as well as effec-
tive and nimble oversight of and response to 
information security risks, including coordi-
nation of information security efforts 
throughout the Federal civilian, national se-
curity, and law enforcement communities; 

‘‘(3) to provide for development and main-
tenance of controls required to protect agen-
cy information and information systems and 
contribute to the overall improvement of 
agency information security posture; 

‘‘(4) to provide for the development of tools 
and methods to assess and respond to real- 
time situational risk for Federal informa-
tion system operations and assets; and 

‘‘(5) to provide a mechanism for improving 
agency information security programs 
through continuous monitoring of agency in-
formation systems and streamlined report-
ing requirements rather than overly pre-
scriptive manual reporting. 
‘‘§ 3552. Definitions 

‘‘In this subchapter: 
‘‘(1) ADEQUATE SECURITY.—The term ‘ade-

quate security’ means security commensu-
rate with the risk and magnitude of the 
harm resulting from the unauthorized access 
to or loss, misuse, destruction, or modifica-
tion of information. 

‘‘(2) AGENCY.—The term ‘agency’ has the 
meaning given the term in section 3502 of 
title 44. 

‘‘(3) CYBERSECURITY CENTER.—The term 
‘cybersecurity center’ means the Depart-
ment of Defense Cyber Crime Center, the In-
telligence Community Incident Response 
Center, the United States Cyber Command 
Joint Operations Center, the National Cyber 
Investigative Joint Task Force, the National 
Security Agency/Central Security Service 
Threat Operations Center, the National Cy-
bersecurity and Communications Integration 
Center, and any successor center. 

‘‘(4) CYBER THREAT INFORMATION.—The 
term ‘cyber threat information’ means infor-
mation that indicates or describes— 

‘‘(A) a technical or operation vulnerability 
or a cyber threat mitigation measure; 

‘‘(B) an action or operation to mitigate a 
cyber threat; 

‘‘(C) malicious reconnaissance, including 
anomalous patterns of network activity that 
appear to be transmitted for the purpose of 
gathering technical information related to a 
cybersecurity threat; 

‘‘(D) a method of defeating a technical con-
trol; 

‘‘(E) a method of defeating an operational 
control; 

‘‘(F) network activity or protocols known 
to be associated with a malicious cyber actor 
or that signify malicious cyber intent; 

‘‘(G) a method of causing a user with le-
gitimate access to an information system or 
information that is stored on, processed by, 
or transiting an information system to inad-
vertently enable the defeat of a technical or 
operational control; 

‘‘(H) any other attribute of a cybersecurity 
threat or cyber defense information that 
would foster situational awareness of the 
United States cybersecurity posture, if dis-
closure of such attribute or information is 
not otherwise prohibited by law; 

‘‘(I) the actual or potential harm caused by 
a cyber incident, including information 
exfiltrated when it is necessary in order to 
identify or describe a cybersecurity threat; 
or 

‘‘(J) any combination of subparagraphs (A) 
through (I). 

‘‘(5) DIRECTOR.—The term ‘Director’ means 
the Director of the Office of Management 
and Budget unless otherwise specified. 

‘‘(6) ENVIRONMENT OF OPERATION.—The 
term ‘environment of operation’ means the 
information system and environment in 

VerDate Mar 15 2010 06:47 Jul 27, 2012 Jkt 019060 PO 00000 Frm 00107 Fmt 4624 Sfmt 0634 E:\CR\FM\A26JY6.091 S26JYPT1jb
el

l o
n 

D
S

K
7S

P
T

V
N

1P
R

O
D

 w
ith

 S
E

N
A

T
E



CONGRESSIONAL RECORD — SENATES5526 July 26, 2012 
which those systems operate, including 
changing threats, vulnerabilities, tech-
nologies, and missions and business prac-
tices. 

‘‘(7) FEDERAL INFORMATION SYSTEM.—The 
term ‘Federal information system’ means an 
information system used or operated by an 
executive agency, by a contractor of an exec-
utive agency, or by another organization on 
behalf of an executive agency. 

‘‘(8) INCIDENT.—The term ‘incident’ means 
an occurrence that— 

‘‘(A) actually or imminently jeopardizes 
the integrity, confidentiality, or availability 
of an information system or the information 
that system controls, processes, stores, or 
transmits; or 

‘‘(B) constitutes a violation of law or an 
imminent threat of violation of a law, a se-
curity policy, a security procedure, or an ac-
ceptable use policy. 

‘‘(9) INFORMATION RESOURCES.—The term 
‘information resources’ has the meaning 
given the term in section 3502 of title 44. 

‘‘(10) INFORMATION SECURITY.—The term 
‘information security’ means protecting in-
formation and information systems from dis-
ruption or unauthorized access, use, disclo-
sure, modification, or destruction in order to 
provide— 

‘‘(A) integrity, by guarding against im-
proper information modification or destruc-
tion, including by ensuring information non-
repudiation and authenticity; 

‘‘(B) confidentiality, by preserving author-
ized restrictions on access and disclosure, in-
cluding means for protecting personal pri-
vacy and proprietary information; or 

‘‘(C) availability, by ensuring timely and 
reliable access to and use of information. 

‘‘(11) INFORMATION SYSTEM.—The term ‘in-
formation system’ has the meaning given the 
term in section 3502 of title 44. 

‘‘(12) INFORMATION TECHNOLOGY.—The term 
‘information technology’ has the meaning 
given the term in section 11101 of title 40. 

‘‘(13) MALICIOUS RECONNAISSANCE.—The 
term ‘malicious reconnaissance’ means a 
method for actively probing or passively 
monitoring an information system for the 
purpose of discerning technical 
vulnerabilities of the information system, if 
such method is associated with a known or 
suspected cybersecurity threat. 

‘‘(14) NATIONAL SECURITY SYSTEM.— 
‘‘(A) IN GENERAL.—The term ‘national secu-

rity system’ means any information system 
(including any telecommunications system) 
used or operated by an agency or by a con-
tractor of an agency, or other organization 
on behalf of an agency— 

‘‘(i) the function, operation, or use of 
which— 

‘‘(I) involves intelligence activities; 
‘‘(II) involves cryptologic activities related 

to national security; 
‘‘(III) involves command and control of 

military forces; 
‘‘(IV) involves equipment that is an inte-

gral part of a weapon or weapons system; or 
‘‘(V) subject to subparagraph (B), is crit-

ical to the direct fulfillment of military or 
intelligence missions; or 

‘‘(ii) is protected at all times by procedures 
established for information that have been 
specifically authorized under criteria estab-
lished by an Executive Order or an Act of 
Congress to be kept classified in the interest 
of national defense or foreign policy. 

‘‘(B) LIMITATION.—Subparagraph (A)(i)(V) 
does not include a system that is to be used 
for routine administrative and business ap-
plications (including payroll, finance, logis-
tics, and personnel management applica-
tions). 

‘‘(15) OPERATIONAL CONTROL.—The term 
‘operational control’ means a security con-
trol for an information system that pri-

marily is implemented and executed by peo-
ple. 

‘‘(16) PERSON.—The term ‘person’ has the 
meaning given the term in section 3502 of 
title 44. 

‘‘(17) SECRETARY.—The term ‘Secretary’ 
means the Secretary of Commerce unless 
otherwise specified. 

‘‘(18) SECURITY CONTROL.—The term ‘secu-
rity control’ means the management, oper-
ational, and technical controls, including 
safeguards or countermeasures, prescribed 
for an information system to protect the 
confidentiality, integrity, and availability of 
the system and its information. 

‘‘(19) SIGNIFICANT CYBER INCIDENT.—The 
term ‘significant cyber incident’ means a 
cyber incident resulting in, or an attempted 
cyber incident that, if successful, would have 
resulted in— 

‘‘(A) the exfiltration from a Federal infor-
mation system of data that is essential to 
the operation of the Federal information sys-
tem; or 

‘‘(B) an incident in which an operational or 
technical control essential to the security or 
operation of a Federal information system 
was defeated. 

‘‘(20) TECHNICAL CONTROL.—The term ‘tech-
nical control’ means a hardware or software 
restriction on, or audit of, access or use of an 
information system or information that is 
stored on, processed by, or transiting an in-
formation system that is intended to ensure 
the confidentiality, integrity, or availability 
of that system. 
‘‘§ 3553. Federal information security author-

ity and coordination 
‘‘(a) IN GENERAL.—The Secretary, in con-

sultation with the Secretary of Homeland 
Security, shall— 

‘‘(1) issue compulsory and binding policies 
and directives governing agency information 
security operations, and require implemen-
tation of such policies and directives, includ-
ing— 

‘‘(A) policies and directives consistent with 
the standards and guidelines promulgated 
under section 11331 of title 40 to identify and 
provide information security protections 
prioritized and commensurate with the risk 
and impact resulting from the unauthorized 
access, use, disclosure, disruption, modifica-
tion, or destruction of— 

‘‘(i) information collected or maintained 
by or on behalf of an agency; or 

‘‘(ii) information systems used or operated 
by an agency or by a contractor of an agency 
or other organization on behalf of an agency; 

‘‘(B) minimum operational requirements 
for Federal Government to protect agency 
information systems and provide common 
situational awareness across all agency in-
formation systems; 

‘‘(C) reporting requirements, consistent 
with relevant law, regarding information se-
curity incidents and cyber threat informa-
tion; 

‘‘(D) requirements for agencywide informa-
tion security programs; 

‘‘(E) performance requirements and 
metrics for the security of agency informa-
tion systems; 

‘‘(F) training requirements to ensure that 
agencies are able to fully and timely comply 
with the policies and directives issued by the 
Secretary under this subchapter; 

‘‘(G) training requirements regarding pri-
vacy, civil rights, and civil liberties, and in-
formation oversight for agency information 
security personnel; 

‘‘(H) requirements for the annual reports 
to the Secretary under section 3554(d); 

‘‘(I) any other information security oper-
ations or information security requirements 
as determined by the Secretary in coordina-
tion with relevant agency heads; and 

‘‘(J) coordinating the development of 
standards and guidelines under section 20 of 
the National Institute of Standards and 
Technology Act (15 U.S.C. 278g–3) with agen-
cies and offices operating or exercising con-
trol of national security systems (including 
the National Security Agency) to assure, to 
the maximum extent feasible, that such 
standards and guidelines are complementary 
with standards and guidelines developed for 
national security systems; 

‘‘(2) review the agencywide information se-
curity programs under section 3554; and 

‘‘(3) designate an individual or an entity at 
each cybersecurity center, among other re-
sponsibilities— 

‘‘(A) to receive reports and information 
about information security incidents, cyber 
threat information, and deterioration of se-
curity control affecting agency information 
systems; and 

‘‘(B) to act on or share the information 
under subparagraph (A) in accordance with 
this subchapter. 

‘‘(b) CONSIDERATIONS.—When issuing poli-
cies and directives under subsection (a), the 
Secretary shall consider any applicable 
standards or guidelines developed by the Na-
tional Institute of Standards and Technology 
under section 11331 of title 40. 

‘‘(c) LIMITATION OF AUTHORITY.—The au-
thorities of the Secretary under this section 
shall not apply to national security systems. 
Information security policies, directives, 
standards and guidelines for national secu-
rity systems shall be overseen as directed by 
the President and, in accordance with that 
direction, carried out under the authority of 
the heads of agencies that operate or exer-
cise authority over such national security 
systems. 

‘‘(d) STATUTORY CONSTRUCTION.—Nothing 
in this subchapter shall be construed to alter 
or amend any law regarding the authority of 
any head of an agency over such agency. 
‘‘§ 3554. Agency responsibilities 

‘‘(a) IN GENERAL.—The head of each agency 
shall— 

‘‘(1) be responsible for— 
‘‘(A) complying with the policies and direc-

tives issued under section 3553; 
‘‘(B) providing information security pro-

tections commensurate with the risk result-
ing from unauthorized access, use, disclo-
sure, disruption, modification, or destruction 
of— 

‘‘(i) information collected or maintained 
by the agency or by a contractor of an agen-
cy or other organization on behalf of an 
agency; and 

‘‘(ii) information systems used or operated 
by an agency or by a contractor of an agency 
or other organization on behalf of an agency; 

‘‘(C) complying with the requirements of 
this subchapter, including— 

‘‘(i) information security standards and 
guidelines promulgated under section 11331 
of title 40; 

‘‘(ii) for any national security systems op-
erated or controlled by that agency, infor-
mation security policies, directives, stand-
ards and guidelines issued as directed by the 
President; and 

‘‘(iii) for any non-national security sys-
tems operated or controlled by that agency, 
information security policies, directives, 
standards and guidelines issued under sec-
tion 3553; 

‘‘(D) ensuring that information security 
management processes are integrated with 
agency strategic and operational planning 
processes; 

‘‘(E) reporting and sharing, for an agency 
operating or exercising control of a national 
security system, information about informa-
tion security incidents, cyber threat infor-
mation, and deterioration of security con-
trols to the individual or entity designated 
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at each cybersecurity center and to other ap-
propriate entities consistent with policies 
and directives for national security systems 
issued as directed by the President; and 

‘‘(F) reporting and sharing, for those agen-
cies operating or exercising control of non- 
national security systems, information 
about information security incidents, cyber 
threat information, and deterioration of se-
curity controls to the individual or entity 
designated at each cybersecurity center and 
to other appropriate entities consistent with 
policies and directives for non-national secu-
rity systems as prescribed under section 
3553(a), including information to assist the 
entity designated under section 3555(a) with 
the ongoing security analysis under section 
3555; 

‘‘(2) ensure that each senior agency official 
provides information security for the infor-
mation and information systems that sup-
port the operations and assets under the sen-
ior agency official’s control, including by— 

‘‘(A) assessing the risk and impact that 
could result from the unauthorized access, 
use, disclosure, disruption, modification, or 
destruction of such information or informa-
tion systems; 

‘‘(B) determining the level of information 
security appropriate to protect such infor-
mation and information systems in accord-
ance with policies and directives issued 
under section 3553(a), and standards and 
guidelines promulgated under section 11331 
of title 40 for information security classifica-
tions and related requirements; 

‘‘(C) implementing policies, procedures, 
and capabilities to reduce risks to an accept-
able level in a cost-effective manner; 

‘‘(D) actively monitoring the effective im-
plementation of information security con-
trols and techniques; and 

‘‘(E) reporting information about informa-
tion security incidents, cyber threat infor-
mation, and deterioration of security con-
trols in a timely and adequate manner to the 
entity designated under section 3553(a)(3) in 
accordance with paragraph (1); 

‘‘(3) assess and maintain the resiliency of 
information technology systems critical to 
agency mission and operations; 

‘‘(4) designate the agency Inspector Gen-
eral (or an independent entity selected in 
consultation with the Director and the Coun-
cil of Inspectors General on Integrity and Ef-
ficiency if the agency does not have an In-
spector General) to conduct the annual inde-
pendent evaluation required under section 
3556, and allow the agency Inspector General 
to contract with an independent entity to 
perform such evaluation; 

‘‘(5) delegate to the Chief Information Offi-
cer or equivalent (or to a senior agency offi-
cial who reports to the Chief Information Of-
ficer or equivalent)— 

‘‘(A) the authority and primary responsi-
bility to implement an agencywide informa-
tion security program; and 

‘‘(B) the authority to provide information 
security for the information collected and 
maintained by the agency (or by a con-
tractor, other agency, or other source on be-
half of the agency) and for the information 
systems that support the operations, assets, 
and mission of the agency (including any in-
formation system provided or managed by a 
contractor, other agency, or other source on 
behalf of the agency); 

‘‘(6) delegate to the appropriate agency of-
ficial (who is responsible for a particular 
agency system or subsystem) the responsi-
bility to ensure and enforce compliance with 
all requirements of the agency’s agencywide 
information security program in coordina-
tion with the Chief Information Officer or 
equivalent (or the senior agency official who 
reports to the Chief Information Officer or 
equivalent) under paragraph (5); 

‘‘(7) ensure that an agency has trained per-
sonnel who have obtained any necessary se-
curity clearances to permit them to assist 
the agency in complying with this sub-
chapter; 

‘‘(8) ensure that the Chief Information Offi-
cer or equivalent (or the senior agency offi-
cial who reports to the Chief Information Of-
ficer or equivalent) under paragraph (5), in 
coordination with other senior agency offi-
cials, reports to the agency head on the ef-
fectiveness of the agencywide information 
security program, including the progress of 
any remedial actions; and 

‘‘(9) ensure that the Chief Information Offi-
cer or equivalent (or the senior agency offi-
cial who reports to the Chief Information Of-
ficer or equivalent) under paragraph (5) has 
the necessary qualifications to administer 
the functions described in this subchapter 
and has information security duties as a pri-
mary duty of that official. 

‘‘(b) CHIEF INFORMATION OFFICERS.—Each 
Chief Information Officer or equivalent (or 
the senior agency official who reports to the 
Chief Information Officer or equivalent) 
under subsection (a)(5) shall— 

‘‘(1) establish and maintain an enterprise 
security operations capability that on a con-
tinuous basis— 

‘‘(A) detects, reports, contains, mitigates, 
and responds to information security inci-
dents that impair adequate security of the 
agency’s information or information system 
in a timely manner and in accordance with 
the policies and directives under section 3553; 
and 

‘‘(B) reports any information security inci-
dent under subparagraph (A) to the entity 
designated under section 3555; 

‘‘(2) develop, maintain, and oversee an 
agencywide information security program; 

‘‘(3) develop, maintain, and oversee infor-
mation security policies, procedures, and 
control techniques to address applicable re-
quirements, including requirements under 
section 3553 of this title and section 11331 of 
title 40; and 

‘‘(4) train and oversee the agency personnel 
who have significant responsibility for infor-
mation security with respect to that respon-
sibility. 

‘‘(c) AGENCYWIDE INFORMATION SECURITY 
PROGRAMS.— 

‘‘(1) IN GENERAL.—Each agencywide infor-
mation security program under subsection 
(b)(2) shall include— 

‘‘(A) relevant security risk assessments, 
including technical assessments and others 
related to the acquisition process; 

‘‘(B) security testing commensurate with 
risk and impact; 

‘‘(C) mitigation of deterioration of security 
controls commensurate with risk and im-
pact; 

‘‘(D) risk-based continuous monitoring and 
threat assessment of the operational status 
and security of agency information systems 
to enable evaluation of the effectiveness of 
and compliance with information security 
policies, procedures, and practices, including 
a relevant and appropriate selection of secu-
rity controls of information systems identi-
fied in the inventory under section 3505(c); 

‘‘(E) operation of appropriate technical ca-
pabilities in order to detect, mitigate, re-
port, and respond to information security in-
cidents, cyber threat information, and dete-
rioration of security controls in a manner 
that is consistent with the policies and di-
rectives under section 3553, including— 

‘‘(i) mitigating risks associated with such 
information security incidents; 

‘‘(ii) notifying and consulting with the en-
tity designated under section 3555; and 

‘‘(iii) notifying and consulting with, as ap-
propriate— 

‘‘(I) law enforcement and the relevant Of-
fice of the Inspector General; and 

‘‘(II) any other entity, in accordance with 
law and as directed by the President; 

‘‘(F) a process to ensure that remedial ac-
tion is taken to address any deficiencies in 
the information security policies, proce-
dures, and practices of the agency; and 

‘‘(G) a plan and procedures to ensure the 
continuity of operations for information sys-
tems that support the operations and assets 
of the agency. 

‘‘(2) RISK MANAGEMENT STRATEGIES.—Each 
agencywide information security program 
under subsection (b)(2) shall include the de-
velopment and maintenance of a risk man-
agement strategy for information security. 
The risk management strategy shall in-
clude— 

‘‘(A) consideration of information security 
incidents, cyber threat information, and de-
terioration of security controls; and 

‘‘(B) consideration of the consequences 
that could result from the unauthorized ac-
cess, use, disclosure, disruption, modifica-
tion, or destruction of information and infor-
mation systems that support the operations 
and assets of the agency, including any in-
formation system provided or managed by a 
contractor, other agency, or other source on 
behalf of the agency; 

‘‘(3) POLICIES AND PROCEDURES.—Each agen-
cywide information security program under 
subsection (b)(2) shall include policies and 
procedures that— 

‘‘(A) are based on the risk management 
strategy under paragraph (2); 

‘‘(B) reduce information security risks to 
an acceptable level in a cost-effective man-
ner; 

‘‘(C) ensure that cost-effective and ade-
quate information security is addressed as 
part of the acquisition and ongoing manage-
ment of each agency information system; 
and 

‘‘(D) ensure compliance with— 
‘‘(i) this subchapter; and 
‘‘(ii) any other applicable requirements. 
‘‘(4) TRAINING REQUIREMENTS.—Each agen-

cywide information security program under 
subsection (b)(2) shall include information 
security, privacy, civil rights, civil liberties, 
and information oversight training that 
meets any applicable requirements under 
section 3553. The training shall inform each 
information security personnel that has ac-
cess to agency information systems (includ-
ing contractors and other users of informa-
tion systems that support the operations and 
assets of the agency) of— 

‘‘(A) the information security risks associ-
ated with the information security person-
nel’s activities; and 

‘‘(B) the individual’s responsibility to com-
ply with the agency policies and procedures 
that reduce the risks under subparagraph 
(A). 

‘‘(d) ANNUAL REPORT.—Each agency shall 
submit a report annually to the Secretary of 
Homeland Security on its agencywide infor-
mation security program and information 
systems. 

‘‘§ 3555. Multiagency ongoing threat assess-
ment 

‘‘(a) IMPLEMENTATION.—The Director of the 
Office of Management and Budget, in coordi-
nation with the Secretary of Homeland Secu-
rity, shall designate an entity to implement 
ongoing security analysis concerning agency 
information systems— 

‘‘(1) based on cyber threat information; 
‘‘(2) based on agency information system 

and environment of operation changes, in-
cluding— 

‘‘(A) an ongoing evaluation of the informa-
tion system security controls; and 
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‘‘(B) the security state, risk level, and en-

vironment of operation of an agency infor-
mation system, including— 

‘‘(i) a change in risk level due to a new 
cyber threat; 

‘‘(ii) a change resulting from a new tech-
nology; 

‘‘(iii) a change resulting from the agency’s 
mission; and 

‘‘(iv) a change resulting from the business 
practice; and 

‘‘(3) using automated processes to the max-
imum extent possible— 

‘‘(A) to increase information system secu-
rity; 

‘‘(B) to reduce paper-based reporting re-
quirements; and 

‘‘(C) to maintain timely and actionable 
knowledge of the state of the information 
system security. 

‘‘(b) STANDARDS.—The National Institute 
of Standards and Technology may promul-
gate standards, in coordination with the Sec-
retary of Homeland Security, to assist an 
agency with its duties under this section. 

‘‘(c) COMPLIANCE.—The head of each appro-
priate department and agency shall be re-
sponsible for ensuring compliance and imple-
menting necessary procedures to comply 
with this section. The head of each appro-
priate department and agency, in consulta-
tion with the Director of the Office of Man-
agement and Budget and the Secretary of 
Homeland Security, shall— 

‘‘(1) monitor compliance under this sec-
tion; 

‘‘(2) develop a timeline and implement for 
the department or agency— 

‘‘(A) adoption of any technology, system, 
or method that facilitates continuous moni-
toring and threat assessments of an agency 
information system; 

‘‘(B) adoption or updating of any tech-
nology, system, or method that prevents, de-
tects, or remediates a significant cyber inci-
dent to a Federal information system of the 
department or agency that has impeded, or 
is reasonably likely to impede, the perform-
ance of a critical mission of the department 
or agency; and 

‘‘(C) adoption of any technology, system, 
or method that satisfies a requirement under 
this section. 

‘‘(d) LIMITATION OF AUTHORITY.—The au-
thorities of the Director of the Office of Man-
agement and Budget and of the Secretary of 
Homeland Security under this section shall 
not apply to national security systems. 

‘‘(e) REPORT.—Not later than 6 months 
after the date of enactment of the Strength-
ening and Enhancing Cybersecurity by Using 
Research, Education, Information, and Tech-
nology Act of 2012, the Government Account-
ability Office shall issue a report evaluating 
each agency’s status toward implementing 
this section. 
‘‘§ 3556. Independent evaluations 

‘‘(a) IN GENERAL.—The Council of the In-
spectors General on Integrity and Efficiency, 
in consultation with the Director and the 
Secretary of Homeland Security, the Sec-
retary of Commerce, and the Secretary of 
Defense, shall issue and maintain criteria for 
the timely, cost-effective, risk-based, and 
independent evaluation of each agencywide 
information security program (and prac-
tices) to determine the effectiveness of the 
agencywide information security program 
(and practices). The criteria shall include 
measures to assess any conflicts of interest 
in the performance of the evaluation and 
whether the agencywide information secu-
rity program includes appropriate safeguards 
against disclosure of information where such 
disclosure may adversely affect information 
security. 

‘‘(b) ANNUAL INDEPENDENT EVALUATIONS.— 
Each agency shall perform an annual inde-

pendent evaluation of its agencywide infor-
mation security program (and practices) in 
accordance with the criteria under sub-
section (a). 

‘‘(c) DISTRIBUTION OF REPORTS.—Not later 
than 30 days after receiving an independent 
evaluation under subsection (b), each agency 
head shall transmit a copy of the inde-
pendent evaluation to the Secretary of 
Homeland Security, the Secretary of Com-
merce, and the Secretary of Defense. 

‘‘(d) NATIONAL SECURITY SYSTEMS.—Eval-
uations involving national security systems 
shall be conducted as directed by President. 
‘‘§ 3557. National security systems. 

‘‘The head of each agency operating or ex-
ercising control of a national security sys-
tem shall be responsible for ensuring that 
the agency— 

‘‘(1) provides information security protec-
tions commensurate with the risk and mag-
nitude of the harm resulting from the unau-
thorized access, use, disclosure, disruption, 
modification, or destruction of the informa-
tion contained in such system; and 

‘‘(2) implements information security poli-
cies and practices as required by standards 
and guidelines for national security systems, 
issued in accordance with law and as di-
rected by the President.’’. 

(b) SAVINGS PROVISIONS.— 
(1) POLICY AND COMPLIANCE GUIDANCE.—Pol-

icy and compliance guidance issued by the 
Director before the date of enactment of this 
Act under section 3543(a)(1) of title 44, United 
States Code (as in effect on the day before 
the date of enactment of this Act), shall con-
tinue in effect, according to its terms, until 
modified, terminated, superseded, or re-
pealed pursuant to section 3553(a)(1) of title 
44, United States Code. 

(2) STANDARDS AND GUIDELINES.—Standards 
and guidelines issued by the Secretary of 
Commerce or by the Director before the date 
of enactment of this Act under section 
11331(a)(1) of title 40, United States Code, (as 
in effect on the day before the date of enact-
ment of this Act) shall continue in effect, ac-
cording to their terms, until modified, ter-
minated, superseded, or repealed pursuant to 
section 11331(a)(1) of title 40, United States 
Code, as amended by this Act. 

(c) TECHNICAL AND CONFORMING AMEND-
MENTS.— 

(1) CHAPTER ANALYSIS.—The chapter anal-
ysis for chapter 35 of title 44, United States 
Code, is amended— 

(A) by striking the items relating to sec-
tions 3531 through 3538; 

(B) by striking the items relating to sec-
tions 3541 through 3549; and 

(C) by inserting the following: 
‘‘3551. Purposes. 
‘‘3552. Definitions. 
‘‘3553. Federal information security author-

ity and coordination. 
‘‘3554. Agency responsibilities. 
‘‘3555. Multiagency ongoing threat assess-

ment. 
‘‘3556. Independent evaluations. 
‘‘3557. National security systems.’’. 

(2) OTHER REFERENCES.— 
(A) Section 1001(c)(1)(A) of the Homeland 

Security Act of 2002 (6 U.S.C. 511(1)(A)) is 
amended by striking ‘‘section 3532(3)’’ and in-
serting ‘‘section 3552’’. 

(B) Section 2222(j)(5) of title 10, United 
States Code, is amended by striking ‘‘section 
3542(b)(2)’’ and inserting ‘‘section 3552’’. 

(C) Section 2223(c)(3) of title 10, United 
States Code, is amended, by striking ‘‘sec-
tion 3542(b)(2)’’ and inserting ‘‘section 3552’’. 

(D) Section 2315 of title 10, United States 
Code, is amended by striking ‘‘section 
3542(b)(2)’’ and inserting ‘‘section 3552’’. 

(E) Section 20 of the National Institute of 
Standards and Technology Act (15 U.S.C. 
278g–3) is amended— 

(i) in subsection (a)(2), by striking ‘‘section 
3532(b)(2)’’ and inserting ‘‘section 3552’’; 

(ii) in subsection (c)(3), by striking ‘‘Direc-
tor of the Office of Management and Budget’’ 
and inserting ‘‘Secretary of Commerce’’; 

(iii) in subsection (d)(1), by striking ‘‘Di-
rector of the Office of Management and 
Budget’’ and inserting ‘‘Secretary of Com-
merce’’; 

(iv) in subsection (d)(8) by striking ‘‘Direc-
tor of the Office of Management and Budget’’ 
and inserting ‘‘Secretary of Commerce’’; 

(v) in subsection (d)(8), by striking ‘‘sub-
mitted to the Director’’ and inserting ‘‘sub-
mitted to the Secretary’’; 

(vi) in subsection (e)(2), by striking ‘‘sec-
tion 3532(1) of such title’’ and inserting ‘‘sec-
tion 3552 of title 44’’; and 

(vii) in subsection (e)(5), by striking ‘‘sec-
tion 3532(b)(2) of such title’’ and inserting 
‘‘section 3552 of title 44’’. 

(F) Section 8(d)(1) of the Cyber Security 
Research and Development Act (15 U.S.C. 
7406(d)(1)) is amended by striking ‘‘section 
3534(b)’’ and inserting ‘‘section 3554(b)(2)’’. 
SEC. 202. MANAGEMENT OF INFORMATION TECH-

NOLOGY. 

(a) IN GENERAL.—Section 11331 of title 40, 
United States Code, is amended to read as 
follows: 

‘‘§ 11331. Responsibilities for Federal informa-
tion systems standards 
‘‘(a) STANDARDS AND GUIDELINES.— 
‘‘(1) AUTHORITY TO PRESCRIBE.—Except as 

provided under paragraph (2), the Secretary 
of Commerce shall prescribe standards and 
guidelines pertaining to Federal information 
systems— 

‘‘(A) in consultation with the Secretary of 
Homeland Security; and 

‘‘(B) on the basis of standards and guide-
lines developed by the National Institute of 
Standards and Technology under paragraphs 
(2) and (3) of section 20(a) of the National In-
stitute of Standards and Technology Act (15 
U.S.C. 278g–3(a)(2) and (a)(3)). 

‘‘(2) NATIONAL SECURITY SYSTEMS.—Stand-
ards and guidelines for national security sys-
tems shall be developed, prescribed, en-
forced, and overseen as otherwise authorized 
by law and as directed by the President. 

‘‘(b) MANDATORY STANDARDS AND GUIDE-
LINES.— 

‘‘(1) AUTHORITY TO MAKE MANDATORY STAND-
ARDS AND GUIDELINES.—The Secretary of 
Commerce shall make standards and guide-
lines under subsection (a)(1) compulsory and 
binding to the extent determined necessary 
by the Secretary of Commerce to improve 
the efficiency of operation or security of 
Federal information systems. 

‘‘(2) REQUIRED MANDATORY STANDARDS AND 
GUIDELINES.— 

‘‘(A) IN GENERAL.—Standards and guide-
lines under subsection (a)(1) shall include in-
formation security standards that— 

‘‘(i) provide minimum information security 
requirements as determined under section 
20(b) of the National Institute of Standards 
and Technology Act (15 U.S.C. 278g–3(b)); and 

‘‘(ii) are otherwise necessary to improve 
the security of Federal information and in-
formation systems. 

‘‘(B) BINDING EFFECT.—Information secu-
rity standards under subparagraph (A) shall 
be compulsory and binding. 

‘‘(c) EXERCISE OF AUTHORITY.—To ensure 
fiscal and policy consistency, the Secretary 
of Commerce shall exercise the authority 
conferred by this section subject to direction 
by the President and in coordination with 
the Director. 

‘‘(d) APPLICATION OF MORE STRINGENT 
STANDARDS AND GUIDELINES.—The head of an 
executive agency may employ standards for 
the cost-effective information security for 
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information systems within or under the su-
pervision of that agency that are more strin-
gent than the standards and guidelines the 
Secretary of Commerce prescribes under this 
section if the more stringent standards and 
guidelines— 

‘‘(1) contain at least the applicable stand-
ards and guidelines made compulsory and 
binding by the Secretary of Commerce; and 

‘‘(2) are otherwise consistent with the poli-
cies, directives, and implementation memo-
randa issued under section 3553(a) of title 44. 

‘‘(e) DECISIONS ON PROMULGATION OF STAND-
ARDS AND GUIDELINES.—The decision by the 
Secretary of Commerce regarding the pro-
mulgation of any standard or guideline 
under this section shall occur not later than 
6 months after the date of submission of the 
proposed standard to the Secretary of Com-
merce by the National Institute of Standards 
and Technology under section 20 of the Na-
tional Institute of Standards and Technology 
Act (15 U.S.C. 278g–3). 

‘‘(f) NOTICE AND COMMENT.—A decision by 
the Secretary of Commerce to significantly 
modify, or not promulgate, a proposed stand-
ard submitted to the Secretary by the Na-
tional Institute of Standards and Technology 
under section 20 of the National Institute of 
Standards and Technology Act (15 U.S.C. 
278g–3) shall be made after the public is given 
an opportunity to comment on the Sec-
retary’s proposed decision. 

‘‘(g) DEFINITIONS.—In this section: 
‘‘(1) FEDERAL INFORMATION SYSTEM.—The 

term ‘Federal information system’ has the 
meaning given the term in section 3552 of 
title 44. 

‘‘(2) INFORMATION SECURITY.—The term ‘in-
formation security’ has the meaning given 
the term in section 3552 of title 44. 

‘‘(3) NATIONAL SECURITY SYSTEM.—The term 
‘national security system’ has the meaning 
given the term in section 3552 of title 44.’’. 
SEC. 203. NO NEW FUNDING. 

An applicable Federal agency shall carry 
out the provisions of this title with existing 
facilities and funds otherwise available, 
through such means as the head of the agen-
cy considers appropriate. 
SEC. 204. TECHNICAL AND CONFORMING AMEND-

MENTS. 
Section 21(b) of the National Institute of 

Standards and Technology Act (15 U.S.C. 
278g–4(b)) is amended— 

(1) in paragraph (2), by striking ‘‘and the 
Director of the Office of Management and 
Budget’’ and inserting ‘‘, the Secretary of 
Commerce, and the Secretary of Homeland 
Security’’; and 

(2) in paragraph (3), by inserting ‘‘, the 
Secretary of Homeland Security,’’ after ‘‘the 
Secretary of Commerce’’. 
SEC. 205. CLARIFICATION OF AUTHORITIES. 

Nothing in this title shall be construed to 
convey any new regulatory authority to any 
government entity implementing or com-
plying with any provision of this title. 

TITLE III—CRIMINAL PENALTIES 
SEC. 301. PENALTIES FOR FRAUD AND RELATED 

ACTIVITY IN CONNECTION WITH 
COMPUTERS. 

Section 1030(c) of title 18, United States 
Code, is amended to read as follows: 

‘‘(c) The punishment for an offense under 
subsection (a) or (b) of this section is— 

‘‘(1) a fine under this title or imprisonment 
for not more than 20 years, or both, in the 
case of an offense under subsection (a)(1) of 
this section; 

‘‘(2)(A) except as provided in subparagraph 
(B), a fine under this title or imprisonment 
for not more than 3 years, or both, in the 
case of an offense under subsection (a)(2); or 

‘‘(B) a fine under this title or imprison-
ment for not more than ten years, or both, in 
the case of an offense under subsection (a)(2) 
of this section, if— 

‘‘(i) the offense was committed for pur-
poses of commercial advantage or private fi-
nancial gain; 

‘‘(ii) the offense was committed in the fur-
therance of any criminal or tortious act in 
violation of the Constitution or laws of the 
United States, or of any State; or 

‘‘(iii) the value of the information ob-
tained, or that would have been obtained if 
the offense was completed, exceeds $5,000; 

‘‘(3) a fine under this title or imprisonment 
for not more than 10 years, or both, in the 
case of an offense under subsection (a)(3) of 
this section; 

‘‘(4) a fine under this title or imprisonment 
of not more than 20 years, or both, in the 
case of an offense under subsection (a)(4) of 
this section; 

‘‘(5)(A) except as provided in subparagraph 
(C), a fine under this title, imprisonment for 
not more than 20 years, or both, in the case 
of an offense under subsection (a)(5)(A) of 
this section, if the offense caused— 

‘‘(i) loss to 1 or more persons during any 1- 
year period (and, for purposes of an inves-
tigation, prosecution, or other proceeding 
brought by the United States only, loss re-
sulting from a related course of conduct af-
fecting 1 or more other protected computers) 
aggregating at least $5,000 in value; 

‘‘(ii) the modification or impairment, or 
potential modification or impairment, of the 
medical examination, diagnosis, treatment, 
or care of 1 or more individuals; 

‘‘(iii) physical injury to any person; 
‘‘(iv) a threat to public health or safety; 
‘‘(v) damage affecting a computer used by, 

or on behalf of, an entity of the United 
States Government in furtherance of the ad-
ministration of justice, national defense, or 
national security; or 

‘‘(vi) damage affecting 10 or more pro-
tected computers during any 1-year period; 

‘‘(B) a fine under this title, imprisonment 
for not more than 20 years, or both, in the 
case of an offense under subsection (a)(5)(B), 
if the offense caused a harm provided in 
clause (i) through (vi) of subparagraph (A) of 
this subsection; 

‘‘(C) if the offender attempts to cause or 
knowingly or recklessly causes death from 
conduct in violation of subsection (a)(5)(A), a 
fine under this title, imprisonment for any 
term of years or for life, or both; 

‘‘(D) a fine under this title, imprisonment 
for not more than 10 years, or both, for any 
other offense under subsection (a)(5); 

‘‘(E) a fine under this title or imprison-
ment for not more than 10 years, or both, in 
the case of an offense under subsection (a)(6) 
of this section; or 

‘‘(F) a fine under this title or imprison-
ment for not more than 10 years, or both, in 
the case of an offense under subsection (a)(7) 
of this section.’’. 
SEC. 302. TRAFFICKING IN PASSWORDS. 

Section 1030(a)(6) of title 18, United States 
Code, is amended to read as follows: 

‘‘(6) knowingly and with intent to defraud 
traffics (as defined in section 1029) in any 
password or similar information or means of 
access through which a protected computer 
(as defined in subparagraphs (A) and (B) of 
subsection (e)(2)) may be accessed without 
authorization.’’. 
SEC. 303. CONSPIRACY AND ATTEMPTED COM-

PUTER FRAUD OFFENSES. 
Section 1030(b) of title 18, United States 

Code, is amended by inserting ‘‘as if for the 
completed offense’’ after ‘‘punished as pro-
vided’’. 
SEC. 304. CRIMINAL AND CIVIL FORFEITURE FOR 

FRAUD AND RELATED ACTIVITY IN 
CONNECTION WITH COMPUTERS. 

Section 1030 of title 18, United States Code, 
is amended by striking subsections (i) and (j) 
and inserting the following: 

‘‘(i) CRIMINAL FORFEITURE.— 
‘‘(1) The court, in imposing sentence on 

any person convicted of a violation of this 
section, or convicted of conspiracy to violate 
this section, shall order, in addition to any 
other sentence imposed and irrespective of 
any provision of State law, that such person 
forfeit to the United States— 

‘‘(A) such person’s interest in any prop-
erty, real or personal, that was used, or in-
tended to be used, to commit or facilitate 
the commission of such violation; and 

‘‘(B) any property, real or personal, consti-
tuting or derived from any gross proceeds, or 
any property traceable to such property, 
that such person obtained, directly or indi-
rectly, as a result of such violation. 

‘‘(2) The criminal forfeiture of property 
under this subsection, including any seizure 
and disposition of the property, and any re-
lated judicial or administrative proceeding, 
shall be governed by the provisions of sec-
tion 413 of the Comprehensive Drug Abuse 
Prevention and Control Act of 1970 (21 U.S.C. 
853), except subsection (d) of that section. 

‘‘(j) CIVIL FORFEITURE.— 
‘‘(1) The following shall be subject to for-

feiture to the United States and no property 
right, real or personal, shall exist in them: 

‘‘(A) Any property, real or personal, that 
was used, or intended to be used, to commit 
or facilitate the commission of any violation 
of this section, or a conspiracy to violate 
this section. 

‘‘(B) Any property, real or personal, consti-
tuting or derived from any gross proceeds ob-
tained directly or indirectly, or any property 
traceable to such property, as a result of the 
commission of any violation of this section, 
or a conspiracy to violate this section. 

‘‘(2) Seizures and forfeitures under this 
subsection shall be governed by the provi-
sions in chapter 46 relating to civil forfeit-
ures, except that such duties as are imposed 
on the Secretary of the Treasury under the 
customs laws described in section 981(d) shall 
be performed by such officers, agents and 
other persons as may be designated for that 
purpose by the Secretary of Homeland Secu-
rity or the Attorney General.’’. 
SEC. 305. DAMAGE TO CRITICAL INFRASTRUC-

TURE COMPUTERS. 
(a) IN GENERAL.—Chapter 47 of title 18, 

United States Code, is amended by inserting 
after section 1030 the following: 
‘‘§ 1030A. Aggravated damage to a critical in-

frastructure computer 
‘‘(a) DEFINITIONS.—In this section— 
‘‘(1) the term ‘computer’ has the meaning 

given the term in section 1030; 
‘‘(2) the term ‘critical infrastructure com-

puter’ means a computer that manages or 
controls systems or assets vital to national 
defense, national security, national eco-
nomic security, public health or safety, or 
any combination of those matters, whether 
publicly or privately owned or operated, in-
cluding— 

‘‘(A) oil and gas production, storage, con-
version, and delivery systems; 

‘‘(B) water supply systems; 
‘‘(C) telecommunication networks; 
‘‘(D) electrical power generation and deliv-

ery systems; 
‘‘(E) finance and banking systems; 
‘‘(F) emergency services; 
‘‘(G) transportation systems and services; 

and 
‘‘(H) government operations that provide 

essential services to the public; and 
‘‘(3) the term ‘damage’ has the meaning 

given the term in section 1030. 
‘‘(b) OFFENSE.—It shall be unlawful, during 

and in relation to a felony violation of sec-
tion 1030, to knowingly cause or attempt to 
cause damage to a critical infrastructure 
computer if the damage results in (or, in the 
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case of an attempt, if completed, would have 
resulted in) the substantial impairment— 

‘‘(1) of the operation of the critical infra-
structure computer; or 

‘‘(2) of the critical infrastructure associ-
ated with the computer. 

‘‘(c) PENALTY.—Any person who violates 
subsection (b) shall be— 

‘‘(1) fined under this title; 
‘‘(2) imprisoned for not less than 3 years 

but not more than 20 years; or 
‘‘(3) penalized under paragraphs (1) and (2). 
‘‘(d) CONSECUTIVE SENTENCE.—Notwith-

standing any other provision of law— 
‘‘(1) a court shall not place on probation 

any person convicted of a violation of this 
section; 

‘‘(2) except as provided in paragraph (4), no 
term of imprisonment imposed on a person 
under this section shall run concurrently 
with any other term of imprisonment, in-
cluding any term of imprisonment imposed 
on the person under any other provision of 
law, including any term of imprisonment im-
posed for a felony violation of section 1030; 

‘‘(3) in determining any term of imprison-
ment to be imposed for a felony violation of 
section 1030, a court shall not in any way re-
duce the term to be imposed for such crime 
so as to compensate for, or otherwise take 
into account, any separate term of imprison-
ment imposed or to be imposed for a viola-
tion of this section; and 

‘‘(4) a term of imprisonment imposed on a 
person for a violation of this section may, in 
the discretion of the court, run concurrently, 
in whole or in part, only with another term 
of imprisonment that is imposed by the 
court at the same time on that person for an 
additional violation of this section, provided 
that such discretion shall be exercised in ac-
cordance with any applicable guidelines and 
policy statements issued by the United 
States Sentencing Commission pursuant to 
section 994 of title 28.’’. 

(b) TECHNICAL AND CONFORMING AMEND-
MENT.—The chapter analysis for chapter 47 of 
title 18, United States Code, is amended by 
inserting after the item relating to section 
1030 the following: 
‘‘1030A. Aggravated damage to a critical in-

frastructure computer.’’. 
SEC. 306. LIMITATION ON ACTIONS INVOLVING 

UNAUTHORIZED USE. 
Section 1030(e)(6) of title 18, United States 

Code, is amended by striking ‘‘alter;’’ and in-
serting ‘‘alter, but does not include access in 
violation of a contractual obligation or 
agreement, such as an acceptable use policy 
or terms of service agreement, with an Inter-
net service provider, Internet website, or 
non-government employer, if such violation 
constitutes the sole basis for determining 
that access to a protected computer is unau-
thorized;’’. 
SEC. 307. NO NEW FUNDING. 

An applicable Federal agency shall carry 
out the provisions of this title with existing 
facilities and funds otherwise available, 
through such means as the head of the agen-
cy considers appropriate. 

TITLE IV—CYBERSECURITY RESEARCH 
AND DEVELOPMENT 

SEC. 401. NATIONAL HIGH-PERFORMANCE COM-
PUTING PROGRAM PLANNING AND 
COORDINATION. 

(a) GOALS AND PRIORITIES.—Section 101 of 
the High-Performance Computing Act of 1991 
(15 U.S.C. 5511) is amended by adding at the 
end the following: 

‘‘(d) GOALS AND PRIORITIES.—The goals and 
priorities for Federal high-performance com-
puting research, development, networking, 
and other activities under subsection 
(a)(2)(A) shall include— 

‘‘(1) encouraging and supporting mecha-
nisms for interdisciplinary research and de-

velopment in networking and information 
technology, including— 

‘‘(A) through collaborations across agen-
cies; 

‘‘(B) through collaborations across Pro-
gram Component Areas; 

‘‘(C) through collaborations with industry; 
‘‘(D) through collaborations with institu-

tions of higher education; 
‘‘(E) through collaborations with Federal 

laboratories (as defined in section 4 of the 
Stevenson-Wydler Technology Innovation 
Act of 1980 (15 U.S.C. 3703)); and 

‘‘(F) through collaborations with inter-
national organizations; 

‘‘(2) addressing national, multi-agency, 
multi-faceted challenges of national impor-
tance; and 

‘‘(3) fostering the transfer of research and 
development results into new technologies 
and applications for the benefit of society.’’. 

(b) DEVELOPMENT OF STRATEGIC PLAN.— 
Section 101 of the High-Performance Com-
puting Act of 1991 (15 U.S.C. 5511) is amended 
by adding at the end the following: 

‘‘(e) STRATEGIC PLAN.— 
‘‘(1) IN GENERAL.—Not later than 1 year 

after the date of enactment of the Strength-
ening and Enhancing Cybersecurity by Using 
Research, Education, Information, and Tech-
nology Act of 2012, the agencies under sub-
section (a)(3)(B), working through the Na-
tional Science and Technology Council and 
with the assistance of the Office of Science 
and Technology Policy shall develop a 5-year 
strategic plan to guide the activities under 
subsection (a)(1). 

‘‘(2) CONTENTS.—The strategic plan shall 
specify— 

‘‘(A) the near-term objectives for the Pro-
gram; 

‘‘(B) the long-term objectives for the Pro-
gram; 

‘‘(C) the anticipated time frame for achiev-
ing the near-term objectives; 

‘‘(D) the metrics that will be used to assess 
any progress made toward achieving the 
near-term objectives and the long-term ob-
jectives; and 

‘‘(E) how the Program will achieve the 
goals and priorities under subsection (d). 

‘‘(3) IMPLEMENTATION ROADMAP.— 
‘‘(A) IN GENERAL.—The agencies under sub-

section (a)(3)(B) shall develop and annually 
update an implementation roadmap for the 
strategic plan. 

‘‘(B) REQUIREMENTS.—The information in 
the implementation roadmap shall be coordi-
nated with the database under section 102(c) 
and the annual report under section 101(a)(3). 
The implementation roadmap shall— 

‘‘(i) specify the role of each Federal agency 
in carrying out or sponsoring research and 
development to meet the research objectives 
of the strategic plan, including a description 
of how progress toward the research objec-
tives will be evaluated, with consideration of 
any relevant recommendations of the advi-
sory committee; 

‘‘(ii) specify the funding allocated to each 
major research objective of the strategic 
plan and the source of funding by agency for 
the current fiscal year; and 

‘‘(iii) estimate the funding required for 
each major research objective of the stra-
tegic plan for the next 3 fiscal years. 

‘‘(4) RECOMMENDATIONS.—The agencies 
under subsection (a)(3)(B) shall take into 
consideration when developing the strategic 
plan under paragraph (1) the recommenda-
tions of— 

‘‘(A) the advisory committee under sub-
section (b); and 

‘‘(B) the stakeholders under section 
102(a)(3). 

‘‘(5) REPORT TO CONGRESS.—The Director of 
the Office of Science and Technology Policy 
shall transmit the strategic plan under this 

subsection, including the implementation 
roadmap and any updates under paragraph 
(3), to— 

‘‘(A) the advisory committee under sub-
section (b); 

‘‘(B) the Committee on Commerce, 
Science, and Transportation of the Senate; 
and 

‘‘(C) the Committee on Science and Tech-
nology of the House of Representatives.’’. 

(c) PERIODIC REVIEWS.—Section 101 of the 
High-Performance Computing Act of 1991 (15 
U.S.C. 5511) is amended by adding at the end 
the following: 

‘‘(f) PERIODIC REVIEWS.—The agencies 
under subsection (a)(3)(B) shall— 

‘‘(1) periodically assess the contents and 
funding levels of the Program Component 
Areas and restructure the Program when 
warranted, taking into consideration any 
relevant recommendations of the advisory 
committee under subsection (b); and 

‘‘(2) ensure that the Program includes na-
tional, multi-agency, multi-faceted research 
and development activities, including activi-
ties described in section 104.’’. 

(d) ADDITIONAL RESPONSIBILITIES OF DIREC-
TOR.—Section 101(a)(2) of the High-Perform-
ance Computing Act of 1991 (15 U.S.C. 
5511(a)(2)) is amended— 

(1) by redesignating subparagraphs (E) and 
(F) as subparagraphs (G) and (H), respec-
tively; and 

(2) by inserting after subparagraph (D) the 
following: 

‘‘(E) encourage and monitor the efforts of 
the agencies participating in the Program to 
allocate the level of resources and manage-
ment attention necessary— 

‘‘(i) to ensure that the strategic plan under 
subsection (e) is developed and executed ef-
fectively; and 

‘‘(ii) to ensure that the objectives of the 
Program are met; 

‘‘(F) working with the Office of Manage-
ment and Budget and in coordination with 
the creation of the database under section 
102(c), direct the Office of Science and Tech-
nology Policy and the agencies participating 
in the Program to establish a mechanism 
(consistent with existing law) to track all 
ongoing and completed research and develop-
ment projects and associated funding;’’. 

(e) ADVISORY COMMITTEE.—Section 101(b) of 
the High-Performance Computing Act of 1991 
(15 U.S.C. 5511(b)) is amended— 

(1) in paragraph (1)— 
(A) by inserting after the first sentence the 

following: ‘‘The co-chairs of the advisory 
committee shall meet the qualifications of 
committee members and may be members of 
the Presidents Council of Advisors on 
Science and Technology.’’; and 

(B) by striking ‘‘high-performance’’ in sub-
paragraph (D) and inserting ‘‘high-end’’; and 

(2) by amending paragraph (2) to read as 
follows: 

‘‘(2) In addition to the duties under para-
graph (1), the advisory committee shall con-
duct periodic evaluations of the funding, 
management, coordination, implementation, 
and activities of the Program. The advisory 
committee shall report its findings and rec-
ommendations not less frequently than once 
every 3 fiscal years to the Committee on 
Commerce, Science, and Transportation of 
the Senate and the Committee on Science 
and Technology of the House of Representa-
tives. The report shall be submitted in con-
junction with the update of the strategic 
plan.’’. 

(f) REPORT.—Section 101(a)(3) of the High- 
Performance Computing Act of 1991 (15 
U.S.C. 5511(a)(3)) is amended— 

(1) in subparagraph (C)— 
(A) by striking ‘‘is submitted,’’ and insert-

ing ‘‘is submitted, the levels for the previous 
fiscal year,’’; and 
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(B) by striking ‘‘each Program Component 

Area’’ and inserting ‘‘each Program Compo-
nent Area and each research area supported 
in accordance with section 104’’; 

(2) in subparagraph (D)— 
(A) by striking ‘‘each Program Component 

Area,’’ and inserting ‘‘each Program Compo-
nent Area and each research area supported 
in accordance with section 104,’’; 

(B) by striking ‘‘is submitted,’’ and insert-
ing ‘‘is submitted, the levels for the previous 
fiscal year,’’; and 

(C) by striking ‘‘and’’ after the semicolon; 
(3) by redesignating subparagraph (E) as 

subparagraph (G); and 
(4) by inserting after subparagraph (D) the 

following: 
‘‘(E) include a description of how the objec-

tives for each Program Component Area, and 
the objectives for activities that involve 
multiple Program Component Areas, relate 
to the objectives of the Program identified 
in the strategic plan under subsection (e); 

‘‘(F) include— 
‘‘(i) a description of the funding required 

by the Office of Science and Technology Pol-
icy to perform the functions under sub-
sections (a) and (c) of section 102 for the next 
fiscal year by category of activity; 

‘‘(ii) a description of the funding required 
by the Office of Science and Technology Pol-
icy to perform the functions under sub-
sections (a) and (c) of section 102 for the cur-
rent fiscal year by category of activity; and 

‘‘(iii) the amount of funding provided for 
the Office of Science and Technology Policy 
for the current fiscal year by each agency 
participating in the Program; and’’. 

(g) DEFINITIONS.—Section 4 of the High- 
Performance Computing Act of 1991 (15 
U.S.C. 5503) is amended— 

(1) by redesignating paragraphs (1) and (2) 
as paragraphs (2) and (3), respectively; 

(2) by redesignating paragraph (3) as para-
graph (6); 

(3) by redesignating paragraphs (6) and (7) 
as paragraphs (7) and (8), respectively; 

(4) by inserting before paragraph (2), as re-
designated, the following: 

‘‘(1) ‘cyber-physical systems’ means phys-
ical or engineered systems whose networking 
and information technology functions and 
physical elements are deeply integrated and 
are actively connected to the physical world 
through sensors, actuators, or other means 
to perform monitoring and control func-
tions;’’; 

(5) in paragraph (3), as redesignated, by 
striking ‘‘high-performance computing’’ and 
inserting ‘‘networking and information tech-
nology’’; 

(6) in paragraph (6), as redesignated— 
(A) by striking ‘‘high-performance com-

puting’’ and inserting ‘‘networking and in-
formation technology’’; and 

(B) by striking ‘‘supercomputer’’ and in-
serting ‘‘high-end computing’’; 

(7) in paragraph (5), by striking ‘‘network 
referred to as’’ and all that follows through 
the semicolon and inserting ‘‘network, in-
cluding advanced computer networks of Fed-
eral agencies and departments’’; and 

(8) in paragraph (7), as redesignated, by 
striking ‘‘National High-Performance Com-
puting Program’’ and inserting ‘‘networking 
and information technology research and de-
velopment program’’. 
SEC. 402. RESEARCH IN AREAS OF NATIONAL IM-

PORTANCE. 
(a) RESEARCH IN AREAS OF NATIONAL IMPOR-

TANCE.—Title I of the High-Performance 
Computing Act of 1991 (15 U.S.C. 5511 et seq.) 
is amended by adding at the end the fol-
lowing: 
‘‘SEC. 104. RESEARCH IN AREAS OF NATIONAL IM-

PORTANCE. 
‘‘(a) IN GENERAL.—The Program shall en-

courage agencies under section 101(a)(3)(B) to 

support, maintain, and improve national, 
multi-agency, multi-faceted, research and 
development activities in networking and in-
formation technology directed toward appli-
cation areas that have the potential for sig-
nificant contributions to national economic 
competitiveness and for other significant so-
cietal benefits. 

‘‘(b) TECHNICAL SOLUTIONS.—An activity 
under subsection (a) shall be designed to ad-
vance the development of research discov-
eries by demonstrating technical solutions 
to important problems in areas including— 

‘‘(1) cybersecurity; 
‘‘(2) health care; 
‘‘(3) energy management and low-power 

systems and devices; 
‘‘(4) transportation, including surface and 

air transportation; 
‘‘(5) cyber-physical systems; 
‘‘(6) large-scale data analysis and modeling 

of physical phenomena; 
‘‘(7) large scale data analysis and modeling 

of behavioral phenomena; 
‘‘(8) supply chain quality and security; and 
‘‘(9) privacy protection and protected dis-

closure of confidential data. 
‘‘(c) RECOMMENDATIONS.—The advisory 

committee under section 101(b) shall make 
recommendations to the Program for can-
didate research and development areas for 
support under this section. 

‘‘(d) CHARACTERISTICS.— 
‘‘(1) IN GENERAL.—Research and develop-

ment activities under this section— 
‘‘(A) shall include projects selected on the 

basis of applications for support through a 
competitive, merit-based process; 

‘‘(B) shall leverage, when possible, Federal 
investments through collaboration with re-
lated State initiatives; 

‘‘(C) shall include a plan for fostering the 
transfer of research discoveries and the re-
sults of technology demonstration activities, 
including from institutions of higher edu-
cation and Federal laboratories, to industry 
for commercial development; 

‘‘(D) shall involve collaborations among re-
searchers in institutions of higher education 
and industry; and 

‘‘(E) may involve collaborations among 
nonprofit research institutions and Federal 
laboratories, as appropriate. 

‘‘(2) COST-SHARING.—In selecting applica-
tions for support, the agencies under section 
101(a)(3)(B) shall give special consideration 
to projects that include cost sharing from 
non-Federal sources. 

‘‘(3) MULTIDISCIPLINARY RESEARCH CEN-
TERS.—Research and development activities 
under this section shall be supported 
through multidisciplinary research centers, 
including Federal laboratories, that are or-
ganized to investigate basic research ques-
tions and carry out technology demonstra-
tion activities in areas described in sub-
section (a). Research may be carried out 
through existing multidisciplinary centers, 
including those authorized under section 
7024(b)(2) of the America COMPETES Act (42 
U.S.C. 1862o–10(2)).’’. 

(b) CYBER-PHYSICAL SYSTEMS.—Section 
101(a)(1) of the High-Performance Computing 
Act of 1991 (15 U.S.C. 5511(a)(1)) is amended— 

(1) in subparagraph (H), by striking ‘‘and’’ 
after the semicolon; 

(2) in subparagraph (I), by striking the pe-
riod at the end and inserting a semicolon; 
and 

(3) by adding at the end the following: 
‘‘(J) provide for increased understanding of 

the scientific principles of cyber-physical 
systems and improve the methods available 
for the design, development, and operation of 
cyber-physical systems that are character-
ized by high reliability, safety, and security; 
and 

‘‘(K) provide for research and development 
on human-computer interactions, visualiza-
tion, and big data.’’. 

(c) TASK FORCE.—Title I of the High-Per-
formance Computing Act of 1991 (15 U.S.C. 
5511 et seq.), as amended by section 402(a) of 
this Act, is amended by adding at the end 
the following: 
‘‘SEC. 105. TASK FORCE. 

‘‘(a) ESTABLISHMENT.—Not later than 180 
days after the date of enactment the 
Strengthening and Enhancing Cybersecurity 
by Using Research, Education, Information, 
and Technology Act of 2012, the Director of 
the Office of Science and Technology Policy 
under section 102 shall convene a task force 
to explore mechanisms for carrying out col-
laborative research and development activi-
ties for cyber-physical systems (including 
the related technologies required to enable 
these systems) through a consortium or 
other appropriate entity with participants 
from institutions of higher education, Fed-
eral laboratories, and industry. 

‘‘(b) FUNCTIONS.—The task force shall— 
‘‘(1) develop options for a collaborative 

model and an organizational structure for 
such entity under which the joint research 
and development activities could be planned, 
managed, and conducted effectively, includ-
ing mechanisms for the allocation of re-
sources among the participants in such enti-
ty for support of such activities; 

‘‘(2) propose a process for developing a re-
search and development agenda for such en-
tity, including guidelines to ensure an appro-
priate scope of work focused on nationally 
significant challenges and requiring collabo-
ration and to ensure the development of re-
lated scientific and technological mile-
stones; 

‘‘(3) define the roles and responsibilities for 
the participants from institutions of higher 
education, Federal laboratories, and indus-
try in such entity; 

‘‘(4) propose guidelines for assigning intel-
lectual property rights and for transferring 
research results to the private sector; and 

‘‘(5) make recommendations for how such 
entity could be funded from Federal, State, 
and non-governmental sources. 

‘‘(c) COMPOSITION.—In establishing the task 
force under subsection (a), the Director of 
the Office of Science and Technology Policy 
shall appoint an equal number of individuals 
from institutions of higher education and 
from industry with knowledge and expertise 
in cyber-physical systems, and may appoint 
not more than 2 individuals from Federal 
laboratories. 

‘‘(d) REPORT.—Not later than 1 year after 
the date of enactment of the Strengthening 
and Enhancing Cybersecurity by Using Re-
search, Education, Information, and Tech-
nology Act of 2012, the Director of the Office 
of Science and Technology Policy shall 
transmit to the Committee on Commerce, 
Science, and Transportation of the Senate 
and the Committee on Science and Tech-
nology of the House of Representatives a re-
port describing the findings and rec-
ommendations of the task force. 

‘‘(e) TERMINATION.—The task force shall 
terminate upon transmittal of the report re-
quired under subsection (d). 

‘‘(f) COMPENSATION AND EXPENSES.—Mem-
bers of the task force shall serve without 
compensation.’’. 
SEC. 403. PROGRAM IMPROVEMENTS. 

Section 102 of the High-Performance Com-
puting Act of 1991 (15 U.S.C. 5512) is amended 
to read as follows: 
‘‘SEC. 102. PROGRAM IMPROVEMENTS. 

‘‘(a) FUNCTIONS.—The Director of the Office 
of Science and Technology Policy shall con-
tinue— 

‘‘(1) to provide technical and administra-
tive support to— 
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‘‘(A) the agencies participating in planning 

and implementing the Program, including 
support needed to develop the strategic plan 
under section 101(e); and 

‘‘(B) the advisory committee under section 
101(b); 

SA 2606. Mr. MCCAIN (for himself, 
Mrs. HUTCHISON, Mr. CHAMBLISS, Mr. 
GRASSLEY, Ms. MURKOWSKI, Mr. COATS, 
Mr. BURR, and Mr. JOHNSON of Wis-
consin) submitted an amendment in-
tended to be proposed by him to the 
bill S. 3414, to enhance the security and 
resiliency of the cyber and communica-
tions infrastructure of the United 
States; which was ordered to lie on the 
table; as follows: 

Beginning on page 1, strike line 3 and all 
that follows through page 211, line 6 and in-
sert the following: 
SECTION 1. SHORT TITLE; TABLE OF CONTENTS. 

(a) SHORT TITLE.—This Act may be cited as 
the ‘‘Strengthening and Enhancing Cyberse-
curity by Using Research, Education, Infor-
mation, and Technology Act of 2012’’ or ‘‘SE-
CURE IT’’. 

(b) TABLE OF CONTENTS.—The table of con-
tents of this Act is as follows: 
Sec. 1. Short title; table of contents. 

TITLE I—FACILITATING SHARING OF 
CYBER THREAT INFORMATION 

Sec. 101. Definitions. 
Sec. 102. Authorization to share cyber 

threat information. 
Sec. 103. Information sharing by the Federal 

government. 
Sec. 104. Construction. 
Sec. 105. Report on implementation. 
Sec. 106. Inspector General review. 
Sec. 107. Technical amendments. 
Sec. 108. Access to classified information. 

TITLE II—COORDINATION OF FEDERAL 
INFORMATION SECURITY POLICY 

Sec. 201. Coordination of Federal informa-
tion security policy. 

Sec. 202. Management of information tech-
nology. 

Sec. 203. No new funding. 
Sec. 204. Technical and conforming amend-

ments. 
Sec. 205. Clarification of authorities. 

TITLE III—CRIMINAL PENALTIES 
Sec. 301. Penalties for fraud and related ac-

tivity in connection with com-
puters. 

Sec. 302. Trafficking in passwords. 
Sec. 303. Conspiracy and attempted com-

puter fraud offenses. 
Sec. 304. Criminal and civil forfeiture for 

fraud and related activity in 
connection with computers. 

Sec. 305. Damage to critical infrastructure 
computers. 

Sec. 306. Limitation on actions involving 
unauthorized use. 

Sec. 307. No new funding. 
TITLE IV—CYBERSECURITY RESEARCH 

AND DEVELOPMENT 
Sec. 401. National High-Performance Com-

puting Program planning and 
coordination. 

Sec. 402. Research in areas of national im-
portance. 

Sec. 403. Program improvements. 
Sec. 404. Improving education of networking 

and information technology, in-
cluding high performance com-
puting. 

Sec. 405. Conforming and technical amend-
ments to the High-Performance 
Computing Act of 1991. 

Sec. 406. Federal cyber scholarship-for-serv-
ice program. 

Sec. 407. Study and analysis of certification 
and training of information in-
frastructure professionals. 

Sec. 408. International cybersecurity tech-
nical standards. 

Sec. 409. Identity management research and 
development. 

Sec. 410. Federal cybersecurity research and 
development. 

TITLE I—FACILITATING SHARING OF 
CYBER THREAT INFORMATION 

SEC. 101. DEFINITIONS. 
In this title: 
(1) AGENCY.—The term ‘‘agency’’ has the 

meaning given the term in section 3502 of 
title 44, United States Code. 

(2) ANTITRUST LAWS.—The term ‘‘antitrust 
laws’’— 

(A) has the meaning given the term in sec-
tion 1(a) of the Clayton Act (15 U.S.C. 12(a)); 

(B) includes section 5 of the Federal Trade 
Commission Act (15 U.S.C. 45) to the extent 
that section 5 of that Act applies to unfair 
methods of competition; and 

(C) includes any State law that has the 
same intent and effect as the laws under sub-
paragraphs (A) and (B). 

(3) COUNTERMEASURE.—The term ‘‘counter-
measure’’ means an automated or a manual 
action with defensive intent to mitigate 
cyber threats. 

(4) CYBER THREAT INFORMATION.—The term 
‘‘cyber threat information’’ means informa-
tion that indicates or describes— 

(A) a technical or operation vulnerability 
or a cyber threat mitigation measure; 

(B) an action or operation to mitigate a 
cyber threat; 

(C) malicious reconnaissance, including 
anomalous patterns of network activity that 
appear to be transmitted for the purpose of 
gathering technical information related to a 
cybersecurity threat; 

(D) a method of defeating a technical con-
trol; 

(E) a method of defeating an operational 
control; 

(F) network activity or protocols known to 
be associated with a malicious cyber actor or 
that signify malicious cyber intent; 

(G) a method of causing a user with legiti-
mate access to an information system or in-
formation that is stored on, processed by, or 
transiting an information system to inad-
vertently enable the defeat of a technical or 
operational control; 

(H) any other attribute of a cybersecurity 
threat or cyber defense information that 
would foster situational awareness of the 
United States cybersecurity posture, if dis-
closure of such attribute or information is 
not otherwise prohibited by law; 

(I) the actual or potential harm caused by 
a cyber incident, including information 
exfiltrated when it is necessary in order to 
identify or describe a cybersecurity threat; 
or 

(J) any combination of subparagraphs (A) 
through (I). 

(5) CYBERSECURITY CENTER.—The term ‘‘cy-
bersecurity center’’ means the Department 
of Defense Cyber Crime Center, the Intel-
ligence Community Incident Response Cen-
ter, the United States Cyber Command Joint 
Operations Center, the National Cyber Inves-
tigative Joint Task Force, the National Se-
curity Agency/Central Security Service 
Threat Operations Center, the National Cy-
bersecurity and Communications Integration 
Center, and any successor center. 

(6) CYBERSECURITY SYSTEM.—The term ‘‘cy-
bersecurity system’’ means a system de-
signed or employed to ensure the integrity, 
confidentiality, or availability of, or to safe-
guard, a system or network, including meas-
ures intended to protect a system or network 
from— 

(A) efforts to degrade, disrupt, or destroy 
such system or network; or 

(B) theft or misappropriations of private or 
government information, intellectual prop-
erty, or personally identifiable information. 

(7) ENTITY.— 
(A) IN GENERAL.—The term ‘‘entity’’ means 

any private entity, non-Federal government 
agency or department, or State, tribal, or 
local government agency or department (in-
cluding an officer, employee, or agent there-
of). 

(B) INCLUSIONS.—The term ‘‘entity’’ in-
cludes a government agency or department 
(including an officer, employee, or agent 
thereof) of the District of Columbia, the 
Commonwealth of Puerto Rico, the Virgin 
Islands, Guam, American Samoa, the North-
ern Mariana Islands, and any other territory 
or possession of the United States. 

(8) FEDERAL INFORMATION SYSTEM.—The 
term ‘‘Federal information system’’ means 
an information system of a Federal depart-
ment or agency used or operated by an exec-
utive agency, by a contractor of an executive 
agency, or by another organization on behalf 
of an executive agency. 

(9) INFORMATION SECURITY.—The term ‘‘in-
formation security’’ means protecting infor-
mation and information systems from dis-
ruption or unauthorized access, use, disclo-
sure, modification, or destruction in order to 
provide— 

(A) integrity, by guarding against im-
proper information modification or destruc-
tion, including by ensuring information non-
repudiation and authenticity; 

(B) confidentiality, by preserving author-
ized restrictions on access and disclosure, in-
cluding means for protecting personal pri-
vacy and proprietary information; or 

(C) availability, by ensuring timely and re-
liable access to and use of information. 

(10) INFORMATION SYSTEM.—The term ‘‘in-
formation system’’ has the meaning given 
the term in section 3502 of title 44, United 
States Code. 

(11) LOCAL GOVERNMENT.—The term ‘‘local 
government’’ means any borough, city, coun-
ty, parish, town, township, village, or other 
general purpose political subdivision of a 
State. 

(12) MALICIOUS RECONNAISSANCE.—The term 
‘‘malicious reconnaissance’’ means a method 
for actively probing or passively monitoring 
an information system for the purpose of dis-
cerning technical vulnerabilities of the in-
formation system, if such method is associ-
ated with a known or suspected cybersecu-
rity threat. 

(13) OPERATIONAL CONTROL.—The term 
‘‘operational control’’ means a security con-
trol for an information system that pri-
marily is implemented and executed by peo-
ple. 

(14) OPERATIONAL VULNERABILITY.—The 
term ‘‘operational vulnerability’’ means any 
attribute of policy, process, or procedure 
that could enable or facilitate the defeat of 
an operational control. 

(15) PRIVATE ENTITY.—The term ‘‘private 
entity’’ means any individual or any private 
group, organization, or corporation, includ-
ing an officer, employee, or agent thereof. 

(16) SIGNIFICANT CYBER INCIDENT.—The 
term ‘‘significant cyber incident’’ means a 
cyber incident resulting in, or an attempted 
cyber incident that, if successful, would have 
resulted in— 

(A) the exfiltration from a Federal infor-
mation system of data that is essential to 
the operation of the Federal information sys-
tem; or 

(B) an incident in which an operational or 
technical control essential to the security or 
operation of a Federal information system 
was defeated. 
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(17) TECHNICAL CONTROL.—The term ‘‘tech-

nical control’’ means a hardware or software 
restriction on, or audit of, access or use of an 
information system or information that is 
stored on, processed by, or transiting an in-
formation system that is intended to ensure 
the confidentiality, integrity, or availability 
of that system. 

(18) TECHNICAL VULNERABILITY.—The term 
‘‘technical vulnerability’’ means any at-
tribute of hardware or software that could 
enable or facilitate the defeat of a technical 
control. 

(19) TRIBAL.—The term ‘‘tribal’’ has the 
meaning given the term ‘‘Indian tribe’’ in 
section 4 of the Indian Self-Determination 
and Education Assistance Act (25 U.S.C. 
450b). 
SEC. 102. AUTHORIZATION TO SHARE CYBER 

THREAT INFORMATION. 

(a) VOLUNTARY DISCLOSURE.— 
(1) PRIVATE ENTITIES.—Notwithstanding 

any other provision of law, a private entity 
may, for the purpose of preventing, inves-
tigating, or otherwise mitigating threats to 
information security, on its own networks, 
or as authorized by another entity, on such 
entity’s networks, employ countermeasures 
and use cybersecurity systems in order to 
obtain, identify, or otherwise possess cyber 
threat information. 

(2) ENTITIES.—Notwithstanding any other 
provision of law, an entity may disclose 
cyber threat information to— 

(A) a cybersecurity center; or 
(B) any other entity in order to assist with 

preventing, investigating, or otherwise miti-
gating threats to information security. 

(3) INFORMATION SECURITY PROVIDERS.—If 
the cyber threat information described in 
paragraph (1) is obtained, identified, or oth-
erwise possessed in the course of providing 
information security products or services 
under contract to another entity, that entity 
shall be given, at any time prior to disclo-
sure of such information, a reasonable oppor-
tunity to authorize or prevent such disclo-
sure, to request anonymization of such infor-
mation, or to request that reasonable efforts 
be made to safeguard such information that 
identifies specific persons from unauthorized 
access or disclosure. 

(b) SIGNIFICANT CYBER INCIDENTS INVOLVING 
FEDERAL INFORMATION SYSTEMS.— 

(1) IN GENERAL.—An entity providing elec-
tronic communication services, remote com-
puting services, or information security 
services to a Federal department or agency 
shall inform the Federal department or agen-
cy of a significant cyber incident involving 
the Federal information system of that Fed-
eral department or agency that— 

(A) is directly known to the entity as a re-
sult of providing such services; 

(B) is directly related to the provision of 
such services by the entity; and 

(C) as determined by the entity, has im-
peded or will impede the performance of a 
critical mission of the Federal department 
or agency. 

(2) ADVANCE COORDINATION.—A Federal de-
partment or agency receiving the services 
described in paragraph (1) shall coordinate in 
advance with an entity described in para-
graph (1) to develop the parameters of any 
information that may be provided under 
paragraph (1), including clarification of the 
type of significant cyber incident that will 
impede the performance of a critical mission 
of the Federal department or agency. 

(3) REPORT.—A Federal department or 
agency shall report information provided 
under this subsection to a cybersecurity cen-
ter. 

(4) CONSTRUCTION.—Any information pro-
vided to a cybersecurity center under para-
graph (3) shall be treated in the same man-

ner as information provided to a cybersecu-
rity center under subsection (a). 

(c) INFORMATION SHARED WITH OR PROVIDED 
TO A CYBERSECURITY CENTER.—Cyber threat 
information provided to a cybersecurity cen-
ter under this section— 

(1) may be disclosed to, retained by, and 
used by, consistent with otherwise applicable 
Federal law, any Federal agency or depart-
ment, component, officer, employee, or 
agent of the Federal government for a cyber-
security purpose, a national security pur-
pose, or in order to prevent, investigate, or 
prosecute any of the offenses listed in sec-
tion 2516 of title 18, United States Code, and 
such information shall not be disclosed to, 
retained by, or used by any Federal agency 
or department for any use not permitted 
under this paragraph; 

(2) may, with the prior written consent of 
the entity submitting such information, be 
disclosed to and used by a State, tribal, or 
local government or government agency for 
the purpose of protecting information sys-
tems, or in furtherance of preventing, inves-
tigating, or prosecuting a criminal act, ex-
cept that if the need for immediate disclo-
sure prevents obtaining written consent, 
such consent may be provided orally with 
subsequent documentation of such consent; 

(3) shall be considered the commercial, fi-
nancial, or proprietary information of the 
entity providing such information to the 
Federal government and any disclosure out-
side the Federal government may only be 
made upon the prior written consent by such 
entity and shall not constitute a waiver of 
any applicable privilege or protection pro-
vided by law, except that if the need for im-
mediate disclosure prevents obtaining writ-
ten consent, such consent may be provided 
orally with subsequent documentation of 
such consent; 

(4) shall be deemed voluntarily shared in-
formation and exempt from disclosure under 
section 552 of title 5, United States Code, and 
any State, tribal, or local law requiring dis-
closure of information or records; 

(5) shall be, without discretion, withheld 
from the public under section 552(b)(3)(B) of 
title 5, United States Code, and any State, 
tribal, or local law requiring disclosure of in-
formation or records; 

(6) shall not be subject to the rules of any 
Federal agency or department or any judi-
cial doctrine regarding ex parte communica-
tions with a decision-making official; 

(7) shall not, if subsequently provided to a 
State, tribal, or local government or govern-
ment agency, otherwise be disclosed or dis-
tributed to any entity by such State, tribal, 
or local government or government agency 
without the prior written consent of the en-
tity submitting such information, notwith-
standing any State, tribal, or local law re-
quiring disclosure of information or records, 
except that if the need for immediate disclo-
sure prevents obtaining written consent, 
such consent may be provided orally with 
subsequent documentation of such consent; 
and 

(8) shall not be directly used by any Fed-
eral, State, tribal, or local department or 
agency to regulate the lawful activities of an 
entity, including activities relating to ob-
taining, identifying, or otherwise possessing 
cyber threat information, except that the 
procedures required to be developed and im-
plemented under this title shall not be con-
sidered regulations within the meaning of 
this paragraph. 

(d) PROCEDURES RELATING TO INFORMATION 
SHARING WITH A CYBERSECURITY CENTER.— 
Not later than 60 days after the date of en-
actment of this Act, the heads of each de-
partment or agency containing a cybersecu-
rity center shall jointly develop, promul-
gate, and submit to Congress procedures to 

ensure that cyber threat information shared 
with or provided to— 

(1) a cybersecurity center under this sec-
tion— 

(A) may be submitted to a cybersecurity 
center by an entity, to the greatest extent 
possible, through a uniform, publicly avail-
able process or format that is easily acces-
sible on the website of such cybersecurity 
center, and that includes the ability to pro-
vide relevant details about the cyber threat 
information and written consent to any sub-
sequent disclosures authorized by this para-
graph; 

(B) shall immediately be further shared 
with each cybersecurity center in order to 
prevent, investigate, or otherwise mitigate 
threats to information security across the 
Federal government; 

(C) is handled by the Federal government 
in a reasonable manner, including consider-
ation of the need to protect the privacy and 
civil liberties of individuals through 
anonymization or other appropriate meth-
ods, while fully accomplishing the objectives 
of this title, and the Federal government 
may undertake efforts consistent with this 
subparagraph to limit the impact on privacy 
and civil liberties of the sharing of cyber 
threat information with the Federal govern-
ment; and 

(D) except as provided in this section, shall 
only be used, disclosed, or handled in accord-
ance with the provisions of subsection (c); 
and 

(2) a Federal agency or department under 
subsection (b) is provided immediately to a 
cybersecurity center in order to prevent, in-
vestigate, or otherwise mitigate threats to 
information security across the Federal gov-
ernment. 

(e) INFORMATION SHARED BETWEEN ENTI-
TIES.— 

(1) IN GENERAL.—An entity sharing cyber 
threat information with another entity 
under this title may restrict the use or shar-
ing of such information by such other entity. 

(2) FURTHER SHARING.—Cyber threat infor-
mation shared by any entity with another 
entity under this title— 

(A) shall only be further shared in accord-
ance with any restrictions placed on the 
sharing of such information by the entity 
authorizing such sharing, such as appro-
priate anonymization of such information; 
and 

(B) may not be used by any entity to gain 
an unfair competitive advantage to the det-
riment of the entity authorizing the sharing 
of such information, except that the conduct 
described in paragraph (3) shall not con-
stitute unfair competitive conduct. 

(3) INFORMATION SHARED WITH STATE, TRIB-
AL, OR LOCAL GOVERNMENT OR GOVERNMENT 
AGENCY.—Cyber threat information shared 
with a State, tribal, or local government or 
government agency under this title— 

(A) may, with the prior written consent of 
the entity sharing such information, be dis-
closed to and used by a State, tribal, or local 
government or government agency for the 
purpose of protecting information systems, 
or in furtherance of preventing, inves-
tigating, or prosecuting a criminal act, ex-
cept if the need for immediate disclosure 
prevents obtaining written consent, consent 
may be provided orally with subsequent doc-
umentation of the consent; 

(B) shall be deemed voluntarily shared in-
formation and exempt from disclosure under 
any State, tribal, or local law requiring dis-
closure of information or records; 

(C) shall not be disclosed or distributed to 
any entity by the State, tribal, or local gov-
ernment or government agency without the 
prior written consent of the entity submit-
ting such information, notwithstanding any 
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State, tribal, or local law requiring disclo-
sure of information or records, except if the 
need for immediate disclosure prevents ob-
taining written consent, consent may be pro-
vided orally with subsequent documentation 
of the consent; and 

(D) shall not be directly used by any State, 
tribal, or local department or agency to reg-
ulate the lawful activities of an entity, in-
cluding activities relating to obtaining, 
identifying, or otherwise possessing cyber 
threat information, except that the proce-
dures required to be developed and imple-
mented under this title shall not be consid-
ered regulations within the meaning of this 
subparagraph. 

(4) ANTITRUST EXEMPTION.—The exchange 
or provision of cyber threat information or 
assistance between 2 or more private entities 
under this title shall not be considered a vio-
lation of any provision of antitrust laws if 
exchanged or provided in order to assist 
with— 

(A) facilitating the prevention, investiga-
tion, or mitigation of threats to information 
security; or 

(B) communicating or disclosing of cyber 
threat information to help prevent, inves-
tigate or otherwise mitigate the effects of a 
threat to information security. 

(5) NO RIGHT OR BENEFIT.—The provision of 
cyber threat information to an entity under 
this section shall not create a right or a ben-
efit to similar information by such entity or 
any other entity. 

(f) FEDERAL PREEMPTION.— 
(1) IN GENERAL.—This section supersedes 

any statute or other law of a State or polit-
ical subdivision of a State that restricts or 
otherwise expressly regulates an activity au-
thorized under this section. 

(2) STATE LAW ENFORCEMENT.—Nothing in 
this section shall be construed to supersede 
any statute or other law of a State or polit-
ical subdivision of a State concerning the 
use of authorized law enforcement tech-
niques. 

(3) PUBLIC DISCLOSURE.—No information 
shared with or provided to a State, tribal, or 
local government or government agency pur-
suant to this section shall be made publicly 
available pursuant to any State, tribal, or 
local law requiring disclosure of information 
or records. 

(g) CIVIL AND CRIMINAL LIABILITY.— 
(1) GENERAL PROTECTIONS.— 
(A) PRIVATE ENTITIES.—No cause of action 

shall lie or be maintained in any court 
against any private entity for— 

(i) the use of countermeasures and cyberse-
curity systems as authorized by this title; 

(ii) the use, receipt, or disclosure of any 
cyber threat information as authorized by 
this title; or 

(iii) the subsequent actions or inactions of 
any lawful recipient of cyber threat informa-
tion provided by such private entity. 

(B) ENTITIES.—No cause of action shall lie 
or be maintained in any court against any 
entity for— 

(i) the use, receipt, or disclosure of any 
cyber threat information as authorized by 
this title; or 

(ii) the subsequent actions or inactions of 
any lawful recipient of cyber threat informa-
tion provided by such entity. 

(2) CONSTRUCTION.—Nothing in this sub-
section shall be construed as creating any 
immunity against, or otherwise affecting, 
any action brought by the Federal govern-
ment, or any agency or department thereof, 
to enforce any law, executive order, or proce-
dure governing the appropriate handling, dis-
closure, and use of classified information. 

(h) OTHERWISE LAWFUL DISCLOSURES.— 
Nothing in this section shall be construed to 
limit or prohibit otherwise lawful disclo-
sures of communications, records, or other 

information by a private entity to any other 
governmental or private entity not covered 
under this section. 

(i) WHISTLEBLOWER PROTECTION.—Nothing 
in this Act shall be construed to preempt or 
preclude any employee from exercising 
rights currently provided under any whistle-
blower law, rule, or regulation. 

(j) RELATIONSHIP TO OTHER LAWS.—The 
submission of cyber threat information 
under this section to a cybersecurity center 
shall not affect any requirement under any 
other provision of law for an entity to pro-
vide information to the Federal government. 
SEC. 103. INFORMATION SHARING BY THE FED-

ERAL GOVERNMENT. 
(a) CLASSIFIED INFORMATION.— 
(1) PROCEDURES.—Consistent with the pro-

tection of intelligence sources and methods, 
and as otherwise determined appropriate, the 
Director of National Intelligence and the 
Secretary of Defense, in consultation with 
the heads of the appropriate Federal depart-
ments or agencies, shall develop and promul-
gate procedures to facilitate and promote— 

(A) the immediate sharing, through the cy-
bersecurity centers, of classified cyber 
threat information in the possession of the 
Federal government with appropriately 
cleared representatives of any appropriate 
entity; and 

(B) the declassification and immediate 
sharing, through the cybersecurity centers, 
with any entity or, if appropriate, public 
availability of cyber threat information in 
the possession of the Federal government; 

(2) HANDLING OF CLASSIFIED INFORMATION.— 
The procedures developed under paragraph 
(1) shall ensure that each entity receiving 
classified cyber threat information pursuant 
to this section has acknowledged in writing 
the ongoing obligation to comply with all 
laws, executive orders, and procedures con-
cerning the appropriate handling, disclosure, 
or use of classified information. 

(b) UNCLASSIFIED CYBER THREAT INFORMA-
TION.—The heads of each department or 
agency containing a cybersecurity center 
shall jointly develop and promulgate proce-
dures that ensure that, consistent with the 
provisions of this section, unclassified, in-
cluding controlled unclassified, cyber threat 
information in the possession of the Federal 
government— 

(1) is shared, through the cybersecurity 
centers, in an immediate and adequate man-
ner with appropriate entities; and 

(2) if appropriate, is made publicly avail-
able. 

(c) DEVELOPMENT OF PROCEDURES.— 
(1) IN GENERAL.—The procedures developed 

under this section shall incorporate, to the 
greatest extent possible, existing processes 
utilized by sector specific information shar-
ing and analysis centers. 

(2) COORDINATION WITH ENTITIES.—In devel-
oping the procedures required under this sec-
tion, the Director of National Intelligence 
and the heads of each department or agency 
containing a cybersecurity center shall co-
ordinate with appropriate entities to ensure 
that protocols are implemented that will fa-
cilitate and promote the sharing of cyber 
threat information by the Federal govern-
ment. 

(d) ADDITIONAL RESPONSIBILITIES OF CYBER-
SECURITY CENTERS.—Consistent with section 
102, a cybersecurity center shall— 

(1) facilitate information sharing, inter-
action, and collaboration among and be-
tween cybersecurity centers and— 

(A) other Federal entities; 
(B) any entity; and 
(C) international partners, in consultation 

with the Secretary of State; 
(2) disseminate timely and actionable cy-

bersecurity threat, vulnerability, mitiga-
tion, and warning information, including 

alerts, advisories, indicators, signatures, and 
mitigation and response measures, to im-
prove the security and protection of informa-
tion systems; and 

(3) coordinate with other Federal entities, 
as appropriate, to integrate information 
from across the Federal government to pro-
vide situational awareness of the cybersecu-
rity posture of the United States. 

(e) SHARING WITHIN THE FEDERAL GOVERN-
MENT.—The heads of appropriate Federal de-
partments and agencies shall ensure that 
cyber threat information in the possession of 
such Federal departments or agencies that 
relates to the prevention, investigation, or 
mitigation of threats to information secu-
rity across the Federal government is shared 
effectively with the cybersecurity centers. 

(f) SUBMISSION TO CONGRESS.—Not later 
than 60 days after the date of enactment of 
this Act, the Director of National Intel-
ligence, in coordination with the appropriate 
head of a department or an agency con-
taining a cybersecurity center, shall submit 
the procedures required by this section to 
Congress. 
SEC. 104. CONSTRUCTION. 

(a) INFORMATION SHARING RELATIONSHIPS.— 
Nothing in this title shall be construed— 

(1) to limit or modify an existing informa-
tion sharing relationship; 

(2) to prohibit a new information sharing 
relationship; 

(3) to require a new information sharing re-
lationship between any entity and the Fed-
eral government, except as specified under 
section 102(b); or 

(4) to modify the authority of a depart-
ment or agency of the Federal government 
to protect sources and methods and the na-
tional security of the United States. 

(b) ANTI-TASKING RESTRICTION.—Nothing in 
this title shall be construed to permit the 
Federal government— 

(1) to require an entity to share informa-
tion with the Federal government, except as 
expressly provided under section 102(b); or 

(2) to condition the sharing of cyber threat 
information with an entity on such entity’s 
provision of cyber threat information to the 
Federal government. 

(c) NO LIABILITY FOR NON-PARTICIPATION.— 
Nothing in this title shall be construed to 
subject any entity to liability for choosing 
not to engage in the voluntary activities au-
thorized under this title. 

(d) USE AND RETENTION OF INFORMATION.— 
Nothing in this title shall be construed to 
authorize, or to modify any existing author-
ity of, a department or agency of the Federal 
government to retain or use any information 
shared under section 102 for any use other 
than a use permitted under subsection 
102(c)(1). 

(e) NO NEW FUNDING.—An applicable Fed-
eral agency shall carry out the provisions of 
this title with existing facilities and funds 
otherwise available, through such means as 
the head of the agency considers appropriate. 
SEC. 105. REPORT ON IMPLEMENTATION. 

(a) CONTENT OF REPORT.—Not later than 1 
year after the date of enactment of this Act, 
and biennially thereafter, the heads of each 
department or agency containing a cyberse-
curity center shall jointly submit, in coordi-
nation with the privacy and civil liberties of-
ficials of such departments or agencies and 
the Privacy and Civil Liberties Oversight 
Board, a detailed report to Congress con-
cerning the implementation of this title, in-
cluding— 

(1) an assessment of the sufficiency of the 
procedures developed under section 103 of 
this Act in ensuring that cyber threat infor-
mation in the possession of the Federal gov-
ernment is provided in an immediate and 
adequate manner to appropriate entities or, 
if appropriate, is made publicly available; 
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(2) an assessment of whether information 

has been appropriately classified and an ac-
counting of the number of security clear-
ances authorized by the Federal government 
for purposes of this title; 

(3) a review of the type of cyber threat in-
formation shared with a cybersecurity cen-
ter under section 102 of this Act, including 
whether such information meets the defini-
tion of cyber threat information under sec-
tion 101, the degree to which such informa-
tion may impact the privacy and civil lib-
erties of individuals, any appropriate 
metrics to determine any impact of the shar-
ing of such information with the Federal 
government on privacy and civil liberties, 
and the adequacy of any steps taken to re-
duce such impact; 

(4) a review of actions taken by the Federal 
government based on information provided 
to a cybersecurity center under section 102 of 
this Act, including the appropriateness of 
any subsequent use under section 102(c)(1) of 
this Act and whether there was inappro-
priate stovepiping within the Federal gov-
ernment of any such information; 

(5) a description of any violations of the re-
quirements of this title by the Federal gov-
ernment; 

(6) a classified list of entities that received 
classified information from the Federal gov-
ernment under section 103 of this Act and a 
description of any indication that such infor-
mation may not have been appropriately 
handled; 

(7) a summary of any breach of informa-
tion security, if known, attributable to a 
specific failure by any entity or the Federal 
government to act on cyber threat informa-
tion in the possession of such entity or the 
Federal government that resulted in sub-
stantial economic harm or injury to a spe-
cific entity or the Federal government; and 

(8) any recommendation for improvements 
or modifications to the authorities under 
this title. 

(b) FORM OF REPORT.—The report under 
subsection (a) shall be submitted in unclassi-
fied form, but shall include a classified 
annex. 
SEC. 106. INSPECTOR GENERAL REVIEW. 

(a) IN GENERAL.—The Council of the In-
spectors General on Integrity and Efficiency 
are authorized to review compliance by the 
cybersecurity centers, and by any Federal 
department or agency receiving cyber threat 
information from such cybersecurity cen-
ters, with the procedures required under sec-
tion 102 of this Act. 

(b) SCOPE OF REVIEW.—The review under 
subsection (a) shall consider whether the 
Federal government has handled such cyber 
threat information in a reasonable manner, 
including consideration of the need to pro-
tect the privacy and civil liberties of individ-
uals through anonymization or other appro-
priate methods, while fully accomplishing 
the objectives of this title. 

(c) REPORT TO CONGRESS.—Each review 
conducted under this section shall be pro-
vided to Congress not later than 30 days after 
the date of completion of the review. 
SEC. 107. TECHNICAL AMENDMENTS. 

Section 552(b) of title 5, United States 
Code, is amended— 

(1) in paragraph (8), by striking ‘‘or’’; 
(2) in paragraph (9), by striking ‘‘wells.’’ 

and inserting ‘‘wells; or’’; and 
(3) by adding at the end the following: 
‘‘(10) information shared with or provided 

to a cybersecurity center under section 102 of 
title I of the Strengthening and Enhancing 
Cybersecurity by Using Research, Education, 
Information, and Technology Act of 2012.’’. 
SEC. 108. ACCESS TO CLASSIFIED INFORMATION. 

(a) AUTHORIZATION REQUIRED.—No person 
shall be provided with access to classified in-

formation (as defined in section 6.1 of Execu-
tive Order 13526 (50 U.S.C. 435 note; relating 
to classified national security information)) 
relating to cyber security threats or cyber 
security vulnerabilities under this title with-
out the appropriate security clearances. 

(b) SECURITY CLEARANCES.—The appro-
priate Federal agencies or departments 
shall, consistent with applicable procedures 
and requirements, and if otherwise deemed 
appropriate, assist an individual in timely 
obtaining an appropriate security clearance 
where such individual has been determined 
to be eligible for such clearance and has a 
need-to-know (as defined in section 6.1 of 
that Executive Order) classified information 
to carry out this title. 

TITLE II—COORDINATION OF FEDERAL 
INFORMATION SECURITY POLICY 

SEC. 201. COORDINATION OF FEDERAL INFORMA-
TION SECURITY POLICY. 

(a) IN GENERAL.—Chapter 35 of title 44, 
United States Code, is amended by striking 
subchapters II and III and inserting the fol-
lowing: 

‘‘SUBCHAPTER II—INFORMATION 
SECURITY 

‘‘§ 3551. Purposes 
‘‘The purposes of this subchapter are— 
‘‘(1) to provide a comprehensive framework 

for ensuring the effectiveness of information 
security controls over information resources 
that support Federal operations and assets; 

‘‘(2) to recognize the highly networked na-
ture of the current Federal computing envi-
ronment and provide effective government- 
wide management of policies, directives, 
standards, and guidelines, as well as effec-
tive and nimble oversight of and response to 
information security risks, including coordi-
nation of information security efforts 
throughout the Federal civilian, national se-
curity, and law enforcement communities; 

‘‘(3) to provide for development and main-
tenance of controls required to protect agen-
cy information and information systems and 
contribute to the overall improvement of 
agency information security posture; 

‘‘(4) to provide for the development of tools 
and methods to assess and respond to real- 
time situational risk for Federal informa-
tion system operations and assets; and 

‘‘(5) to provide a mechanism for improving 
agency information security programs 
through continuous monitoring of agency in-
formation systems and streamlined report-
ing requirements rather than overly pre-
scriptive manual reporting. 
‘‘§ 3552. Definitions 

‘‘In this subchapter: 
‘‘(1) ADEQUATE SECURITY.—The term ‘ade-

quate security’ means security commensu-
rate with the risk and magnitude of the 
harm resulting from the unauthorized access 
to or loss, misuse, destruction, or modifica-
tion of information. 

‘‘(2) AGENCY.—The term ‘agency’ has the 
meaning given the term in section 3502 of 
title 44. 

‘‘(3) CYBERSECURITY CENTER.—The term 
‘cybersecurity center’ means the Depart-
ment of Defense Cyber Crime Center, the In-
telligence Community Incident Response 
Center, the United States Cyber Command 
Joint Operations Center, the National Cyber 
Investigative Joint Task Force, the National 
Security Agency/Central Security Service 
Threat Operations Center, the National Cy-
bersecurity and Communications Integration 
Center, and any successor center. 

‘‘(4) CYBER THREAT INFORMATION.—The 
term ‘cyber threat information’ means infor-
mation that indicates or describes— 

‘‘(A) a technical or operation vulnerability 
or a cyber threat mitigation measure; 

‘‘(B) an action or operation to mitigate a 
cyber threat; 

‘‘(C) malicious reconnaissance, including 
anomalous patterns of network activity that 
appear to be transmitted for the purpose of 
gathering technical information related to a 
cybersecurity threat; 

‘‘(D) a method of defeating a technical con-
trol; 

‘‘(E) a method of defeating an operational 
control; 

‘‘(F) network activity or protocols known 
to be associated with a malicious cyber actor 
or that signify malicious cyber intent; 

‘‘(G) a method of causing a user with le-
gitimate access to an information system or 
information that is stored on, processed by, 
or transiting an information system to inad-
vertently enable the defeat of a technical or 
operational control; 

‘‘(H) any other attribute of a cybersecurity 
threat or cyber defense information that 
would foster situational awareness of the 
United States cybersecurity posture, if dis-
closure of such attribute or information is 
not otherwise prohibited by law; 

‘‘(I) the actual or potential harm caused by 
a cyber incident, including information 
exfiltrated when it is necessary in order to 
identify or describe a cybersecurity threat; 
or 

‘‘(J) any combination of subparagraphs (A) 
through (I). 

‘‘(5) DIRECTOR.—The term ‘Director’ means 
the Director of the Office of Management 
and Budget unless otherwise specified. 

‘‘(6) ENVIRONMENT OF OPERATION.—The 
term ‘environment of operation’ means the 
information system and environment in 
which those systems operate, including 
changing threats, vulnerabilities, tech-
nologies, and missions and business prac-
tices. 

‘‘(7) FEDERAL INFORMATION SYSTEM.—The 
term ‘Federal information system’ means an 
information system used or operated by an 
executive agency, by a contractor of an exec-
utive agency, or by another organization on 
behalf of an executive agency. 

‘‘(8) INCIDENT.—The term ‘incident’ means 
an occurrence that— 

‘‘(A) actually or imminently jeopardizes 
the integrity, confidentiality, or availability 
of an information system or the information 
that system controls, processes, stores, or 
transmits; or 

‘‘(B) constitutes a violation of law or an 
imminent threat of violation of a law, a se-
curity policy, a security procedure, or an ac-
ceptable use policy. 

‘‘(9) INFORMATION RESOURCES.—The term 
‘information resources’ has the meaning 
given the term in section 3502 of title 44. 

‘‘(10) INFORMATION SECURITY.—The term 
‘information security’ means protecting in-
formation and information systems from dis-
ruption or unauthorized access, use, disclo-
sure, modification, or destruction in order to 
provide— 

‘‘(A) integrity, by guarding against im-
proper information modification or destruc-
tion, including by ensuring information non-
repudiation and authenticity; 

‘‘(B) confidentiality, by preserving author-
ized restrictions on access and disclosure, in-
cluding means for protecting personal pri-
vacy and proprietary information; or 

‘‘(C) availability, by ensuring timely and 
reliable access to and use of information. 

‘‘(11) INFORMATION SYSTEM.—The term ‘in-
formation system’ has the meaning given the 
term in section 3502 of title 44. 

‘‘(12) INFORMATION TECHNOLOGY.—The term 
‘information technology’ has the meaning 
given the term in section 11101 of title 40. 

‘‘(13) MALICIOUS RECONNAISSANCE.—The 
term ‘malicious reconnaissance’ means a 
method for actively probing or passively 
monitoring an information system for the 
purpose of discerning technical 
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vulnerabilities of the information system, if 
such method is associated with a known or 
suspected cybersecurity threat. 

‘‘(14) NATIONAL SECURITY SYSTEM.— 
‘‘(A) IN GENERAL.—The term ‘national secu-

rity system’ means any information system 
(including any telecommunications system) 
used or operated by an agency or by a con-
tractor of an agency, or other organization 
on behalf of an agency— 

‘‘(i) the function, operation, or use of 
which— 

‘‘(I) involves intelligence activities; 
‘‘(II) involves cryptologic activities related 

to national security; 
‘‘(III) involves command and control of 

military forces; 
‘‘(IV) involves equipment that is an inte-

gral part of a weapon or weapons system; or 
‘‘(V) subject to subparagraph (B), is crit-

ical to the direct fulfillment of military or 
intelligence missions; or 

‘‘(ii) is protected at all times by procedures 
established for information that have been 
specifically authorized under criteria estab-
lished by an Executive Order or an Act of 
Congress to be kept classified in the interest 
of national defense or foreign policy. 

‘‘(B) LIMITATION.—Subparagraph (A)(i)(V) 
does not include a system that is to be used 
for routine administrative and business ap-
plications (including payroll, finance, logis-
tics, and personnel management applica-
tions). 

‘‘(15) OPERATIONAL CONTROL.—The term 
‘operational control’ means a security con-
trol for an information system that pri-
marily is implemented and executed by peo-
ple. 

‘‘(16) PERSON.—The term ‘person’ has the 
meaning given the term in section 3502 of 
title 44. 

‘‘(17) SECRETARY.—The term ‘Secretary’ 
means the Secretary of Commerce unless 
otherwise specified. 

‘‘(18) SECURITY CONTROL.—The term ‘secu-
rity control’ means the management, oper-
ational, and technical controls, including 
safeguards or countermeasures, prescribed 
for an information system to protect the 
confidentiality, integrity, and availability of 
the system and its information. 

‘‘(19) SIGNIFICANT CYBER INCIDENT.—The 
term ‘significant cyber incident’ means a 
cyber incident resulting in, or an attempted 
cyber incident that, if successful, would have 
resulted in— 

‘‘(A) the exfiltration from a Federal infor-
mation system of data that is essential to 
the operation of the Federal information sys-
tem; or 

‘‘(B) an incident in which an operational or 
technical control essential to the security or 
operation of a Federal information system 
was defeated. 

‘‘(20) TECHNICAL CONTROL.—The term ‘tech-
nical control’ means a hardware or software 
restriction on, or audit of, access or use of an 
information system or information that is 
stored on, processed by, or transiting an in-
formation system that is intended to ensure 
the confidentiality, integrity, or availability 
of that system. 
‘‘§ 3553. Federal information security author-

ity and coordination 
‘‘(a) IN GENERAL.—The Secretary, in con-

sultation with the Secretary of Homeland 
Security, shall— 

‘‘(1) issue compulsory and binding policies 
and directives governing agency information 
security operations, and require implemen-
tation of such policies and directives, includ-
ing— 

‘‘(A) policies and directives consistent with 
the standards and guidelines promulgated 
under section 11331 of title 40 to identify and 
provide information security protections 

prioritized and commensurate with the risk 
and impact resulting from the unauthorized 
access, use, disclosure, disruption, modifica-
tion, or destruction of— 

‘‘(i) information collected or maintained 
by or on behalf of an agency; or 

‘‘(ii) information systems used or operated 
by an agency or by a contractor of an agency 
or other organization on behalf of an agency; 

‘‘(B) minimum operational requirements 
for Federal Government to protect agency 
information systems and provide common 
situational awareness across all agency in-
formation systems; 

‘‘(C) reporting requirements, consistent 
with relevant law, regarding information se-
curity incidents and cyber threat informa-
tion; 

‘‘(D) requirements for agencywide informa-
tion security programs; 

‘‘(E) performance requirements and 
metrics for the security of agency informa-
tion systems; 

‘‘(F) training requirements to ensure that 
agencies are able to fully and timely comply 
with the policies and directives issued by the 
Secretary under this subchapter; 

‘‘(G) training requirements regarding pri-
vacy, civil rights, and civil liberties, and in-
formation oversight for agency information 
security personnel; 

‘‘(H) requirements for the annual reports 
to the Secretary under section 3554(d); 

‘‘(I) any other information security oper-
ations or information security requirements 
as determined by the Secretary in coordina-
tion with relevant agency heads; and 

‘‘(J) coordinating the development of 
standards and guidelines under section 20 of 
the National Institute of Standards and 
Technology Act (15 U.S.C. 278g–3) with agen-
cies and offices operating or exercising con-
trol of national security systems (including 
the National Security Agency) to assure, to 
the maximum extent feasible, that such 
standards and guidelines are complementary 
with standards and guidelines developed for 
national security systems; 

‘‘(2) review the agencywide information se-
curity programs under section 3554; and 

‘‘(3) designate an individual or an entity at 
each cybersecurity center, among other re-
sponsibilities— 

‘‘(A) to receive reports and information 
about information security incidents, cyber 
threat information, and deterioration of se-
curity control affecting agency information 
systems; and 

‘‘(B) to act on or share the information 
under subparagraph (A) in accordance with 
this subchapter. 

‘‘(b) CONSIDERATIONS.—When issuing poli-
cies and directives under subsection (a), the 
Secretary shall consider any applicable 
standards or guidelines developed by the Na-
tional Institute of Standards and Technology 
under section 11331 of title 40. 

‘‘(c) LIMITATION OF AUTHORITY.—The au-
thorities of the Secretary under this section 
shall not apply to national security systems. 
Information security policies, directives, 
standards and guidelines for national secu-
rity systems shall be overseen as directed by 
the President and, in accordance with that 
direction, carried out under the authority of 
the heads of agencies that operate or exer-
cise authority over such national security 
systems. 

‘‘(d) STATUTORY CONSTRUCTION.—Nothing 
in this subchapter shall be construed to alter 
or amend any law regarding the authority of 
any head of an agency over such agency. 
‘‘§ 3554. Agency responsibilities 

‘‘(a) IN GENERAL.—The head of each agency 
shall— 

‘‘(1) be responsible for— 
‘‘(A) complying with the policies and direc-

tives issued under section 3553; 

‘‘(B) providing information security pro-
tections commensurate with the risk result-
ing from unauthorized access, use, disclo-
sure, disruption, modification, or destruction 
of— 

‘‘(i) information collected or maintained 
by the agency or by a contractor of an agen-
cy or other organization on behalf of an 
agency; and 

‘‘(ii) information systems used or operated 
by an agency or by a contractor of an agency 
or other organization on behalf of an agency; 

‘‘(C) complying with the requirements of 
this subchapter, including— 

‘‘(i) information security standards and 
guidelines promulgated under section 11331 
of title 40; 

‘‘(ii) for any national security systems op-
erated or controlled by that agency, infor-
mation security policies, directives, stand-
ards and guidelines issued as directed by the 
President; and 

‘‘(iii) for any non-national security sys-
tems operated or controlled by that agency, 
information security policies, directives, 
standards and guidelines issued under sec-
tion 3553; 

‘‘(D) ensuring that information security 
management processes are integrated with 
agency strategic and operational planning 
processes; 

‘‘(E) reporting and sharing, for an agency 
operating or exercising control of a national 
security system, information about informa-
tion security incidents, cyber threat infor-
mation, and deterioration of security con-
trols to the individual or entity designated 
at each cybersecurity center and to other ap-
propriate entities consistent with policies 
and directives for national security systems 
issued as directed by the President; and 

‘‘(F) reporting and sharing, for those agen-
cies operating or exercising control of non- 
national security systems, information 
about information security incidents, cyber 
threat information, and deterioration of se-
curity controls to the individual or entity 
designated at each cybersecurity center and 
to other appropriate entities consistent with 
policies and directives for non-national secu-
rity systems as prescribed under section 
3553(a), including information to assist the 
entity designated under section 3555(a) with 
the ongoing security analysis under section 
3555; 

‘‘(2) ensure that each senior agency official 
provides information security for the infor-
mation and information systems that sup-
port the operations and assets under the sen-
ior agency official’s control, including by— 

‘‘(A) assessing the risk and impact that 
could result from the unauthorized access, 
use, disclosure, disruption, modification, or 
destruction of such information or informa-
tion systems; 

‘‘(B) determining the level of information 
security appropriate to protect such infor-
mation and information systems in accord-
ance with policies and directives issued 
under section 3553(a), and standards and 
guidelines promulgated under section 11331 
of title 40 for information security classifica-
tions and related requirements; 

‘‘(C) implementing policies, procedures, 
and capabilities to reduce risks to an accept-
able level in a cost-effective manner; 

‘‘(D) actively monitoring the effective im-
plementation of information security con-
trols and techniques; and 

‘‘(E) reporting information about informa-
tion security incidents, cyber threat infor-
mation, and deterioration of security con-
trols in a timely and adequate manner to the 
entity designated under section 3553(a)(3) in 
accordance with paragraph (1); 

‘‘(3) assess and maintain the resiliency of 
information technology systems critical to 
agency mission and operations; 
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‘‘(4) designate the agency Inspector Gen-

eral (or an independent entity selected in 
consultation with the Director and the Coun-
cil of Inspectors General on Integrity and Ef-
ficiency if the agency does not have an In-
spector General) to conduct the annual inde-
pendent evaluation required under section 
3556, and allow the agency Inspector General 
to contract with an independent entity to 
perform such evaluation; 

‘‘(5) delegate to the Chief Information Offi-
cer or equivalent (or to a senior agency offi-
cial who reports to the Chief Information Of-
ficer or equivalent)— 

‘‘(A) the authority and primary responsi-
bility to implement an agencywide informa-
tion security program; and 

‘‘(B) the authority to provide information 
security for the information collected and 
maintained by the agency (or by a con-
tractor, other agency, or other source on be-
half of the agency) and for the information 
systems that support the operations, assets, 
and mission of the agency (including any in-
formation system provided or managed by a 
contractor, other agency, or other source on 
behalf of the agency); 

‘‘(6) delegate to the appropriate agency of-
ficial (who is responsible for a particular 
agency system or subsystem) the responsi-
bility to ensure and enforce compliance with 
all requirements of the agency’s agencywide 
information security program in coordina-
tion with the Chief Information Officer or 
equivalent (or the senior agency official who 
reports to the Chief Information Officer or 
equivalent) under paragraph (5); 

‘‘(7) ensure that an agency has trained per-
sonnel who have obtained any necessary se-
curity clearances to permit them to assist 
the agency in complying with this sub-
chapter; 

‘‘(8) ensure that the Chief Information Offi-
cer or equivalent (or the senior agency offi-
cial who reports to the Chief Information Of-
ficer or equivalent) under paragraph (5), in 
coordination with other senior agency offi-
cials, reports to the agency head on the ef-
fectiveness of the agencywide information 
security program, including the progress of 
any remedial actions; and 

‘‘(9) ensure that the Chief Information Offi-
cer or equivalent (or the senior agency offi-
cial who reports to the Chief Information Of-
ficer or equivalent) under paragraph (5) has 
the necessary qualifications to administer 
the functions described in this subchapter 
and has information security duties as a pri-
mary duty of that official. 

‘‘(b) CHIEF INFORMATION OFFICERS.—Each 
Chief Information Officer or equivalent (or 
the senior agency official who reports to the 
Chief Information Officer or equivalent) 
under subsection (a)(5) shall— 

‘‘(1) establish and maintain an enterprise 
security operations capability that on a con-
tinuous basis— 

‘‘(A) detects, reports, contains, mitigates, 
and responds to information security inci-
dents that impair adequate security of the 
agency’s information or information system 
in a timely manner and in accordance with 
the policies and directives under section 3553; 
and 

‘‘(B) reports any information security inci-
dent under subparagraph (A) to the entity 
designated under section 3555; 

‘‘(2) develop, maintain, and oversee an 
agencywide information security program; 

‘‘(3) develop, maintain, and oversee infor-
mation security policies, procedures, and 
control techniques to address applicable re-
quirements, including requirements under 
section 3553 of this title and section 11331 of 
title 40; and 

‘‘(4) train and oversee the agency personnel 
who have significant responsibility for infor-

mation security with respect to that respon-
sibility. 

‘‘(c) AGENCYWIDE INFORMATION SECURITY 
PROGRAMS.— 

‘‘(1) IN GENERAL.—Each agencywide infor-
mation security program under subsection 
(b)(2) shall include— 

‘‘(A) relevant security risk assessments, 
including technical assessments and others 
related to the acquisition process; 

‘‘(B) security testing commensurate with 
risk and impact; 

‘‘(C) mitigation of deterioration of security 
controls commensurate with risk and im-
pact; 

‘‘(D) risk-based continuous monitoring and 
threat assessment of the operational status 
and security of agency information systems 
to enable evaluation of the effectiveness of 
and compliance with information security 
policies, procedures, and practices, including 
a relevant and appropriate selection of secu-
rity controls of information systems identi-
fied in the inventory under section 3505(c); 

‘‘(E) operation of appropriate technical ca-
pabilities in order to detect, mitigate, re-
port, and respond to information security in-
cidents, cyber threat information, and dete-
rioration of security controls in a manner 
that is consistent with the policies and di-
rectives under section 3553, including— 

‘‘(i) mitigating risks associated with such 
information security incidents; 

‘‘(ii) notifying and consulting with the en-
tity designated under section 3555; and 

‘‘(iii) notifying and consulting with, as ap-
propriate— 

‘‘(I) law enforcement and the relevant Of-
fice of the Inspector General; and 

‘‘(II) any other entity, in accordance with 
law and as directed by the President; 

‘‘(F) a process to ensure that remedial ac-
tion is taken to address any deficiencies in 
the information security policies, proce-
dures, and practices of the agency; and 

‘‘(G) a plan and procedures to ensure the 
continuity of operations for information sys-
tems that support the operations and assets 
of the agency. 

‘‘(2) RISK MANAGEMENT STRATEGIES.—Each 
agencywide information security program 
under subsection (b)(2) shall include the de-
velopment and maintenance of a risk man-
agement strategy for information security. 
The risk management strategy shall in-
clude— 

‘‘(A) consideration of information security 
incidents, cyber threat information, and de-
terioration of security controls; and 

‘‘(B) consideration of the consequences 
that could result from the unauthorized ac-
cess, use, disclosure, disruption, modifica-
tion, or destruction of information and infor-
mation systems that support the operations 
and assets of the agency, including any in-
formation system provided or managed by a 
contractor, other agency, or other source on 
behalf of the agency; 

‘‘(3) POLICIES AND PROCEDURES.—Each agen-
cywide information security program under 
subsection (b)(2) shall include policies and 
procedures that— 

‘‘(A) are based on the risk management 
strategy under paragraph (2); 

‘‘(B) reduce information security risks to 
an acceptable level in a cost-effective man-
ner; 

‘‘(C) ensure that cost-effective and ade-
quate information security is addressed as 
part of the acquisition and ongoing manage-
ment of each agency information system; 
and 

‘‘(D) ensure compliance with— 
‘‘(i) this subchapter; and 
‘‘(ii) any other applicable requirements. 
‘‘(4) TRAINING REQUIREMENTS.—Each agen-

cywide information security program under 
subsection (b)(2) shall include information 

security, privacy, civil rights, civil liberties, 
and information oversight training that 
meets any applicable requirements under 
section 3553. The training shall inform each 
information security personnel that has ac-
cess to agency information systems (includ-
ing contractors and other users of informa-
tion systems that support the operations and 
assets of the agency) of— 

‘‘(A) the information security risks associ-
ated with the information security person-
nel’s activities; and 

‘‘(B) the individual’s responsibility to com-
ply with the agency policies and procedures 
that reduce the risks under subparagraph 
(A). 

‘‘(d) ANNUAL REPORT.—Each agency shall 
submit a report annually to the Secretary of 
Homeland Security on its agencywide infor-
mation security program and information 
systems. 
‘‘§ 3555. Multiagency ongoing threat assess-

ment 
‘‘(a) IMPLEMENTATION.—The Director of the 

Office of Management and Budget, in coordi-
nation with the Secretary of Homeland Secu-
rity, shall designate an entity to implement 
ongoing security analysis concerning agency 
information systems— 

‘‘(1) based on cyber threat information; 
‘‘(2) based on agency information system 

and environment of operation changes, in-
cluding— 

‘‘(A) an ongoing evaluation of the informa-
tion system security controls; and 

‘‘(B) the security state, risk level, and en-
vironment of operation of an agency infor-
mation system, including— 

‘‘(i) a change in risk level due to a new 
cyber threat; 

‘‘(ii) a change resulting from a new tech-
nology; 

‘‘(iii) a change resulting from the agency’s 
mission; and 

‘‘(iv) a change resulting from the business 
practice; and 

‘‘(3) using automated processes to the max-
imum extent possible— 

‘‘(A) to increase information system secu-
rity; 

‘‘(B) to reduce paper-based reporting re-
quirements; and 

‘‘(C) to maintain timely and actionable 
knowledge of the state of the information 
system security. 

‘‘(b) STANDARDS.—The National Institute 
of Standards and Technology may promul-
gate standards, in coordination with the Sec-
retary of Homeland Security, to assist an 
agency with its duties under this section. 

‘‘(c) COMPLIANCE.—The head of each appro-
priate department and agency shall be re-
sponsible for ensuring compliance and imple-
menting necessary procedures to comply 
with this section. The head of each appro-
priate department and agency, in consulta-
tion with the Director of the Office of Man-
agement and Budget and the Secretary of 
Homeland Security, shall— 

‘‘(1) monitor compliance under this sec-
tion; 

‘‘(2) develop a timeline and implement for 
the department or agency— 

‘‘(A) adoption of any technology, system, 
or method that facilitates continuous moni-
toring and threat assessments of an agency 
information system; 

‘‘(B) adoption or updating of any tech-
nology, system, or method that prevents, de-
tects, or remediates a significant cyber inci-
dent to a Federal information system of the 
department or agency that has impeded, or 
is reasonably likely to impede, the perform-
ance of a critical mission of the department 
or agency; and 

‘‘(C) adoption of any technology, system, 
or method that satisfies a requirement under 
this section. 
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‘‘(d) LIMITATION OF AUTHORITY.—The au-

thorities of the Director of the Office of Man-
agement and Budget and of the Secretary of 
Homeland Security under this section shall 
not apply to national security systems. 

‘‘(e) REPORT.—Not later than 6 months 
after the date of enactment of the Strength-
ening and Enhancing Cybersecurity by Using 
Research, Education, Information, and Tech-
nology Act of 2012, the Government Account-
ability Office shall issue a report evaluating 
each agency’s status toward implementing 
this section. 
‘‘§ 3556. Independent evaluations 

‘‘(a) IN GENERAL.—The Council of the In-
spectors General on Integrity and Efficiency, 
in consultation with the Director and the 
Secretary of Homeland Security, the Sec-
retary of Commerce, and the Secretary of 
Defense, shall issue and maintain criteria for 
the timely, cost-effective, risk-based, and 
independent evaluation of each agencywide 
information security program (and prac-
tices) to determine the effectiveness of the 
agencywide information security program 
(and practices). The criteria shall include 
measures to assess any conflicts of interest 
in the performance of the evaluation and 
whether the agencywide information secu-
rity program includes appropriate safeguards 
against disclosure of information where such 
disclosure may adversely affect information 
security. 

‘‘(b) ANNUAL INDEPENDENT EVALUATIONS.— 
Each agency shall perform an annual inde-
pendent evaluation of its agencywide infor-
mation security program (and practices) in 
accordance with the criteria under sub-
section (a). 

‘‘(c) DISTRIBUTION OF REPORTS.—Not later 
than 30 days after receiving an independent 
evaluation under subsection (b), each agency 
head shall transmit a copy of the inde-
pendent evaluation to the Secretary of 
Homeland Security, the Secretary of Com-
merce, and the Secretary of Defense. 

‘‘(d) NATIONAL SECURITY SYSTEMS.—Eval-
uations involving national security systems 
shall be conducted as directed by President. 
‘‘§ 3557. National security systems. 

‘‘The head of each agency operating or ex-
ercising control of a national security sys-
tem shall be responsible for ensuring that 
the agency— 

‘‘(1) provides information security protec-
tions commensurate with the risk and mag-
nitude of the harm resulting from the unau-
thorized access, use, disclosure, disruption, 
modification, or destruction of the informa-
tion contained in such system; and 

‘‘(2) implements information security poli-
cies and practices as required by standards 
and guidelines for national security systems, 
issued in accordance with law and as di-
rected by the President.’’. 

(b) SAVINGS PROVISIONS.— 
(1) POLICY AND COMPLIANCE GUIDANCE.—Pol-

icy and compliance guidance issued by the 
Director before the date of enactment of this 
Act under section 3543(a)(1) of title 44, United 
States Code (as in effect on the day before 
the date of enactment of this Act), shall con-
tinue in effect, according to its terms, until 
modified, terminated, superseded, or re-
pealed pursuant to section 3553(a)(1) of title 
44, United States Code. 

(2) STANDARDS AND GUIDELINES.—Standards 
and guidelines issued by the Secretary of 
Commerce or by the Director before the date 
of enactment of this Act under section 
11331(a)(1) of title 40, United States Code, (as 
in effect on the day before the date of enact-
ment of this Act) shall continue in effect, ac-
cording to their terms, until modified, ter-
minated, superseded, or repealed pursuant to 
section 11331(a)(1) of title 40, United States 
Code, as amended by this Act. 

(c) TECHNICAL AND CONFORMING AMEND-
MENTS.— 

(1) CHAPTER ANALYSIS.—The chapter anal-
ysis for chapter 35 of title 44, United States 
Code, is amended— 

(A) by striking the items relating to sec-
tions 3531 through 3538; 

(B) by striking the items relating to sec-
tions 3541 through 3549; and 

(C) by inserting the following: 
‘‘3551. Purposes. 
‘‘3552. Definitions. 
‘‘3553. Federal information security author-

ity and coordination. 
‘‘3554. Agency responsibilities. 
‘‘3555. Multiagency ongoing threat assess-

ment. 
‘‘3556. Independent evaluations. 
‘‘3557. National security systems.’’. 

(2) OTHER REFERENCES.— 
(A) Section 1001(c)(1)(A) of the Homeland 

Security Act of 2002 (6 U.S.C. 511(1)(A)) is 
amended by striking ‘‘section 3532(3)’’ and in-
serting ‘‘section 3552’’. 

(B) Section 2222(j)(5) of title 10, United 
States Code, is amended by striking ‘‘section 
3542(b)(2)’’ and inserting ‘‘section 3552’’. 

(C) Section 2223(c)(3) of title 10, United 
States Code, is amended, by striking ‘‘sec-
tion 3542(b)(2)’’ and inserting ‘‘section 3552’’. 

(D) Section 2315 of title 10, United States 
Code, is amended by striking ‘‘section 
3542(b)(2)’’ and inserting ‘‘section 3552’’. 

(E) Section 20 of the National Institute of 
Standards and Technology Act (15 U.S.C. 
278g–3) is amended— 

(i) in subsection (a)(2), by striking ‘‘section 
3532(b)(2)’’ and inserting ‘‘section 3552’’; 

(ii) in subsection (c)(3), by striking ‘‘Direc-
tor of the Office of Management and Budget’’ 
and inserting ‘‘Secretary of Commerce’’; 

(iii) in subsection (d)(1), by striking ‘‘Di-
rector of the Office of Management and 
Budget’’ and inserting ‘‘Secretary of Com-
merce’’; 

(iv) in subsection (d)(8) by striking ‘‘Direc-
tor of the Office of Management and Budget’’ 
and inserting ‘‘Secretary of Commerce’’; 

(v) in subsection (d)(8), by striking ‘‘sub-
mitted to the Director’’ and inserting ‘‘sub-
mitted to the Secretary’’; 

(vi) in subsection (e)(2), by striking ‘‘sec-
tion 3532(1) of such title’’ and inserting ‘‘sec-
tion 3552 of title 44’’; and 

(vii) in subsection (e)(5), by striking ‘‘sec-
tion 3532(b)(2) of such title’’ and inserting 
‘‘section 3552 of title 44’’. 

(F) Section 8(d)(1) of the Cyber Security 
Research and Development Act (15 U.S.C. 
7406(d)(1)) is amended by striking ‘‘section 
3534(b)’’ and inserting ‘‘section 3554(b)(2)’’. 
SEC. 202. MANAGEMENT OF INFORMATION TECH-

NOLOGY. 
(a) IN GENERAL.—Section 11331 of title 40, 

United States Code, is amended to read as 
follows: 
‘‘§ 11331. Responsibilities for Federal informa-

tion systems standards 
‘‘(a) STANDARDS AND GUIDELINES.— 
‘‘(1) AUTHORITY TO PRESCRIBE.—Except as 

provided under paragraph (2), the Secretary 
of Commerce shall prescribe standards and 
guidelines pertaining to Federal information 
systems— 

‘‘(A) in consultation with the Secretary of 
Homeland Security; and 

‘‘(B) on the basis of standards and guide-
lines developed by the National Institute of 
Standards and Technology under paragraphs 
(2) and (3) of section 20(a) of the National In-
stitute of Standards and Technology Act (15 
U.S.C. 278g–3(a)(2) and (a)(3)). 

‘‘(2) NATIONAL SECURITY SYSTEMS.—Stand-
ards and guidelines for national security sys-
tems shall be developed, prescribed, en-
forced, and overseen as otherwise authorized 
by law and as directed by the President. 

‘‘(b) MANDATORY STANDARDS AND GUIDE-
LINES.— 

‘‘(1) AUTHORITY TO MAKE MANDATORY STAND-
ARDS AND GUIDELINES.—The Secretary of 
Commerce shall make standards and guide-
lines under subsection (a)(1) compulsory and 
binding to the extent determined necessary 
by the Secretary of Commerce to improve 
the efficiency of operation or security of 
Federal information systems. 

‘‘(2) REQUIRED MANDATORY STANDARDS AND 
GUIDELINES.— 

‘‘(A) IN GENERAL.—Standards and guide-
lines under subsection (a)(1) shall include in-
formation security standards that— 

‘‘(i) provide minimum information security 
requirements as determined under section 
20(b) of the National Institute of Standards 
and Technology Act (15 U.S.C. 278g–3(b)); and 

‘‘(ii) are otherwise necessary to improve 
the security of Federal information and in-
formation systems. 

‘‘(B) BINDING EFFECT.—Information secu-
rity standards under subparagraph (A) shall 
be compulsory and binding. 

‘‘(c) EXERCISE OF AUTHORITY.—To ensure 
fiscal and policy consistency, the Secretary 
of Commerce shall exercise the authority 
conferred by this section subject to direction 
by the President and in coordination with 
the Director. 

‘‘(d) APPLICATION OF MORE STRINGENT 
STANDARDS AND GUIDELINES.—The head of an 
executive agency may employ standards for 
the cost-effective information security for 
information systems within or under the su-
pervision of that agency that are more strin-
gent than the standards and guidelines the 
Secretary of Commerce prescribes under this 
section if the more stringent standards and 
guidelines— 

‘‘(1) contain at least the applicable stand-
ards and guidelines made compulsory and 
binding by the Secretary of Commerce; and 

‘‘(2) are otherwise consistent with the poli-
cies, directives, and implementation memo-
randa issued under section 3553(a) of title 44. 

‘‘(e) DECISIONS ON PROMULGATION OF STAND-
ARDS AND GUIDELINES.—The decision by the 
Secretary of Commerce regarding the pro-
mulgation of any standard or guideline 
under this section shall occur not later than 
6 months after the date of submission of the 
proposed standard to the Secretary of Com-
merce by the National Institute of Standards 
and Technology under section 20 of the Na-
tional Institute of Standards and Technology 
Act (15 U.S.C. 278g–3). 

‘‘(f) NOTICE AND COMMENT.—A decision by 
the Secretary of Commerce to significantly 
modify, or not promulgate, a proposed stand-
ard submitted to the Secretary by the Na-
tional Institute of Standards and Technology 
under section 20 of the National Institute of 
Standards and Technology Act (15 U.S.C. 
278g–3) shall be made after the public is given 
an opportunity to comment on the Sec-
retary’s proposed decision. 

‘‘(g) DEFINITIONS.—In this section: 
‘‘(1) FEDERAL INFORMATION SYSTEM.—The 

term ‘Federal information system’ has the 
meaning given the term in section 3552 of 
title 44. 

‘‘(2) INFORMATION SECURITY.—The term ‘in-
formation security’ has the meaning given 
the term in section 3552 of title 44. 

‘‘(3) NATIONAL SECURITY SYSTEM.—The term 
‘national security system’ has the meaning 
given the term in section 3552 of title 44.’’. 

SEC. 203. NO NEW FUNDING. 

An applicable Federal agency shall carry 
out the provisions of this title with existing 
facilities and funds otherwise available, 
through such means as the head of the agen-
cy considers appropriate. 
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SEC. 204. TECHNICAL AND CONFORMING AMEND-

MENTS. 
Section 21(b) of the National Institute of 

Standards and Technology Act (15 U.S.C. 
278g–4(b)) is amended— 

(1) in paragraph (2), by striking ‘‘and the 
Director of the Office of Management and 
Budget’’ and inserting ‘‘, the Secretary of 
Commerce, and the Secretary of Homeland 
Security’’; and 

(2) in paragraph (3), by inserting ‘‘, the 
Secretary of Homeland Security,’’ after ‘‘the 
Secretary of Commerce’’. 
SEC. 205. CLARIFICATION OF AUTHORITIES. 

Nothing in this title shall be construed to 
convey any new regulatory authority to any 
government entity implementing or com-
plying with any provision of this title. 

TITLE III—CRIMINAL PENALTIES 
SEC. 301. PENALTIES FOR FRAUD AND RELATED 

ACTIVITY IN CONNECTION WITH 
COMPUTERS. 

Section 1030(c) of title 18, United States 
Code, is amended to read as follows: 

‘‘(c) The punishment for an offense under 
subsection (a) or (b) of this section is— 

‘‘(1) a fine under this title or imprisonment 
for not more than 20 years, or both, in the 
case of an offense under subsection (a)(1) of 
this section; 

‘‘(2)(A) except as provided in subparagraph 
(B), a fine under this title or imprisonment 
for not more than 3 years, or both, in the 
case of an offense under subsection (a)(2); or 

‘‘(B) a fine under this title or imprison-
ment for not more than ten years, or both, in 
the case of an offense under subsection (a)(2) 
of this section, if— 

‘‘(i) the offense was committed for pur-
poses of commercial advantage or private fi-
nancial gain; 

‘‘(ii) the offense was committed in the fur-
therance of any criminal or tortious act in 
violation of the Constitution or laws of the 
United States, or of any State; or 

‘‘(iii) the value of the information ob-
tained, or that would have been obtained if 
the offense was completed, exceeds $5,000; 

‘‘(3) a fine under this title or imprisonment 
for not more than 10 years, or both, in the 
case of an offense under subsection (a)(3) of 
this section; 

‘‘(4) a fine under this title or imprisonment 
of not more than 20 years, or both, in the 
case of an offense under subsection (a)(4) of 
this section; 

‘‘(5)(A) except as provided in subparagraph 
(C), a fine under this title, imprisonment for 
not more than 20 years, or both, in the case 
of an offense under subsection (a)(5)(A) of 
this section, if the offense caused— 

‘‘(i) loss to 1 or more persons during any 1- 
year period (and, for purposes of an inves-
tigation, prosecution, or other proceeding 
brought by the United States only, loss re-
sulting from a related course of conduct af-
fecting 1 or more other protected computers) 
aggregating at least $5,000 in value; 

‘‘(ii) the modification or impairment, or 
potential modification or impairment, of the 
medical examination, diagnosis, treatment, 
or care of 1 or more individuals; 

‘‘(iii) physical injury to any person; 
‘‘(iv) a threat to public health or safety; 
‘‘(v) damage affecting a computer used by, 

or on behalf of, an entity of the United 
States Government in furtherance of the ad-
ministration of justice, national defense, or 
national security; or 

‘‘(vi) damage affecting 10 or more pro-
tected computers during any 1-year period; 

‘‘(B) a fine under this title, imprisonment 
for not more than 20 years, or both, in the 
case of an offense under subsection (a)(5)(B), 
if the offense caused a harm provided in 
clause (i) through (vi) of subparagraph (A) of 
this subsection; 

‘‘(C) if the offender attempts to cause or 
knowingly or recklessly causes death from 
conduct in violation of subsection (a)(5)(A), a 
fine under this title, imprisonment for any 
term of years or for life, or both; 

‘‘(D) a fine under this title, imprisonment 
for not more than 10 years, or both, for any 
other offense under subsection (a)(5); 

‘‘(E) a fine under this title or imprison-
ment for not more than 10 years, or both, in 
the case of an offense under subsection (a)(6) 
of this section; or 

‘‘(F) a fine under this title or imprison-
ment for not more than 10 years, or both, in 
the case of an offense under subsection (a)(7) 
of this section.’’. 
SEC. 302. TRAFFICKING IN PASSWORDS. 

Section 1030(a)(6) of title 18, United States 
Code, is amended to read as follows: 

‘‘(6) knowingly and with intent to defraud 
traffics (as defined in section 1029) in any 
password or similar information or means of 
access through which a protected computer 
(as defined in subparagraphs (A) and (B) of 
subsection (e)(2)) may be accessed without 
authorization.’’. 
SEC. 303. CONSPIRACY AND ATTEMPTED COM-

PUTER FRAUD OFFENSES. 
Section 1030(b) of title 18, United States 

Code, is amended by inserting ‘‘as if for the 
completed offense’’ after ‘‘punished as pro-
vided’’. 
SEC. 304. CRIMINAL AND CIVIL FORFEITURE FOR 

FRAUD AND RELATED ACTIVITY IN 
CONNECTION WITH COMPUTERS. 

Section 1030 of title 18, United States Code, 
is amended by striking subsections (i) and (j) 
and inserting the following: 

‘‘(i) CRIMINAL FORFEITURE.— 
‘‘(1) The court, in imposing sentence on 

any person convicted of a violation of this 
section, or convicted of conspiracy to violate 
this section, shall order, in addition to any 
other sentence imposed and irrespective of 
any provision of State law, that such person 
forfeit to the United States— 

‘‘(A) such persons interest in any property, 
real or personal, that was used, or intended 
to be used, to commit or facilitate the com-
mission of such violation; and 

‘‘(B) any property, real or personal, consti-
tuting or derived from any gross proceeds, or 
any property traceable to such property, 
that such person obtained, directly or indi-
rectly, as a result of such violation. 

‘‘(2) The criminal forfeiture of property 
under this subsection, including any seizure 
and disposition of the property, and any re-
lated judicial or administrative proceeding, 
shall be governed by the provisions of sec-
tion 413 of the Comprehensive Drug Abuse 
Prevention and Control Act of 1970 (21 U.S.C. 
853), except subsection (d) of that section. 

‘‘(j) CIVIL FORFEITURE.— 
‘‘(1) The following shall be subject to for-

feiture to the United States and no property 
right, real or personal, shall exist in them: 

‘‘(A) Any property, real or personal, that 
was used, or intended to be used, to commit 
or facilitate the commission of any violation 
of this section, or a conspiracy to violate 
this section. 

‘‘(B) Any property, real or personal, consti-
tuting or derived from any gross proceeds ob-
tained directly or indirectly, or any property 
traceable to such property, as a result of the 
commission of any violation of this section, 
or a conspiracy to violate this section. 

‘‘(2) Seizures and forfeitures under this 
subsection shall be governed by the provi-
sions in chapter 46 relating to civil forfeit-
ures, except that such duties as are imposed 
on the Secretary of the Treasury under the 
customs laws described in section 981(d) shall 
be performed by such officers, agents and 
other persons as may be designated for that 
purpose by the Secretary of Homeland Secu-
rity or the Attorney General.’’. 

SEC. 305. DAMAGE TO CRITICAL INFRASTRUC-
TURE COMPUTERS. 

(a) IN GENERAL.—Chapter 47 of title 18, 
United States Code, is amended by inserting 
after section 1030 the following: 
‘‘§ 1030A. Aggravated damage to a critical in-

frastructure computer 
‘‘(a) DEFINITIONS.—In this section— 
‘‘(1) the term ‘computer’ has the meaning 

given the term in section 1030; 
‘‘(2) the term ‘critical infrastructure com-

puter’ means a computer that manages or 
controls systems or assets vital to national 
defense, national security, national eco-
nomic security, public health or safety, or 
any combination of those matters, whether 
publicly or privately owned or operated, in-
cluding— 

‘‘(A) oil and gas production, storage, con-
version, and delivery systems; 

‘‘(B) water supply systems; 
‘‘(C) telecommunication networks; 
‘‘(D) electrical power generation and deliv-

ery systems; 
‘‘(E) finance and banking systems; 
‘‘(F) emergency services; 
‘‘(G) transportation systems and services; 

and 
‘‘(H) government operations that provide 

essential services to the public; and 
‘‘(3) the term ‘damage’ has the meaning 

given the term in section 1030. 
‘‘(b) OFFENSE.—It shall be unlawful, during 

and in relation to a felony violation of sec-
tion 1030, to knowingly cause or attempt to 
cause damage to a critical infrastructure 
computer if the damage results in (or, in the 
case of an attempt, if completed, would have 
resulted in) the substantial impairment— 

‘‘(1) of the operation of the critical infra-
structure computer; or 

‘‘(2) of the critical infrastructure associ-
ated with the computer. 

‘‘(c) PENALTY.—Any person who violates 
subsection (b) shall be— 

‘‘(1) fined under this title; 
‘‘(2) imprisoned for not less than 3 years 

but not more than 20 years; or 
‘‘(3) penalized under paragraphs (1) and (2). 
‘‘(d) CONSECUTIVE SENTENCE.—Notwith-

standing any other provision of law— 
‘‘(1) a court shall not place on probation 

any person convicted of a violation of this 
section; 

‘‘(2) except as provided in paragraph (4), no 
term of imprisonment imposed on a person 
under this section shall run concurrently 
with any other term of imprisonment, in-
cluding any term of imprisonment imposed 
on the person under any other provision of 
law, including any term of imprisonment im-
posed for a felony violation of section 1030; 

‘‘(3) in determining any term of imprison-
ment to be imposed for a felony violation of 
section 1030, a court shall not in any way re-
duce the term to be imposed for such crime 
so as to compensate for, or otherwise take 
into account, any separate term of imprison-
ment imposed or to be imposed for a viola-
tion of this section; and 

‘‘(4) a term of imprisonment imposed on a 
person for a violation of this section may, in 
the discretion of the court, run concurrently, 
in whole or in part, only with another term 
of imprisonment that is imposed by the 
court at the same time on that person for an 
additional violation of this section, provided 
that such discretion shall be exercised in ac-
cordance with any applicable guidelines and 
policy statements issued by the United 
States Sentencing Commission pursuant to 
section 994 of title 28.’’. 

(b) TECHNICAL AND CONFORMING AMEND-
MENT.—The chapter analysis for chapter 47 of 
title 18, United States Code, is amended by 
inserting after the item relating to section 
1030 the following: 
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‘‘1030A. Aggravated damage to a critical in-

frastructure computer.’’. 
SEC. 306. LIMITATION ON ACTIONS INVOLVING 

UNAUTHORIZED USE. 
Section 1030(e)(6) of title 18, United States 

Code, is amended by striking ‘‘alter;’’ and in-
serting ‘‘alter, but does not include access in 
violation of a contractual obligation or 
agreement, such as an acceptable use policy 
or terms of service agreement, with an Inter-
net service provider, Internet website, or 
non-government employer, if such violation 
constitutes the sole basis for determining 
that access to a protected computer is unau-
thorized;’’. 
SEC. 307. NO NEW FUNDING. 

An applicable Federal agency shall carry 
out the provisions of this title with existing 
facilities and funds otherwise available, 
through such means as the head of the agen-
cy considers appropriate. 

TITLE IV—CYBERSECURITY RESEARCH 
AND DEVELOPMENT 

SEC. 401. NATIONAL HIGH-PERFORMANCE COM-
PUTING PROGRAM PLANNING AND 
COORDINATION. 

(a) GOALS AND PRIORITIES.—Section 101 of 
the High-Performance Computing Act of 1991 
(15 U.S.C. 5511) is amended by adding at the 
end the following: 

‘‘(d) GOALS AND PRIORITIES.—The goals and 
priorities for Federal high-performance com-
puting research, development, networking, 
and other activities under subsection 
(a)(2)(A) shall include— 

‘‘(1) encouraging and supporting mecha-
nisms for interdisciplinary research and de-
velopment in networking and information 
technology, including— 

‘‘(A) through collaborations across agen-
cies; 

‘‘(B) through collaborations across Pro-
gram Component Areas; 

‘‘(C) through collaborations with industry; 
‘‘(D) through collaborations with institu-

tions of higher education; 
‘‘(E) through collaborations with Federal 

laboratories (as defined in section 4 of the 
Stevenson-Wydler Technology Innovation 
Act of 1980 (15 U.S.C. 3703)); and 

‘‘(F) through collaborations with inter-
national organizations; 

‘‘(2) addressing national, multi-agency, 
multi-faceted challenges of national impor-
tance; and 

‘‘(3) fostering the transfer of research and 
development results into new technologies 
and applications for the benefit of society.’’. 

(b) DEVELOPMENT OF STRATEGIC PLAN.— 
Section 101 of the High-Performance Com-
puting Act of 1991 (15 U.S.C. 5511) is amended 
by adding at the end the following: 

‘‘(e) STRATEGIC PLAN.— 
‘‘(1) IN GENERAL.—Not later than 1 year 

after the date of enactment of the Strength-
ening and Enhancing Cybersecurity by Using 
Research, Education, Information, and Tech-
nology Act of 2012, the agencies under sub-
section (a)(3)(B), working through the Na-
tional Science and Technology Council and 
with the assistance of the Office of Science 
and Technology Policy shall develop a 5-year 
strategic plan to guide the activities under 
subsection (a)(1). 

‘‘(2) CONTENTS.—The strategic plan shall 
specify— 

‘‘(A) the near-term objectives for the Pro-
gram; 

‘‘(B) the long-term objectives for the Pro-
gram; 

‘‘(C) the anticipated time frame for achiev-
ing the near-term objectives; 

‘‘(D) the metrics that will be used to assess 
any progress made toward achieving the 
near-term objectives and the long-term ob-
jectives; and 

‘‘(E) how the Program will achieve the 
goals and priorities under subsection (d). 

‘‘(3) IMPLEMENTATION ROADMAP.— 
‘‘(A) IN GENERAL.—The agencies under sub-

section (a)(3)(B) shall develop and annually 
update an implementation roadmap for the 
strategic plan. 

‘‘(B) REQUIREMENTS.—The information in 
the implementation roadmap shall be coordi-
nated with the database under section 102(c) 
and the annual report under section 101(a)(3). 
The implementation roadmap shall— 

‘‘(i) specify the role of each Federal agency 
in carrying out or sponsoring research and 
development to meet the research objectives 
of the strategic plan, including a description 
of how progress toward the research objec-
tives will be evaluated, with consideration of 
any relevant recommendations of the advi-
sory committee; 

‘‘(ii) specify the funding allocated to each 
major research objective of the strategic 
plan and the source of funding by agency for 
the current fiscal year; and 

‘‘(iii) estimate the funding required for 
each major research objective of the stra-
tegic plan for the next 3 fiscal years. 

‘‘(4) RECOMMENDATIONS.—The agencies 
under subsection (a)(3)(B) shall take into 
consideration when developing the strategic 
plan under paragraph (1) the recommenda-
tions of— 

‘‘(A) the advisory committee under sub-
section (b); and 

‘‘(B) the stakeholders under section 
102(a)(3). 

‘‘(5) REPORT TO CONGRESS.—The Director of 
the Office of Science and Technology Policy 
shall transmit the strategic plan under this 
subsection, including the implementation 
roadmap and any updates under paragraph 
(3), to— 

‘‘(A) the advisory committee under sub-
section (b); 

‘‘(B) the Committee on Commerce, 
Science, and Transportation of the Senate; 
and 

‘‘(C) the Committee on Science and Tech-
nology of the House of Representatives.’’. 

(c) PERIODIC REVIEWS.—Section 101 of the 
High-Performance Computing Act of 1991 (15 
U.S.C. 5511) is amended by adding at the end 
the following: 

‘‘(f) PERIODIC REVIEWS.—The agencies 
under subsection (a)(3)(B) shall— 

‘‘(1) periodically assess the contents and 
funding levels of the Program Component 
Areas and restructure the Program when 
warranted, taking into consideration any 
relevant recommendations of the advisory 
committee under subsection (b); and 

‘‘(2) ensure that the Program includes na-
tional, multi-agency, multi-faceted research 
and development activities, including activi-
ties described in section 104.’’. 

(d) ADDITIONAL RESPONSIBILITIES OF DIREC-
TOR.—Section 101(a)(2) of the High-Perform-
ance Computing Act of 1991 (15 U.S.C. 
5511(a)(2)) is amended— 

(1) by redesignating subparagraphs (E) and 
(F) as subparagraphs (G) and (H), respec-
tively; and 

(2) by inserting after subparagraph (D) the 
following: 

‘‘(E) encourage and monitor the efforts of 
the agencies participating in the Program to 
allocate the level of resources and manage-
ment attention necessary— 

‘‘(i) to ensure that the strategic plan under 
subsection (e) is developed and executed ef-
fectively; and 

‘‘(ii) to ensure that the objectives of the 
Program are met; 

‘‘(F) working with the Office of Manage-
ment and Budget and in coordination with 
the creation of the database under section 
102(c), direct the Office of Science and Tech-
nology Policy and the agencies participating 
in the Program to establish a mechanism 
(consistent with existing law) to track all 

ongoing and completed research and develop-
ment projects and associated funding;’’. 

(e) ADVISORY COMMITTEE.—Section 101(b) of 
the High-Performance Computing Act of 1991 
(15 U.S.C. 5511(b)) is amended— 

(1) in paragraph (1)— 
(A) by inserting after the first sentence the 

following: ‘‘The co-chairs of the advisory 
committee shall meet the qualifications of 
committee members and may be members of 
the Presidents Council of Advisors on 
Science and Technology.’’; and 

(B) by striking ‘‘high-performance’’ in sub-
paragraph (D) and inserting ‘‘high-end’’; and 

(2) by amending paragraph (2) to read as 
follows: 

‘‘(2) In addition to the duties under para-
graph (1), the advisory committee shall con-
duct periodic evaluations of the funding, 
management, coordination, implementation, 
and activities of the Program. The advisory 
committee shall report its findings and rec-
ommendations not less frequently than once 
every 3 fiscal years to the Committee on 
Commerce, Science, and Transportation of 
the Senate and the Committee on Science 
and Technology of the House of Representa-
tives. The report shall be submitted in con-
junction with the update of the strategic 
plan.’’. 

(f) REPORT.—Section 101(a)(3) of the High- 
Performance Computing Act of 1991 (15 
U.S.C. 5511(a)(3)) is amended— 

(1) in subparagraph (C)— 
(A) by striking ‘‘is submitted,’’ and insert-

ing ‘‘is submitted, the levels for the previous 
fiscal year,’’; and 

(B) by striking ‘‘each Program Component 
Area’’ and inserting ‘‘each Program Compo-
nent Area and each research area supported 
in accordance with section 104’’; 

(2) in subparagraph (D)— 
(A) by striking ‘‘each Program Component 

Area,’’ and inserting ‘‘each Program Compo-
nent Area and each research area supported 
in accordance with section 104,’’; 

(B) by striking ‘‘is submitted,’’ and insert-
ing ‘‘is submitted, the levels for the previous 
fiscal year,’’; and 

(C) by striking ‘‘and’’ after the semicolon; 
(3) by redesignating subparagraph (E) as 

subparagraph (G); and 
(4) by inserting after subparagraph (D) the 

following: 
‘‘(E) include a description of how the objec-

tives for each Program Component Area, and 
the objectives for activities that involve 
multiple Program Component Areas, relate 
to the objectives of the Program identified 
in the strategic plan under subsection (e); 

‘‘(F) include— 
‘‘(i) a description of the funding required 

by the Office of Science and Technology Pol-
icy to perform the functions under sub-
sections (a) and (c) of section 102 for the next 
fiscal year by category of activity; 

‘‘(ii) a description of the funding required 
by the Office of Science and Technology Pol-
icy to perform the functions under sub-
sections (a) and (c) of section 102 for the cur-
rent fiscal year by category of activity; and 

‘‘(iii) the amount of funding provided for 
the Office of Science and Technology Policy 
for the current fiscal year by each agency 
participating in the Program; and’’. 

(g) DEFINITIONS.—Section 4 of the High- 
Performance Computing Act of 1991 (15 
U.S.C. 5503) is amended— 

(1) by redesignating paragraphs (1) and (2) 
as paragraphs (2) and (3), respectively; 

(2) by redesignating paragraph (3) as para-
graph (6); 

(3) by redesignating paragraphs (6) and (7) 
as paragraphs (7) and (8), respectively; 

(4) by inserting before paragraph (2), as re-
designated, the following: 

‘‘(1) ‘cyber-physical systems’ means phys-
ical or engineered systems whose networking 

VerDate Mar 15 2010 06:47 Jul 27, 2012 Jkt 019060 PO 00000 Frm 00122 Fmt 4624 Sfmt 0634 E:\CR\FM\A26JY6.078 S26JYPT1jb
el

l o
n 

D
S

K
7S

P
T

V
N

1P
R

O
D

 w
ith

 S
E

N
A

T
E



CONGRESSIONAL RECORD — SENATE S5541 July 26, 2012 
and information technology functions and 
physical elements are deeply integrated and 
are actively connected to the physical world 
through sensors, actuators, or other means 
to perform monitoring and control func-
tions;’’; 

(5) in paragraph (3), as redesignated, by 
striking ‘‘high-performance computing’’ and 
inserting ‘‘networking and information tech-
nology’’; 

(6) in paragraph (6), as redesignated— 
(A) by striking ‘‘high-performance com-

puting’’ and inserting ‘‘networking and in-
formation technology’’; and 

(B) by striking ‘‘supercomputer’’ and in-
serting ‘‘high-end computing’’; 

(7) in paragraph (5), by striking ‘‘network 
referred to as’’ and all that follows through 
the semicolon and inserting ‘‘network, in-
cluding advanced computer networks of Fed-
eral agencies and departments’’; and 

(8) in paragraph (7), as redesignated, by 
striking ‘‘National High-Performance Com-
puting Program’’ and inserting ‘‘networking 
and information technology research and de-
velopment program’’. 
SEC. 402. RESEARCH IN AREAS OF NATIONAL IM-

PORTANCE. 
(a) RESEARCH IN AREAS OF NATIONAL IMPOR-

TANCE.—Title I of the High-Performance 
Computing Act of 1991 (15 U.S.C. 5511 et seq.) 
is amended by adding at the end the fol-
lowing: 
‘‘SEC. 104. RESEARCH IN AREAS OF NATIONAL IM-

PORTANCE. 
‘‘(a) IN GENERAL.—The Program shall en-

courage agencies under section 101(a)(3)(B) to 
support, maintain, and improve national, 
multi-agency, multi-faceted, research and 
development activities in networking and in-
formation technology directed toward appli-
cation areas that have the potential for sig-
nificant contributions to national economic 
competitiveness and for other significant so-
cietal benefits. 

‘‘(b) TECHNICAL SOLUTIONS.—An activity 
under subsection (a) shall be designed to ad-
vance the development of research discov-
eries by demonstrating technical solutions 
to important problems in areas including— 

‘‘(1) cybersecurity; 
‘‘(2) health care; 
‘‘(3) energy management and low-power 

systems and devices; 
‘‘(4) transportation, including surface and 

air transportation; 
‘‘(5) cyber-physical systems; 
‘‘(6) large-scale data analysis and modeling 

of physical phenomena; 
‘‘(7) large scale data analysis and modeling 

of behavioral phenomena; 
‘‘(8) supply chain quality and security; and 
‘‘(9) privacy protection and protected dis-

closure of confidential data. 
‘‘(c) RECOMMENDATIONS.—The advisory 

committee under section 101(b) shall make 
recommendations to the Program for can-
didate research and development areas for 
support under this section. 

‘‘(d) CHARACTERISTICS.— 
‘‘(1) IN GENERAL.—Research and develop-

ment activities under this section— 
‘‘(A) shall include projects selected on the 

basis of applications for support through a 
competitive, merit-based process; 

‘‘(B) shall leverage, when possible, Federal 
investments through collaboration with re-
lated State initiatives; 

‘‘(C) shall include a plan for fostering the 
transfer of research discoveries and the re-
sults of technology demonstration activities, 
including from institutions of higher edu-
cation and Federal laboratories, to industry 
for commercial development; 

‘‘(D) shall involve collaborations among re-
searchers in institutions of higher education 
and industry; and 

‘‘(E) may involve collaborations among 
nonprofit research institutions and Federal 
laboratories, as appropriate. 

‘‘(2) COST-SHARING.—In selecting applica-
tions for support, the agencies under section 
101(a)(3)(B) shall give special consideration 
to projects that include cost sharing from 
non-Federal sources. 

‘‘(3) MULTIDISCIPLINARY RESEARCH CEN-
TERS.—Research and development activities 
under this section shall be supported 
through multidisciplinary research centers, 
including Federal laboratories, that are or-
ganized to investigate basic research ques-
tions and carry out technology demonstra-
tion activities in areas described in sub-
section (a). Research may be carried out 
through existing multidisciplinary centers, 
including those authorized under section 
7024(b)(2) of the America COMPETES Act (42 
U.S.C. 1862o–10(2)).’’. 

(b) CYBER-PHYSICAL SYSTEMS.—Section 
101(a)(1) of the High-Performance Computing 
Act of 1991 (15 U.S.C. 5511(a)(1)) is amended— 

(1) in subparagraph (H), by striking ‘‘and’’ 
after the semicolon; 

(2) in subparagraph (I), by striking the pe-
riod at the end and inserting a semicolon; 
and 

(3) by adding at the end the following: 
‘‘(J) provide for increased understanding of 

the scientific principles of cyber-physical 
systems and improve the methods available 
for the design, development, and operation of 
cyber-physical systems that are character-
ized by high reliability, safety, and security; 
and 

‘‘(K) provide for research and development 
on human-computer interactions, visualiza-
tion, and big data.’’. 

(c) TASK FORCE.—Title I of the High-Per-
formance Computing Act of 1991 (15 U.S.C. 
5511 et seq.), as amended by section 402(a) of 
this Act, is amended by adding at the end 
the following: 
‘‘SEC. 105. TASK FORCE. 

‘‘(a) ESTABLISHMENT.—Not later than 180 
days after the date of enactment the 
Strengthening and Enhancing Cybersecurity 
by Using Research, Education, Information, 
and Technology Act of 2012, the Director of 
the Office of Science and Technology Policy 
under section 102 shall convene a task force 
to explore mechanisms for carrying out col-
laborative research and development activi-
ties for cyber-physical systems (including 
the related technologies required to enable 
these systems) through a consortium or 
other appropriate entity with participants 
from institutions of higher education, Fed-
eral laboratories, and industry. 

‘‘(b) FUNCTIONS.—The task force shall— 
‘‘(1) develop options for a collaborative 

model and an organizational structure for 
such entity under which the joint research 
and development activities could be planned, 
managed, and conducted effectively, includ-
ing mechanisms for the allocation of re-
sources among the participants in such enti-
ty for support of such activities; 

‘‘(2) propose a process for developing a re-
search and development agenda for such en-
tity, including guidelines to ensure an appro-
priate scope of work focused on nationally 
significant challenges and requiring collabo-
ration and to ensure the development of re-
lated scientific and technological mile-
stones; 

‘‘(3) define the roles and responsibilities for 
the participants from institutions of higher 
education, Federal laboratories, and indus-
try in such entity; 

‘‘(4) propose guidelines for assigning intel-
lectual property rights and for transferring 
research results to the private sector; and 

‘‘(5) make recommendations for how such 
entity could be funded from Federal, State, 
and non-governmental sources. 

‘‘(c) COMPOSITION.—In establishing the task 
force under subsection (a), the Director of 
the Office of Science and Technology Policy 
shall appoint an equal number of individuals 
from institutions of higher education and 
from industry with knowledge and expertise 
in cyber-physical systems, and may appoint 
not more than 2 individuals from Federal 
laboratories. 

‘‘(d) REPORT.—Not later than 1 year after 
the date of enactment of the Strengthening 
and Enhancing Cybersecurity by Using Re-
search, Education, Information, and Tech-
nology Act of 2012, the Director of the Office 
of Science and Technology Policy shall 
transmit to the Committee on Commerce, 
Science, and Transportation of the Senate 
and the Committee on Science and Tech-
nology of the House of Representatives a re-
port describing the findings and rec-
ommendations of the task force. 

‘‘(e) TERMINATION.—The task force shall 
terminate upon transmittal of the report re-
quired under subsection (d). 

‘‘(f) COMPENSATION AND EXPENSES.—Mem-
bers of the task force shall serve without 
compensation.’’. 
SEC. 403. PROGRAM IMPROVEMENTS. 

Section 102 of the High-Performance Com-
puting Act of 1991 (15 U.S.C. 5512) is amended 
to read as follows: 
‘‘SEC. 102. PROGRAM IMPROVEMENTS. 

‘‘(a) FUNCTIONS.—The Director of the Office 
of Science and Technology Policy shall con-
tinue— 

‘‘(1) to provide technical and administra-
tive support to— 

‘‘(A) the agencies participating in planning 
and implementing the Program, including 
support needed to develop the strategic plan 
under section 101(e); and 

‘‘(B) the advisory committee under section 
101(b); 

‘‘(2) to serve as the primary point of con-
tact on Federal networking and information 
technology activities for government agen-
cies, academia, industry, professional soci-
eties, State computing and networking tech-
nology programs, interested citizen groups, 
and others to exchange technical and pro-
grammatic information; 

‘‘(3) to solicit input and recommendations 
from a wide range of stakeholders during the 
development of each strategic plan under 
section 101(e) by convening at least 1 work-
shop with invitees from academia, industry, 
Federal laboratories, and other relevant or-
ganizations and institutions; 

‘‘(4) to conduct public outreach, including 
the dissemination of the advisory commit-
tee’s findings and recommendations, as ap-
propriate; 

‘‘(5) to promote access to and early appli-
cation of the technologies, innovations, and 
expertise derived from Program activities to 
agency missions and systems across the Fed-
eral Government and to United States indus-
try; 

‘‘(6) to ensure accurate and detailed budget 
reporting of networking and information 
technology research and development invest-
ment; and 

‘‘(7) to encourage agencies participating in 
the Program to use existing programs and 
resources to strengthen networking and in-
formation technology education and train-
ing, and increase participation in such fields, 
including by women and underrepresented 
minorities. 

‘‘(b) SOURCE OF FUNDING.— 
‘‘(1) IN GENERAL.—The functions under this 

section shall be supported by funds from 
each agency participating in the Program. 

‘‘(2) SPECIFICATIONS.—The portion of the 
total budget of the Office of Science and 
Technology Policy that is provided by each 
agency participating in the Program for each 
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fiscal year shall be in the same proportion as 
each agency’s share of the total budget for 
the Program for the previous fiscal year, as 
specified in the database under section 
102(c). 

‘‘(c) DATABASE.— 
‘‘(1) IN GENERAL.—The Director of the Of-

fice of Science and Technology Policy shall 
develop and maintain a database of projects 
funded by each agency for the fiscal year for 
each Program Component Area. 

‘‘(2) PUBLIC ACCESSIBILITY.—The Director of 
the Office of Science and Technology Policy 
shall make the database accessible to the 
public. 

‘‘(3) DATABASE CONTENTS.—The database 
shall include, for each project in the data-
base— 

‘‘(A) a description of the project; 
‘‘(B) each agency, industry, institution of 

higher education, Federal laboratory, or 
international institution involved in the 
project; 

‘‘(C) the source funding of the project (set 
forth by agency); 

‘‘(D) the funding history of the project; and 
‘‘(E) whether the project has been com-

pleted.’’. 
SEC. 404. IMPROVING EDUCATION OF NET-

WORKING AND INFORMATION TECH-
NOLOGY, INCLUDING HIGH PER-
FORMANCE COMPUTING. 

Section 201(a) of the High-Performance 
Computing Act of 1991 (15 U.S.C. 5521(a)) is 
amended— 

(1) by redesignating paragraphs (2) through 
(4) as paragraphs (3) through (5), respec-
tively; and 

(2) by inserting after paragraph (1) the fol-
lowing: 

‘‘(2) the National Science Foundation shall 
use its existing programs, in collaboration 
with other agencies, as appropriate, to im-
prove the teaching and learning of net-
working and information technology at all 
levels of education and to increase participa-
tion in networking and information tech-
nology fields;’’. 
SEC. 405. CONFORMING AND TECHNICAL AMEND-

MENTS TO THE HIGH-PERFORM-
ANCE COMPUTING ACT OF 1991. 

(a) SECTION 3.—Section 3 of the High-Per-
formance Computing Act of 1991 (15 U.S.C. 
5502) is amended— 

(1) in the matter preceding paragraph (1), 
by striking ‘‘high-performance computing’’ 
and inserting ‘‘networking and information 
technology’’; 

(2) in paragraph (1)— 
(A) in the matter preceding subparagraph 

(A), by striking ‘‘high-performance com-
puting’’ and inserting ‘‘networking and in-
formation technology’’; 

(B) in subparagraphs (A), (F), and (G), by 
striking ‘‘high-performance computing’’ 
each place it appears and inserting ‘‘net-
working and information technology’’; and 

(C) in subparagraph (H), by striking ‘‘high- 
performance’’ and inserting ‘‘high-end’’; and 

(3) in paragraph (2)— 
(A) by striking ‘‘high-performance com-

puting and’’ and inserting ‘‘networking and 
information technology, and’’; and 

(B) by striking ‘‘high-performance com-
puting network’’ and inserting ‘‘networking 
and information technology’’. 

(b) TITLE HEADING.—The heading of title I 
of the High-Performance Computing Act of 
1991 (105 Stat. 1595) is amended by striking 
‘‘HIGH-PERFORMANCE COMPUTING’’ and 
inserting ‘‘NETWORKING AND INFORMA-
TION TECHNOLOGY’’. 

(c) SECTION 101.—Section 101 of the High- 
Performance Computing Act of 1991 (15 
U.S.C. 5511) is amended— 

(1) in the section heading, by striking 
‘‘HIGH-PERFORMANCE COMPUTING’’ and insert-
ing ‘‘NETWORKING AND INFORMATION TECH-
NOLOGY RESEARCH AND DEVELOPMENT’’; 

(2) in subsection (a)— 
(A) in the subsection heading, by striking 

‘‘NATIONAL HIGH-PERFORMANCE COMPUTING’’ 
and inserting ‘‘NETWORKING AND INFORMATION 
TECHNOLOGY RESEARCH AND DEVELOPMENT’’; 

(B) in paragraph (1)— 
(i) by striking ‘‘National High-Perform-

ance Computing Program’’ and inserting 
‘‘networking and information technology re-
search and development program’’; 

(ii) in subparagraph (A), by striking ‘‘high- 
performance computing, including net-
working’’ and inserting ‘‘networking and in-
formation technology’’; 

(iii) in subparagraphs (B) and (G), by strik-
ing ‘‘high-performance’’ each place it ap-
pears and inserting ‘‘high-end’’; and 

(iv) in subparagraph (C), by striking ‘‘high- 
performance computing and networking’’ 
and inserting ‘‘high-end computing, distrib-
uted, and networking’’; and 

(C) in paragraph (2)— 
(i) in subparagraphs (A) and (C)— 
(I) by striking ‘‘high-performance com-

puting’’ each place it appears and inserting 
‘‘networking and information technology’’; 
and 

(II) by striking ‘‘development, net-
working,’’ each place it appears and insert-
ing ‘‘development,’’; and 

(ii) in subparagraphs (G) and (H), as redes-
ignated by section 401(d) of this Act, by 
striking ‘‘high-performance’’ each place it 
appears and inserting ‘‘high-end’’; 

(3) in subsection (b)(1), in the matter pre-
ceding subparagraph (A), by striking ‘‘high- 
performance computing’’ each place it ap-
pears and inserting ‘‘networking and infor-
mation technology’’; and 

(4) in subsection (c)(1)(A), by striking 
‘‘high-performance computing’’ and insert-
ing ‘‘networking and information tech-
nology’’. 

(d) SECTION 201.—Section 201(a)(1) of the 
High-Performance Computing Act of 1991 (15 
U.S.C. 5521(a)(1)) is amended by striking 
‘‘high-performance computing and advanced 
high-speed computer networking’’ and in-
serting ‘‘networking and information tech-
nology research and development’’. 

(e) SECTION 202.—Section 202(a) of the High- 
Performance Computing Act of 1991 (15 
U.S.C. 5522(a)) is amended by striking ‘‘high- 
performance computing’’ and inserting ‘‘net-
working and information technology’’. 

(f) SECTION 203.—Section 203(a) of the High- 
Performance Computing Act of 1991 (15 
U.S.C. 5523(a)) is amended— 

(1) in paragraph (1), by striking ‘‘high-per-
formance computing and networking’’ and 
inserting ‘‘networking and information tech-
nology’’; and 

(2) in paragraph (2)(A), by striking ‘‘high- 
performance’’ and inserting ‘‘high-end’’. 

(g) SECTION 204.—Section 204 of the High- 
Performance Computing Act of 1991 (15 
U.S.C. 5524) is amended— 

(1) in subsection (a)(1)— 
(A) in subparagraph (A), by striking ‘‘high- 

performance computing systems and net-
works’’ and inserting ‘‘networking and infor-
mation technology systems and capabili-
ties’’; 

(B) in subparagraph (B), by striking ‘‘inter-
operability of high-performance computing 
systems in networks and for common user 
interfaces to systems’’ and inserting ‘‘inter-
operability and usability of networking and 
information technology systems’’; and 

(C) in subparagraph (C), by striking ‘‘high- 
performance computing’’ and inserting ‘‘net-
working and information technology’’; and 

(2) in subsection (b)— 
(A) by striking ‘‘HIGH-PERFORMANCE COM-

PUTING AND NETWORK’’ in the heading and in-
serting ‘‘NETWORKING AND INFORMATION 
TECHNOLOGY’’; and 

(B) by striking ‘‘sensitive’’. 

(h) SECTION 205.—Section 205(a) of the 
High-Performance Computing Act of 1991 (15 
U.S.C. 5525(a)) is amended by striking ‘‘com-
putational’’ and inserting ‘‘networking and 
information technology’’. 

(i) SECTION 206.—Section 206(a) of the High- 
Performance Computing Act of 1991 (15 
U.S.C. 5526(a)) is amended by striking ‘‘com-
putational research’’ and inserting ‘‘net-
working and information technology re-
search’’. 

(j) SECTION 207.—Section 207 of the High- 
Performance Computing Act of 1991 (15 
U.S.C. 5527) is amended by striking ‘‘high- 
performance computing’’ and inserting ‘‘net-
working and information technology’’. 

(k) SECTION 208.—Section 208 of the High- 
Performance Computing Act of 1991 (15 
U.S.C. 5528) is amended— 

(1) in the section heading, by striking 
‘‘HIGH-PERFORMANCE COMPUTING’’ and insert-
ing ‘‘NETWORKING AND INFORMATION TECH-
NOLOGY’’; and 

(2) in subsection (a)— 
(A) in paragraph (1), by striking ‘‘High-per-

formance computing and associated’’ and in-
serting ‘‘Networking and information’’; 

(B) in paragraph (2), by striking ‘‘high-per-
formance computing’’ and inserting ‘‘net-
working and information technologies’’; 

(C) in paragraph (3), by striking ‘‘high-per-
formance’’ and inserting ‘‘high-end’’; 

(D) in paragraph (4), by striking ‘‘high-per-
formance computers and associated’’ and in-
serting ‘‘networking and information’’; and 

(E) in paragraph (5), by striking ‘‘high-per-
formance computing and associated’’ and in-
serting ‘‘networking and information’’. 
SEC. 406. FEDERAL CYBER SCHOLARSHIP-FOR- 

SERVICE PROGRAM. 
(a) IN GENERAL.—The Director of the Na-

tional Science Foundation, in coordination 
with the Secretary of Homeland Security, 
shall carry out a Federal cyber scholarship- 
for-service program to recruit and train the 
next generation of information technology 
professionals and security managers to meet 
the needs of the cybersecurity mission for 
the Federal government. 

(b) PROGRAM DESCRIPTION AND COMPO-
NENTS.—The program shall— 

(1) annually assess the workforce needs of 
the Federal government for cybersecurity 
professionals, including network engineers, 
software engineers, and other experts in 
order to determine how many scholarships 
should be awarded annually to ensure that 
the workforce needs following graduation 
match the number of scholarships awarded; 

(2) provide scholarships for up to 1,000 stu-
dents per year in their pursuit of under-
graduate or graduate degrees in the cyberse-
curity field, in an amount that may include 
coverage for full tuition, fees, and a stipend; 

(3) require each scholarship recipient, as a 
condition of receiving a scholarship under 
the program, to serve in a Federal informa-
tion technology workforce for a period equal 
to one and one-half times each year, or par-
tial year, of scholarship received, in addition 
to an internship in the cybersecurity field, if 
applicable, following graduation; 

(4) provide a procedure for the National 
Science Foundation or a Federal agency, 
consistent with regulations of the Office of 
Personnel Management, to request and fund 
a security clearance for a scholarship recipi-
ent, including providing for clearance during 
a summer internship and upon graduation; 
and 

(5) provide opportunities for students to re-
ceive temporary appointments for meaning-
ful employment in the Federal information 
technology workforce during school vacation 
periods and for internships. 

(c) HIRING AUTHORITY.— 
(1) IN GENERAL.—For purposes of any law or 

regulation governing the appointment of an 

VerDate Mar 15 2010 06:47 Jul 27, 2012 Jkt 019060 PO 00000 Frm 00124 Fmt 4624 Sfmt 0634 E:\CR\FM\A26JY6.078 S26JYPT1jb
el

l o
n 

D
S

K
7S

P
T

V
N

1P
R

O
D

 w
ith

 S
E

N
A

T
E



CONGRESSIONAL RECORD — SENATE S5543 July 26, 2012 
individual in the Federal civil service, upon 
the successful completion of the student’s 
studies, a student receiving a scholarship 
under the program may— 

(A) be hired under section 213.3102(r) of 
title 5, Code of Federal Regulations; and 

(B) be exempt from competitive service. 
(2) COMPETITIVE SERVICE.—Upon satisfac-

tory fulfillment of the service term under 
paragraph (1), an individual may be con-
verted to a competitive service position 
without competition if the individual meets 
the requirements for that position. 

(d) ELIGIBILITY.—The eligibility require-
ments for a scholarship under this section 
shall include that a scholarship applicant— 

(1) be a citizen of the United States; 
(2) be eligible to be granted a security 

clearance; 
(3) maintain a grade point average of 3.2 or 

above on a 4.0 scale for undergraduate study 
or a 3.5 or above on a 4.0 scale for post-
graduate study; 

(4) demonstrate a commitment to a career 
in improving the security of the information 
infrastructure; and 

(5) has demonstrated a level of proficiency 
in math or computer sciences. 

(e) FAILURE TO COMPLETE SERVICE OBLIGA-
TION.— 

(1) IN GENERAL.—A scholarship recipient 
under this section shall be liable to the 
United States under paragraph (2) if the 
scholarship recipient— 

(A) fails to maintain an acceptable level of 
academic standing in the educational insti-
tution in which the individual is enrolled, as 
determined by the Director; 

(B) is dismissed from such educational in-
stitution for disciplinary reasons; 

(C) withdraws from the program for which 
the award was made before the completion of 
such program; 

(D) declares that the individual does not 
intend to fulfill the service obligation under 
this section; 

(E) fails to fulfill the service obligation of 
the individual under this section; or 

(F) loses a security clearance or becomes 
ineligible for a security clearance. 

(2) REPAYMENT AMOUNTS.— 
(A) LESS THAN 1 YEAR OF SERVICE.—If a cir-

cumstance under paragraph (1) occurs before 
the completion of 1 year of a service obliga-
tion under this section, the total amount of 
awards received by the individual under this 
section shall be repaid. 

(B) ONE OR MORE YEARS OF SERVICE.—If a 
circumstance described in subparagraph (D) 
or (E) of paragraph (1) occurs after the com-
pletion of 1 year of a service obligation under 
this section, the total amount of scholarship 
awards received by the individual under this 
section, reduced by the ratio of the number 
of years of service completed divided by the 
number of years of service required, shall be 
repaid. 

(f) EVALUATION AND REPORT.—The Director 
of the National Science Foundation shall— 

(1) evaluate the success of recruiting indi-
viduals for scholarships under this section 
and of hiring and retaining those individuals 
in the public sector workforce, including the 
annual cost and an assessment of how the 
program actually improves the Federal 
workforce; and 

(2) periodically report the findings under 
paragraph (1) to Congress. 

(g) AUTHORIZATION OF APPROPRIATIONS.— 
From amounts made available under section 
503 of the America COMPETES Reauthoriza-
tion Act of 2010 (124 Stat. 4005), the Secretary 
may use funds to carry out the requirements 
of this section for fiscal years 2012 through 
2013. 

SEC. 407. STUDY AND ANALYSIS OF CERTIFI-
CATION AND TRAINING OF INFOR-
MATION INFRASTRUCTURE PROFES-
SIONALS. 

(a) STUDY.—The President shall enter into 
an agreement with the National Academies 
to conduct a comprehensive study of govern-
ment, academic, and private-sector accredi-
tation, training, and certification programs 
for personnel working in information infra-
structure. The agreement shall require the 
National Academies to consult with sector 
coordinating councils and relevant govern-
mental agencies, regulatory entities, and 
nongovernmental organizations in the course 
of the study. 

(b) SCOPE.—The study shall include— 
(1) an evaluation of the body of knowledge 

and various skills that specific categories of 
personnel working in information infrastruc-
ture should possess in order to secure infor-
mation systems; 

(2) an assessment of whether existing gov-
ernment, academic, and private-sector ac-
creditation, training, and certification pro-
grams provide the body of knowledge and 
various skills described in paragraph (1); 

(3) an analysis of any barriers to the Fed-
eral Government recruiting and hiring cy-
bersecurity talent, including barriers relat-
ing to compensation, the hiring process, job 
classification, and hiring flexibility; and 

(4) an analysis of the sources and avail-
ability of cybersecurity talent, a comparison 
of the skills and expertise sought by the Fed-
eral Government and the private sector, an 
examination of the current and future capac-
ity of United States institutions of higher 
education, including community colleges, to 
provide current and future cybersecurity 
professionals, through education and train-
ing activities, with those skills sought by 
the Federal Government, State and local en-
tities, and the private sector. 

(c) REPORT.—Not later than 1 year after 
the date of enactment of this Act, the Na-
tional Academies shall submit to the Presi-
dent and Congress a report on the results of 
the study. The report shall include— 

(1) findings regarding the state of informa-
tion infrastructure accreditation, training, 
and certification programs, including spe-
cific areas of deficiency and demonstrable 
progress; and 

(2) recommendations for the improvement 
of information infrastructure accreditation, 
training, and certification programs. 
SEC. 408. INTERNATIONAL CYBERSECURITY 

TECHNICAL STANDARDS. 
(a) IN GENERAL.—The Director of the Na-

tional Institute of Standards and Tech-
nology, in coordination with appropriate 
Federal authorities, shall— 

(1) as appropriate, ensure coordination of 
Federal agencies engaged in the development 
of international technical standards related 
to information system security; and 

(2) not later than 1 year after the date of 
enactment of this Act, develop and transmit 
to Congress a plan for ensuring such Federal 
agency coordination. 

(b) CONSULTATION WITH THE PRIVATE SEC-
TOR.—In carrying out the activities under 
subsection (a)(1), the Director shall ensure 
consultation with appropriate private sector 
stakeholders. 
SEC. 409. IDENTITY MANAGEMENT RESEARCH 

AND DEVELOPMENT. 
The Director of the National Institute of 

Standards and Technology shall continue a 
program to support the development of tech-
nical standards, metrology, testbeds, and 
conformance criteria, taking into account 
appropriate user concerns— 

(1) to improve interoperability among 
identity management technologies; 

(2) to strengthen authentication methods 
of identity management systems; 

(3) to improve privacy protection in iden-
tity management systems, including health 
information technology systems, through 
authentication and security protocols; and 

(4) to improve the usability of identity 
management systems. 
SEC. 410. FEDERAL CYBERSECURITY RESEARCH 

AND DEVELOPMENT. 
(a) NATIONAL SCIENCE FOUNDATION COM-

PUTER AND NETWORK SECURITY RESEARCH 
GRANT AREAS.—Section 4(a)(1) of the Cyber 
Security Research and Development Act (15 
U.S.C. 7403(a)(1)) is amended— 

(1) in subparagraph (H), by striking ‘‘and’’ 
after the semicolon; 

(2) in subparagraph (I), by striking ‘‘prop-
erty.’’ and inserting ‘‘property;’’; and 

(3) by adding at the end the following: 
‘‘(J) secure fundamental protocols that are 

at the heart of inter-network communica-
tions and data exchange; 

‘‘(K) system security that addresses the 
building of secure systems from trusted and 
untrusted components; 

‘‘(L) monitoring and detection; and 
‘‘(M) resiliency and rapid recovery meth-

ods.’’. 
(b) NATIONAL SCIENCE FOUNDATION COM-

PUTER AND NETWORK SECURITY GRANTS.—Sec-
tion 4(a)(3) of the Cyber Security Research 
and Development Act (15 U.S.C. 7403(a)(3)) is 
amended— 

(1) in subparagraph (D), by striking ‘‘and’’; 
(2) in subparagraph (E), by striking ‘‘2007.’’ 

and inserting ‘‘2007;’’; and 
(3) by adding at the end the following: 
‘‘(F) such funds from amounts made avail-

able under section 503 of the America COM-
PETES Reauthorization Act of 2010 (124 Stat. 
4005), as the Secretary finds necessary to 
carry out the requirements of this sub-
section for fiscal years 2012 through 2013.’’. 

(c) COMPUTER AND NETWORK SECURITY CEN-
TERS.—Section 4(b)(7) of the Cyber Security 
Research and Development Act (15 U.S.C. 
7403(b)(7)) is amended— 

(1) in subparagraph (D), by striking ‘‘and’’; 
(2) in subparagraph (E), by striking ‘‘2007.’’ 

and inserting ‘‘2007;’’; and 
(3) by adding at the end the following: 
‘‘(F) such funds from amounts made avail-

able under section 503 of the America COM-
PETES Reauthorization Act of 2010 (124 Stat. 
4005), as the Secretary finds necessary to 
carry out the requirements of this sub-
section for fiscal years 2012 through 2013.’’. 

(d) COMPUTER AND NETWORK SECURITY CA-
PACITY BUILDING GRANTS.—Section 5(a)(6) of 
the Cyber Security Research and Develop-
ment Act (15 U.S.C. 7404(a)(6)) is amended— 

(1) in subparagraph (D), by striking ‘‘and’’; 
(2) in subparagraph (E), by striking ‘‘2007.’’ 

and inserting ‘‘2007;’’; and 
(3) by adding at the end the following: 
‘‘(F) such funds from amounts made avail-

able under section 503 of the America COM-
PETES Reauthorization Act of 2010 (124 Stat. 
4005), as the Secretary finds necessary to 
carry out the requirements of this sub-
section for fiscal years 2012 through 2013.’’. 

(e) SCIENTIFIC AND ADVANCED TECHNOLOGY 
ACT GRANTS.—Section 5(b)(2) of the Cyber 
Security Research and Development Act (15 
U.S.C. 7404(b)(2)) is amended— 

(1) in subparagraph (D), by striking ‘‘and’’; 
(2) in subparagraph (E), by striking ‘‘2007.’’ 

and inserting ‘‘2007;’’; and 
(3) by adding at the end the following: 
‘‘(F) such funds from amounts made avail-

able under section 503 of the America COM-
PETES Reauthorization Act of 2010 (124 Stat. 
4005), as the Secretary finds necessary to 
carry out the requirements of this sub-
section for fiscal years 2012 through 2013.’’. 

(f) GRADUATE TRAINEESHIPS IN COMPUTER 
AND NETWORK SECURITY RESEARCH.—Section 
5(c)(7) of the Cyber Security Research and 
Development Act (15 U.S.C. 7404(c)(7)) is 
amended— 
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(1) in subparagraph (D), by striking ‘‘and’’; 
(2) in subparagraph (E), by striking ‘‘2007.’’ 

and inserting ‘‘2007;’’; and 
(3) by adding at the end the following: 
‘‘(F) such funds from amounts made avail-

able under section 503 of the America COM-
PETES Reauthorization Act of 2010 (124 Stat. 
4005), as the Secretary finds necessary to 
carry out the requirements of this sub-
section for fiscal years 2012 through 2013.’’. 

SA 2607. Mr. MCCAIN (for himself, 
Mrs. HUTCHISON, Mr. CHAMBLISS, Mr. 
GRASSLEY, Ms. MURKOWSKI, Mr. COATS, 
Mr. BURR, and Mr. JOHNSON of Wis-
consin) submitted an amendment in-
tended to be proposed by him to the 
bill S. 3414, to enhance the security and 
resiliency of the cyber and communica-
tions infrastructure of the United 
States; which was ordered to lie on the 
table; as follows: 

Beginning on page 1, strike line 3 and all 
that follows through page 211, line 6 and in-
sert the following: 
SECTION 1. SHORT TITLE; TABLE OF CONTENTS. 

(a) SHORT TITLE.—This Act may be cited as 
the ‘‘Strengthening and Enhancing Cyberse-
curity by Using Research, Education, Infor-
mation, and Technology Act of 2012’’ or ‘‘SE-
CURE IT’’. 

(b) TABLE OF CONTENTS.—The table of con-
tents of this Act is as follows: 
Sec. 1. Short title; table of contents. 

TITLE I—FACILITATING SHARING OF 
CYBER THREAT INFORMATION 

Sec. 101. Definitions. 
Sec. 102. Authorization to share cyber 

threat information. 
Sec. 103. Information sharing by the Federal 

government. 
Sec. 104. Construction. 
Sec. 105. Report on implementation. 
Sec. 106. Inspector General review. 
Sec. 107. Technical amendments. 
Sec. 108. Access to classified information. 

TITLE II—COORDINATION OF FEDERAL 
INFORMATION SECURITY POLICY 

Sec. 201. Coordination of Federal informa-
tion security policy. 

Sec. 202. Management of information tech-
nology. 

Sec. 203. No new funding. 
Sec. 204. Technical and conforming amend-

ments. 
Sec. 205. Clarification of authorities. 

TITLE III—CRIMINAL PENALTIES 
Sec. 301. Penalties for fraud and related ac-

tivity in connection with com-
puters. 

Sec. 302. Trafficking in passwords. 
Sec. 303. Conspiracy and attempted com-

puter fraud offenses. 
Sec. 304. Criminal and civil forfeiture for 

fraud and related activity in 
connection with computers. 

Sec. 305. Damage to critical infrastructure 
computers. 

Sec. 306. Limitation on actions involving 
unauthorized use. 

Sec. 307. No new funding. 
TITLE IV—CYBERSECURITY RESEARCH 

AND DEVELOPMENT 
Sec. 401. National High-Performance Com-

puting Program planning and 
coordination. 

Sec. 402. Research in areas of national im-
portance. 

Sec. 403. Program improvements. 
Sec. 404. Improving education of networking 

and information technology, in-
cluding high performance com-
puting. 

Sec. 405. Conforming and technical amend-
ments to the High-Performance 
Computing Act of 1991. 

Sec. 406. Federal cyber scholarship-for-serv-
ice program. 

Sec. 407. Study and analysis of certification 
and training of information in-
frastructure professionals. 

Sec. 408. International cybersecurity tech-
nical standards. 

Sec. 409. Identity management research and 
development. 

Sec. 410. Federal cybersecurity research and 
development. 

TITLE I—FACILITATING SHARING OF 
CYBER THREAT INFORMATION 

SEC. 101. DEFINITIONS. 
In this title: 
(1) AGENCY.—The term ‘‘agency’’ has the 

meaning given the term in section 3502 of 
title 44, United States Code. 

(2) ANTITRUST LAWS.—The term ‘‘antitrust 
laws’’— 

(A) has the meaning given the term in sec-
tion 1(a) of the Clayton Act (15 U.S.C. 12(a)); 

(B) includes section 5 of the Federal Trade 
Commission Act (15 U.S.C. 45) to the extent 
that section 5 of that Act applies to unfair 
methods of competition; and 

(C) includes any State law that has the 
same intent and effect as the laws under sub-
paragraphs (A) and (B). 

(3) COUNTERMEASURE.—The term ‘‘counter-
measure’’ means an automated or a manual 
action with defensive intent to mitigate 
cyber threats. 

(4) CYBER THREAT INFORMATION.—The term 
‘‘cyber threat information’’ means informa-
tion that indicates or describes— 

(A) a technical or operation vulnerability 
or a cyber threat mitigation measure; 

(B) an action or operation to mitigate a 
cyber threat; 

(C) malicious reconnaissance, including 
anomalous patterns of network activity that 
appear to be transmitted for the purpose of 
gathering technical information related to a 
cybersecurity threat; 

(D) a method of defeating a technical con-
trol; 

(E) a method of defeating an operational 
control; 

(F) network activity or protocols known to 
be associated with a malicious cyber actor or 
that signify malicious cyber intent; 

(G) a method of causing a user with legiti-
mate access to an information system or in-
formation that is stored on, processed by, or 
transiting an information system to inad-
vertently enable the defeat of a technical or 
operational control; 

(H) any other attribute of a cybersecurity 
threat or cyber defense information that 
would foster situational awareness of the 
United States cybersecurity posture, if dis-
closure of such attribute or information is 
not otherwise prohibited by law; 

(I) the actual or potential harm caused by 
a cyber incident, including information 
exfiltrated when it is necessary in order to 
identify or describe a cybersecurity threat; 
or 

(J) any combination of subparagraphs (A) 
through (I). 

(5) CYBERSECURITY CENTER.—The term ‘‘cy-
bersecurity center’’ means the Department 
of Defense Cyber Crime Center, the Intel-
ligence Community Incident Response Cen-
ter, the United States Cyber Command Joint 
Operations Center, the National Cyber Inves-
tigative Joint Task Force, the National Se-
curity Agency/Central Security Service 
Threat Operations Center, the National Cy-
bersecurity and Communications Integration 
Center, and any successor center. 

(6) CYBERSECURITY SYSTEM.—The term ‘‘cy-
bersecurity system’’ means a system de-
signed or employed to ensure the integrity, 
confidentiality, or availability of, or to safe-
guard, a system or network, including meas-

ures intended to protect a system or network 
from— 

(A) efforts to degrade, disrupt, or destroy 
such system or network; or 

(B) theft or misappropriations of private or 
government information, intellectual prop-
erty, or personally identifiable information. 

(7) ENTITY.— 
(A) IN GENERAL.—The term ‘‘entity’’ means 

any private entity, non-Federal government 
agency or department, or State, tribal, or 
local government agency or department (in-
cluding an officer, employee, or agent there-
of). 

(B) INCLUSIONS.—The term ‘‘entity’’ in-
cludes a government agency or department 
(including an officer, employee, or agent 
thereof) of the District of Columbia, the 
Commonwealth of Puerto Rico, the Virgin 
Islands, Guam, American Samoa, the North-
ern Mariana Islands, and any other territory 
or possession of the United States. 

(8) FEDERAL INFORMATION SYSTEM.—The 
term ‘‘Federal information system’’ means 
an information system of a Federal depart-
ment or agency used or operated by an exec-
utive agency, by a contractor of an executive 
agency, or by another organization on behalf 
of an executive agency. 

(9) INFORMATION SECURITY.—The term ‘‘in-
formation security’’ means protecting infor-
mation and information systems from dis-
ruption or unauthorized access, use, disclo-
sure, modification, or destruction in order to 
provide— 

(A) integrity, by guarding against im-
proper information modification or destruc-
tion, including by ensuring information non-
repudiation and authenticity; 

(B) confidentiality, by preserving author-
ized restrictions on access and disclosure, in-
cluding means for protecting personal pri-
vacy and proprietary information; or 

(C) availability, by ensuring timely and re-
liable access to and use of information. 

(10) INFORMATION SYSTEM.—The term ‘‘in-
formation system’’ has the meaning given 
the term in section 3502 of title 44, United 
States Code. 

(11) LOCAL GOVERNMENT.—The term ‘‘local 
government’’ means any borough, city, coun-
ty, parish, town, township, village, or other 
general purpose political subdivision of a 
State. 

(12) MALICIOUS RECONNAISSANCE.—The term 
‘‘malicious reconnaissance’’ means a method 
for actively probing or passively monitoring 
an information system for the purpose of dis-
cerning technical vulnerabilities of the in-
formation system, if such method is associ-
ated with a known or suspected cybersecu-
rity threat. 

(13) OPERATIONAL CONTROL.—The term 
‘‘operational control’’ means a security con-
trol for an information system that pri-
marily is implemented and executed by peo-
ple. 

(14) OPERATIONAL VULNERABILITY.—The 
term ‘‘operational vulnerability’’ means any 
attribute of policy, process, or procedure 
that could enable or facilitate the defeat of 
an operational control. 

(15) PRIVATE ENTITY.—The term ‘‘private 
entity’’ means any individual or any private 
group, organization, or corporation, includ-
ing an officer, employee, or agent thereof. 

(16) SIGNIFICANT CYBER INCIDENT.—The 
term ‘‘significant cyber incident’’ means a 
cyber incident resulting in, or an attempted 
cyber incident that, if successful, would have 
resulted in— 

(A) the exfiltration from a Federal infor-
mation system of data that is essential to 
the operation of the Federal information sys-
tem; or 

(B) an incident in which an operational or 
technical control essential to the security or 
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operation of a Federal information system 
was defeated. 

(17) TECHNICAL CONTROL.—The term ‘‘tech-
nical control’’ means a hardware or software 
restriction on, or audit of, access or use of an 
information system or information that is 
stored on, processed by, or transiting an in-
formation system that is intended to ensure 
the confidentiality, integrity, or availability 
of that system. 

(18) TECHNICAL VULNERABILITY.—The term 
‘‘technical vulnerability’’ means any at-
tribute of hardware or software that could 
enable or facilitate the defeat of a technical 
control. 

(19) TRIBAL.—The term ‘‘tribal’’ has the 
meaning given the term ‘‘Indian tribe’’ in 
section 4 of the Indian Self-Determination 
and Education Assistance Act (25 U.S.C. 
450b). 
SEC. 102. AUTHORIZATION TO SHARE CYBER 

THREAT INFORMATION. 
(a) VOLUNTARY DISCLOSURE.— 
(1) PRIVATE ENTITIES.—Notwithstanding 

any other provision of law, a private entity 
may, for the purpose of preventing, inves-
tigating, or otherwise mitigating threats to 
information security, on its own networks, 
or as authorized by another entity, on such 
entity’s networks, employ countermeasures 
and use cybersecurity systems in order to 
obtain, identify, or otherwise possess cyber 
threat information. 

(2) ENTITIES.—Notwithstanding any other 
provision of law, an entity may disclose 
cyber threat information to— 

(A) a cybersecurity center; or 
(B) any other entity in order to assist with 

preventing, investigating, or otherwise miti-
gating threats to information security. 

(3) INFORMATION SECURITY PROVIDERS.—If 
the cyber threat information described in 
paragraph (1) is obtained, identified, or oth-
erwise possessed in the course of providing 
information security products or services 
under contract to another entity, that entity 
shall be given, at any time prior to disclo-
sure of such information, a reasonable oppor-
tunity to authorize or prevent such disclo-
sure, to request anonymization of such infor-
mation, or to request that reasonable efforts 
be made to safeguard such information that 
identifies specific persons from unauthorized 
access or disclosure. 

(b) SIGNIFICANT CYBER INCIDENTS INVOLVING 
FEDERAL INFORMATION SYSTEMS.— 

(1) IN GENERAL.—An entity providing elec-
tronic communication services, remote com-
puting services, or information security 
services to a Federal department or agency 
shall inform the Federal department or agen-
cy of a significant cyber incident involving 
the Federal information system of that Fed-
eral department or agency that— 

(A) is directly known to the entity as a re-
sult of providing such services; 

(B) is directly related to the provision of 
such services by the entity; and 

(C) as determined by the entity, has im-
peded or will impede the performance of a 
critical mission of the Federal department 
or agency. 

(2) ADVANCE COORDINATION.—A Federal de-
partment or agency receiving the services 
described in paragraph (1) shall coordinate in 
advance with an entity described in para-
graph (1) to develop the parameters of any 
information that may be provided under 
paragraph (1), including clarification of the 
type of significant cyber incident that will 
impede the performance of a critical mission 
of the Federal department or agency. 

(3) REPORT.—A Federal department or 
agency shall report information provided 
under this subsection to a cybersecurity cen-
ter. 

(4) CONSTRUCTION.—Any information pro-
vided to a cybersecurity center under para-

graph (3) shall be treated in the same man-
ner as information provided to a cybersecu-
rity center under subsection (a). 

(c) INFORMATION SHARED WITH OR PROVIDED 
TO A CYBERSECURITY CENTER.—Cyber threat 
information provided to a cybersecurity cen-
ter under this section— 

(1) may be disclosed to, retained by, and 
used by, consistent with otherwise applicable 
Federal law, any Federal agency or depart-
ment, component, officer, employee, or 
agent of the Federal government for a cyber-
security purpose, a national security pur-
pose, or in order to prevent, investigate, or 
prosecute any of the offenses listed in sec-
tion 2516 of title 18, United States Code, and 
such information shall not be disclosed to, 
retained by, or used by any Federal agency 
or department for any use not permitted 
under this paragraph; 

(2) may, with the prior written consent of 
the entity submitting such information, be 
disclosed to and used by a State, tribal, or 
local government or government agency for 
the purpose of protecting information sys-
tems, or in furtherance of preventing, inves-
tigating, or prosecuting a criminal act, ex-
cept that if the need for immediate disclo-
sure prevents obtaining written consent, 
such consent may be provided orally with 
subsequent documentation of such consent; 

(3) shall be considered the commercial, fi-
nancial, or proprietary information of the 
entity providing such information to the 
Federal government and any disclosure out-
side the Federal government may only be 
made upon the prior written consent by such 
entity and shall not constitute a waiver of 
any applicable privilege or protection pro-
vided by law, except that if the need for im-
mediate disclosure prevents obtaining writ-
ten consent, such consent may be provided 
orally with subsequent documentation of 
such consent; 

(4) shall be deemed voluntarily shared in-
formation and exempt from disclosure under 
section 552 of title 5, United States Code, and 
any State, tribal, or local law requiring dis-
closure of information or records; 

(5) shall be, without discretion, withheld 
from the public under section 552(b)(3)(B) of 
title 5, United States Code, and any State, 
tribal, or local law requiring disclosure of in-
formation or records; 

(6) shall not be subject to the rules of any 
Federal agency or department or any judi-
cial doctrine regarding ex parte communica-
tions with a decision-making official; 

(7) shall not, if subsequently provided to a 
State, tribal, or local government or govern-
ment agency, otherwise be disclosed or dis-
tributed to any entity by such State, tribal, 
or local government or government agency 
without the prior written consent of the en-
tity submitting such information, notwith-
standing any State, tribal, or local law re-
quiring disclosure of information or records, 
except that if the need for immediate disclo-
sure prevents obtaining written consent, 
such consent may be provided orally with 
subsequent documentation of such consent; 
and 

(8) shall not be directly used by any Fed-
eral, State, tribal, or local department or 
agency to regulate the lawful activities of an 
entity, including activities relating to ob-
taining, identifying, or otherwise possessing 
cyber threat information, except that the 
procedures required to be developed and im-
plemented under this title shall not be con-
sidered regulations within the meaning of 
this paragraph. 

(d) PROCEDURES RELATING TO INFORMATION 
SHARING WITH A CYBERSECURITY CENTER.— 
Not later than 60 days after the date of en-
actment of this Act, the heads of each de-
partment or agency containing a cybersecu-
rity center shall jointly develop, promul-

gate, and submit to Congress procedures to 
ensure that cyber threat information shared 
with or provided to— 

(1) a cybersecurity center under this sec-
tion— 

(A) may be submitted to a cybersecurity 
center by an entity, to the greatest extent 
possible, through a uniform, publicly avail-
able process or format that is easily acces-
sible on the website of such cybersecurity 
center, and that includes the ability to pro-
vide relevant details about the cyber threat 
information and written consent to any sub-
sequent disclosures authorized by this para-
graph; 

(B) shall immediately be further shared 
with each cybersecurity center in order to 
prevent, investigate, or otherwise mitigate 
threats to information security across the 
Federal government; 

(C) is handled by the Federal government 
in a reasonable manner, including consider-
ation of the need to protect the privacy and 
civil liberties of individuals through 
anonymization or other appropriate meth-
ods, while fully accomplishing the objectives 
of this title, and the Federal government 
may undertake efforts consistent with this 
subparagraph to limit the impact on privacy 
and civil liberties of the sharing of cyber 
threat information with the Federal govern-
ment; and 

(D) except as provided in this section, shall 
only be used, disclosed, or handled in accord-
ance with the provisions of subsection (c); 
and 

(2) a Federal agency or department under 
subsection (b) is provided immediately to a 
cybersecurity center in order to prevent, in-
vestigate, or otherwise mitigate threats to 
information security across the Federal gov-
ernment. 

(e) INFORMATION SHARED BETWEEN ENTI-
TIES.— 

(1) IN GENERAL.—An entity sharing cyber 
threat information with another entity 
under this title may restrict the use or shar-
ing of such information by such other entity. 

(2) FURTHER SHARING.—Cyber threat infor-
mation shared by any entity with another 
entity under this title— 

(A) shall only be further shared in accord-
ance with any restrictions placed on the 
sharing of such information by the entity 
authorizing such sharing, such as appro-
priate anonymization of such information; 
and 

(B) may not be used by any entity to gain 
an unfair competitive advantage to the det-
riment of the entity authorizing the sharing 
of such information, except that the conduct 
described in paragraph (3) shall not con-
stitute unfair competitive conduct. 

(3) INFORMATION SHARED WITH STATE, TRIB-
AL, OR LOCAL GOVERNMENT OR GOVERNMENT 
AGENCY.—Cyber threat information shared 
with a State, tribal, or local government or 
government agency under this title— 

(A) may, with the prior written consent of 
the entity sharing such information, be dis-
closed to and used by a State, tribal, or local 
government or government agency for the 
purpose of protecting information systems, 
or in furtherance of preventing, inves-
tigating, or prosecuting a criminal act, ex-
cept if the need for immediate disclosure 
prevents obtaining written consent, consent 
may be provided orally with subsequent doc-
umentation of the consent; 

(B) shall be deemed voluntarily shared in-
formation and exempt from disclosure under 
any State, tribal, or local law requiring dis-
closure of information or records; 

(C) shall not be disclosed or distributed to 
any entity by the State, tribal, or local gov-
ernment or government agency without the 
prior written consent of the entity submit-
ting such information, notwithstanding any 
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State, tribal, or local law requiring disclo-
sure of information or records, except if the 
need for immediate disclosure prevents ob-
taining written consent, consent may be pro-
vided orally with subsequent documentation 
of the consent; and 

(D) shall not be directly used by any State, 
tribal, or local department or agency to reg-
ulate the lawful activities of an entity, in-
cluding activities relating to obtaining, 
identifying, or otherwise possessing cyber 
threat information, except that the proce-
dures required to be developed and imple-
mented under this title shall not be consid-
ered regulations within the meaning of this 
subparagraph. 

(4) ANTITRUST EXEMPTION.—The exchange 
or provision of cyber threat information or 
assistance between 2 or more private entities 
under this title shall not be considered a vio-
lation of any provision of antitrust laws if 
exchanged or provided in order to assist 
with— 

(A) facilitating the prevention, investiga-
tion, or mitigation of threats to information 
security; or 

(B) communicating or disclosing of cyber 
threat information to help prevent, inves-
tigate or otherwise mitigate the effects of a 
threat to information security. 

(5) NO RIGHT OR BENEFIT.—The provision of 
cyber threat information to an entity under 
this section shall not create a right or a ben-
efit to similar information by such entity or 
any other entity. 

(f) FEDERAL PREEMPTION.— 
(1) IN GENERAL.—This section supersedes 

any statute or other law of a State or polit-
ical subdivision of a State that restricts or 
otherwise expressly regulates an activity au-
thorized under this section. 

(2) STATE LAW ENFORCEMENT.—Nothing in 
this section shall be construed to supersede 
any statute or other law of a State or polit-
ical subdivision of a State concerning the 
use of authorized law enforcement tech-
niques. 

(3) PUBLIC DISCLOSURE.—No information 
shared with or provided to a State, tribal, or 
local government or government agency pur-
suant to this section shall be made publicly 
available pursuant to any State, tribal, or 
local law requiring disclosure of information 
or records. 

(g) CIVIL AND CRIMINAL LIABILITY.— 
(1) GENERAL PROTECTIONS.— 
(A) PRIVATE ENTITIES.—No cause of action 

shall lie or be maintained in any court 
against any private entity for— 

(i) the use of countermeasures and cyberse-
curity systems as authorized by this title; 

(ii) the use, receipt, or disclosure of any 
cyber threat information as authorized by 
this title; or 

(iii) the subsequent actions or inactions of 
any lawful recipient of cyber threat informa-
tion provided by such private entity. 

(B) ENTITIES.—No cause of action shall lie 
or be maintained in any court against any 
entity for— 

(i) the use, receipt, or disclosure of any 
cyber threat information as authorized by 
this title; or 

(ii) the subsequent actions or inactions of 
any lawful recipient of cyber threat informa-
tion provided by such entity. 

(2) CONSTRUCTION.—Nothing in this sub-
section shall be construed as creating any 
immunity against, or otherwise affecting, 
any action brought by the Federal govern-
ment, or any agency or department thereof, 
to enforce any law, executive order, or proce-
dure governing the appropriate handling, dis-
closure, and use of classified information. 

(h) OTHERWISE LAWFUL DISCLOSURES.— 
Nothing in this section shall be construed to 
limit or prohibit otherwise lawful disclo-
sures of communications, records, or other 

information by a private entity to any other 
governmental or private entity not covered 
under this section. 

(i) WHISTLEBLOWER PROTECTION.—Nothing 
in this Act shall be construed to preempt or 
preclude any employee from exercising 
rights currently provided under any whistle-
blower law, rule, or regulation. 

(j) RELATIONSHIP TO OTHER LAWS.—The 
submission of cyber threat information 
under this section to a cybersecurity center 
shall not affect any requirement under any 
other provision of law for an entity to pro-
vide information to the Federal government. 
SEC. 103. INFORMATION SHARING BY THE FED-

ERAL GOVERNMENT. 
(a) CLASSIFIED INFORMATION.— 
(1) PROCEDURES.—Consistent with the pro-

tection of intelligence sources and methods, 
and as otherwise determined appropriate, the 
Director of National Intelligence and the 
Secretary of Defense, in consultation with 
the heads of the appropriate Federal depart-
ments or agencies, shall develop and promul-
gate procedures to facilitate and promote— 

(A) the immediate sharing, through the cy-
bersecurity centers, of classified cyber 
threat information in the possession of the 
Federal government with appropriately 
cleared representatives of any appropriate 
entity; and 

(B) the declassification and immediate 
sharing, through the cybersecurity centers, 
with any entity or, if appropriate, public 
availability of cyber threat information in 
the possession of the Federal government; 

(2) HANDLING OF CLASSIFIED INFORMATION.— 
The procedures developed under paragraph 
(1) shall ensure that each entity receiving 
classified cyber threat information pursuant 
to this section has acknowledged in writing 
the ongoing obligation to comply with all 
laws, executive orders, and procedures con-
cerning the appropriate handling, disclosure, 
or use of classified information. 

(b) UNCLASSIFIED CYBER THREAT INFORMA-
TION.—The heads of each department or 
agency containing a cybersecurity center 
shall jointly develop and promulgate proce-
dures that ensure that, consistent with the 
provisions of this section, unclassified, in-
cluding controlled unclassified, cyber threat 
information in the possession of the Federal 
government— 

(1) is shared, through the cybersecurity 
centers, in an immediate and adequate man-
ner with appropriate entities; and 

(2) if appropriate, is made publicly avail-
able. 

(c) DEVELOPMENT OF PROCEDURES.— 
(1) IN GENERAL.—The procedures developed 

under this section shall incorporate, to the 
greatest extent possible, existing processes 
utilized by sector specific information shar-
ing and analysis centers. 

(2) COORDINATION WITH ENTITIES.—In devel-
oping the procedures required under this sec-
tion, the Director of National Intelligence 
and the heads of each department or agency 
containing a cybersecurity center shall co-
ordinate with appropriate entities to ensure 
that protocols are implemented that will fa-
cilitate and promote the sharing of cyber 
threat information by the Federal govern-
ment. 

(d) ADDITIONAL RESPONSIBILITIES OF CYBER-
SECURITY CENTERS.—Consistent with section 
102, a cybersecurity center shall— 

(1) facilitate information sharing, inter-
action, and collaboration among and be-
tween cybersecurity centers and— 

(A) other Federal entities; 
(B) any entity; and 
(C) international partners, in consultation 

with the Secretary of State; 
(2) disseminate timely and actionable cy-

bersecurity threat, vulnerability, mitiga-
tion, and warning information, including 

alerts, advisories, indicators, signatures, and 
mitigation and response measures, to im-
prove the security and protection of informa-
tion systems; and 

(3) coordinate with other Federal entities, 
as appropriate, to integrate information 
from across the Federal government to pro-
vide situational awareness of the cybersecu-
rity posture of the United States. 

(e) SHARING WITHIN THE FEDERAL GOVERN-
MENT.—The heads of appropriate Federal de-
partments and agencies shall ensure that 
cyber threat information in the possession of 
such Federal departments or agencies that 
relates to the prevention, investigation, or 
mitigation of threats to information secu-
rity across the Federal government is shared 
effectively with the cybersecurity centers. 

(f) SUBMISSION TO CONGRESS.—Not later 
than 60 days after the date of enactment of 
this Act, the Director of National Intel-
ligence, in coordination with the appropriate 
head of a department or an agency con-
taining a cybersecurity center, shall submit 
the procedures required by this section to 
Congress. 
SEC. 104. CONSTRUCTION. 

(a) INFORMATION SHARING RELATIONSHIPS.— 
Nothing in this title shall be construed— 

(1) to limit or modify an existing informa-
tion sharing relationship; 

(2) to prohibit a new information sharing 
relationship; 

(3) to require a new information sharing re-
lationship between any entity and the Fed-
eral government, except as specified under 
section 102(b); or 

(4) to modify the authority of a depart-
ment or agency of the Federal government 
to protect sources and methods and the na-
tional security of the United States. 

(b) ANTI-TASKING RESTRICTION.—Nothing in 
this title shall be construed to permit the 
Federal government— 

(1) to require an entity to share informa-
tion with the Federal government, except as 
expressly provided under section 102(b); or 

(2) to condition the sharing of cyber threat 
information with an entity on such entity’s 
provision of cyber threat information to the 
Federal government. 

(c) NO LIABILITY FOR NON-PARTICIPATION.— 
Nothing in this title shall be construed to 
subject any entity to liability for choosing 
not to engage in the voluntary activities au-
thorized under this title. 

(d) USE AND RETENTION OF INFORMATION.— 
Nothing in this title shall be construed to 
authorize, or to modify any existing author-
ity of, a department or agency of the Federal 
government to retain or use any information 
shared under section 102 for any use other 
than a use permitted under subsection 
102(c)(1). 

(e) NO NEW FUNDING.—An applicable Fed-
eral agency shall carry out the provisions of 
this title with existing facilities and funds 
otherwise available, through such means as 
the head of the agency considers appropriate. 
SEC. 105. REPORT ON IMPLEMENTATION. 

(a) CONTENT OF REPORT.—Not later than 1 
year after the date of enactment of this Act, 
and biennially thereafter, the heads of each 
department or agency containing a cyberse-
curity center shall jointly submit, in coordi-
nation with the privacy and civil liberties of-
ficials of such departments or agencies and 
the Privacy and Civil Liberties Oversight 
Board, a detailed report to Congress con-
cerning the implementation of this title, in-
cluding— 

(1) an assessment of the sufficiency of the 
procedures developed under section 103 of 
this Act in ensuring that cyber threat infor-
mation in the possession of the Federal gov-
ernment is provided in an immediate and 
adequate manner to appropriate entities or, 
if appropriate, is made publicly available; 
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(2) an assessment of whether information 

has been appropriately classified and an ac-
counting of the number of security clear-
ances authorized by the Federal government 
for purposes of this title; 

(3) a review of the type of cyber threat in-
formation shared with a cybersecurity cen-
ter under section 102 of this Act, including 
whether such information meets the defini-
tion of cyber threat information under sec-
tion 101, the degree to which such informa-
tion may impact the privacy and civil lib-
erties of individuals, any appropriate 
metrics to determine any impact of the shar-
ing of such information with the Federal 
government on privacy and civil liberties, 
and the adequacy of any steps taken to re-
duce such impact; 

(4) a review of actions taken by the Federal 
government based on information provided 
to a cybersecurity center under section 102 of 
this Act, including the appropriateness of 
any subsequent use under section 102(c)(1) of 
this Act and whether there was inappro-
priate stovepiping within the Federal gov-
ernment of any such information; 

(5) a description of any violations of the re-
quirements of this title by the Federal gov-
ernment; 

(6) a classified list of entities that received 
classified information from the Federal gov-
ernment under section 103 of this Act and a 
description of any indication that such infor-
mation may not have been appropriately 
handled; 

(7) a summary of any breach of informa-
tion security, if known, attributable to a 
specific failure by any entity or the Federal 
government to act on cyber threat informa-
tion in the possession of such entity or the 
Federal government that resulted in sub-
stantial economic harm or injury to a spe-
cific entity or the Federal government; and 

(8) any recommendation for improvements 
or modifications to the authorities under 
this title. 

(b) FORM OF REPORT.—The report under 
subsection (a) shall be submitted in unclassi-
fied form, but shall include a classified 
annex. 
SEC. 106. INSPECTOR GENERAL REVIEW. 

(a) IN GENERAL.—The Council of the In-
spectors General on Integrity and Efficiency 
are authorized to review compliance by the 
cybersecurity centers, and by any Federal 
department or agency receiving cyber threat 
information from such cybersecurity cen-
ters, with the procedures required under sec-
tion 102 of this Act. 

(b) SCOPE OF REVIEW.—The review under 
subsection (a) shall consider whether the 
Federal government has handled such cyber 
threat information in a reasonable manner, 
including consideration of the need to pro-
tect the privacy and civil liberties of individ-
uals through anonymization or other appro-
priate methods, while fully accomplishing 
the objectives of this title. 

(c) REPORT TO CONGRESS.—Each review 
conducted under this section shall be pro-
vided to Congress not later than 30 days after 
the date of completion of the review. 
SEC. 107. TECHNICAL AMENDMENTS. 

Section 552(b) of title 5, United States 
Code, is amended— 

(1) in paragraph (8), by striking ‘‘or’’; 
(2) in paragraph (9), by striking ‘‘wells.’’ 

and inserting ‘‘wells; or’’; and 
(3) by adding at the end the following: 
‘‘(10) information shared with or provided 

to a cybersecurity center under section 102 of 
title I of the Strengthening and Enhancing 
Cybersecurity by Using Research, Education, 
Information, and Technology Act of 2012.’’. 
SEC. 108. ACCESS TO CLASSIFIED INFORMATION. 

(a) AUTHORIZATION REQUIRED.—No person 
shall be provided with access to classified in-

formation (as defined in section 6.1 of Execu-
tive Order 13526 (50 U.S.C. 435 note; relating 
to classified national security information)) 
relating to cyber security threats or cyber 
security vulnerabilities under this title with-
out the appropriate security clearances. 

(b) SECURITY CLEARANCES.—The appro-
priate Federal agencies or departments 
shall, consistent with applicable procedures 
and requirements, and if otherwise deemed 
appropriate, assist an individual in timely 
obtaining an appropriate security clearance 
where such individual has been determined 
to be eligible for such clearance and has a 
need-to-know (as defined in section 6.1 of 
that Executive Order) classified information 
to carry out this title. 

TITLE II—COORDINATION OF FEDERAL 
INFORMATION SECURITY POLICY 

SEC. 201. COORDINATION OF FEDERAL INFORMA-
TION SECURITY POLICY. 

(a) IN GENERAL.—Chapter 35 of title 44, 
United States Code, is amended by striking 
subchapters II and III and inserting the fol-
lowing: 

‘‘SUBCHAPTER II—INFORMATION 
SECURITY 

‘‘§ 3551. Purposes 
‘‘The purposes of this subchapter are— 
‘‘(1) to provide a comprehensive framework 

for ensuring the effectiveness of information 
security controls over information resources 
that support Federal operations and assets; 

‘‘(2) to recognize the highly networked na-
ture of the current Federal computing envi-
ronment and provide effective government- 
wide management of policies, directives, 
standards, and guidelines, as well as effec-
tive and nimble oversight of and response to 
information security risks, including coordi-
nation of information security efforts 
throughout the Federal civilian, national se-
curity, and law enforcement communities; 

‘‘(3) to provide for development and main-
tenance of controls required to protect agen-
cy information and information systems and 
contribute to the overall improvement of 
agency information security posture; 

‘‘(4) to provide for the development of tools 
and methods to assess and respond to real- 
time situational risk for Federal informa-
tion system operations and assets; and 

‘‘(5) to provide a mechanism for improving 
agency information security programs 
through continuous monitoring of agency in-
formation systems and streamlined report-
ing requirements rather than overly pre-
scriptive manual reporting. 
‘‘§ 3552. Definitions 

‘‘In this subchapter: 
‘‘(1) ADEQUATE SECURITY.—The term ‘ade-

quate security’ means security commensu-
rate with the risk and magnitude of the 
harm resulting from the unauthorized access 
to or loss, misuse, destruction, or modifica-
tion of information. 

‘‘(2) AGENCY.—The term ‘agency’ has the 
meaning given the term in section 3502 of 
title 44. 

‘‘(3) CYBERSECURITY CENTER.—The term 
‘cybersecurity center’ means the Depart-
ment of Defense Cyber Crime Center, the In-
telligence Community Incident Response 
Center, the United States Cyber Command 
Joint Operations Center, the National Cyber 
Investigative Joint Task Force, the National 
Security Agency/Central Security Service 
Threat Operations Center, the National Cy-
bersecurity and Communications Integration 
Center, and any successor center. 

‘‘(4) CYBER THREAT INFORMATION.—The 
term ‘cyber threat information’ means infor-
mation that indicates or describes— 

‘‘(A) a technical or operation vulnerability 
or a cyber threat mitigation measure; 

‘‘(B) an action or operation to mitigate a 
cyber threat; 

‘‘(C) malicious reconnaissance, including 
anomalous patterns of network activity that 
appear to be transmitted for the purpose of 
gathering technical information related to a 
cybersecurity threat; 

‘‘(D) a method of defeating a technical con-
trol; 

‘‘(E) a method of defeating an operational 
control; 

‘‘(F) network activity or protocols known 
to be associated with a malicious cyber actor 
or that signify malicious cyber intent; 

‘‘(G) a method of causing a user with le-
gitimate access to an information system or 
information that is stored on, processed by, 
or transiting an information system to inad-
vertently enable the defeat of a technical or 
operational control; 

‘‘(H) any other attribute of a cybersecurity 
threat or cyber defense information that 
would foster situational awareness of the 
United States cybersecurity posture, if dis-
closure of such attribute or information is 
not otherwise prohibited by law; 

‘‘(I) the actual or potential harm caused by 
a cyber incident, including information 
exfiltrated when it is necessary in order to 
identify or describe a cybersecurity threat; 
or 

‘‘(J) any combination of subparagraphs (A) 
through (I). 

‘‘(5) DIRECTOR.—The term ‘Director’ means 
the Director of the Office of Management 
and Budget unless otherwise specified. 

‘‘(6) ENVIRONMENT OF OPERATION.—The 
term ‘environment of operation’ means the 
information system and environment in 
which those systems operate, including 
changing threats, vulnerabilities, tech-
nologies, and missions and business prac-
tices. 

‘‘(7) FEDERAL INFORMATION SYSTEM.—The 
term ‘Federal information system’ means an 
information system used or operated by an 
executive agency, by a contractor of an exec-
utive agency, or by another organization on 
behalf of an executive agency. 

‘‘(8) INCIDENT.—The term ‘incident’ means 
an occurrence that— 

‘‘(A) actually or imminently jeopardizes 
the integrity, confidentiality, or availability 
of an information system or the information 
that system controls, processes, stores, or 
transmits; or 

‘‘(B) constitutes a violation of law or an 
imminent threat of violation of a law, a se-
curity policy, a security procedure, or an ac-
ceptable use policy. 

‘‘(9) INFORMATION RESOURCES.—The term 
‘information resources’ has the meaning 
given the term in section 3502 of title 44. 

‘‘(10) INFORMATION SECURITY.—The term 
‘information security’ means protecting in-
formation and information systems from dis-
ruption or unauthorized access, use, disclo-
sure, modification, or destruction in order to 
provide— 

‘‘(A) integrity, by guarding against im-
proper information modification or destruc-
tion, including by ensuring information non-
repudiation and authenticity; 

‘‘(B) confidentiality, by preserving author-
ized restrictions on access and disclosure, in-
cluding means for protecting personal pri-
vacy and proprietary information; or 

‘‘(C) availability, by ensuring timely and 
reliable access to and use of information. 

‘‘(11) INFORMATION SYSTEM.—The term ‘in-
formation system’ has the meaning given the 
term in section 3502 of title 44. 

‘‘(12) INFORMATION TECHNOLOGY.—The term 
‘information technology’ has the meaning 
given the term in section 11101 of title 40. 

‘‘(13) MALICIOUS RECONNAISSANCE.—The 
term ‘malicious reconnaissance’ means a 
method for actively probing or passively 
monitoring an information system for the 
purpose of discerning technical 
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vulnerabilities of the information system, if 
such method is associated with a known or 
suspected cybersecurity threat. 

‘‘(14) NATIONAL SECURITY SYSTEM.— 
‘‘(A) IN GENERAL.—The term ‘national secu-

rity system’ means any information system 
(including any telecommunications system) 
used or operated by an agency or by a con-
tractor of an agency, or other organization 
on behalf of an agency— 

‘‘(i) the function, operation, or use of 
which— 

‘‘(I) involves intelligence activities; 
‘‘(II) involves cryptologic activities related 

to national security; 
‘‘(III) involves command and control of 

military forces; 
‘‘(IV) involves equipment that is an inte-

gral part of a weapon or weapons system; or 
‘‘(V) subject to subparagraph (B), is crit-

ical to the direct fulfillment of military or 
intelligence missions; or 

‘‘(ii) is protected at all times by procedures 
established for information that have been 
specifically authorized under criteria estab-
lished by an Executive Order or an Act of 
Congress to be kept classified in the interest 
of national defense or foreign policy. 

‘‘(B) LIMITATION.—Subparagraph (A)(i)(V) 
does not include a system that is to be used 
for routine administrative and business ap-
plications (including payroll, finance, logis-
tics, and personnel management applica-
tions). 

‘‘(15) OPERATIONAL CONTROL.—The term 
‘operational control’ means a security con-
trol for an information system that pri-
marily is implemented and executed by peo-
ple. 

‘‘(16) PERSON.—The term ‘person’ has the 
meaning given the term in section 3502 of 
title 44. 

‘‘(17) SECRETARY.—The term ‘Secretary’ 
means the Secretary of Commerce unless 
otherwise specified. 

‘‘(18) SECURITY CONTROL.—The term ‘secu-
rity control’ means the management, oper-
ational, and technical controls, including 
safeguards or countermeasures, prescribed 
for an information system to protect the 
confidentiality, integrity, and availability of 
the system and its information. 

‘‘(19) SIGNIFICANT CYBER INCIDENT.—The 
term ‘significant cyber incident’ means a 
cyber incident resulting in, or an attempted 
cyber incident that, if successful, would have 
resulted in— 

‘‘(A) the exfiltration from a Federal infor-
mation system of data that is essential to 
the operation of the Federal information sys-
tem; or 

‘‘(B) an incident in which an operational or 
technical control essential to the security or 
operation of a Federal information system 
was defeated. 

‘‘(20) TECHNICAL CONTROL.—The term ‘tech-
nical control’ means a hardware or software 
restriction on, or audit of, access or use of an 
information system or information that is 
stored on, processed by, or transiting an in-
formation system that is intended to ensure 
the confidentiality, integrity, or availability 
of that system. 
‘‘§ 3553. Federal information security author-

ity and coordination 
‘‘(a) IN GENERAL.—The Secretary, in con-

sultation with the Secretary of Homeland 
Security, shall— 

‘‘(1) issue compulsory and binding policies 
and directives governing agency information 
security operations, and require implemen-
tation of such policies and directives, includ-
ing— 

‘‘(A) policies and directives consistent with 
the standards and guidelines promulgated 
under section 11331 of title 40 to identify and 
provide information security protections 

prioritized and commensurate with the risk 
and impact resulting from the unauthorized 
access, use, disclosure, disruption, modifica-
tion, or destruction of— 

‘‘(i) information collected or maintained 
by or on behalf of an agency; or 

‘‘(ii) information systems used or operated 
by an agency or by a contractor of an agency 
or other organization on behalf of an agency; 

‘‘(B) minimum operational requirements 
for Federal Government to protect agency 
information systems and provide common 
situational awareness across all agency in-
formation systems; 

‘‘(C) reporting requirements, consistent 
with relevant law, regarding information se-
curity incidents and cyber threat informa-
tion; 

‘‘(D) requirements for agencywide informa-
tion security programs; 

‘‘(E) performance requirements and 
metrics for the security of agency informa-
tion systems; 

‘‘(F) training requirements to ensure that 
agencies are able to fully and timely comply 
with the policies and directives issued by the 
Secretary under this subchapter; 

‘‘(G) training requirements regarding pri-
vacy, civil rights, and civil liberties, and in-
formation oversight for agency information 
security personnel; 

‘‘(H) requirements for the annual reports 
to the Secretary under section 3554(d); 

‘‘(I) any other information security oper-
ations or information security requirements 
as determined by the Secretary in coordina-
tion with relevant agency heads; and 

‘‘(J) coordinating the development of 
standards and guidelines under section 20 of 
the National Institute of Standards and 
Technology Act (15 U.S.C. 278g–3) with agen-
cies and offices operating or exercising con-
trol of national security systems (including 
the National Security Agency) to assure, to 
the maximum extent feasible, that such 
standards and guidelines are complementary 
with standards and guidelines developed for 
national security systems; 

‘‘(2) review the agencywide information se-
curity programs under section 3554; and 

‘‘(3) designate an individual or an entity at 
each cybersecurity center, among other re-
sponsibilities— 

‘‘(A) to receive reports and information 
about information security incidents, cyber 
threat information, and deterioration of se-
curity control affecting agency information 
systems; and 

‘‘(B) to act on or share the information 
under subparagraph (A) in accordance with 
this subchapter. 

‘‘(b) CONSIDERATIONS.—When issuing poli-
cies and directives under subsection (a), the 
Secretary shall consider any applicable 
standards or guidelines developed by the Na-
tional Institute of Standards and Technology 
under section 11331 of title 40. 

‘‘(c) LIMITATION OF AUTHORITY.—The au-
thorities of the Secretary under this section 
shall not apply to national security systems. 
Information security policies, directives, 
standards and guidelines for national secu-
rity systems shall be overseen as directed by 
the President and, in accordance with that 
direction, carried out under the authority of 
the heads of agencies that operate or exer-
cise authority over such national security 
systems. 

‘‘(d) STATUTORY CONSTRUCTION.—Nothing 
in this subchapter shall be construed to alter 
or amend any law regarding the authority of 
any head of an agency over such agency. 
‘‘§ 3554. Agency responsibilities 

‘‘(a) IN GENERAL.—The head of each agency 
shall— 

‘‘(1) be responsible for— 
‘‘(A) complying with the policies and direc-

tives issued under section 3553; 

‘‘(B) providing information security pro-
tections commensurate with the risk result-
ing from unauthorized access, use, disclo-
sure, disruption, modification, or destruction 
of— 

‘‘(i) information collected or maintained 
by the agency or by a contractor of an agen-
cy or other organization on behalf of an 
agency; and 

‘‘(ii) information systems used or operated 
by an agency or by a contractor of an agency 
or other organization on behalf of an agency; 

‘‘(C) complying with the requirements of 
this subchapter, including— 

‘‘(i) information security standards and 
guidelines promulgated under section 11331 
of title 40; 

‘‘(ii) for any national security systems op-
erated or controlled by that agency, infor-
mation security policies, directives, stand-
ards and guidelines issued as directed by the 
President; and 

‘‘(iii) for any non-national security sys-
tems operated or controlled by that agency, 
information security policies, directives, 
standards and guidelines issued under sec-
tion 3553; 

‘‘(D) ensuring that information security 
management processes are integrated with 
agency strategic and operational planning 
processes; 

‘‘(E) reporting and sharing, for an agency 
operating or exercising control of a national 
security system, information about informa-
tion security incidents, cyber threat infor-
mation, and deterioration of security con-
trols to the individual or entity designated 
at each cybersecurity center and to other ap-
propriate entities consistent with policies 
and directives for national security systems 
issued as directed by the President; and 

‘‘(F) reporting and sharing, for those agen-
cies operating or exercising control of non- 
national security systems, information 
about information security incidents, cyber 
threat information, and deterioration of se-
curity controls to the individual or entity 
designated at each cybersecurity center and 
to other appropriate entities consistent with 
policies and directives for non-national secu-
rity systems as prescribed under section 
3553(a), including information to assist the 
entity designated under section 3555(a) with 
the ongoing security analysis under section 
3555; 

‘‘(2) ensure that each senior agency official 
provides information security for the infor-
mation and information systems that sup-
port the operations and assets under the sen-
ior agency official’s control, including by— 

‘‘(A) assessing the risk and impact that 
could result from the unauthorized access, 
use, disclosure, disruption, modification, or 
destruction of such information or informa-
tion systems; 

‘‘(B) determining the level of information 
security appropriate to protect such infor-
mation and information systems in accord-
ance with policies and directives issued 
under section 3553(a), and standards and 
guidelines promulgated under section 11331 
of title 40 for information security classifica-
tions and related requirements; 

‘‘(C) implementing policies, procedures, 
and capabilities to reduce risks to an accept-
able level in a cost-effective manner; 

‘‘(D) actively monitoring the effective im-
plementation of information security con-
trols and techniques; and 

‘‘(E) reporting information about informa-
tion security incidents, cyber threat infor-
mation, and deterioration of security con-
trols in a timely and adequate manner to the 
entity designated under section 3553(a)(3) in 
accordance with paragraph (1); 

‘‘(3) assess and maintain the resiliency of 
information technology systems critical to 
agency mission and operations; 
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‘‘(4) designate the agency Inspector Gen-

eral (or an independent entity selected in 
consultation with the Director and the Coun-
cil of Inspectors General on Integrity and Ef-
ficiency if the agency does not have an In-
spector General) to conduct the annual inde-
pendent evaluation required under section 
3556, and allow the agency Inspector General 
to contract with an independent entity to 
perform such evaluation; 

‘‘(5) delegate to the Chief Information Offi-
cer or equivalent (or to a senior agency offi-
cial who reports to the Chief Information Of-
ficer or equivalent)— 

‘‘(A) the authority and primary responsi-
bility to implement an agencywide informa-
tion security program; and 

‘‘(B) the authority to provide information 
security for the information collected and 
maintained by the agency (or by a con-
tractor, other agency, or other source on be-
half of the agency) and for the information 
systems that support the operations, assets, 
and mission of the agency (including any in-
formation system provided or managed by a 
contractor, other agency, or other source on 
behalf of the agency); 

‘‘(6) delegate to the appropriate agency of-
ficial (who is responsible for a particular 
agency system or subsystem) the responsi-
bility to ensure and enforce compliance with 
all requirements of the agency’s agencywide 
information security program in coordina-
tion with the Chief Information Officer or 
equivalent (or the senior agency official who 
reports to the Chief Information Officer or 
equivalent) under paragraph (5); 

‘‘(7) ensure that an agency has trained per-
sonnel who have obtained any necessary se-
curity clearances to permit them to assist 
the agency in complying with this sub-
chapter; 

‘‘(8) ensure that the Chief Information Offi-
cer or equivalent (or the senior agency offi-
cial who reports to the Chief Information Of-
ficer or equivalent) under paragraph (5), in 
coordination with other senior agency offi-
cials, reports to the agency head on the ef-
fectiveness of the agencywide information 
security program, including the progress of 
any remedial actions; and 

‘‘(9) ensure that the Chief Information Offi-
cer or equivalent (or the senior agency offi-
cial who reports to the Chief Information Of-
ficer or equivalent) under paragraph (5) has 
the necessary qualifications to administer 
the functions described in this subchapter 
and has information security duties as a pri-
mary duty of that official. 

‘‘(b) CHIEF INFORMATION OFFICERS.—Each 
Chief Information Officer or equivalent (or 
the senior agency official who reports to the 
Chief Information Officer or equivalent) 
under subsection (a)(5) shall— 

‘‘(1) establish and maintain an enterprise 
security operations capability that on a con-
tinuous basis— 

‘‘(A) detects, reports, contains, mitigates, 
and responds to information security inci-
dents that impair adequate security of the 
agency’s information or information system 
in a timely manner and in accordance with 
the policies and directives under section 3553; 
and 

‘‘(B) reports any information security inci-
dent under subparagraph (A) to the entity 
designated under section 3555; 

‘‘(2) develop, maintain, and oversee an 
agencywide information security program; 

‘‘(3) develop, maintain, and oversee infor-
mation security policies, procedures, and 
control techniques to address applicable re-
quirements, including requirements under 
section 3553 of this title and section 11331 of 
title 40; and 

‘‘(4) train and oversee the agency personnel 
who have significant responsibility for infor-

mation security with respect to that respon-
sibility. 

‘‘(c) AGENCYWIDE INFORMATION SECURITY 
PROGRAMS.— 

‘‘(1) IN GENERAL.—Each agencywide infor-
mation security program under subsection 
(b)(2) shall include— 

‘‘(A) relevant security risk assessments, 
including technical assessments and others 
related to the acquisition process; 

‘‘(B) security testing commensurate with 
risk and impact; 

‘‘(C) mitigation of deterioration of security 
controls commensurate with risk and im-
pact; 

‘‘(D) risk-based continuous monitoring and 
threat assessment of the operational status 
and security of agency information systems 
to enable evaluation of the effectiveness of 
and compliance with information security 
policies, procedures, and practices, including 
a relevant and appropriate selection of secu-
rity controls of information systems identi-
fied in the inventory under section 3505(c); 

‘‘(E) operation of appropriate technical ca-
pabilities in order to detect, mitigate, re-
port, and respond to information security in-
cidents, cyber threat information, and dete-
rioration of security controls in a manner 
that is consistent with the policies and di-
rectives under section 3553, including— 

‘‘(i) mitigating risks associated with such 
information security incidents; 

‘‘(ii) notifying and consulting with the en-
tity designated under section 3555; and 

‘‘(iii) notifying and consulting with, as ap-
propriate— 

‘‘(I) law enforcement and the relevant Of-
fice of the Inspector General; and 

‘‘(II) any other entity, in accordance with 
law and as directed by the President; 

‘‘(F) a process to ensure that remedial ac-
tion is taken to address any deficiencies in 
the information security policies, proce-
dures, and practices of the agency; and 

‘‘(G) a plan and procedures to ensure the 
continuity of operations for information sys-
tems that support the operations and assets 
of the agency. 

‘‘(2) RISK MANAGEMENT STRATEGIES.—Each 
agencywide information security program 
under subsection (b)(2) shall include the de-
velopment and maintenance of a risk man-
agement strategy for information security. 
The risk management strategy shall in-
clude— 

‘‘(A) consideration of information security 
incidents, cyber threat information, and de-
terioration of security controls; and 

‘‘(B) consideration of the consequences 
that could result from the unauthorized ac-
cess, use, disclosure, disruption, modifica-
tion, or destruction of information and infor-
mation systems that support the operations 
and assets of the agency, including any in-
formation system provided or managed by a 
contractor, other agency, or other source on 
behalf of the agency; 

‘‘(3) POLICIES AND PROCEDURES.—Each agen-
cywide information security program under 
subsection (b)(2) shall include policies and 
procedures that— 

‘‘(A) are based on the risk management 
strategy under paragraph (2); 

‘‘(B) reduce information security risks to 
an acceptable level in a cost-effective man-
ner; 

‘‘(C) ensure that cost-effective and ade-
quate information security is addressed as 
part of the acquisition and ongoing manage-
ment of each agency information system; 
and 

‘‘(D) ensure compliance with— 
‘‘(i) this subchapter; and 
‘‘(ii) any other applicable requirements. 
‘‘(4) TRAINING REQUIREMENTS.—Each agen-

cywide information security program under 
subsection (b)(2) shall include information 

security, privacy, civil rights, civil liberties, 
and information oversight training that 
meets any applicable requirements under 
section 3553. The training shall inform each 
information security personnel that has ac-
cess to agency information systems (includ-
ing contractors and other users of informa-
tion systems that support the operations and 
assets of the agency) of— 

‘‘(A) the information security risks associ-
ated with the information security person-
nel’s activities; and 

‘‘(B) the individual’s responsibility to com-
ply with the agency policies and procedures 
that reduce the risks under subparagraph 
(A). 

‘‘(d) ANNUAL REPORT.—Each agency shall 
submit a report annually to the Secretary of 
Homeland Security on its agencywide infor-
mation security program and information 
systems. 
‘‘§ 3555. Multiagency ongoing threat assess-

ment 
‘‘(a) IMPLEMENTATION.—The Director of the 

Office of Management and Budget, in coordi-
nation with the Secretary of Homeland Secu-
rity, shall designate an entity to implement 
ongoing security analysis concerning agency 
information systems— 

‘‘(1) based on cyber threat information; 
‘‘(2) based on agency information system 

and environment of operation changes, in-
cluding— 

‘‘(A) an ongoing evaluation of the informa-
tion system security controls; and 

‘‘(B) the security state, risk level, and en-
vironment of operation of an agency infor-
mation system, including— 

‘‘(i) a change in risk level due to a new 
cyber threat; 

‘‘(ii) a change resulting from a new tech-
nology; 

‘‘(iii) a change resulting from the agency’s 
mission; and 

‘‘(iv) a change resulting from the business 
practice; and 

‘‘(3) using automated processes to the max-
imum extent possible— 

‘‘(A) to increase information system secu-
rity; 

‘‘(B) to reduce paper-based reporting re-
quirements; and 

‘‘(C) to maintain timely and actionable 
knowledge of the state of the information 
system security. 

‘‘(b) STANDARDS.—The National Institute 
of Standards and Technology may promul-
gate standards, in coordination with the Sec-
retary of Homeland Security, to assist an 
agency with its duties under this section. 

‘‘(c) COMPLIANCE.—The head of each appro-
priate department and agency shall be re-
sponsible for ensuring compliance and imple-
menting necessary procedures to comply 
with this section. The head of each appro-
priate department and agency, in consulta-
tion with the Director of the Office of Man-
agement and Budget and the Secretary of 
Homeland Security, shall— 

‘‘(1) monitor compliance under this sec-
tion; 

‘‘(2) develop a timeline and implement for 
the department or agency— 

‘‘(A) adoption of any technology, system, 
or method that facilitates continuous moni-
toring and threat assessments of an agency 
information system; 

‘‘(B) adoption or updating of any tech-
nology, system, or method that prevents, de-
tects, or remediates a significant cyber inci-
dent to a Federal information system of the 
department or agency that has impeded, or 
is reasonably likely to impede, the perform-
ance of a critical mission of the department 
or agency; and 

‘‘(C) adoption of any technology, system, 
or method that satisfies a requirement under 
this section. 
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‘‘(d) LIMITATION OF AUTHORITY.—The au-

thorities of the Director of the Office of Man-
agement and Budget and of the Secretary of 
Homeland Security under this section shall 
not apply to national security systems. 

‘‘(e) REPORT.—Not later than 6 months 
after the date of enactment of the Strength-
ening and Enhancing Cybersecurity by Using 
Research, Education, Information, and Tech-
nology Act of 2012, the Government Account-
ability Office shall issue a report evaluating 
each agency’s status toward implementing 
this section. 
‘‘§ 3556. Independent evaluations 

‘‘(a) IN GENERAL.—The Council of the In-
spectors General on Integrity and Efficiency, 
in consultation with the Director and the 
Secretary of Homeland Security, the Sec-
retary of Commerce, and the Secretary of 
Defense, shall issue and maintain criteria for 
the timely, cost-effective, risk-based, and 
independent evaluation of each agencywide 
information security program (and prac-
tices) to determine the effectiveness of the 
agencywide information security program 
(and practices). The criteria shall include 
measures to assess any conflicts of interest 
in the performance of the evaluation and 
whether the agencywide information secu-
rity program includes appropriate safeguards 
against disclosure of information where such 
disclosure may adversely affect information 
security. 

‘‘(b) ANNUAL INDEPENDENT EVALUATIONS.— 
Each agency shall perform an annual inde-
pendent evaluation of its agencywide infor-
mation security program (and practices) in 
accordance with the criteria under sub-
section (a). 

‘‘(c) DISTRIBUTION OF REPORTS.—Not later 
than 30 days after receiving an independent 
evaluation under subsection (b), each agency 
head shall transmit a copy of the inde-
pendent evaluation to the Secretary of 
Homeland Security, the Secretary of Com-
merce, and the Secretary of Defense. 

‘‘(d) NATIONAL SECURITY SYSTEMS.—Eval-
uations involving national security systems 
shall be conducted as directed by President. 
‘‘§ 3557. National security systems. 

‘‘The head of each agency operating or ex-
ercising control of a national security sys-
tem shall be responsible for ensuring that 
the agency— 

‘‘(1) provides information security protec-
tions commensurate with the risk and mag-
nitude of the harm resulting from the unau-
thorized access, use, disclosure, disruption, 
modification, or destruction of the informa-
tion contained in such system; and 

‘‘(2) implements information security poli-
cies and practices as required by standards 
and guidelines for national security systems, 
issued in accordance with law and as di-
rected by the President.’’. 

(b) SAVINGS PROVISIONS.— 
(1) POLICY AND COMPLIANCE GUIDANCE.—Pol-

icy and compliance guidance issued by the 
Director before the date of enactment of this 
Act under section 3543(a)(1) of title 44, United 
States Code (as in effect on the day before 
the date of enactment of this Act), shall con-
tinue in effect, according to its terms, until 
modified, terminated, superseded, or re-
pealed pursuant to section 3553(a)(1) of title 
44, United States Code. 

(2) STANDARDS AND GUIDELINES.—Standards 
and guidelines issued by the Secretary of 
Commerce or by the Director before the date 
of enactment of this Act under section 
11331(a)(1) of title 40, United States Code, (as 
in effect on the day before the date of enact-
ment of this Act) shall continue in effect, ac-
cording to their terms, until modified, ter-
minated, superseded, or repealed pursuant to 
section 11331(a)(1) of title 40, United States 
Code, as amended by this Act. 

(c) TECHNICAL AND CONFORMING AMEND-
MENTS.— 

(1) CHAPTER ANALYSIS.—The chapter anal-
ysis for chapter 35 of title 44, United States 
Code, is amended— 

(A) by striking the items relating to sec-
tions 3531 through 3538; 

(B) by striking the items relating to sec-
tions 3541 through 3549; and 

(C) by inserting the following: 
‘‘3551. Purposes. 
‘‘3552. Definitions. 
‘‘3553. Federal information security author-

ity and coordination. 
‘‘3554. Agency responsibilities. 
‘‘3555. Multiagency ongoing threat assess-

ment. 
‘‘3556. Independent evaluations. 
‘‘3557. National security systems.’’. 

(2) OTHER REFERENCES.— 
(A) Section 1001(c)(1)(A) of the Homeland 

Security Act of 2002 (6 U.S.C. 511(1)(A)) is 
amended by striking ‘‘section 3532(3)’’ and in-
serting ‘‘section 3552’’. 

(B) Section 2222(j)(5) of title 10, United 
States Code, is amended by striking ‘‘section 
3542(b)(2)’’ and inserting ‘‘section 3552’’. 

(C) Section 2223(c)(3) of title 10, United 
States Code, is amended, by striking ‘‘sec-
tion 3542(b)(2)’’ and inserting ‘‘section 3552’’. 

(D) Section 2315 of title 10, United States 
Code, is amended by striking ‘‘section 
3542(b)(2)’’ and inserting ‘‘section 3552’’. 

(E) Section 20 of the National Institute of 
Standards and Technology Act (15 U.S.C. 
278g–3) is amended— 

(i) in subsection (a)(2), by striking ‘‘section 
3532(b)(2)’’ and inserting ‘‘section 3552’’; 

(ii) in subsection (c)(3), by striking ‘‘Direc-
tor of the Office of Management and Budget’’ 
and inserting ‘‘Secretary of Commerce’’; 

(iii) in subsection (d)(1), by striking ‘‘Di-
rector of the Office of Management and 
Budget’’ and inserting ‘‘Secretary of Com-
merce’’; 

(iv) in subsection (d)(8) by striking ‘‘Direc-
tor of the Office of Management and Budget’’ 
and inserting ‘‘Secretary of Commerce’’; 

(v) in subsection (d)(8), by striking ‘‘sub-
mitted to the Director’’ and inserting ‘‘sub-
mitted to the Secretary’’; 

(vi) in subsection (e)(2), by striking ‘‘sec-
tion 3532(1) of such title’’ and inserting ‘‘sec-
tion 3552 of title 44’’; and 

(vii) in subsection (e)(5), by striking ‘‘sec-
tion 3532(b)(2) of such title’’ and inserting 
‘‘section 3552 of title 44’’. 

(F) Section 8(d)(1) of the Cyber Security 
Research and Development Act (15 U.S.C. 
7406(d)(1)) is amended by striking ‘‘section 
3534(b)’’ and inserting ‘‘section 3554(b)(2)’’. 
SEC. 202. MANAGEMENT OF INFORMATION TECH-

NOLOGY. 
(a) IN GENERAL.—Section 11331 of title 40, 

United States Code, is amended to read as 
follows: 
‘‘§ 11331. Responsibilities for Federal informa-

tion systems standards 
‘‘(a) STANDARDS AND GUIDELINES.— 
‘‘(1) AUTHORITY TO PRESCRIBE.—Except as 

provided under paragraph (2), the Secretary 
of Commerce shall prescribe standards and 
guidelines pertaining to Federal information 
systems— 

‘‘(A) in consultation with the Secretary of 
Homeland Security; and 

‘‘(B) on the basis of standards and guide-
lines developed by the National Institute of 
Standards and Technology under paragraphs 
(2) and (3) of section 20(a) of the National In-
stitute of Standards and Technology Act (15 
U.S.C. 278g–3(a)(2) and (a)(3)). 

‘‘(2) NATIONAL SECURITY SYSTEMS.—Stand-
ards and guidelines for national security sys-
tems shall be developed, prescribed, en-
forced, and overseen as otherwise authorized 
by law and as directed by the President. 

‘‘(b) MANDATORY STANDARDS AND GUIDE-
LINES.— 

‘‘(1) AUTHORITY TO MAKE MANDATORY STAND-
ARDS AND GUIDELINES.—The Secretary of 
Commerce shall make standards and guide-
lines under subsection (a)(1) compulsory and 
binding to the extent determined necessary 
by the Secretary of Commerce to improve 
the efficiency of operation or security of 
Federal information systems. 

‘‘(2) REQUIRED MANDATORY STANDARDS AND 
GUIDELINES.— 

‘‘(A) IN GENERAL.—Standards and guide-
lines under subsection (a)(1) shall include in-
formation security standards that— 

‘‘(i) provide minimum information security 
requirements as determined under section 
20(b) of the National Institute of Standards 
and Technology Act (15 U.S.C. 278g–3(b)); and 

‘‘(ii) are otherwise necessary to improve 
the security of Federal information and in-
formation systems. 

‘‘(B) BINDING EFFECT.—Information secu-
rity standards under subparagraph (A) shall 
be compulsory and binding. 

‘‘(c) EXERCISE OF AUTHORITY.—To ensure 
fiscal and policy consistency, the Secretary 
of Commerce shall exercise the authority 
conferred by this section subject to direction 
by the President and in coordination with 
the Director. 

‘‘(d) APPLICATION OF MORE STRINGENT 
STANDARDS AND GUIDELINES.—The head of an 
executive agency may employ standards for 
the cost-effective information security for 
information systems within or under the su-
pervision of that agency that are more strin-
gent than the standards and guidelines the 
Secretary of Commerce prescribes under this 
section if the more stringent standards and 
guidelines— 

‘‘(1) contain at least the applicable stand-
ards and guidelines made compulsory and 
binding by the Secretary of Commerce; and 

‘‘(2) are otherwise consistent with the poli-
cies, directives, and implementation memo-
randa issued under section 3553(a) of title 44. 

‘‘(e) DECISIONS ON PROMULGATION OF STAND-
ARDS AND GUIDELINES.—The decision by the 
Secretary of Commerce regarding the pro-
mulgation of any standard or guideline 
under this section shall occur not later than 
6 months after the date of submission of the 
proposed standard to the Secretary of Com-
merce by the National Institute of Standards 
and Technology under section 20 of the Na-
tional Institute of Standards and Technology 
Act (15 U.S.C. 278g–3). 

‘‘(f) NOTICE AND COMMENT.—A decision by 
the Secretary of Commerce to significantly 
modify, or not promulgate, a proposed stand-
ard submitted to the Secretary by the Na-
tional Institute of Standards and Technology 
under section 20 of the National Institute of 
Standards and Technology Act (15 U.S.C. 
278g–3) shall be made after the public is given 
an opportunity to comment on the Sec-
retary’s proposed decision. 

‘‘(g) DEFINITIONS.—In this section: 
‘‘(1) FEDERAL INFORMATION SYSTEM.—The 

term ‘Federal information system’ has the 
meaning given the term in section 3552 of 
title 44. 

‘‘(2) INFORMATION SECURITY.—The term ‘in-
formation security’ has the meaning given 
the term in section 3552 of title 44. 

‘‘(3) NATIONAL SECURITY SYSTEM.—The term 
‘national security system’ has the meaning 
given the term in section 3552 of title 44.’’. 

SEC. 203. NO NEW FUNDING. 

An applicable Federal agency shall carry 
out the provisions of this title with existing 
facilities and funds otherwise available, 
through such means as the head of the agen-
cy considers appropriate. 

VerDate Mar 15 2010 06:47 Jul 27, 2012 Jkt 019060 PO 00000 Frm 00132 Fmt 4624 Sfmt 0634 E:\CR\FM\A26JY6.079 S26JYPT1jb
el

l o
n 

D
S

K
7S

P
T

V
N

1P
R

O
D

 w
ith

 S
E

N
A

T
E



CONGRESSIONAL RECORD — SENATE S5551 July 26, 2012 
SEC. 204. TECHNICAL AND CONFORMING AMEND-

MENTS. 
Section 21(b) of the National Institute of 

Standards and Technology Act (15 U.S.C. 
278g–4(b)) is amended— 

(1) in paragraph (2), by striking ‘‘and the 
Director of the Office of Management and 
Budget’’ and inserting ‘‘, the Secretary of 
Commerce, and the Secretary of Homeland 
Security’’; and 

(2) in paragraph (3), by inserting ‘‘, the 
Secretary of Homeland Security,’’ after ‘‘the 
Secretary of Commerce’’. 
SEC. 205. CLARIFICATION OF AUTHORITIES. 

Nothing in this title shall be construed to 
convey any new regulatory authority to any 
government entity implementing or com-
plying with any provision of this title. 

TITLE III—CRIMINAL PENALTIES 
SEC. 301. PENALTIES FOR FRAUD AND RELATED 

ACTIVITY IN CONNECTION WITH 
COMPUTERS. 

Section 1030(c) of title 18, United States 
Code, is amended to read as follows: 

‘‘(c) The punishment for an offense under 
subsection (a) or (b) of this section is— 

‘‘(1) a fine under this title or imprisonment 
for not more than 20 years, or both, in the 
case of an offense under subsection (a)(1) of 
this section; 

‘‘(2)(A) except as provided in subparagraph 
(B), a fine under this title or imprisonment 
for not more than 3 years, or both, in the 
case of an offense under subsection (a)(2); or 

‘‘(B) a fine under this title or imprison-
ment for not more than ten years, or both, in 
the case of an offense under subsection (a)(2) 
of this section, if— 

‘‘(i) the offense was committed for pur-
poses of commercial advantage or private fi-
nancial gain; 

‘‘(ii) the offense was committed in the fur-
therance of any criminal or tortious act in 
violation of the Constitution or laws of the 
United States, or of any State; or 

‘‘(iii) the value of the information ob-
tained, or that would have been obtained if 
the offense was completed, exceeds $5,000; 

‘‘(3) a fine under this title or imprisonment 
for not more than 10 years, or both, in the 
case of an offense under subsection (a)(3) of 
this section; 

‘‘(4) a fine under this title or imprisonment 
of not more than 20 years, or both, in the 
case of an offense under subsection (a)(4) of 
this section; 

‘‘(5)(A) except as provided in subparagraph 
(C), a fine under this title, imprisonment for 
not more than 20 years, or both, in the case 
of an offense under subsection (a)(5)(A) of 
this section, if the offense caused— 

‘‘(i) loss to 1 or more persons during any 1- 
year period (and, for purposes of an inves-
tigation, prosecution, or other proceeding 
brought by the United States only, loss re-
sulting from a related course of conduct af-
fecting 1 or more other protected computers) 
aggregating at least $5,000 in value; 

‘‘(ii) the modification or impairment, or 
potential modification or impairment, of the 
medical examination, diagnosis, treatment, 
or care of 1 or more individuals; 

‘‘(iii) physical injury to any person; 
‘‘(iv) a threat to public health or safety; 
‘‘(v) damage affecting a computer used by, 

or on behalf of, an entity of the United 
States Government in furtherance of the ad-
ministration of justice, national defense, or 
national security; or 

‘‘(vi) damage affecting 10 or more pro-
tected computers during any 1-year period; 

‘‘(B) a fine under this title, imprisonment 
for not more than 20 years, or both, in the 
case of an offense under subsection (a)(5)(B), 
if the offense caused a harm provided in 
clause (i) through (vi) of subparagraph (A) of 
this subsection; 

‘‘(C) if the offender attempts to cause or 
knowingly or recklessly causes death from 
conduct in violation of subsection (a)(5)(A), a 
fine under this title, imprisonment for any 
term of years or for life, or both; 

‘‘(D) a fine under this title, imprisonment 
for not more than 10 years, or both, for any 
other offense under subsection (a)(5); 

‘‘(E) a fine under this title or imprison-
ment for not more than 10 years, or both, in 
the case of an offense under subsection (a)(6) 
of this section; or 

‘‘(F) a fine under this title or imprison-
ment for not more than 10 years, or both, in 
the case of an offense under subsection (a)(7) 
of this section.’’. 
SEC. 302. TRAFFICKING IN PASSWORDS. 

Section 1030(a)(6) of title 18, United States 
Code, is amended to read as follows: 

‘‘(6) knowingly and with intent to defraud 
traffics (as defined in section 1029) in any 
password or similar information or means of 
access through which a protected computer 
(as defined in subparagraphs (A) and (B) of 
subsection (e)(2)) may be accessed without 
authorization.’’. 
SEC. 303. CONSPIRACY AND ATTEMPTED COM-

PUTER FRAUD OFFENSES. 
Section 1030(b) of title 18, United States 

Code, is amended by inserting ‘‘as if for the 
completed offense’’ after ‘‘punished as pro-
vided’’. 
SEC. 304. CRIMINAL AND CIVIL FORFEITURE FOR 

FRAUD AND RELATED ACTIVITY IN 
CONNECTION WITH COMPUTERS. 

Section 1030 of title 18, United States Code, 
is amended by striking subsections (i) and (j) 
and inserting the following: 

‘‘(i) CRIMINAL FORFEITURE.— 
‘‘(1) The court, in imposing sentence on 

any person convicted of a violation of this 
section, or convicted of conspiracy to violate 
this section, shall order, in addition to any 
other sentence imposed and irrespective of 
any provision of State law, that such person 
forfeit to the United States— 

‘‘(A) such persons interest in any property, 
real or personal, that was used, or intended 
to be used, to commit or facilitate the com-
mission of such violation; and 

‘‘(B) any property, real or personal, consti-
tuting or derived from any gross proceeds, or 
any property traceable to such property, 
that such person obtained, directly or indi-
rectly, as a result of such violation. 

‘‘(2) The criminal forfeiture of property 
under this subsection, including any seizure 
and disposition of the property, and any re-
lated judicial or administrative proceeding, 
shall be governed by the provisions of sec-
tion 413 of the Comprehensive Drug Abuse 
Prevention and Control Act of 1970 (21 U.S.C. 
853), except subsection (d) of that section. 

‘‘(j) CIVIL FORFEITURE.— 
‘‘(1) The following shall be subject to for-

feiture to the United States and no property 
right, real or personal, shall exist in them: 

‘‘(A) Any property, real or personal, that 
was used, or intended to be used, to commit 
or facilitate the commission of any violation 
of this section, or a conspiracy to violate 
this section. 

‘‘(B) Any property, real or personal, consti-
tuting or derived from any gross proceeds ob-
tained directly or indirectly, or any property 
traceable to such property, as a result of the 
commission of any violation of this section, 
or a conspiracy to violate this section. 

‘‘(2) Seizures and forfeitures under this 
subsection shall be governed by the provi-
sions in chapter 46 relating to civil forfeit-
ures, except that such duties as are imposed 
on the Secretary of the Treasury under the 
customs laws described in section 981(d) shall 
be performed by such officers, agents and 
other persons as may be designated for that 
purpose by the Secretary of Homeland Secu-
rity or the Attorney General.’’. 

SEC. 305. DAMAGE TO CRITICAL INFRASTRUC-
TURE COMPUTERS. 

(a) IN GENERAL.—Chapter 47 of title 18, 
United States Code, is amended by inserting 
after section 1030 the following: 
‘‘§ 1030A. Aggravated damage to a critical in-

frastructure computer 
‘‘(a) DEFINITIONS.—In this section— 
‘‘(1) the term ‘computer’ has the meaning 

given the term in section 1030; 
‘‘(2) the term ‘critical infrastructure com-

puter’ means a computer that manages or 
controls systems or assets vital to national 
defense, national security, national eco-
nomic security, public health or safety, or 
any combination of those matters, whether 
publicly or privately owned or operated, in-
cluding— 

‘‘(A) oil and gas production, storage, con-
version, and delivery systems; 

‘‘(B) water supply systems; 
‘‘(C) telecommunication networks; 
‘‘(D) electrical power generation and deliv-

ery systems; 
‘‘(E) finance and banking systems; 
‘‘(F) emergency services; 
‘‘(G) transportation systems and services; 

and 
‘‘(H) government operations that provide 

essential services to the public; and 
‘‘(3) the term ‘damage’ has the meaning 

given the term in section 1030. 
‘‘(b) OFFENSE.—It shall be unlawful, during 

and in relation to a felony violation of sec-
tion 1030, to knowingly cause or attempt to 
cause damage to a critical infrastructure 
computer if the damage results in (or, in the 
case of an attempt, if completed, would have 
resulted in) the substantial impairment— 

‘‘(1) of the operation of the critical infra-
structure computer; or 

‘‘(2) of the critical infrastructure associ-
ated with the computer. 

‘‘(c) PENALTY.—Any person who violates 
subsection (b) shall be— 

‘‘(1) fined under this title; 
‘‘(2) imprisoned for not less than 3 years 

but not more than 20 years; or 
‘‘(3) penalized under paragraphs (1) and (2). 
‘‘(d) CONSECUTIVE SENTENCE.—Notwith-

standing any other provision of law— 
‘‘(1) a court shall not place on probation 

any person convicted of a violation of this 
section; 

‘‘(2) except as provided in paragraph (4), no 
term of imprisonment imposed on a person 
under this section shall run concurrently 
with any other term of imprisonment, in-
cluding any term of imprisonment imposed 
on the person under any other provision of 
law, including any term of imprisonment im-
posed for a felony violation of section 1030; 

‘‘(3) in determining any term of imprison-
ment to be imposed for a felony violation of 
section 1030, a court shall not in any way re-
duce the term to be imposed for such crime 
so as to compensate for, or otherwise take 
into account, any separate term of imprison-
ment imposed or to be imposed for a viola-
tion of this section; and 

‘‘(4) a term of imprisonment imposed on a 
person for a violation of this section may, in 
the discretion of the court, run concurrently, 
in whole or in part, only with another term 
of imprisonment that is imposed by the 
court at the same time on that person for an 
additional violation of this section, provided 
that such discretion shall be exercised in ac-
cordance with any applicable guidelines and 
policy statements issued by the United 
States Sentencing Commission pursuant to 
section 994 of title 28.’’. 

(b) TECHNICAL AND CONFORMING AMEND-
MENT.—The chapter analysis for chapter 47 of 
title 18, United States Code, is amended by 
inserting after the item relating to section 
1030 the following: 
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‘‘1030A. Aggravated damage to a critical in-

frastructure computer.’’. 
SEC. 306. LIMITATION ON ACTIONS INVOLVING 

UNAUTHORIZED USE. 
Section 1030(e)(6) of title 18, United States 

Code, is amended by striking ‘‘alter;’’ and in-
serting ‘‘alter, but does not include access in 
violation of a contractual obligation or 
agreement, such as an acceptable use policy 
or terms of service agreement, with an Inter-
net service provider, Internet website, or 
non-government employer, if such violation 
constitutes the sole basis for determining 
that access to a protected computer is unau-
thorized;’’. 
SEC. 307. NO NEW FUNDING. 

An applicable Federal agency shall carry 
out the provisions of this title with existing 
facilities and funds otherwise available, 
through such means as the head of the agen-
cy considers appropriate. 

TITLE IV—CYBERSECURITY RESEARCH 
AND DEVELOPMENT 

SEC. 401. NATIONAL HIGH-PERFORMANCE COM-
PUTING PROGRAM PLANNING AND 
COORDINATION. 

(a) GOALS AND PRIORITIES.—Section 101 of 
the High-Performance Computing Act of 1991 
(15 U.S.C. 5511) is amended by adding at the 
end the following: 

‘‘(d) GOALS AND PRIORITIES.—The goals and 
priorities for Federal high-performance com-
puting research, development, networking, 
and other activities under subsection 
(a)(2)(A) shall include— 

‘‘(1) encouraging and supporting mecha-
nisms for interdisciplinary research and de-
velopment in networking and information 
technology, including— 

‘‘(A) through collaborations across agen-
cies; 

‘‘(B) through collaborations across Pro-
gram Component Areas; 

‘‘(C) through collaborations with industry; 
‘‘(D) through collaborations with institu-

tions of higher education; 
‘‘(E) through collaborations with Federal 

laboratories (as defined in section 4 of the 
Stevenson-Wydler Technology Innovation 
Act of 1980 (15 U.S.C. 3703)); and 

‘‘(F) through collaborations with inter-
national organizations; 

‘‘(2) addressing national, multi-agency, 
multi-faceted challenges of national impor-
tance; and 

‘‘(3) fostering the transfer of research and 
development results into new technologies 
and applications for the benefit of society.’’. 

(b) DEVELOPMENT OF STRATEGIC PLAN.— 
Section 101 of the High-Performance Com-
puting Act of 1991 (15 U.S.C. 5511) is amended 
by adding at the end the following: 

‘‘(e) STRATEGIC PLAN.— 
‘‘(1) IN GENERAL.—Not later than 1 year 

after the date of enactment of the Strength-
ening and Enhancing Cybersecurity by Using 
Research, Education, Information, and Tech-
nology Act of 2012, the agencies under sub-
section (a)(3)(B), working through the Na-
tional Science and Technology Council and 
with the assistance of the Office of Science 
and Technology Policy shall develop a 5-year 
strategic plan to guide the activities under 
subsection (a)(1). 

‘‘(2) CONTENTS.—The strategic plan shall 
specify— 

‘‘(A) the near-term objectives for the Pro-
gram; 

‘‘(B) the long-term objectives for the Pro-
gram; 

‘‘(C) the anticipated time frame for achiev-
ing the near-term objectives; 

‘‘(D) the metrics that will be used to assess 
any progress made toward achieving the 
near-term objectives and the long-term ob-
jectives; and 

‘‘(E) how the Program will achieve the 
goals and priorities under subsection (d). 

‘‘(3) IMPLEMENTATION ROADMAP.— 
‘‘(A) IN GENERAL.—The agencies under sub-

section (a)(3)(B) shall develop and annually 
update an implementation roadmap for the 
strategic plan. 

‘‘(B) REQUIREMENTS.—The information in 
the implementation roadmap shall be coordi-
nated with the database under section 102(c) 
and the annual report under section 101(a)(3). 
The implementation roadmap shall— 

‘‘(i) specify the role of each Federal agency 
in carrying out or sponsoring research and 
development to meet the research objectives 
of the strategic plan, including a description 
of how progress toward the research objec-
tives will be evaluated, with consideration of 
any relevant recommendations of the advi-
sory committee; 

‘‘(ii) specify the funding allocated to each 
major research objective of the strategic 
plan and the source of funding by agency for 
the current fiscal year; and 

‘‘(iii) estimate the funding required for 
each major research objective of the stra-
tegic plan for the next 3 fiscal years. 

‘‘(4) RECOMMENDATIONS.—The agencies 
under subsection (a)(3)(B) shall take into 
consideration when developing the strategic 
plan under paragraph (1) the recommenda-
tions of— 

‘‘(A) the advisory committee under sub-
section (b); and 

‘‘(B) the stakeholders under section 
102(a)(3). 

‘‘(5) REPORT TO CONGRESS.—The Director of 
the Office of Science and Technology Policy 
shall transmit the strategic plan under this 
subsection, including the implementation 
roadmap and any updates under paragraph 
(3), to— 

‘‘(A) the advisory committee under sub-
section (b); 

‘‘(B) the Committee on Commerce, 
Science, and Transportation of the Senate; 
and 

‘‘(C) the Committee on Science and Tech-
nology of the House of Representatives.’’. 

(c) PERIODIC REVIEWS.—Section 101 of the 
High-Performance Computing Act of 1991 (15 
U.S.C. 5511) is amended by adding at the end 
the following: 

‘‘(f) PERIODIC REVIEWS.—The agencies 
under subsection (a)(3)(B) shall— 

‘‘(1) periodically assess the contents and 
funding levels of the Program Component 
Areas and restructure the Program when 
warranted, taking into consideration any 
relevant recommendations of the advisory 
committee under subsection (b); and 

‘‘(2) ensure that the Program includes na-
tional, multi-agency, multi-faceted research 
and development activities, including activi-
ties described in section 104.’’. 

(d) ADDITIONAL RESPONSIBILITIES OF DIREC-
TOR.—Section 101(a)(2) of the High-Perform-
ance Computing Act of 1991 (15 U.S.C. 
5511(a)(2)) is amended— 

(1) by redesignating subparagraphs (E) and 
(F) as subparagraphs (G) and (H), respec-
tively; and 

(2) by inserting after subparagraph (D) the 
following: 

‘‘(E) encourage and monitor the efforts of 
the agencies participating in the Program to 
allocate the level of resources and manage-
ment attention necessary— 

‘‘(i) to ensure that the strategic plan under 
subsection (e) is developed and executed ef-
fectively; and 

‘‘(ii) to ensure that the objectives of the 
Program are met; 

‘‘(F) working with the Office of Manage-
ment and Budget and in coordination with 
the creation of the database under section 
102(c), direct the Office of Science and Tech-
nology Policy and the agencies participating 
in the Program to establish a mechanism 
(consistent with existing law) to track all 

ongoing and completed research and develop-
ment projects and associated funding;’’. 

(e) ADVISORY COMMITTEE.—Section 101(b) of 
the High-Performance Computing Act of 1991 
(15 U.S.C. 5511(b)) is amended— 

(1) in paragraph (1)— 
(A) by inserting after the first sentence the 

following: ‘‘The co-chairs of the advisory 
committee shall meet the qualifications of 
committee members and may be members of 
the Presidents Council of Advisors on 
Science and Technology.’’; and 

(B) by striking ‘‘high-performance’’ in sub-
paragraph (D) and inserting ‘‘high-end’’; and 

(2) by amending paragraph (2) to read as 
follows: 

‘‘(2) In addition to the duties under para-
graph (1), the advisory committee shall con-
duct periodic evaluations of the funding, 
management, coordination, implementation, 
and activities of the Program. The advisory 
committee shall report its findings and rec-
ommendations not less frequently than once 
every 3 fiscal years to the Committee on 
Commerce, Science, and Transportation of 
the Senate and the Committee on Science 
and Technology of the House of Representa-
tives. The report shall be submitted in con-
junction with the update of the strategic 
plan.’’. 

(f) REPORT.—Section 101(a)(3) of the High- 
Performance Computing Act of 1991 (15 
U.S.C. 5511(a)(3)) is amended— 

(1) in subparagraph (C)— 
(A) by striking ‘‘is submitted,’’ and insert-

ing ‘‘is submitted, the levels for the previous 
fiscal year,’’; and 

(B) by striking ‘‘each Program Component 
Area’’ and inserting ‘‘each Program Compo-
nent Area and each research area supported 
in accordance with section 104’’; 

(2) in subparagraph (D)— 
(A) by striking ‘‘each Program Component 

Area,’’ and inserting ‘‘each Program Compo-
nent Area and each research area supported 
in accordance with section 104,’’; 

(B) by striking ‘‘is submitted,’’ and insert-
ing ‘‘is submitted, the levels for the previous 
fiscal year,’’; and 

(C) by striking ‘‘and’’ after the semicolon; 
(3) by redesignating subparagraph (E) as 

subparagraph (G); and 
(4) by inserting after subparagraph (D) the 

following: 
‘‘(E) include a description of how the objec-

tives for each Program Component Area, and 
the objectives for activities that involve 
multiple Program Component Areas, relate 
to the objectives of the Program identified 
in the strategic plan under subsection (e); 

‘‘(F) include— 
‘‘(i) a description of the funding required 

by the Office of Science and Technology Pol-
icy to perform the functions under sub-
sections (a) and (c) of section 102 for the next 
fiscal year by category of activity; 

‘‘(ii) a description of the funding required 
by the Office of Science and Technology Pol-
icy to perform the functions under sub-
sections (a) and (c) of section 102 for the cur-
rent fiscal year by category of activity; and 

‘‘(iii) the amount of funding provided for 
the Office of Science and Technology Policy 
for the current fiscal year by each agency 
participating in the Program; and’’. 

(g) DEFINITIONS.—Section 4 of the High- 
Performance Computing Act of 1991 (15 
U.S.C. 5503) is amended— 

(1) by redesignating paragraphs (1) and (2) 
as paragraphs (2) and (3), respectively; 

(2) by redesignating paragraph (3) as para-
graph (6); 

(3) by redesignating paragraphs (6) and (7) 
as paragraphs (7) and (8), respectively; 

(4) by inserting before paragraph (2), as re-
designated, the following: 

‘‘(1) ‘cyber-physical systems’ means phys-
ical or engineered systems whose networking 
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and information technology functions and 
physical elements are deeply integrated and 
are actively connected to the physical world 
through sensors, actuators, or other means 
to perform monitoring and control func-
tions;’’; 

(5) in paragraph (3), as redesignated, by 
striking ‘‘high-performance computing’’ and 
inserting ‘‘networking and information tech-
nology’’; 

(6) in paragraph (6), as redesignated— 
(A) by striking ‘‘high-performance com-

puting’’ and inserting ‘‘networking and in-
formation technology’’; and 

(B) by striking ‘‘supercomputer’’ and in-
serting ‘‘high-end computing’’; 

(7) in paragraph (5), by striking ‘‘network 
referred to as’’ and all that follows through 
the semicolon and inserting ‘‘network, in-
cluding advanced computer networks of Fed-
eral agencies and departments’’; and 

(8) in paragraph (7), as redesignated, by 
striking ‘‘National High-Performance Com-
puting Program’’ and inserting ‘‘networking 
and information technology research and de-
velopment program’’. 
SEC. 402. RESEARCH IN AREAS OF NATIONAL IM-

PORTANCE. 
(a) RESEARCH IN AREAS OF NATIONAL IMPOR-

TANCE.—Title I of the High-Performance 
Computing Act of 1991 (15 U.S.C. 5511 et seq.) 
is amended by adding at the end the fol-
lowing: 
‘‘SEC. 104. RESEARCH IN AREAS OF NATIONAL IM-

PORTANCE. 
‘‘(a) IN GENERAL.—The Program shall en-

courage agencies under section 101(a)(3)(B) to 
support, maintain, and improve national, 
multi-agency, multi-faceted, research and 
development activities in networking and in-
formation technology directed toward appli-
cation areas that have the potential for sig-
nificant contributions to national economic 
competitiveness and for other significant so-
cietal benefits. 

‘‘(b) TECHNICAL SOLUTIONS.—An activity 
under subsection (a) shall be designed to ad-
vance the development of research discov-
eries by demonstrating technical solutions 
to important problems in areas including— 

‘‘(1) cybersecurity; 
‘‘(2) health care; 
‘‘(3) energy management and low-power 

systems and devices; 
‘‘(4) transportation, including surface and 

air transportation; 
‘‘(5) cyber-physical systems; 
‘‘(6) large-scale data analysis and modeling 

of physical phenomena; 
‘‘(7) large scale data analysis and modeling 

of behavioral phenomena; 
‘‘(8) supply chain quality and security; and 
‘‘(9) privacy protection and protected dis-

closure of confidential data. 
‘‘(c) RECOMMENDATIONS.—The advisory 

committee under section 101(b) shall make 
recommendations to the Program for can-
didate research and development areas for 
support under this section. 

‘‘(d) CHARACTERISTICS.— 
‘‘(1) IN GENERAL.—Research and develop-

ment activities under this section— 
‘‘(A) shall include projects selected on the 

basis of applications for support through a 
competitive, merit-based process; 

‘‘(B) shall leverage, when possible, Federal 
investments through collaboration with re-
lated State initiatives; 

‘‘(C) shall include a plan for fostering the 
transfer of research discoveries and the re-
sults of technology demonstration activities, 
including from institutions of higher edu-
cation and Federal laboratories, to industry 
for commercial development; 

‘‘(D) shall involve collaborations among re-
searchers in institutions of higher education 
and industry; and 

‘‘(E) may involve collaborations among 
nonprofit research institutions and Federal 
laboratories, as appropriate. 

‘‘(2) COST-SHARING.—In selecting applica-
tions for support, the agencies under section 
101(a)(3)(B) shall give special consideration 
to projects that include cost sharing from 
non-Federal sources. 

‘‘(3) MULTIDISCIPLINARY RESEARCH CEN-
TERS.—Research and development activities 
under this section shall be supported 
through multidisciplinary research centers, 
including Federal laboratories, that are or-
ganized to investigate basic research ques-
tions and carry out technology demonstra-
tion activities in areas described in sub-
section (a). Research may be carried out 
through existing multidisciplinary centers, 
including those authorized under section 
7024(b)(2) of the America COMPETES Act (42 
U.S.C. 1862o–10(2)).’’. 

(b) CYBER-PHYSICAL SYSTEMS.—Section 
101(a)(1) of the High-Performance Computing 
Act of 1991 (15 U.S.C. 5511(a)(1)) is amended— 

(1) in subparagraph (H), by striking ‘‘and’’ 
after the semicolon; 

(2) in subparagraph (I), by striking the pe-
riod at the end and inserting a semicolon; 
and 

(3) by adding at the end the following: 
‘‘(J) provide for increased understanding of 

the scientific principles of cyber-physical 
systems and improve the methods available 
for the design, development, and operation of 
cyber-physical systems that are character-
ized by high reliability, safety, and security; 
and 

‘‘(K) provide for research and development 
on human-computer interactions, visualiza-
tion, and big data.’’. 

(c) TASK FORCE.—Title I of the High-Per-
formance Computing Act of 1991 (15 U.S.C. 
5511 et seq.), as amended by section 402(a) of 
this Act, is amended by adding at the end 
the following: 
‘‘SEC. 105. TASK FORCE. 

‘‘(a) ESTABLISHMENT.—Not later than 180 
days after the date of enactment the 
Strengthening and Enhancing Cybersecurity 
by Using Research, Education, Information, 
and Technology Act of 2012, the Director of 
the Office of Science and Technology Policy 
under section 102 shall convene a task force 
to explore mechanisms for carrying out col-
laborative research and development activi-
ties for cyber-physical systems (including 
the related technologies required to enable 
these systems) through a consortium or 
other appropriate entity with participants 
from institutions of higher education, Fed-
eral laboratories, and industry. 

‘‘(b) FUNCTIONS.—The task force shall— 
‘‘(1) develop options for a collaborative 

model and an organizational structure for 
such entity under which the joint research 
and development activities could be planned, 
managed, and conducted effectively, includ-
ing mechanisms for the allocation of re-
sources among the participants in such enti-
ty for support of such activities; 

‘‘(2) propose a process for developing a re-
search and development agenda for such en-
tity, including guidelines to ensure an appro-
priate scope of work focused on nationally 
significant challenges and requiring collabo-
ration and to ensure the development of re-
lated scientific and technological mile-
stones; 

‘‘(3) define the roles and responsibilities for 
the participants from institutions of higher 
education, Federal laboratories, and indus-
try in such entity; 

‘‘(4) propose guidelines for assigning intel-
lectual property rights and for transferring 
research results to the private sector; and 

‘‘(5) make recommendations for how such 
entity could be funded from Federal, State, 
and non-governmental sources. 

‘‘(c) COMPOSITION.—In establishing the task 
force under subsection (a), the Director of 
the Office of Science and Technology Policy 
shall appoint an equal number of individuals 
from institutions of higher education and 
from industry with knowledge and expertise 
in cyber-physical systems, and may appoint 
not more than 2 individuals from Federal 
laboratories. 

‘‘(d) REPORT.—Not later than 1 year after 
the date of enactment of the Strengthening 
and Enhancing Cybersecurity by Using Re-
search, Education, Information, and Tech-
nology Act of 2012, the Director of the Office 
of Science and Technology Policy shall 
transmit to the Committee on Commerce, 
Science, and Transportation of the Senate 
and the Committee on Science and Tech-
nology of the House of Representatives a re-
port describing the findings and rec-
ommendations of the task force. 

‘‘(e) TERMINATION.—The task force shall 
terminate upon transmittal of the report re-
quired under subsection (d). 

‘‘(f) COMPENSATION AND EXPENSES.—Mem-
bers of the task force shall serve without 
compensation.’’. 
SEC. 403. PROGRAM IMPROVEMENTS. 

Section 102 of the High-Performance Com-
puting Act of 1991 (15 U.S.C. 5512) is amended 
to read as follows: 
‘‘SEC. 102. PROGRAM IMPROVEMENTS. 

‘‘(a) FUNCTIONS.—The Director of the Office 
of Science and Technology Policy shall con-
tinue— 

‘‘(1) to provide technical and administra-
tive support to— 

‘‘(A) the agencies participating in planning 
and implementing the Program, including 
support needed to develop the strategic plan 
under section 101(e); and 

‘‘(B) the advisory committee under section 
101(b); 

‘‘(2) to serve as the primary point of con-
tact on Federal networking and information 
technology activities for government agen-
cies, academia, industry, professional soci-
eties, State computing and networking tech-
nology programs, interested citizen groups, 
and others to exchange technical and pro-
grammatic information; 

‘‘(3) to solicit input and recommendations 
from a wide range of stakeholders during the 
development of each strategic plan under 
section 101(e) by convening at least 1 work-
shop with invitees from academia, industry, 
Federal laboratories, and other relevant or-
ganizations and institutions; 

‘‘(4) to conduct public outreach, including 
the dissemination of the advisory commit-
tee’s findings and recommendations, as ap-
propriate; 

‘‘(5) to promote access to and early appli-
cation of the technologies, innovations, and 
expertise derived from Program activities to 
agency missions and systems across the Fed-
eral Government and to United States indus-
try; 

‘‘(6) to ensure accurate and detailed budget 
reporting of networking and information 
technology research and development invest-
ment; and 

‘‘(7) to encourage agencies participating in 
the Program to use existing programs and 
resources to strengthen networking and in-
formation technology education and train-
ing, and increase participation in such fields, 
including by women and underrepresented 
minorities. 

‘‘(b) SOURCE OF FUNDING.— 
‘‘(1) IN GENERAL.—The functions under this 

section shall be supported by funds from 
each agency participating in the Program. 

‘‘(2) SPECIFICATIONS.—The portion of the 
total budget of the Office of Science and 
Technology Policy that is provided by each 
agency participating in the Program for each 
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fiscal year shall be in the same proportion as 
each agency’s share of the total budget for 
the Program for the previous fiscal year, as 
specified in the database under section 
102(c). 

‘‘(c) DATABASE.— 
‘‘(1) IN GENERAL.—The Director of the Of-

fice of Science and Technology Policy shall 
develop and maintain a database of projects 
funded by each agency for the fiscal year for 
each Program Component Area. 

‘‘(2) PUBLIC ACCESSIBILITY.—The Director of 
the Office of Science and Technology Policy 
shall make the database accessible to the 
public. 

‘‘(3) DATABASE CONTENTS.—The database 
shall include, for each project in the data-
base— 

‘‘(A) a description of the project; 
‘‘(B) each agency, industry, institution of 

higher education, Federal laboratory, or 
international institution involved in the 
project; 

‘‘(C) the source funding of the project (set 
forth by agency); 

‘‘(D) the funding history of the project; and 
‘‘(E) whether the project has been com-

pleted.’’. 
SEC. 404. IMPROVING EDUCATION OF NET-

WORKING AND INFORMATION TECH-
NOLOGY, INCLUDING HIGH PER-
FORMANCE COMPUTING. 

Section 201(a) of the High-Performance 
Computing Act of 1991 (15 U.S.C. 5521(a)) is 
amended— 

(1) by redesignating paragraphs (2) through 
(4) as paragraphs (3) through (5), respec-
tively; and 

(2) by inserting after paragraph (1) the fol-
lowing: 

‘‘(2) the National Science Foundation shall 
use its existing programs, in collaboration 
with other agencies, as appropriate, to im-
prove the teaching and learning of net-
working and information technology at all 
levels of education and to increase participa-
tion in networking and information tech-
nology fields;’’. 
SEC. 405. CONFORMING AND TECHNICAL AMEND-

MENTS TO THE HIGH-PERFORM-
ANCE COMPUTING ACT OF 1991. 

(a) SECTION 3.—Section 3 of the High-Per-
formance Computing Act of 1991 (15 U.S.C. 
5502) is amended— 

(1) in the matter preceding paragraph (1), 
by striking ‘‘high-performance computing’’ 
and inserting ‘‘networking and information 
technology’’; 

(2) in paragraph (1)— 
(A) in the matter preceding subparagraph 

(A), by striking ‘‘high-performance com-
puting’’ and inserting ‘‘networking and in-
formation technology’’; 

(B) in subparagraphs (A), (F), and (G), by 
striking ‘‘high-performance computing’’ 
each place it appears and inserting ‘‘net-
working and information technology’’; and 

(C) in subparagraph (H), by striking ‘‘high- 
performance’’ and inserting ‘‘high-end’’; and 

(3) in paragraph (2)— 
(A) by striking ‘‘high-performance com-

puting and’’ and inserting ‘‘networking and 
information technology, and’’; and 

(B) by striking ‘‘high-performance com-
puting network’’ and inserting ‘‘networking 
and information technology’’. 

(b) TITLE HEADING.—The heading of title I 
of the High-Performance Computing Act of 
1991 (105 Stat. 1595) is amended by striking 
‘‘HIGH-PERFORMANCE COMPUTING’’ and 
inserting ‘‘NETWORKING AND INFORMA-
TION TECHNOLOGY’’. 

(c) SECTION 101.—Section 101 of the High- 
Performance Computing Act of 1991 (15 
U.S.C. 5511) is amended— 

(1) in the section heading, by striking 
‘‘HIGH-PERFORMANCE COMPUTING’’ and insert-
ing ‘‘NETWORKING AND INFORMATION TECH-
NOLOGY RESEARCH AND DEVELOPMENT’’; 

(2) in subsection (a)— 
(A) in the subsection heading, by striking 

‘‘NATIONAL HIGH-PERFORMANCE COMPUTING’’ 
and inserting ‘‘NETWORKING AND INFORMATION 
TECHNOLOGY RESEARCH AND DEVELOPMENT’’; 

(B) in paragraph (1)— 
(i) by striking ‘‘National High-Perform-

ance Computing Program’’ and inserting 
‘‘networking and information technology re-
search and development program’’; 

(ii) in subparagraph (A), by striking ‘‘high- 
performance computing, including net-
working’’ and inserting ‘‘networking and in-
formation technology’’; 

(iii) in subparagraphs (B) and (G), by strik-
ing ‘‘high-performance’’ each place it ap-
pears and inserting ‘‘high-end’’; and 

(iv) in subparagraph (C), by striking ‘‘high- 
performance computing and networking’’ 
and inserting ‘‘high-end computing, distrib-
uted, and networking’’; and 

(C) in paragraph (2)— 
(i) in subparagraphs (A) and (C)— 
(I) by striking ‘‘high-performance com-

puting’’ each place it appears and inserting 
‘‘networking and information technology’’; 
and 

(II) by striking ‘‘development, net-
working,’’ each place it appears and insert-
ing ‘‘development,’’; and 

(ii) in subparagraphs (G) and (H), as redes-
ignated by section 401(d) of this Act, by 
striking ‘‘high-performance’’ each place it 
appears and inserting ‘‘high-end’’; 

(3) in subsection (b)(1), in the matter pre-
ceding subparagraph (A), by striking ‘‘high- 
performance computing’’ each place it ap-
pears and inserting ‘‘networking and infor-
mation technology’’; and 

(4) in subsection (c)(1)(A), by striking 
‘‘high-performance computing’’ and insert-
ing ‘‘networking and information tech-
nology’’. 

(d) SECTION 201.—Section 201(a)(1) of the 
High-Performance Computing Act of 1991 (15 
U.S.C. 5521(a)(1)) is amended by striking 
‘‘high-performance computing and advanced 
high-speed computer networking’’ and in-
serting ‘‘networking and information tech-
nology research and development’’. 

(e) SECTION 202.—Section 202(a) of the High- 
Performance Computing Act of 1991 (15 
U.S.C. 5522(a)) is amended by striking ‘‘high- 
performance computing’’ and inserting ‘‘net-
working and information technology’’. 

(f) SECTION 203.—Section 203(a) of the High- 
Performance Computing Act of 1991 (15 
U.S.C. 5523(a)) is amended— 

(1) in paragraph (1), by striking ‘‘high-per-
formance computing and networking’’ and 
inserting ‘‘networking and information tech-
nology’’; and 

(2) in paragraph (2)(A), by striking ‘‘high- 
performance’’ and inserting ‘‘high-end’’. 

(g) SECTION 204.—Section 204 of the High- 
Performance Computing Act of 1991 (15 
U.S.C. 5524) is amended— 

(1) in subsection (a)(1)— 
(A) in subparagraph (A), by striking ‘‘high- 

performance computing systems and net-
works’’ and inserting ‘‘networking and infor-
mation technology systems and capabili-
ties’’; 

(B) in subparagraph (B), by striking ‘‘inter-
operability of high-performance computing 
systems in networks and for common user 
interfaces to systems’’ and inserting ‘‘inter-
operability and usability of networking and 
information technology systems’’; and 

(C) in subparagraph (C), by striking ‘‘high- 
performance computing’’ and inserting ‘‘net-
working and information technology’’; and 

(2) in subsection (b)— 
(A) by striking ‘‘HIGH-PERFORMANCE COM-

PUTING AND NETWORK’’ in the heading and in-
serting ‘‘NETWORKING AND INFORMATION 
TECHNOLOGY’’; and 

(B) by striking ‘‘sensitive’’. 

(h) SECTION 205.—Section 205(a) of the 
High-Performance Computing Act of 1991 (15 
U.S.C. 5525(a)) is amended by striking ‘‘com-
putational’’ and inserting ‘‘networking and 
information technology’’. 

(i) SECTION 206.—Section 206(a) of the High- 
Performance Computing Act of 1991 (15 
U.S.C. 5526(a)) is amended by striking ‘‘com-
putational research’’ and inserting ‘‘net-
working and information technology re-
search’’. 

(j) SECTION 207.—Section 207 of the High- 
Performance Computing Act of 1991 (15 
U.S.C. 5527) is amended by striking ‘‘high- 
performance computing’’ and inserting ‘‘net-
working and information technology’’. 

(k) SECTION 208.—Section 208 of the High- 
Performance Computing Act of 1991 (15 
U.S.C. 5528) is amended— 

(1) in the section heading, by striking 
‘‘HIGH-PERFORMANCE COMPUTING’’ and insert-
ing ‘‘NETWORKING AND INFORMATION TECH-
NOLOGY’’; and 

(2) in subsection (a)— 
(A) in paragraph (1), by striking ‘‘High-per-

formance computing and associated’’ and in-
serting ‘‘Networking and information’’; 

(B) in paragraph (2), by striking ‘‘high-per-
formance computing’’ and inserting ‘‘net-
working and information technologies’’; 

(C) in paragraph (3), by striking ‘‘high-per-
formance’’ and inserting ‘‘high-end’’; 

(D) in paragraph (4), by striking ‘‘high-per-
formance computers and associated’’ and in-
serting ‘‘networking and information’’; and 

(E) in paragraph (5), by striking ‘‘high-per-
formance computing and associated’’ and in-
serting ‘‘networking and information’’. 
SEC. 406. FEDERAL CYBER SCHOLARSHIP-FOR- 

SERVICE PROGRAM. 
(a) IN GENERAL.—The Director of the Na-

tional Science Foundation, in coordination 
with the Secretary of Homeland Security, 
shall carry out a Federal cyber scholarship- 
for-service program to recruit and train the 
next generation of information technology 
professionals and security managers to meet 
the needs of the cybersecurity mission for 
the Federal government. 

(b) PROGRAM DESCRIPTION AND COMPO-
NENTS.—The program shall— 

(1) annually assess the workforce needs of 
the Federal government for cybersecurity 
professionals, including network engineers, 
software engineers, and other experts in 
order to determine how many scholarships 
should be awarded annually to ensure that 
the workforce needs following graduation 
match the number of scholarships awarded; 

(2) provide scholarships for up to 1,000 stu-
dents per year in their pursuit of under-
graduate or graduate degrees in the cyberse-
curity field, in an amount that may include 
coverage for full tuition, fees, and a stipend; 

(3) require each scholarship recipient, as a 
condition of receiving a scholarship under 
the program, to serve in a Federal informa-
tion technology workforce for a period equal 
to one and one-half times each year, or par-
tial year, of scholarship received, in addition 
to an internship in the cybersecurity field, if 
applicable, following graduation; 

(4) provide a procedure for the National 
Science Foundation or a Federal agency, 
consistent with regulations of the Office of 
Personnel Management, to request and fund 
a security clearance for a scholarship recipi-
ent, including providing for clearance during 
a summer internship and upon graduation; 
and 

(5) provide opportunities for students to re-
ceive temporary appointments for meaning-
ful employment in the Federal information 
technology workforce during school vacation 
periods and for internships. 

(c) HIRING AUTHORITY.— 
(1) IN GENERAL.—For purposes of any law or 

regulation governing the appointment of an 
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individual in the Federal civil service, upon 
the successful completion of the student’s 
studies, a student receiving a scholarship 
under the program may— 

(A) be hired under section 213.3102(r) of 
title 5, Code of Federal Regulations; and 

(B) be exempt from competitive service. 
(2) COMPETITIVE SERVICE.—Upon satisfac-

tory fulfillment of the service term under 
paragraph (1), an individual may be con-
verted to a competitive service position 
without competition if the individual meets 
the requirements for that position. 

(d) ELIGIBILITY.—The eligibility require-
ments for a scholarship under this section 
shall include that a scholarship applicant— 

(1) be a citizen of the United States; 
(2) be eligible to be granted a security 

clearance; 
(3) maintain a grade point average of 3.2 or 

above on a 4.0 scale for undergraduate study 
or a 3.5 or above on a 4.0 scale for post-
graduate study; 

(4) demonstrate a commitment to a career 
in improving the security of the information 
infrastructure; and 

(5) has demonstrated a level of proficiency 
in math or computer sciences. 

(e) FAILURE TO COMPLETE SERVICE OBLIGA-
TION.— 

(1) IN GENERAL.—A scholarship recipient 
under this section shall be liable to the 
United States under paragraph (2) if the 
scholarship recipient— 

(A) fails to maintain an acceptable level of 
academic standing in the educational insti-
tution in which the individual is enrolled, as 
determined by the Director; 

(B) is dismissed from such educational in-
stitution for disciplinary reasons; 

(C) withdraws from the program for which 
the award was made before the completion of 
such program; 

(D) declares that the individual does not 
intend to fulfill the service obligation under 
this section; 

(E) fails to fulfill the service obligation of 
the individual under this section; or 

(F) loses a security clearance or becomes 
ineligible for a security clearance. 

(2) REPAYMENT AMOUNTS.— 
(A) LESS THAN 1 YEAR OF SERVICE.—If a cir-

cumstance under paragraph (1) occurs before 
the completion of 1 year of a service obliga-
tion under this section, the total amount of 
awards received by the individual under this 
section shall be repaid. 

(B) ONE OR MORE YEARS OF SERVICE.—If a 
circumstance described in subparagraph (D) 
or (E) of paragraph (1) occurs after the com-
pletion of 1 year of a service obligation under 
this section, the total amount of scholarship 
awards received by the individual under this 
section, reduced by the ratio of the number 
of years of service completed divided by the 
number of years of service required, shall be 
repaid. 

(f) EVALUATION AND REPORT.—The Director 
of the National Science Foundation shall— 

(1) evaluate the success of recruiting indi-
viduals for scholarships under this section 
and of hiring and retaining those individuals 
in the public sector workforce, including the 
annual cost and an assessment of how the 
program actually improves the Federal 
workforce; and 

(2) periodically report the findings under 
paragraph (1) to Congress. 

(g) AUTHORIZATION OF APPROPRIATIONS.— 
From amounts made available under section 
503 of the America COMPETES Reauthoriza-
tion Act of 2010 (124 Stat. 4005), the Director 
may use funds to carry out the requirements 
of this section for fiscal years 2012 through 
2013. 

SEC. 407. STUDY AND ANALYSIS OF CERTIFI-
CATION AND TRAINING OF INFOR-
MATION INFRASTRUCTURE PROFES-
SIONALS. 

(a) STUDY.—The President shall enter into 
an agreement with the National Academies 
to conduct a comprehensive study of govern-
ment, academic, and private-sector accredi-
tation, training, and certification programs 
for personnel working in information infra-
structure. The agreement shall require the 
National Academies to consult with sector 
coordinating councils and relevant govern-
mental agencies, regulatory entities, and 
nongovernmental organizations in the course 
of the study. 

(b) SCOPE.—The study shall include— 
(1) an evaluation of the body of knowledge 

and various skills that specific categories of 
personnel working in information infrastruc-
ture should possess in order to secure infor-
mation systems; 

(2) an assessment of whether existing gov-
ernment, academic, and private-sector ac-
creditation, training, and certification pro-
grams provide the body of knowledge and 
various skills described in paragraph (1); 

(3) an analysis of any barriers to the Fed-
eral Government recruiting and hiring cy-
bersecurity talent, including barriers relat-
ing to compensation, the hiring process, job 
classification, and hiring flexibility; and 

(4) an analysis of the sources and avail-
ability of cybersecurity talent, a comparison 
of the skills and expertise sought by the Fed-
eral Government and the private sector, an 
examination of the current and future capac-
ity of United States institutions of higher 
education, including community colleges, to 
provide current and future cybersecurity 
professionals, through education and train-
ing activities, with those skills sought by 
the Federal Government, State and local en-
tities, and the private sector. 

(c) REPORT.—Not later than 1 year after 
the date of enactment of this Act, the Na-
tional Academies shall submit to the Presi-
dent and Congress a report on the results of 
the study. The report shall include— 

(1) findings regarding the state of informa-
tion infrastructure accreditation, training, 
and certification programs, including spe-
cific areas of deficiency and demonstrable 
progress; and 

(2) recommendations for the improvement 
of information infrastructure accreditation, 
training, and certification programs. 
SEC. 408. INTERNATIONAL CYBERSECURITY 

TECHNICAL STANDARDS. 
(a) IN GENERAL.—The Director of the Na-

tional Institute of Standards and Tech-
nology, in coordination with appropriate 
Federal authorities, shall— 

(1) as appropriate, ensure coordination of 
Federal agencies engaged in the development 
of international technical standards related 
to information system security; and 

(2) not later than 1 year after the date of 
enactment of this Act, develop and transmit 
to Congress a plan for ensuring such Federal 
agency coordination. 

(b) CONSULTATION WITH THE PRIVATE SEC-
TOR.—In carrying out the activities under 
subsection (a)(1), the Director shall ensure 
consultation with appropriate private sector 
stakeholders. 
SEC. 409. IDENTITY MANAGEMENT RESEARCH 

AND DEVELOPMENT. 
The Director of the National Institute of 

Standards and Technology shall continue a 
program to support the development of tech-
nical standards, metrology, testbeds, and 
conformance criteria, taking into account 
appropriate user concerns— 

(1) to improve interoperability among 
identity management technologies; 

(2) to strengthen authentication methods 
of identity management systems; 

(3) to improve privacy protection in iden-
tity management systems, including health 
information technology systems, through 
authentication and security protocols; and 

(4) to improve the usability of identity 
management systems. 
SEC. 410. FEDERAL CYBERSECURITY RESEARCH 

AND DEVELOPMENT. 
(a) NATIONAL SCIENCE FOUNDATION COM-

PUTER AND NETWORK SECURITY RESEARCH 
GRANT AREAS.—Section 4(a)(1) of the Cyber 
Security Research and Development Act (15 
U.S.C. 7403(a)(1)) is amended— 

(1) in subparagraph (H), by striking ‘‘and’’ 
after the semicolon; 

(2) in subparagraph (I), by striking ‘‘prop-
erty.’’ and inserting ‘‘property;’’; and 

(3) by adding at the end the following: 
‘‘(J) secure fundamental protocols that are 

at the heart of inter-network communica-
tions and data exchange; 

‘‘(K) system security that addresses the 
building of secure systems from trusted and 
untrusted components; 

‘‘(L) monitoring and detection; and 
‘‘(M) resiliency and rapid recovery meth-

ods.’’. 
(b) NATIONAL SCIENCE FOUNDATION COM-

PUTER AND NETWORK SECURITY GRANTS.—Sec-
tion 4(a)(3) of the Cyber Security Research 
and Development Act (15 U.S.C. 7403(a)(3)) is 
amended— 

(1) in subparagraph (D), by striking ‘‘and’’; 
(2) in subparagraph (E), by striking ‘‘2007.’’ 

and inserting ‘‘2007;’’; and 
(3) by adding at the end the following: 
‘‘(F) such funds from amounts made avail-

able under section 503 of the America COM-
PETES Reauthorization Act of 2010 (124 Stat. 
4005), as the Director finds necessary to 
carry out the requirements of this sub-
section for fiscal years 2012 through 2013.’’. 

(c) COMPUTER AND NETWORK SECURITY CEN-
TERS.—Section 4(b)(7) of the Cyber Security 
Research and Development Act (15 U.S.C. 
7403(b)(7)) is amended— 

(1) in subparagraph (D), by striking ‘‘and’’; 
(2) in subparagraph (E), by striking ‘‘2007.’’ 

and inserting ‘‘2007;’’; and 
(3) by adding at the end the following: 
‘‘(F) such funds from amounts made avail-

able under section 503 of the America COM-
PETES Reauthorization Act of 2010 (124 Stat. 
4005), as the Director finds necessary to 
carry out the requirements of this sub-
section for fiscal years 2012 through 2013.’’. 

(d) COMPUTER AND NETWORK SECURITY CA-
PACITY BUILDING GRANTS.—Section 5(a)(6) of 
the Cyber Security Research and Develop-
ment Act (15 U.S.C. 7404(a)(6)) is amended— 

(1) in subparagraph (D), by striking ‘‘and’’; 
(2) in subparagraph (E), by striking ‘‘2007.’’ 

and inserting ‘‘2007;’’; and 
(3) by adding at the end the following: 
‘‘(F) such funds from amounts made avail-

able under section 503 of the America COM-
PETES Reauthorization Act of 2010 (124 Stat. 
4005), as the Director finds necessary to 
carry out the requirements of this sub-
section for fiscal years 2012 through 2013.’’. 

(e) SCIENTIFIC AND ADVANCED TECHNOLOGY 
ACT GRANTS.—Section 5(b)(2) of the Cyber 
Security Research and Development Act (15 
U.S.C. 7404(b)(2)) is amended— 

(1) in subparagraph (D), by striking ‘‘and’’; 
(2) in subparagraph (E), by striking ‘‘2007.’’ 

and inserting ‘‘2007;’’; and 
(3) by adding at the end the following: 
‘‘(F) such funds from amounts made avail-

able under section 503 of the America COM-
PETES Reauthorization Act of 2010 (124 Stat. 
4005), as the Director finds necessary to 
carry out the requirements of this sub-
section for fiscal years 2012 through 2013.’’. 

(f) GRADUATE TRAINEESHIPS IN COMPUTER 
AND NETWORK SECURITY RESEARCH.—Section 
5(c)(7) of the Cyber Security Research and 
Development Act (15 U.S.C. 7404(c)(7)) is 
amended— 
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(1) in subparagraph (D), by striking ‘‘and’’; 
(2) in subparagraph (E), by striking ‘‘2007.’’ 

and inserting ‘‘2007;’’; and 
(3) by adding at the end the following: 
‘‘(F) such funds from amounts made avail-

able under section 503 of the America COM-
PETES Reauthorization Act of 2010 (124 Stat. 
4005), as the Director finds necessary to 
carry out the requirements of this sub-
section for fiscal years 2012 through 2013.’’. 

SA 2608. Mr. MCCAIN (for himself, 
Mrs. HUTCHISON, Mr. CHAMBLISS, Mr. 
GRASSLEY, Ms. MURKOWSKI, Mr. COATS, 
Mr. BURR, and Mr. JOHNSON of Wis-
consin) submitted an amendment in-
tended to be proposed by him to the 
bill S. 3414, to enhance the security and 
resiliency of the cyber and communica-
tions infrastrucutre of the United 
States; which was ordered to lie on the 
table; as follows: 

Strike all after the enacting clause and in-
sert the following: 
SECTION 1. SHORT TITLE; TABLE OF CONTENTS. 

(a) SHORT TITLE.—This Act may be cited as 
the ‘‘Strengthening and Enhancing Cyberse-
curity by Using Research, Education, Infor-
mation, and Technology Act of 2012’’ or ‘‘SE-
CURE IT’’. 

(b) TABLE OF CONTENTS.—The table of con-
tents of this Act is as follows: 
Sec. 1. Short title; table of contents. 

TITLE I—FACILITATING SHARING OF 
CYBER THREAT INFORMATION 

Sec. 101. Definitions. 
Sec. 102. Authorization to share cyber 

threat information. 
Sec. 103. Information sharing by the Federal 

government. 
Sec. 104. Construction. 
Sec. 105. Report on implementation. 
Sec. 106. Inspector General review. 
Sec. 107. Technical amendments. 
Sec. 108. Access to classified information. 

TITLE II—COORDINATION OF FEDERAL 
INFORMATION SECURITY POLICY 

Sec. 201. Coordination of Federal informa-
tion security policy. 

Sec. 202. Management of information tech-
nology. 

Sec. 203. No new funding. 
Sec. 204. Technical and conforming amend-

ments. 
Sec. 205. Clarification of authorities. 

TITLE III—CRIMINAL PENALTIES 
Sec. 301. Penalties for fraud and related ac-

tivity in connection with com-
puters. 

Sec. 302. Trafficking in passwords. 
Sec. 303. Conspiracy and attempted com-

puter fraud offenses. 
Sec. 304. Criminal and civil forfeiture for 

fraud and related activity in 
connection with computers. 

Sec. 305. Damage to critical infrastructure 
computers. 

Sec. 306. Limitation on actions involving 
unauthorized use. 

Sec. 307. No new funding. 
TITLE IV—CYBERSECURITY RESEARCH 

AND DEVELOPMENT 
Sec. 401. National High-Performance Com-

puting Program planning and 
coordination. 

Sec. 402. Research in areas of national im-
portance. 

Sec. 403. Program improvements. 
Sec. 404. Improving education of networking 

and information technology, in-
cluding high performance com-
puting. 

Sec. 405. Conforming and technical amend-
ments to the High-Performance 
Computing Act of 1991. 

Sec. 406. Federal cyber scholarship-for-serv-
ice program. 

Sec. 407. Study and analysis of certification 
and training of information in-
frastructure professionals. 

Sec. 408. International cybersecurity tech-
nical standards. 

Sec. 409. Identity management research and 
development. 

Sec. 410. Federal cybersecurity research and 
development. 

TITLE I—FACILITATING SHARING OF 
CYBER THREAT INFORMATION 

SEC. 101. DEFINITIONS. 
In this title: 
(1) AGENCY.—The term ‘‘agency’’ has the 

meaning given the term in section 3502 of 
title 44, United States Code. 

(2) ANTITRUST LAWS.—The term ‘‘antitrust 
laws’’— 

(A) has the meaning given the term in sec-
tion 1(a) of the Clayton Act (15 U.S.C. 12(a)); 

(B) includes section 5 of the Federal Trade 
Commission Act (15 U.S.C. 45) to the extent 
that section 5 of that Act applies to unfair 
methods of competition; and 

(C) includes any State law that has the 
same intent and effect as the laws under sub-
paragraphs (A) and (B). 

(3) COUNTERMEASURE.—The term ‘‘counter-
measure’’ means an automated or a manual 
action with defensive intent to mitigate 
cyber threats. 

(4) CYBER THREAT INFORMATION.—The term 
‘‘cyber threat information’’ means informa-
tion that indicates or describes— 

(A) a technical or operation vulnerability 
or a cyber threat mitigation measure; 

(B) an action or operation to mitigate a 
cyber threat; 

(C) malicious reconnaissance, including 
anomalous patterns of network activity that 
appear to be transmitted for the purpose of 
gathering technical information related to a 
cybersecurity threat; 

(D) a method of defeating a technical con-
trol; 

(E) a method of defeating an operational 
control; 

(F) network activity or protocols known to 
be associated with a malicious cyber actor or 
that signify malicious cyber intent; 

(G) a method of causing a user with legiti-
mate access to an information system or in-
formation that is stored on, processed by, or 
transiting an information system to inad-
vertently enable the defeat of a technical or 
operational control; 

(H) any other attribute of a cybersecurity 
threat or cyber defense information that 
would foster situational awareness of the 
United States cybersecurity posture, if dis-
closure of such attribute or information is 
not otherwise prohibited by law; 

(I) the actual or potential harm caused by 
a cyber incident, including information 
exfiltrated when it is necessary in order to 
identify or describe a cybersecurity threat; 
or 

(J) any combination of subparagraphs (A) 
through (I). 

(5) CYBERSECURITY CENTER.—The term ‘‘cy-
bersecurity center’’ means the Department 
of Defense Cyber Crime Center, the Intel-
ligence Community Incident Response Cen-
ter, the United States Cyber Command Joint 
Operations Center, the National Cyber Inves-
tigative Joint Task Force, the National Se-
curity Agency/Central Security Service 
Threat Operations Center, the National Cy-
bersecurity and Communications Integration 
Center, and any successor center. 

(6) CYBERSECURITY SYSTEM.—The term ‘‘cy-
bersecurity system’’ means a system de-
signed or employed to ensure the integrity, 
confidentiality, or availability of, or to safe-
guard, a system or network, including meas-

ures intended to protect a system or network 
from— 

(A) efforts to degrade, disrupt, or destroy 
such system or network; or 

(B) theft or misappropriations of private or 
government information, intellectual prop-
erty, or personally identifiable information. 

(7) ENTITY.— 
(A) IN GENERAL.—The term ‘‘entity’’ means 

any private entity, non-Federal government 
agency or department, or State, tribal, or 
local government agency or department (in-
cluding an officer, employee, or agent there-
of). 

(B) INCLUSIONS.—The term ‘‘entity’’ in-
cludes a government agency or department 
(including an officer, employee, or agent 
thereof) of the District of Columbia, the 
Commonwealth of Puerto Rico, the Virgin 
Islands, Guam, American Samoa, the North-
ern Mariana Islands, and any other territory 
or possession of the United States. 

(8) FEDERAL INFORMATION SYSTEM.—The 
term ‘‘Federal information system’’ means 
an information system of a Federal depart-
ment or agency used or operated by an exec-
utive agency, by a contractor of an executive 
agency, or by another organization on behalf 
of an executive agency. 

(9) INFORMATION SECURITY.—The term ‘‘in-
formation security’’ means protecting infor-
mation and information systems from dis-
ruption or unauthorized access, use, disclo-
sure, modification, or destruction in order to 
provide— 

(A) integrity, by guarding against im-
proper information modification or destruc-
tion, including by ensuring information non-
repudiation and authenticity; 

(B) confidentiality, by preserving author-
ized restrictions on access and disclosure, in-
cluding means for protecting personal pri-
vacy and proprietary information; or 

(C) availability, by ensuring timely and re-
liable access to and use of information. 

(10) INFORMATION SYSTEM.—The term ‘‘in-
formation system’’ has the meaning given 
the term in section 3502 of title 44, United 
States Code. 

(11) LOCAL GOVERNMENT.—The term ‘‘local 
government’’ means any borough, city, coun-
ty, parish, town, township, village, or other 
general purpose political subdivision of a 
State. 

(12) MALICIOUS RECONNAISSANCE.—The term 
‘‘malicious reconnaissance’’ means a method 
for actively probing or passively monitoring 
an information system for the purpose of dis-
cerning technical vulnerabilities of the in-
formation system, if such method is associ-
ated with a known or suspected cybersecu-
rity threat. 

(13) OPERATIONAL CONTROL.—The term 
‘‘operational control’’ means a security con-
trol for an information system that pri-
marily is implemented and executed by peo-
ple. 

(14) OPERATIONAL VULNERABILITY.—The 
term ‘‘operational vulnerability’’ means any 
attribute of policy, process, or procedure 
that could enable or facilitate the defeat of 
an operational control. 

(15) PRIVATE ENTITY.—The term ‘‘private 
entity’’ means any individual or any private 
group, organization, or corporation, includ-
ing an officer, employee, or agent thereof. 

(16) SIGNIFICANT CYBER INCIDENT.—The 
term ‘‘significant cyber incident’’ means a 
cyber incident resulting in, or an attempted 
cyber incident that, if successful, would have 
resulted in— 

(A) the exfiltration from a Federal infor-
mation system of data that is essential to 
the operation of the Federal information sys-
tem; or 

(B) an incident in which an operational or 
technical control essential to the security or 
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operation of a Federal information system 
was defeated. 

(17) TECHNICAL CONTROL.—The term ‘‘tech-
nical control’’ means a hardware or software 
restriction on, or audit of, access or use of an 
information system or information that is 
stored on, processed by, or transiting an in-
formation system that is intended to ensure 
the confidentiality, integrity, or availability 
of that system. 

(18) TECHNICAL VULNERABILITY.—The term 
‘‘technical vulnerability’’ means any at-
tribute of hardware or software that could 
enable or facilitate the defeat of a technical 
control. 

(19) TRIBAL.—The term ‘‘tribal’’ has the 
meaning given the term ‘‘Indian tribe’’ in 
section 4 of the Indian Self-Determination 
and Education Assistance Act (25 U.S.C. 
450b). 
SEC. 102. AUTHORIZATION TO SHARE CYBER 

THREAT INFORMATION. 
(a) VOLUNTARY DISCLOSURE.— 
(1) PRIVATE ENTITIES.—Notwithstanding 

any other provision of law, a private entity 
may, for the purpose of preventing, inves-
tigating, or otherwise mitigating threats to 
information security, on its own networks, 
or as authorized by another entity, on such 
entity’s networks, employ countermeasures 
and use cybersecurity systems in order to 
obtain, identify, or otherwise possess cyber 
threat information. 

(2) ENTITIES.—Notwithstanding any other 
provision of law, an entity may disclose 
cyber threat information to— 

(A) a cybersecurity center; or 
(B) any other entity in order to assist with 

preventing, investigating, or otherwise miti-
gating threats to information security. 

(3) INFORMATION SECURITY PROVIDERS.—If 
the cyber threat information described in 
paragraph (1) is obtained, identified, or oth-
erwise possessed in the course of providing 
information security products or services 
under contract to another entity, that entity 
shall be given, at any time prior to disclo-
sure of such information, a reasonable oppor-
tunity to authorize or prevent such disclo-
sure, to request anonymization of such infor-
mation, or to request that reasonable efforts 
be made to safeguard such information that 
identifies specific persons from unauthorized 
access or disclosure. 

(b) SIGNIFICANT CYBER INCIDENTS INVOLVING 
FEDERAL INFORMATION SYSTEMS.— 

(1) IN GENERAL.—An entity providing elec-
tronic communication services, remote com-
puting services, or information security 
services to a Federal department or agency 
shall inform the Federal department or agen-
cy of a significant cyber incident involving 
the Federal information system of that Fed-
eral department or agency that— 

(A) is directly known to the entity as a re-
sult of providing such services; 

(B) is directly related to the provision of 
such services by the entity; and 

(C) as determined by the entity, has im-
peded or will impede the performance of a 
critical mission of the Federal department 
or agency. 

(2) ADVANCE COORDINATION.—A Federal de-
partment or agency receiving the services 
described in paragraph (1) shall coordinate in 
advance with an entity described in para-
graph (1) to develop the parameters of any 
information that may be provided under 
paragraph (1), including clarification of the 
type of significant cyber incident that will 
impede the performance of a critical mission 
of the Federal department or agency. 

(3) REPORT.—A Federal department or 
agency shall report information provided 
under this subsection to a cybersecurity cen-
ter. 

(4) CONSTRUCTION.—Any information pro-
vided to a cybersecurity center under para-

graph (3) shall be treated in the same man-
ner as information provided to a cybersecu-
rity center under subsection (a). 

(c) INFORMATION SHARED WITH OR PROVIDED 
TO A CYBERSECURITY CENTER.—Cyber threat 
information provided to a cybersecurity cen-
ter under this section— 

(1) may be disclosed to, retained by, and 
used by, consistent with otherwise applicable 
Federal law, any Federal agency or depart-
ment, component, officer, employee, or 
agent of the Federal government for a cyber-
security purpose, a national security pur-
pose, or in order to prevent, investigate, or 
prosecute any of the offenses listed in sec-
tion 2516 of title 18, United States Code, and 
such information shall not be disclosed to, 
retained by, or used by any Federal agency 
or department for any use not permitted 
under this paragraph; 

(2) may, with the prior written consent of 
the entity submitting such information, be 
disclosed to and used by a State, tribal, or 
local government or government agency for 
the purpose of protecting information sys-
tems, or in furtherance of preventing, inves-
tigating, or prosecuting a criminal act, ex-
cept that if the need for immediate disclo-
sure prevents obtaining written consent, 
such consent may be provided orally with 
subsequent documentation of such consent; 

(3) shall be considered the commercial, fi-
nancial, or proprietary information of the 
entity providing such information to the 
Federal government and any disclosure out-
side the Federal government may only be 
made upon the prior written consent by such 
entity and shall not constitute a waiver of 
any applicable privilege or protection pro-
vided by law, except that if the need for im-
mediate disclosure prevents obtaining writ-
ten consent, such consent may be provided 
orally with subsequent documentation of 
such consent; 

(4) shall be deemed voluntarily shared in-
formation and exempt from disclosure under 
section 552 of title 5, United States Code, and 
any State, tribal, or local law requiring dis-
closure of information or records; 

(5) shall be, without discretion, withheld 
from the public under section 552(b)(3)(B) of 
title 5, United States Code, and any State, 
tribal, or local law requiring disclosure of in-
formation or records; 

(6) shall not be subject to the rules of any 
Federal agency or department or any judi-
cial doctrine regarding ex parte communica-
tions with a decision-making official; 

(7) shall not, if subsequently provided to a 
State, tribal, or local government or govern-
ment agency, otherwise be disclosed or dis-
tributed to any entity by such State, tribal, 
or local government or government agency 
without the prior written consent of the en-
tity submitting such information, notwith-
standing any State, tribal, or local law re-
quiring disclosure of information or records, 
except that if the need for immediate disclo-
sure prevents obtaining written consent, 
such consent may be provided orally with 
subsequent documentation of such consent; 
and 

(8) shall not be directly used by any Fed-
eral, State, tribal, or local department or 
agency to regulate the lawful activities of an 
entity, including activities relating to ob-
taining, identifying, or otherwise possessing 
cyber threat information, except that the 
procedures required to be developed and im-
plemented under this title shall not be con-
sidered regulations within the meaning of 
this paragraph. 

(d) PROCEDURES RELATING TO INFORMATION 
SHARING WITH A CYBERSECURITY CENTER.— 
Not later than 60 days after the date of en-
actment of this Act, the heads of each de-
partment or agency containing a cybersecu-
rity center shall jointly develop, promul-

gate, and submit to Congress procedures to 
ensure that cyber threat information shared 
with or provided to— 

(1) a cybersecurity center under this sec-
tion— 

(A) may be submitted to a cybersecurity 
center by an entity, to the greatest extent 
possible, through a uniform, publicly avail-
able process or format that is easily acces-
sible on the website of such cybersecurity 
center, and that includes the ability to pro-
vide relevant details about the cyber threat 
information and written consent to any sub-
sequent disclosures authorized by this para-
graph; 

(B) shall immediately be further shared 
with each cybersecurity center in order to 
prevent, investigate, or otherwise mitigate 
threats to information security across the 
Federal government; 

(C) is handled by the Federal government 
in a reasonable manner, including consider-
ation of the need to protect the privacy and 
civil liberties of individuals through 
anonymization or other appropriate meth-
ods, while fully accomplishing the objectives 
of this title, and the Federal government 
may undertake efforts consistent with this 
subparagraph to limit the impact on privacy 
and civil liberties of the sharing of cyber 
threat information with the Federal govern-
ment; and 

(D) except as provided in this section, shall 
only be used, disclosed, or handled in accord-
ance with the provisions of subsection (c); 
and 

(2) a Federal agency or department under 
subsection (b) is provided immediately to a 
cybersecurity center in order to prevent, in-
vestigate, or otherwise mitigate threats to 
information security across the Federal gov-
ernment. 

(e) INFORMATION SHARED BETWEEN ENTI-
TIES.— 

(1) IN GENERAL.—An entity sharing cyber 
threat information with another entity 
under this title may restrict the use or shar-
ing of such information by such other entity. 

(2) FURTHER SHARING.—Cyber threat infor-
mation shared by any entity with another 
entity under this title— 

(A) shall only be further shared in accord-
ance with any restrictions placed on the 
sharing of such information by the entity 
authorizing such sharing, such as appro-
priate anonymization of such information; 
and 

(B) may not be used by any entity to gain 
an unfair competitive advantage to the det-
riment of the entity authorizing the sharing 
of such information, except that the conduct 
described in paragraph (3) shall not con-
stitute unfair competitive conduct. 

(3) INFORMATION SHARED WITH STATE, TRIB-
AL, OR LOCAL GOVERNMENT OR GOVERNMENT 
AGENCY.—Cyber threat information shared 
with a State, tribal, or local government or 
government agency under this title— 

(A) may, with the prior written consent of 
the entity sharing such information, be dis-
closed to and used by a State, tribal, or local 
government or government agency for the 
purpose of protecting information systems, 
or in furtherance of preventing, inves-
tigating, or prosecuting a criminal act, ex-
cept if the need for immediate disclosure 
prevents obtaining written consent, consent 
may be provided orally with subsequent doc-
umentation of the consent; 

(B) shall be deemed voluntarily shared in-
formation and exempt from disclosure under 
any State, tribal, or local law requiring dis-
closure of information or records; 

(C) shall not be disclosed or distributed to 
any entity by the State, tribal, or local gov-
ernment or government agency without the 
prior written consent of the entity submit-
ting such information, notwithstanding any 
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State, tribal, or local law requiring disclo-
sure of information or records, except if the 
need for immediate disclosure prevents ob-
taining written consent, consent may be pro-
vided orally with subsequent documentation 
of the consent; and 

(D) shall not be directly used by any State, 
tribal, or local department or agency to reg-
ulate the lawful activities of an entity, in-
cluding activities relating to obtaining, 
identifying, or otherwise possessing cyber 
threat information, except that the proce-
dures required to be developed and imple-
mented under this title shall not be consid-
ered regulations within the meaning of this 
subparagraph. 

(4) ANTITRUST EXEMPTION.—The exchange 
or provision of cyber threat information or 
assistance between 2 or more private entities 
under this title shall not be considered a vio-
lation of any provision of antitrust laws if 
exchanged or provided in order to assist 
with— 

(A) facilitating the prevention, investiga-
tion, or mitigation of threats to information 
security; or 

(B) communicating or disclosing of cyber 
threat information to help prevent, inves-
tigate or otherwise mitigate the effects of a 
threat to information security. 

(5) NO RIGHT OR BENEFIT.—The provision of 
cyber threat information to an entity under 
this section shall not create a right or a ben-
efit to similar information by such entity or 
any other entity. 

(f) FEDERAL PREEMPTION.— 
(1) IN GENERAL.—This section supersedes 

any statute or other law of a State or polit-
ical subdivision of a State that restricts or 
otherwise expressly regulates an activity au-
thorized under this section. 

(2) STATE LAW ENFORCEMENT.—Nothing in 
this section shall be construed to supersede 
any statute or other law of a State or polit-
ical subdivision of a State concerning the 
use of authorized law enforcement tech-
niques. 

(3) PUBLIC DISCLOSURE.—No information 
shared with or provided to a State, tribal, or 
local government or government agency pur-
suant to this section shall be made publicly 
available pursuant to any State, tribal, or 
local law requiring disclosure of information 
or records. 

(g) CIVIL AND CRIMINAL LIABILITY.— 
(1) GENERAL PROTECTIONS.— 
(A) PRIVATE ENTITIES.—No cause of action 

shall lie or be maintained in any court 
against any private entity for— 

(i) the use of countermeasures and cyberse-
curity systems as authorized by this title; 

(ii) the use, receipt, or disclosure of any 
cyber threat information as authorized by 
this title; or 

(iii) the subsequent actions or inactions of 
any lawful recipient of cyber threat informa-
tion provided by such private entity. 

(B) ENTITIES.—No cause of action shall lie 
or be maintained in any court against any 
entity for— 

(i) the use, receipt, or disclosure of any 
cyber threat information as authorized by 
this title; or 

(ii) the subsequent actions or inactions of 
any lawful recipient of cyber threat informa-
tion provided by such entity. 

(2) CONSTRUCTION.—Nothing in this sub-
section shall be construed as creating any 
immunity against, or otherwise affecting, 
any action brought by the Federal govern-
ment, or any agency or department thereof, 
to enforce any law, executive order, or proce-
dure governing the appropriate handling, dis-
closure, and use of classified information. 

(h) OTHERWISE LAWFUL DISCLOSURES.— 
Nothing in this section shall be construed to 
limit or prohibit otherwise lawful disclo-
sures of communications, records, or other 

information by a private entity to any other 
governmental or private entity not covered 
under this section. 

(i) WHISTLEBLOWER PROTECTION.—Nothing 
in this Act shall be construed to preempt or 
preclude any employee from exercising 
rights currently provided under any whistle-
blower law, rule, or regulation. 

(j) RELATIONSHIP TO OTHER LAWS.—The 
submission of cyber threat information 
under this section to a cybersecurity center 
shall not affect any requirement under any 
other provision of law for an entity to pro-
vide information to the Federal government. 
SEC. 103. INFORMATION SHARING BY THE FED-

ERAL GOVERNMENT. 
(a) CLASSIFIED INFORMATION.— 
(1) PROCEDURES.—Consistent with the pro-

tection of intelligence sources and methods, 
and as otherwise determined appropriate, the 
Director of National Intelligence and the 
Secretary of Defense, in consultation with 
the heads of the appropriate Federal depart-
ments or agencies, shall develop and promul-
gate procedures to facilitate and promote— 

(A) the immediate sharing, through the cy-
bersecurity centers, of classified cyber 
threat information in the possession of the 
Federal government with appropriately 
cleared representatives of any appropriate 
entity; and 

(B) the declassification and immediate 
sharing, through the cybersecurity centers, 
with any entity or, if appropriate, public 
availability of cyber threat information in 
the possession of the Federal government; 

(2) HANDLING OF CLASSIFIED INFORMATION.— 
The procedures developed under paragraph 
(1) shall ensure that each entity receiving 
classified cyber threat information pursuant 
to this section has acknowledged in writing 
the ongoing obligation to comply with all 
laws, executive orders, and procedures con-
cerning the appropriate handling, disclosure, 
or use of classified information. 

(b) UNCLASSIFIED CYBER THREAT INFORMA-
TION.—The heads of each department or 
agency containing a cybersecurity center 
shall jointly develop and promulgate proce-
dures that ensure that, consistent with the 
provisions of this section, unclassified, in-
cluding controlled unclassified, cyber threat 
information in the possession of the Federal 
government— 

(1) is shared, through the cybersecurity 
centers, in an immediate and adequate man-
ner with appropriate entities; and 

(2) if appropriate, is made publicly avail-
able. 

(c) DEVELOPMENT OF PROCEDURES.— 
(1) IN GENERAL.—The procedures developed 

under this section shall incorporate, to the 
greatest extent possible, existing processes 
utilized by sector specific information shar-
ing and analysis centers. 

(2) COORDINATION WITH ENTITIES.—In devel-
oping the procedures required under this sec-
tion, the Director of National Intelligence 
and the heads of each department or agency 
containing a cybersecurity center shall co-
ordinate with appropriate entities to ensure 
that protocols are implemented that will fa-
cilitate and promote the sharing of cyber 
threat information by the Federal govern-
ment. 

(d) ADDITIONAL RESPONSIBILITIES OF CYBER-
SECURITY CENTERS.—Consistent with section 
102, a cybersecurity center shall— 

(1) facilitate information sharing, inter-
action, and collaboration among and be-
tween cybersecurity centers and— 

(A) other Federal entities; 
(B) any entity; and 
(C) international partners, in consultation 

with the Secretary of State; 
(2) disseminate timely and actionable cy-

bersecurity threat, vulnerability, mitiga-
tion, and warning information, including 

alerts, advisories, indicators, signatures, and 
mitigation and response measures, to im-
prove the security and protection of informa-
tion systems; and 

(3) coordinate with other Federal entities, 
as appropriate, to integrate information 
from across the Federal government to pro-
vide situational awareness of the cybersecu-
rity posture of the United States. 

(e) SHARING WITHIN THE FEDERAL GOVERN-
MENT.—The heads of appropriate Federal de-
partments and agencies shall ensure that 
cyber threat information in the possession of 
such Federal departments or agencies that 
relates to the prevention, investigation, or 
mitigation of threats to information secu-
rity across the Federal government is shared 
effectively with the cybersecurity centers. 

(f) SUBMISSION TO CONGRESS.—Not later 
than 60 days after the date of enactment of 
this Act, the Director of National Intel-
ligence, in coordination with the appropriate 
head of a department or an agency con-
taining a cybersecurity center, shall submit 
the procedures required by this section to 
Congress. 
SEC. 104. CONSTRUCTION. 

(a) INFORMATION SHARING RELATIONSHIPS.— 
Nothing in this title shall be construed— 

(1) to limit or modify an existing informa-
tion sharing relationship; 

(2) to prohibit a new information sharing 
relationship; 

(3) to require a new information sharing re-
lationship between any entity and the Fed-
eral government, except as specified under 
section 102(b); or 

(4) to modify the authority of a depart-
ment or agency of the Federal government 
to protect sources and methods and the na-
tional security of the United States. 

(b) ANTI-TASKING RESTRICTION.—Nothing in 
this title shall be construed to permit the 
Federal government— 

(1) to require an entity to share informa-
tion with the Federal government, except as 
expressly provided under section 102(b); or 

(2) to condition the sharing of cyber threat 
information with an entity on such entity’s 
provision of cyber threat information to the 
Federal government. 

(c) NO LIABILITY FOR NON-PARTICIPATION.— 
Nothing in this title shall be construed to 
subject any entity to liability for choosing 
not to engage in the voluntary activities au-
thorized under this title. 

(d) USE AND RETENTION OF INFORMATION.— 
Nothing in this title shall be construed to 
authorize, or to modify any existing author-
ity of, a department or agency of the Federal 
government to retain or use any information 
shared under section 102 for any use other 
than a use permitted under subsection 
102(c)(1). 

(e) NO NEW FUNDING.—An applicable Fed-
eral agency shall carry out the provisions of 
this title with existing facilities and funds 
otherwise available, through such means as 
the head of the agency considers appropriate. 
SEC. 105. REPORT ON IMPLEMENTATION. 

(a) CONTENT OF REPORT.—Not later than 1 
year after the date of enactment of this Act, 
and biennially thereafter, the heads of each 
department or agency containing a cyberse-
curity center shall jointly submit, in coordi-
nation with the privacy and civil liberties of-
ficials of such departments or agencies and 
the Privacy and Civil Liberties Oversight 
Board, a detailed report to Congress con-
cerning the implementation of this title, in-
cluding— 

(1) an assessment of the sufficiency of the 
procedures developed under section 103 of 
this Act in ensuring that cyber threat infor-
mation in the possession of the Federal gov-
ernment is provided in an immediate and 
adequate manner to appropriate entities or, 
if appropriate, is made publicly available; 
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(2) an assessment of whether information 

has been appropriately classified and an ac-
counting of the number of security clear-
ances authorized by the Federal government 
for purposes of this title; 

(3) a review of the type of cyber threat in-
formation shared with a cybersecurity cen-
ter under section 102 of this Act, including 
whether such information meets the defini-
tion of cyber threat information under sec-
tion 101, the degree to which such informa-
tion may impact the privacy and civil lib-
erties of individuals, any appropriate 
metrics to determine any impact of the shar-
ing of such information with the Federal 
government on privacy and civil liberties, 
and the adequacy of any steps taken to re-
duce such impact; 

(4) a review of actions taken by the Federal 
government based on information provided 
to a cybersecurity center under section 102 of 
this Act, including the appropriateness of 
any subsequent use under section 102(c)(1) of 
this Act and whether there was inappro-
priate stovepiping within the Federal gov-
ernment of any such information; 

(5) a description of any violations of the re-
quirements of this title by the Federal gov-
ernment; 

(6) a classified list of entities that received 
classified information from the Federal gov-
ernment under section 103 of this Act and a 
description of any indication that such infor-
mation may not have been appropriately 
handled; 

(7) a summary of any breach of informa-
tion security, if known, attributable to a 
specific failure by any entity or the Federal 
government to act on cyber threat informa-
tion in the possession of such entity or the 
Federal government that resulted in sub-
stantial economic harm or injury to a spe-
cific entity or the Federal government; and 

(8) any recommendation for improvements 
or modifications to the authorities under 
this title. 

(b) FORM OF REPORT.—The report under 
subsection (a) shall be submitted in unclassi-
fied form, but shall include a classified 
annex. 
SEC. 106. INSPECTOR GENERAL REVIEW. 

(a) IN GENERAL.—The Council of the In-
spectors General on Integrity and Efficiency 
are authorized to review compliance by the 
cybersecurity centers, and by any Federal 
department or agency receiving cyber threat 
information from such cybersecurity cen-
ters, with the procedures required under sec-
tion 102 of this Act. 

(b) SCOPE OF REVIEW.—The review under 
subsection (a) shall consider whether the 
Federal government has handled such cyber 
threat information in a reasonable manner, 
including consideration of the need to pro-
tect the privacy and civil liberties of individ-
uals through anonymization or other appro-
priate methods, while fully accomplishing 
the objectives of this title. 

(c) REPORT TO CONGRESS.—Each review 
conducted under this section shall be pro-
vided to Congress not later than 30 days after 
the date of completion of the review. 
SEC. 107. TECHNICAL AMENDMENTS. 

Section 552(b) of title 5, United States 
Code, is amended— 

(1) in paragraph (8), by striking ‘‘or’’; 
(2) in paragraph (9), by striking ‘‘wells.’’ 

and inserting ‘‘wells; or’’; and 
(3) by adding at the end the following: 
‘‘(10) information shared with or provided 

to a cybersecurity center under section 102 of 
title I of the Strengthening and Enhancing 
Cybersecurity by Using Research, Education, 
Information, and Technology Act of 2012.’’. 
SEC. 108. ACCESS TO CLASSIFIED INFORMATION. 

(a) AUTHORIZATION REQUIRED.—No person 
shall be provided with access to classified in-

formation (as defined in section 6.1 of Execu-
tive Order 13526 (50 U.S.C. 435 note; relating 
to classified national security information)) 
relating to cyber security threats or cyber 
security vulnerabilities under this title with-
out the appropriate security clearances. 

(b) SECURITY CLEARANCES.—The appro-
priate Federal agencies or departments 
shall, consistent with applicable procedures 
and requirements, and if otherwise deemed 
appropriate, assist an individual in timely 
obtaining an appropriate security clearance 
where such individual has been determined 
to be eligible for such clearance and has a 
need-to-know (as defined in section 6.1 of 
that Executive Order) classified information 
to carry out this title. 

TITLE II—COORDINATION OF FEDERAL 
INFORMATION SECURITY POLICY 

SEC. 201. COORDINATION OF FEDERAL INFORMA-
TION SECURITY POLICY. 

(a) IN GENERAL.—Chapter 35 of title 44, 
United States Code, is amended by striking 
subchapters II and III and inserting the fol-
lowing: 

‘‘SUBCHAPTER II—INFORMATION 
SECURITY 

‘‘§ 3551. Purposes 
‘‘The purposes of this subchapter are— 
‘‘(1) to provide a comprehensive framework 

for ensuring the effectiveness of information 
security controls over information resources 
that support Federal operations and assets; 

‘‘(2) to recognize the highly networked na-
ture of the current Federal computing envi-
ronment and provide effective government- 
wide management of policies, directives, 
standards, and guidelines, as well as effec-
tive and nimble oversight of and response to 
information security risks, including coordi-
nation of information security efforts 
throughout the Federal civilian, national se-
curity, and law enforcement communities; 

‘‘(3) to provide for development and main-
tenance of controls required to protect agen-
cy information and information systems and 
contribute to the overall improvement of 
agency information security posture; 

‘‘(4) to provide for the development of tools 
and methods to assess and respond to real- 
time situational risk for Federal informa-
tion system operations and assets; and 

‘‘(5) to provide a mechanism for improving 
agency information security programs 
through continuous monitoring of agency in-
formation systems and streamlined report-
ing requirements rather than overly pre-
scriptive manual reporting. 
‘‘§ 3552. Definitions 

‘‘In this subchapter: 
‘‘(1) ADEQUATE SECURITY.—The term ‘ade-

quate security’ means security commensu-
rate with the risk and magnitude of the 
harm resulting from the unauthorized access 
to or loss, misuse, destruction, or modifica-
tion of information. 

‘‘(2) AGENCY.—The term ‘agency’ has the 
meaning given the term in section 3502 of 
title 44. 

‘‘(3) CYBERSECURITY CENTER.—The term 
‘cybersecurity center’ means the Depart-
ment of Defense Cyber Crime Center, the In-
telligence Community Incident Response 
Center, the United States Cyber Command 
Joint Operations Center, the National Cyber 
Investigative Joint Task Force, the National 
Security Agency/Central Security Service 
Threat Operations Center, the National Cy-
bersecurity and Communications Integration 
Center, and any successor center. 

‘‘(4) CYBER THREAT INFORMATION.—The 
term ‘cyber threat information’ means infor-
mation that indicates or describes— 

‘‘(A) a technical or operation vulnerability 
or a cyber threat mitigation measure; 

‘‘(B) an action or operation to mitigate a 
cyber threat; 

‘‘(C) malicious reconnaissance, including 
anomalous patterns of network activity that 
appear to be transmitted for the purpose of 
gathering technical information related to a 
cybersecurity threat; 

‘‘(D) a method of defeating a technical con-
trol; 

‘‘(E) a method of defeating an operational 
control; 

‘‘(F) network activity or protocols known 
to be associated with a malicious cyber actor 
or that signify malicious cyber intent; 

‘‘(G) a method of causing a user with le-
gitimate access to an information system or 
information that is stored on, processed by, 
or transiting an information system to inad-
vertently enable the defeat of a technical or 
operational control; 

‘‘(H) any other attribute of a cybersecurity 
threat or cyber defense information that 
would foster situational awareness of the 
United States cybersecurity posture, if dis-
closure of such attribute or information is 
not otherwise prohibited by law; 

‘‘(I) the actual or potential harm caused by 
a cyber incident, including information 
exfiltrated when it is necessary in order to 
identify or describe a cybersecurity threat; 
or 

‘‘(J) any combination of subparagraphs (A) 
through (I). 

‘‘(5) DIRECTOR.—The term ‘Director’ means 
the Director of the Office of Management 
and Budget unless otherwise specified. 

‘‘(6) ENVIRONMENT OF OPERATION.—The 
term ‘environment of operation’ means the 
information system and environment in 
which those systems operate, including 
changing threats, vulnerabilities, tech-
nologies, and missions and business prac-
tices. 

‘‘(7) FEDERAL INFORMATION SYSTEM.—The 
term ‘Federal information system’ means an 
information system used or operated by an 
executive agency, by a contractor of an exec-
utive agency, or by another organization on 
behalf of an executive agency. 

‘‘(8) INCIDENT.—The term ‘incident’ means 
an occurrence that— 

‘‘(A) actually or imminently jeopardizes 
the integrity, confidentiality, or availability 
of an information system or the information 
that system controls, processes, stores, or 
transmits; or 

‘‘(B) constitutes a violation of law or an 
imminent threat of violation of a law, a se-
curity policy, a security procedure, or an ac-
ceptable use policy. 

‘‘(9) INFORMATION RESOURCES.—The term 
‘information resources’ has the meaning 
given the term in section 3502 of title 44. 

‘‘(10) INFORMATION SECURITY.—The term 
‘information security’ means protecting in-
formation and information systems from dis-
ruption or unauthorized access, use, disclo-
sure, modification, or destruction in order to 
provide— 

‘‘(A) integrity, by guarding against im-
proper information modification or destruc-
tion, including by ensuring information non-
repudiation and authenticity; 

‘‘(B) confidentiality, by preserving author-
ized restrictions on access and disclosure, in-
cluding means for protecting personal pri-
vacy and proprietary information; or 

‘‘(C) availability, by ensuring timely and 
reliable access to and use of information. 

‘‘(11) INFORMATION SYSTEM.—The term ‘in-
formation system’ has the meaning given the 
term in section 3502 of title 44. 

‘‘(12) INFORMATION TECHNOLOGY.—The term 
‘information technology’ has the meaning 
given the term in section 11101 of title 40. 

‘‘(13) MALICIOUS RECONNAISSANCE.—The 
term ‘malicious reconnaissance’ means a 
method for actively probing or passively 
monitoring an information system for the 
purpose of discerning technical 
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vulnerabilities of the information system, if 
such method is associated with a known or 
suspected cybersecurity threat. 

‘‘(14) NATIONAL SECURITY SYSTEM.— 
‘‘(A) IN GENERAL.—The term ‘national secu-

rity system’ means any information system 
(including any telecommunications system) 
used or operated by an agency or by a con-
tractor of an agency, or other organization 
on behalf of an agency— 

‘‘(i) the function, operation, or use of 
which— 

‘‘(I) involves intelligence activities; 
‘‘(II) involves cryptologic activities related 

to national security; 
‘‘(III) involves command and control of 

military forces; 
‘‘(IV) involves equipment that is an inte-

gral part of a weapon or weapons system; or 
‘‘(V) subject to subparagraph (B), is crit-

ical to the direct fulfillment of military or 
intelligence missions; or 

‘‘(ii) is protected at all times by procedures 
established for information that have been 
specifically authorized under criteria estab-
lished by an Executive Order or an Act of 
Congress to be kept classified in the interest 
of national defense or foreign policy. 

‘‘(B) LIMITATION.—Subparagraph (A)(i)(V) 
does not include a system that is to be used 
for routine administrative and business ap-
plications (including payroll, finance, logis-
tics, and personnel management applica-
tions). 

‘‘(15) OPERATIONAL CONTROL.—The term 
‘operational control’ means a security con-
trol for an information system that pri-
marily is implemented and executed by peo-
ple. 

‘‘(16) PERSON.—The term ‘person’ has the 
meaning given the term in section 3502 of 
title 44. 

‘‘(17) SECRETARY.—The term ‘Secretary’ 
means the Secretary of Commerce unless 
otherwise specified. 

‘‘(18) SECURITY CONTROL.—The term ‘secu-
rity control’ means the management, oper-
ational, and technical controls, including 
safeguards or countermeasures, prescribed 
for an information system to protect the 
confidentiality, integrity, and availability of 
the system and its information. 

‘‘(19) SIGNIFICANT CYBER INCIDENT.—The 
term ‘significant cyber incident’ means a 
cyber incident resulting in, or an attempted 
cyber incident that, if successful, would have 
resulted in— 

‘‘(A) the exfiltration from a Federal infor-
mation system of data that is essential to 
the operation of the Federal information sys-
tem; or 

‘‘(B) an incident in which an operational or 
technical control essential to the security or 
operation of a Federal information system 
was defeated. 

‘‘(20) TECHNICAL CONTROL.—The term ‘tech-
nical control’ means a hardware or software 
restriction on, or audit of, access or use of an 
information system or information that is 
stored on, processed by, or transiting an in-
formation system that is intended to ensure 
the confidentiality, integrity, or availability 
of that system. 
‘‘§ 3553. Federal information security author-

ity and coordination 
‘‘(a) IN GENERAL.—The Secretary, in con-

sultation with the Secretary of Homeland 
Security, shall— 

‘‘(1) issue compulsory and binding policies 
and directives governing agency information 
security operations, and require implemen-
tation of such policies and directives, includ-
ing— 

‘‘(A) policies and directives consistent with 
the standards and guidelines promulgated 
under section 11331 of title 40 to identify and 
provide information security protections 

prioritized and commensurate with the risk 
and impact resulting from the unauthorized 
access, use, disclosure, disruption, modifica-
tion, or destruction of— 

‘‘(i) information collected or maintained 
by or on behalf of an agency; or 

‘‘(ii) information systems used or operated 
by an agency or by a contractor of an agency 
or other organization on behalf of an agency; 

‘‘(B) minimum operational requirements 
for Federal Government to protect agency 
information systems and provide common 
situational awareness across all agency in-
formation systems; 

‘‘(C) reporting requirements, consistent 
with relevant law, regarding information se-
curity incidents and cyber threat informa-
tion; 

‘‘(D) requirements for agencywide informa-
tion security programs; 

‘‘(E) performance requirements and 
metrics for the security of agency informa-
tion systems; 

‘‘(F) training requirements to ensure that 
agencies are able to fully and timely comply 
with the policies and directives issued by the 
Secretary under this subchapter; 

‘‘(G) training requirements regarding pri-
vacy, civil rights, and civil liberties, and in-
formation oversight for agency information 
security personnel; 

‘‘(H) requirements for the annual reports 
to the Secretary under section 3554(d); 

‘‘(I) any other information security oper-
ations or information security requirements 
as determined by the Secretary in coordina-
tion with relevant agency heads; and 

‘‘(J) coordinating the development of 
standards and guidelines under section 20 of 
the National Institute of Standards and 
Technology Act (15 U.S.C. 278g–3) with agen-
cies and offices operating or exercising con-
trol of national security systems (including 
the National Security Agency) to assure, to 
the maximum extent feasible, that such 
standards and guidelines are complementary 
with standards and guidelines developed for 
national security systems; 

‘‘(2) review the agencywide information se-
curity programs under section 3554; and 

‘‘(3) designate an individual or an entity at 
each cybersecurity center, among other re-
sponsibilities— 

‘‘(A) to receive reports and information 
about information security incidents, cyber 
threat information, and deterioration of se-
curity control affecting agency information 
systems; and 

‘‘(B) to act on or share the information 
under subparagraph (A) in accordance with 
this subchapter. 

‘‘(b) CONSIDERATIONS.—When issuing poli-
cies and directives under subsection (a), the 
Secretary shall consider any applicable 
standards or guidelines developed by the Na-
tional Institute of Standards and Technology 
under section 11331 of title 40. 

‘‘(c) LIMITATION OF AUTHORITY.—The au-
thorities of the Secretary under this section 
shall not apply to national security systems. 
Information security policies, directives, 
standards and guidelines for national secu-
rity systems shall be overseen as directed by 
the President and, in accordance with that 
direction, carried out under the authority of 
the heads of agencies that operate or exer-
cise authority over such national security 
systems. 

‘‘(d) STATUTORY CONSTRUCTION.—Nothing 
in this subchapter shall be construed to alter 
or amend any law regarding the authority of 
any head of an agency over such agency. 
‘‘§ 3554. Agency responsibilities 

‘‘(a) IN GENERAL.—The head of each agency 
shall— 

‘‘(1) be responsible for— 
‘‘(A) complying with the policies and direc-

tives issued under section 3553; 

‘‘(B) providing information security pro-
tections commensurate with the risk result-
ing from unauthorized access, use, disclo-
sure, disruption, modification, or destruction 
of— 

‘‘(i) information collected or maintained 
by the agency or by a contractor of an agen-
cy or other organization on behalf of an 
agency; and 

‘‘(ii) information systems used or operated 
by an agency or by a contractor of an agency 
or other organization on behalf of an agency; 

‘‘(C) complying with the requirements of 
this subchapter, including— 

‘‘(i) information security standards and 
guidelines promulgated under section 11331 
of title 40; 

‘‘(ii) for any national security systems op-
erated or controlled by that agency, infor-
mation security policies, directives, stand-
ards and guidelines issued as directed by the 
President; and 

‘‘(iii) for any non-national security sys-
tems operated or controlled by that agency, 
information security policies, directives, 
standards and guidelines issued under sec-
tion 3553; 

‘‘(D) ensuring that information security 
management processes are integrated with 
agency strategic and operational planning 
processes; 

‘‘(E) reporting and sharing, for an agency 
operating or exercising control of a national 
security system, information about informa-
tion security incidents, cyber threat infor-
mation, and deterioration of security con-
trols to the individual or entity designated 
at each cybersecurity center and to other ap-
propriate entities consistent with policies 
and directives for national security systems 
issued as directed by the President; and 

‘‘(F) reporting and sharing, for those agen-
cies operating or exercising control of non- 
national security systems, information 
about information security incidents, cyber 
threat information, and deterioration of se-
curity controls to the individual or entity 
designated at each cybersecurity center and 
to other appropriate entities consistent with 
policies and directives for non-national secu-
rity systems as prescribed under section 
3553(a), including information to assist the 
entity designated under section 3555(a) with 
the ongoing security analysis under section 
3555; 

‘‘(2) ensure that each senior agency official 
provides information security for the infor-
mation and information systems that sup-
port the operations and assets under the sen-
ior agency official’s control, including by— 

‘‘(A) assessing the risk and impact that 
could result from the unauthorized access, 
use, disclosure, disruption, modification, or 
destruction of such information or informa-
tion systems; 

‘‘(B) determining the level of information 
security appropriate to protect such infor-
mation and information systems in accord-
ance with policies and directives issued 
under section 3553(a), and standards and 
guidelines promulgated under section 11331 
of title 40 for information security classifica-
tions and related requirements; 

‘‘(C) implementing policies, procedures, 
and capabilities to reduce risks to an accept-
able level in a cost-effective manner; 

‘‘(D) actively monitoring the effective im-
plementation of information security con-
trols and techniques; and 

‘‘(E) reporting information about informa-
tion security incidents, cyber threat infor-
mation, and deterioration of security con-
trols in a timely and adequate manner to the 
entity designated under section 3553(a)(3) in 
accordance with paragraph (1); 

‘‘(3) assess and maintain the resiliency of 
information technology systems critical to 
agency mission and operations; 
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‘‘(4) designate the agency Inspector Gen-

eral (or an independent entity selected in 
consultation with the Director and the Coun-
cil of Inspectors General on Integrity and Ef-
ficiency if the agency does not have an In-
spector General) to conduct the annual inde-
pendent evaluation required under section 
3556, and allow the agency Inspector General 
to contract with an independent entity to 
perform such evaluation; 

‘‘(5) delegate to the Chief Information Offi-
cer or equivalent (or to a senior agency offi-
cial who reports to the Chief Information Of-
ficer or equivalent)— 

‘‘(A) the authority and primary responsi-
bility to implement an agencywide informa-
tion security program; and 

‘‘(B) the authority to provide information 
security for the information collected and 
maintained by the agency (or by a con-
tractor, other agency, or other source on be-
half of the agency) and for the information 
systems that support the operations, assets, 
and mission of the agency (including any in-
formation system provided or managed by a 
contractor, other agency, or other source on 
behalf of the agency); 

‘‘(6) delegate to the appropriate agency of-
ficial (who is responsible for a particular 
agency system or subsystem) the responsi-
bility to ensure and enforce compliance with 
all requirements of the agency’s agencywide 
information security program in coordina-
tion with the Chief Information Officer or 
equivalent (or the senior agency official who 
reports to the Chief Information Officer or 
equivalent) under paragraph (5); 

‘‘(7) ensure that an agency has trained per-
sonnel who have obtained any necessary se-
curity clearances to permit them to assist 
the agency in complying with this sub-
chapter; 

‘‘(8) ensure that the Chief Information Offi-
cer or equivalent (or the senior agency offi-
cial who reports to the Chief Information Of-
ficer or equivalent) under paragraph (5), in 
coordination with other senior agency offi-
cials, reports to the agency head on the ef-
fectiveness of the agencywide information 
security program, including the progress of 
any remedial actions; and 

‘‘(9) ensure that the Chief Information Offi-
cer or equivalent (or the senior agency offi-
cial who reports to the Chief Information Of-
ficer or equivalent) under paragraph (5) has 
the necessary qualifications to administer 
the functions described in this subchapter 
and has information security duties as a pri-
mary duty of that official. 

‘‘(b) CHIEF INFORMATION OFFICERS.—Each 
Chief Information Officer or equivalent (or 
the senior agency official who reports to the 
Chief Information Officer or equivalent) 
under subsection (a)(5) shall— 

‘‘(1) establish and maintain an enterprise 
security operations capability that on a con-
tinuous basis— 

‘‘(A) detects, reports, contains, mitigates, 
and responds to information security inci-
dents that impair adequate security of the 
agency’s information or information system 
in a timely manner and in accordance with 
the policies and directives under section 3553; 
and 

‘‘(B) reports any information security inci-
dent under subparagraph (A) to the entity 
designated under section 3555; 

‘‘(2) develop, maintain, and oversee an 
agencywide information security program; 

‘‘(3) develop, maintain, and oversee infor-
mation security policies, procedures, and 
control techniques to address applicable re-
quirements, including requirements under 
section 3553 of this title and section 11331 of 
title 40; and 

‘‘(4) train and oversee the agency personnel 
who have significant responsibility for infor-

mation security with respect to that respon-
sibility. 

‘‘(c) AGENCYWIDE INFORMATION SECURITY 
PROGRAMS.— 

‘‘(1) IN GENERAL.—Each agencywide infor-
mation security program under subsection 
(b)(2) shall include— 

‘‘(A) relevant security risk assessments, 
including technical assessments and others 
related to the acquisition process; 

‘‘(B) security testing commensurate with 
risk and impact; 

‘‘(C) mitigation of deterioration of security 
controls commensurate with risk and im-
pact; 

‘‘(D) risk-based continuous monitoring and 
threat assessment of the operational status 
and security of agency information systems 
to enable evaluation of the effectiveness of 
and compliance with information security 
policies, procedures, and practices, including 
a relevant and appropriate selection of secu-
rity controls of information systems identi-
fied in the inventory under section 3505(c); 

‘‘(E) operation of appropriate technical ca-
pabilities in order to detect, mitigate, re-
port, and respond to information security in-
cidents, cyber threat information, and dete-
rioration of security controls in a manner 
that is consistent with the policies and di-
rectives under section 3553, including— 

‘‘(i) mitigating risks associated with such 
information security incidents; 

‘‘(ii) notifying and consulting with the en-
tity designated under section 3555; and 

‘‘(iii) notifying and consulting with, as ap-
propriate— 

‘‘(I) law enforcement and the relevant Of-
fice of the Inspector General; and 

‘‘(II) any other entity, in accordance with 
law and as directed by the President; 

‘‘(F) a process to ensure that remedial ac-
tion is taken to address any deficiencies in 
the information security policies, proce-
dures, and practices of the agency; and 

‘‘(G) a plan and procedures to ensure the 
continuity of operations for information sys-
tems that support the operations and assets 
of the agency. 

‘‘(2) RISK MANAGEMENT STRATEGIES.—Each 
agencywide information security program 
under subsection (b)(2) shall include the de-
velopment and maintenance of a risk man-
agement strategy for information security. 
The risk management strategy shall in-
clude— 

‘‘(A) consideration of information security 
incidents, cyber threat information, and de-
terioration of security controls; and 

‘‘(B) consideration of the consequences 
that could result from the unauthorized ac-
cess, use, disclosure, disruption, modifica-
tion, or destruction of information and infor-
mation systems that support the operations 
and assets of the agency, including any in-
formation system provided or managed by a 
contractor, other agency, or other source on 
behalf of the agency; 

‘‘(3) POLICIES AND PROCEDURES.—Each agen-
cywide information security program under 
subsection (b)(2) shall include policies and 
procedures that— 

‘‘(A) are based on the risk management 
strategy under paragraph (2); 

‘‘(B) reduce information security risks to 
an acceptable level in a cost-effective man-
ner; 

‘‘(C) ensure that cost-effective and ade-
quate information security is addressed as 
part of the acquisition and ongoing manage-
ment of each agency information system; 
and 

‘‘(D) ensure compliance with— 
‘‘(i) this subchapter; and 
‘‘(ii) any other applicable requirements. 
‘‘(4) TRAINING REQUIREMENTS.—Each agen-

cywide information security program under 
subsection (b)(2) shall include information 

security, privacy, civil rights, civil liberties, 
and information oversight training that 
meets any applicable requirements under 
section 3553. The training shall inform each 
information security personnel that has ac-
cess to agency information systems (includ-
ing contractors and other users of informa-
tion systems that support the operations and 
assets of the agency) of— 

‘‘(A) the information security risks associ-
ated with the information security person-
nel’s activities; and 

‘‘(B) the individual’s responsibility to com-
ply with the agency policies and procedures 
that reduce the risks under subparagraph 
(A). 

‘‘(d) ANNUAL REPORT.—Each agency shall 
submit a report annually to the Secretary of 
Homeland Security on its agencywide infor-
mation security program and information 
systems. 
‘‘§ 3555. Multiagency ongoing threat assess-

ment 
‘‘(a) IMPLEMENTATION.—The Director of the 

Office of Management and Budget, in coordi-
nation with the Secretary of Homeland Secu-
rity, shall designate an entity to implement 
ongoing security analysis concerning agency 
information systems— 

‘‘(1) based on cyber threat information; 
‘‘(2) based on agency information system 

and environment of operation changes, in-
cluding— 

‘‘(A) an ongoing evaluation of the informa-
tion system security controls; and 

‘‘(B) the security state, risk level, and en-
vironment of operation of an agency infor-
mation system, including— 

‘‘(i) a change in risk level due to a new 
cyber threat; 

‘‘(ii) a change resulting from a new tech-
nology; 

‘‘(iii) a change resulting from the agency’s 
mission; and 

‘‘(iv) a change resulting from the business 
practice; and 

‘‘(3) using automated processes to the max-
imum extent possible— 

‘‘(A) to increase information system secu-
rity; 

‘‘(B) to reduce paper-based reporting re-
quirements; and 

‘‘(C) to maintain timely and actionable 
knowledge of the state of the information 
system security. 

‘‘(b) STANDARDS.—The National Institute 
of Standards and Technology may promul-
gate standards, in coordination with the Sec-
retary of Homeland Security, to assist an 
agency with its duties under this section. 

‘‘(c) COMPLIANCE.—The head of each appro-
priate department and agency shall be re-
sponsible for ensuring compliance and imple-
menting necessary procedures to comply 
with this section. The head of each appro-
priate department and agency, in consulta-
tion with the Director of the Office of Man-
agement and Budget and the Secretary of 
Homeland Security, shall— 

‘‘(1) monitor compliance under this sec-
tion; 

‘‘(2) develop a timeline and implement for 
the department or agency— 

‘‘(A) adoption of any technology, system, 
or method that facilitates continuous moni-
toring and threat assessments of an agency 
information system; 

‘‘(B) adoption or updating of any tech-
nology, system, or method that prevents, de-
tects, or remediates a significant cyber inci-
dent to a Federal information system of the 
department or agency that has impeded, or 
is reasonably likely to impede, the perform-
ance of a critical mission of the department 
or agency; and 

‘‘(C) adoption of any technology, system, 
or method that satisfies a requirement under 
this section. 
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‘‘(d) LIMITATION OF AUTHORITY.—The au-

thorities of the Director of the Office of Man-
agement and Budget and of the Secretary of 
Homeland Security under this section shall 
not apply to national security systems. 

‘‘(e) REPORT.—Not later than 6 months 
after the date of enactment of the Strength-
ening and Enhancing Cybersecurity by Using 
Research, Education, Information, and Tech-
nology Act of 2012, the Government Account-
ability Office shall issue a report evaluating 
each agency’s status toward implementing 
this section. 
‘‘§ 3556. Independent evaluations 

‘‘(a) IN GENERAL.—The Council of the In-
spectors General on Integrity and Efficiency, 
in consultation with the Director and the 
Secretary of Homeland Security, the Sec-
retary of Commerce, and the Secretary of 
Defense, shall issue and maintain criteria for 
the timely, cost-effective, risk-based, and 
independent evaluation of each agencywide 
information security program (and prac-
tices) to determine the effectiveness of the 
agencywide information security program 
(and practices). The criteria shall include 
measures to assess any conflicts of interest 
in the performance of the evaluation and 
whether the agencywide information secu-
rity program includes appropriate safeguards 
against disclosure of information where such 
disclosure may adversely affect information 
security. 

‘‘(b) ANNUAL INDEPENDENT EVALUATIONS.— 
Each agency shall perform an annual inde-
pendent evaluation of its agencywide infor-
mation security program (and practices) in 
accordance with the criteria under sub-
section (a). 

‘‘(c) DISTRIBUTION OF REPORTS.—Not later 
than 30 days after receiving an independent 
evaluation under subsection (b), each agency 
head shall transmit a copy of the inde-
pendent evaluation to the Secretary of 
Homeland Security, the Secretary of Com-
merce, and the Secretary of Defense. 

‘‘(d) NATIONAL SECURITY SYSTEMS.—Eval-
uations involving national security systems 
shall be conducted as directed by President. 
‘‘§ 3557. National security systems. 

‘‘The head of each agency operating or ex-
ercising control of a national security sys-
tem shall be responsible for ensuring that 
the agency— 

‘‘(1) provides information security protec-
tions commensurate with the risk and mag-
nitude of the harm resulting from the unau-
thorized access, use, disclosure, disruption, 
modification, or destruction of the informa-
tion contained in such system; and 

‘‘(2) implements information security poli-
cies and practices as required by standards 
and guidelines for national security systems, 
issued in accordance with law and as di-
rected by the President.’’. 

(b) SAVINGS PROVISIONS.— 
(1) POLICY AND COMPLIANCE GUIDANCE.—Pol-

icy and compliance guidance issued by the 
Director before the date of enactment of this 
Act under section 3543(a)(1) of title 44, United 
States Code (as in effect on the day before 
the date of enactment of this Act), shall con-
tinue in effect, according to its terms, until 
modified, terminated, superseded, or re-
pealed pursuant to section 3553(a)(1) of title 
44, United States Code. 

(2) STANDARDS AND GUIDELINES.—Standards 
and guidelines issued by the Secretary of 
Commerce or by the Director before the date 
of enactment of this Act under section 
11331(a)(1) of title 40, United States Code, (as 
in effect on the day before the date of enact-
ment of this Act) shall continue in effect, ac-
cording to their terms, until modified, ter-
minated, superseded, or repealed pursuant to 
section 11331(a)(1) of title 40, United States 
Code, as amended by this Act. 

(c) TECHNICAL AND CONFORMING AMEND-
MENTS.— 

(1) CHAPTER ANALYSIS.—The chapter anal-
ysis for chapter 35 of title 44, United States 
Code, is amended— 

(A) by striking the items relating to sec-
tions 3531 through 3538; 

(B) by striking the items relating to sec-
tions 3541 through 3549; and 

(C) by inserting the following: 
‘‘3551. Purposes. 
‘‘3552. Definitions. 
‘‘3553. Federal information security author-

ity and coordination. 
‘‘3554. Agency responsibilities. 
‘‘3555. Multiagency ongoing threat assess-

ment. 
‘‘3556. Independent evaluations. 
‘‘3557. National security systems.’’. 

(2) OTHER REFERENCES.— 
(A) Section 1001(c)(1)(A) of the Homeland 

Security Act of 2002 (6 U.S.C. 511(1)(A)) is 
amended by striking ‘‘section 3532(3)’’ and in-
serting ‘‘section 3552’’. 

(B) Section 2222(j)(5) of title 10, United 
States Code, is amended by striking ‘‘section 
3542(b)(2)’’ and inserting ‘‘section 3552’’. 

(C) Section 2223(c)(3) of title 10, United 
States Code, is amended, by striking ‘‘sec-
tion 3542(b)(2)’’ and inserting ‘‘section 3552’’. 

(D) Section 2315 of title 10, United States 
Code, is amended by striking ‘‘section 
3542(b)(2)’’ and inserting ‘‘section 3552’’. 

(E) Section 20 of the National Institute of 
Standards and Technology Act (15 U.S.C. 
278g–3) is amended— 

(i) in subsection (a)(2), by striking ‘‘section 
3532(b)(2)’’ and inserting ‘‘section 3552’’; 

(ii) in subsection (c)(3), by striking ‘‘Direc-
tor of the Office of Management and Budget’’ 
and inserting ‘‘Secretary of Commerce’’; 

(iii) in subsection (d)(1), by striking ‘‘Di-
rector of the Office of Management and 
Budget’’ and inserting ‘‘Secretary of Com-
merce’’; 

(iv) in subsection (d)(8) by striking ‘‘Direc-
tor of the Office of Management and Budget’’ 
and inserting ‘‘Secretary of Commerce’’; 

(v) in subsection (d)(8), by striking ‘‘sub-
mitted to the Director’’ and inserting ‘‘sub-
mitted to the Secretary’’; 

(vi) in subsection (e)(2), by striking ‘‘sec-
tion 3532(1) of such title’’ and inserting ‘‘sec-
tion 3552 of title 44’’; and 

(vii) in subsection (e)(5), by striking ‘‘sec-
tion 3532(b)(2) of such title’’ and inserting 
‘‘section 3552 of title 44’’. 

(F) Section 8(d)(1) of the Cyber Security 
Research and Development Act (15 U.S.C. 
7406(d)(1)) is amended by striking ‘‘section 
3534(b)’’ and inserting ‘‘section 3554(b)(2)’’. 
SEC. 202. MANAGEMENT OF INFORMATION TECH-

NOLOGY. 
(a) IN GENERAL.—Section 11331 of title 40, 

United States Code, is amended to read as 
follows: 
‘‘§ 11331. Responsibilities for Federal informa-

tion systems standards 
‘‘(a) STANDARDS AND GUIDELINES.— 
‘‘(1) AUTHORITY TO PRESCRIBE.—Except as 

provided under paragraph (2), the Secretary 
of Commerce shall prescribe standards and 
guidelines pertaining to Federal information 
systems— 

‘‘(A) in consultation with the Secretary of 
Homeland Security; and 

‘‘(B) on the basis of standards and guide-
lines developed by the National Institute of 
Standards and Technology under paragraphs 
(2) and (3) of section 20(a) of the National In-
stitute of Standards and Technology Act (15 
U.S.C. 278g–3(a)(2) and (a)(3)). 

‘‘(2) NATIONAL SECURITY SYSTEMS.—Stand-
ards and guidelines for national security sys-
tems shall be developed, prescribed, en-
forced, and overseen as otherwise authorized 
by law and as directed by the President. 

‘‘(b) MANDATORY STANDARDS AND GUIDE-
LINES.— 

‘‘(1) AUTHORITY TO MAKE MANDATORY STAND-
ARDS AND GUIDELINES.—The Secretary of 
Commerce shall make standards and guide-
lines under subsection (a)(1) compulsory and 
binding to the extent determined necessary 
by the Secretary of Commerce to improve 
the efficiency of operation or security of 
Federal information systems. 

‘‘(2) REQUIRED MANDATORY STANDARDS AND 
GUIDELINES.— 

‘‘(A) IN GENERAL.—Standards and guide-
lines under subsection (a)(1) shall include in-
formation security standards that— 

‘‘(i) provide minimum information security 
requirements as determined under section 
20(b) of the National Institute of Standards 
and Technology Act (15 U.S.C. 278g–3(b)); and 

‘‘(ii) are otherwise necessary to improve 
the security of Federal information and in-
formation systems. 

‘‘(B) BINDING EFFECT.—Information secu-
rity standards under subparagraph (A) shall 
be compulsory and binding. 

‘‘(c) EXERCISE OF AUTHORITY.—To ensure 
fiscal and policy consistency, the Secretary 
of Commerce shall exercise the authority 
conferred by this section subject to direction 
by the President and in coordination with 
the Director. 

‘‘(d) APPLICATION OF MORE STRINGENT 
STANDARDS AND GUIDELINES.—The head of an 
executive agency may employ standards for 
the cost-effective information security for 
information systems within or under the su-
pervision of that agency that are more strin-
gent than the standards and guidelines the 
Secretary of Commerce prescribes under this 
section if the more stringent standards and 
guidelines— 

‘‘(1) contain at least the applicable stand-
ards and guidelines made compulsory and 
binding by the Secretary of Commerce; and 

‘‘(2) are otherwise consistent with the poli-
cies, directives, and implementation memo-
randa issued under section 3553(a) of title 44. 

‘‘(e) DECISIONS ON PROMULGATION OF STAND-
ARDS AND GUIDELINES.—The decision by the 
Secretary of Commerce regarding the pro-
mulgation of any standard or guideline 
under this section shall occur not later than 
6 months after the date of submission of the 
proposed standard to the Secretary of Com-
merce by the National Institute of Standards 
and Technology under section 20 of the Na-
tional Institute of Standards and Technology 
Act (15 U.S.C. 278g–3). 

‘‘(f) NOTICE AND COMMENT.—A decision by 
the Secretary of Commerce to significantly 
modify, or not promulgate, a proposed stand-
ard submitted to the Secretary by the Na-
tional Institute of Standards and Technology 
under section 20 of the National Institute of 
Standards and Technology Act (15 U.S.C. 
278g–3) shall be made after the public is given 
an opportunity to comment on the Sec-
retary’s proposed decision. 

‘‘(g) DEFINITIONS.—In this section: 
‘‘(1) FEDERAL INFORMATION SYSTEM.—The 

term ‘Federal information system’ has the 
meaning given the term in section 3552 of 
title 44. 

‘‘(2) INFORMATION SECURITY.—The term ‘in-
formation security’ has the meaning given 
the term in section 3552 of title 44. 

‘‘(3) NATIONAL SECURITY SYSTEM.—The term 
‘national security system’ has the meaning 
given the term in section 3552 of title 44.’’. 

SEC. 203. NO NEW FUNDING. 

An applicable Federal agency shall carry 
out the provisions of this title with existing 
facilities and funds otherwise available, 
through such means as the head of the agen-
cy considers appropriate. 
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SEC. 204. TECHNICAL AND CONFORMING AMEND-

MENTS. 
Section 21(b) of the National Institute of 

Standards and Technology Act (15 U.S.C. 
278g–4(b)) is amended— 

(1) in paragraph (2), by striking ‘‘and the 
Director of the Office of Management and 
Budget’’ and inserting ‘‘, the Secretary of 
Commerce, and the Secretary of Homeland 
Security’’; and 

(2) in paragraph (3), by inserting ‘‘, the 
Secretary of Homeland Security,’’ after ‘‘the 
Secretary of Commerce’’. 
SEC. 205. CLARIFICATION OF AUTHORITIES. 

Nothing in this title shall be construed to 
convey any new regulatory authority to any 
government entity implementing or com-
plying with any provision of this title. 

TITLE III—CRIMINAL PENALTIES 
SEC. 301. PENALTIES FOR FRAUD AND RELATED 

ACTIVITY IN CONNECTION WITH 
COMPUTERS. 

Section 1030(c) of title 18, United States 
Code, is amended to read as follows: 

‘‘(c) The punishment for an offense under 
subsection (a) or (b) of this section is— 

‘‘(1) a fine under this title or imprisonment 
for not more than 20 years, or both, in the 
case of an offense under subsection (a)(1) of 
this section; 

‘‘(2)(A) except as provided in subparagraph 
(B), a fine under this title or imprisonment 
for not more than 3 years, or both, in the 
case of an offense under subsection (a)(2); or 

‘‘(B) a fine under this title or imprison-
ment for not more than ten years, or both, in 
the case of an offense under subsection (a)(2) 
of this section, if— 

‘‘(i) the offense was committed for pur-
poses of commercial advantage or private fi-
nancial gain; 

‘‘(ii) the offense was committed in the fur-
therance of any criminal or tortious act in 
violation of the Constitution or laws of the 
United States, or of any State; or 

‘‘(iii) the value of the information ob-
tained, or that would have been obtained if 
the offense was completed, exceeds $5,000; 

‘‘(3) a fine under this title or imprisonment 
for not more than 10 years, or both, in the 
case of an offense under subsection (a)(3) of 
this section; 

‘‘(4) a fine under this title or imprisonment 
of not more than 20 years, or both, in the 
case of an offense under subsection (a)(4) of 
this section; 

‘‘(5)(A) except as provided in subparagraph 
(C), a fine under this title, imprisonment for 
not more than 20 years, or both, in the case 
of an offense under subsection (a)(5)(A) of 
this section, if the offense caused— 

‘‘(i) loss to 1 or more persons during any 1- 
year period (and, for purposes of an inves-
tigation, prosecution, or other proceeding 
brought by the United States only, loss re-
sulting from a related course of conduct af-
fecting 1 or more other protected computers) 
aggregating at least $5,000 in value; 

‘‘(ii) the modification or impairment, or 
potential modification or impairment, of the 
medical examination, diagnosis, treatment, 
or care of 1 or more individuals; 

‘‘(iii) physical injury to any person; 
‘‘(iv) a threat to public health or safety; 
‘‘(v) damage affecting a computer used by, 

or on behalf of, an entity of the United 
States Government in furtherance of the ad-
ministration of justice, national defense, or 
national security; or 

‘‘(vi) damage affecting 10 or more pro-
tected computers during any 1-year period; 

‘‘(B) a fine under this title, imprisonment 
for not more than 20 years, or both, in the 
case of an offense under subsection (a)(5)(B), 
if the offense caused a harm provided in 
clause (i) through (vi) of subparagraph (A) of 
this subsection; 

‘‘(C) if the offender attempts to cause or 
knowingly or recklessly causes death from 
conduct in violation of subsection (a)(5)(A), a 
fine under this title, imprisonment for any 
term of years or for life, or both; 

‘‘(D) a fine under this title, imprisonment 
for not more than 10 years, or both, for any 
other offense under subsection (a)(5); 

‘‘(E) a fine under this title or imprison-
ment for not more than 10 years, or both, in 
the case of an offense under subsection (a)(6) 
of this section; or 

‘‘(F) a fine under this title or imprison-
ment for not more than 10 years, or both, in 
the case of an offense under subsection (a)(7) 
of this section.’’. 
SEC. 302. TRAFFICKING IN PASSWORDS. 

Section 1030(a)(6) of title 18, United States 
Code, is amended to read as follows: 

‘‘(6) knowingly and with intent to defraud 
traffics (as defined in section 1029) in any 
password or similar information or means of 
access through which a protected computer 
(as defined in subparagraphs (A) and (B) of 
subsection (e)(2)) may be accessed without 
authorization.’’. 
SEC. 303. CONSPIRACY AND ATTEMPTED COM-

PUTER FRAUD OFFENSES. 
Section 1030(b) of title 18, United States 

Code, is amended by inserting ‘‘as if for the 
completed offense’’ after ‘‘punished as pro-
vided’’. 
SEC. 304. CRIMINAL AND CIVIL FORFEITURE FOR 

FRAUD AND RELATED ACTIVITY IN 
CONNECTION WITH COMPUTERS. 

Section 1030 of title 18, United States Code, 
is amended by striking subsections (i) and (j) 
and inserting the following: 

‘‘(i) CRIMINAL FORFEITURE.— 
‘‘(1) The court, in imposing sentence on 

any person convicted of a violation of this 
section, or convicted of conspiracy to violate 
this section, shall order, in addition to any 
other sentence imposed and irrespective of 
any provision of State law, that such person 
forfeit to the United States— 

‘‘(A) such persons interest in any property, 
real or personal, that was used, or intended 
to be used, to commit or facilitate the com-
mission of such violation; and 

‘‘(B) any property, real or personal, consti-
tuting or derived from any gross proceeds, or 
any property traceable to such property, 
that such person obtained, directly or indi-
rectly, as a result of such violation. 

‘‘(2) The criminal forfeiture of property 
under this subsection, including any seizure 
and disposition of the property, and any re-
lated judicial or administrative proceeding, 
shall be governed by the provisions of sec-
tion 413 of the Comprehensive Drug Abuse 
Prevention and Control Act of 1970 (21 U.S.C. 
853), except subsection (d) of that section. 

‘‘(j) CIVIL FORFEITURE.— 
‘‘(1) The following shall be subject to for-

feiture to the United States and no property 
right, real or personal, shall exist in them: 

‘‘(A) Any property, real or personal, that 
was used, or intended to be used, to commit 
or facilitate the commission of any violation 
of this section, or a conspiracy to violate 
this section. 

‘‘(B) Any property, real or personal, consti-
tuting or derived from any gross proceeds ob-
tained directly or indirectly, or any property 
traceable to such property, as a result of the 
commission of any violation of this section, 
or a conspiracy to violate this section. 

‘‘(2) Seizures and forfeitures under this 
subsection shall be governed by the provi-
sions in chapter 46 relating to civil forfeit-
ures, except that such duties as are imposed 
on the Secretary of the Treasury under the 
customs laws described in section 981(d) shall 
be performed by such officers, agents and 
other persons as may be designated for that 
purpose by the Secretary of Homeland Secu-
rity or the Attorney General.’’. 

SEC. 305. DAMAGE TO CRITICAL INFRASTRUC-
TURE COMPUTERS. 

(a) IN GENERAL.—Chapter 47 of title 18, 
United States Code, is amended by inserting 
after section 1030 the following: 
‘‘§ 1030A. Aggravated damage to a critical in-

frastructure computer 
‘‘(a) DEFINITIONS.—In this section— 
‘‘(1) the term ‘computer’ has the meaning 

given the term in section 1030; 
‘‘(2) the term ‘critical infrastructure com-

puter’ means a computer that manages or 
controls systems or assets vital to national 
defense, national security, national eco-
nomic security, public health or safety, or 
any combination of those matters, whether 
publicly or privately owned or operated, in-
cluding— 

‘‘(A) oil and gas production, storage, con-
version, and delivery systems; 

‘‘(B) water supply systems; 
‘‘(C) telecommunication networks; 
‘‘(D) electrical power generation and deliv-

ery systems; 
‘‘(E) finance and banking systems; 
‘‘(F) emergency services; 
‘‘(G) transportation systems and services; 

and 
‘‘(H) government operations that provide 

essential services to the public; and 
‘‘(3) the term ‘damage’ has the meaning 

given the term in section 1030. 
‘‘(b) OFFENSE.—It shall be unlawful, during 

and in relation to a felony violation of sec-
tion 1030, to knowingly cause or attempt to 
cause damage to a critical infrastructure 
computer if the damage results in (or, in the 
case of an attempt, if completed, would have 
resulted in) the substantial impairment— 

‘‘(1) of the operation of the critical infra-
structure computer; or 

‘‘(2) of the critical infrastructure associ-
ated with the computer. 

‘‘(c) PENALTY.—Any person who violates 
subsection (b) shall be— 

‘‘(1) fined under this title; 
‘‘(2) imprisoned for not less than 3 years 

but not more than 20 years; or 
‘‘(3) penalized under paragraphs (1) and (2). 
‘‘(d) CONSECUTIVE SENTENCE.—Notwith-

standing any other provision of law— 
‘‘(1) a court shall not place on probation 

any person convicted of a violation of this 
section; 

‘‘(2) except as provided in paragraph (4), no 
term of imprisonment imposed on a person 
under this section shall run concurrently 
with any other term of imprisonment, in-
cluding any term of imprisonment imposed 
on the person under any other provision of 
law, including any term of imprisonment im-
posed for a felony violation of section 1030; 

‘‘(3) in determining any term of imprison-
ment to be imposed for a felony violation of 
section 1030, a court shall not in any way re-
duce the term to be imposed for such crime 
so as to compensate for, or otherwise take 
into account, any separate term of imprison-
ment imposed or to be imposed for a viola-
tion of this section; and 

‘‘(4) a term of imprisonment imposed on a 
person for a violation of this section may, in 
the discretion of the court, run concurrently, 
in whole or in part, only with another term 
of imprisonment that is imposed by the 
court at the same time on that person for an 
additional violation of this section, provided 
that such discretion shall be exercised in ac-
cordance with any applicable guidelines and 
policy statements issued by the United 
States Sentencing Commission pursuant to 
section 994 of title 28.’’. 

(b) TECHNICAL AND CONFORMING AMEND-
MENT.—The chapter analysis for chapter 47 of 
title 18, United States Code, is amended by 
inserting after the item relating to section 
1030 the following: 
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‘‘1030A. Aggravated damage to a critical in-

frastructure computer.’’. 
SEC. 306. LIMITATION ON ACTIONS INVOLVING 

UNAUTHORIZED USE. 
Section 1030(e)(6) of title 18, United States 

Code, is amended by striking ‘‘alter;’’ and in-
serting ‘‘alter, but does not include access in 
violation of a contractual obligation or 
agreement, such as an acceptable use policy 
or terms of service agreement, with an Inter-
net service provider, Internet website, or 
non-government employer, if such violation 
constitutes the sole basis for determining 
that access to a protected computer is unau-
thorized;’’. 
SEC. 307. NO NEW FUNDING. 

An applicable Federal agency shall carry 
out the provisions of this title with existing 
facilities and funds otherwise available, 
through such means as the head of the agen-
cy considers appropriate. 

TITLE IV—CYBERSECURITY RESEARCH 
AND DEVELOPMENT 

SEC. 401. NATIONAL HIGH-PERFORMANCE COM-
PUTING PROGRAM PLANNING AND 
COORDINATION. 

(a) GOALS AND PRIORITIES.—Section 101 of 
the High-Performance Computing Act of 1991 
(15 U.S.C. 5511) is amended by adding at the 
end the following: 

‘‘(d) GOALS AND PRIORITIES.—The goals and 
priorities for Federal high-performance com-
puting research, development, networking, 
and other activities under subsection 
(a)(2)(A) shall include— 

‘‘(1) encouraging and supporting mecha-
nisms for interdisciplinary research and de-
velopment in networking and information 
technology, including— 

‘‘(A) through collaborations across agen-
cies; 

‘‘(B) through collaborations across Pro-
gram Component Areas; 

‘‘(C) through collaborations with industry; 
‘‘(D) through collaborations with institu-

tions of higher education; 
‘‘(E) through collaborations with Federal 

laboratories (as defined in section 4 of the 
Stevenson-Wydler Technology Innovation 
Act of 1980 (15 U.S.C. 3703)); and 

‘‘(F) through collaborations with inter-
national organizations; 

‘‘(2) addressing national, multi-agency, 
multi-faceted challenges of national impor-
tance; and 

‘‘(3) fostering the transfer of research and 
development results into new technologies 
and applications for the benefit of society.’’. 

(b) DEVELOPMENT OF STRATEGIC PLAN.— 
Section 101 of the High-Performance Com-
puting Act of 1991 (15 U.S.C. 5511) is amended 
by adding at the end the following: 

‘‘(e) STRATEGIC PLAN.— 
‘‘(1) IN GENERAL.—Not later than 1 year 

after the date of enactment of the Strength-
ening and Enhancing Cybersecurity by Using 
Research, Education, Information, and Tech-
nology Act of 2012, the agencies under sub-
section (a)(3)(B), working through the Na-
tional Science and Technology Council and 
with the assistance of the Office of Science 
and Technology Policy shall develop a 5-year 
strategic plan to guide the activities under 
subsection (a)(1). 

‘‘(2) CONTENTS.—The strategic plan shall 
specify— 

‘‘(A) the near-term objectives for the Pro-
gram; 

‘‘(B) the long-term objectives for the Pro-
gram; 

‘‘(C) the anticipated time frame for achiev-
ing the near-term objectives; 

‘‘(D) the metrics that will be used to assess 
any progress made toward achieving the 
near-term objectives and the long-term ob-
jectives; and 

‘‘(E) how the Program will achieve the 
goals and priorities under subsection (d). 

‘‘(3) IMPLEMENTATION ROADMAP.— 
‘‘(A) IN GENERAL.—The agencies under sub-

section (a)(3)(B) shall develop and annually 
update an implementation roadmap for the 
strategic plan. 

‘‘(B) REQUIREMENTS.—The information in 
the implementation roadmap shall be coordi-
nated with the database under section 102(c) 
and the annual report under section 101(a)(3). 
The implementation roadmap shall— 

‘‘(i) specify the role of each Federal agency 
in carrying out or sponsoring research and 
development to meet the research objectives 
of the strategic plan, including a description 
of how progress toward the research objec-
tives will be evaluated, with consideration of 
any relevant recommendations of the advi-
sory committee; 

‘‘(ii) specify the funding allocated to each 
major research objective of the strategic 
plan and the source of funding by agency for 
the current fiscal year; and 

‘‘(iii) estimate the funding required for 
each major research objective of the stra-
tegic plan for the next 3 fiscal years. 

‘‘(4) RECOMMENDATIONS.—The agencies 
under subsection (a)(3)(B) shall take into 
consideration when developing the strategic 
plan under paragraph (1) the recommenda-
tions of— 

‘‘(A) the advisory committee under sub-
section (b); and 

‘‘(B) the stakeholders under section 
102(a)(3). 

‘‘(5) REPORT TO CONGRESS.—The Director of 
the Office of Science and Technology Policy 
shall transmit the strategic plan under this 
subsection, including the implementation 
roadmap and any updates under paragraph 
(3), to— 

‘‘(A) the advisory committee under sub-
section (b); 

‘‘(B) the Committee on Commerce, 
Science, and Transportation of the Senate; 
and 

‘‘(C) the Committee on Science and Tech-
nology of the House of Representatives.’’. 

(c) PERIODIC REVIEWS.—Section 101 of the 
High-Performance Computing Act of 1991 (15 
U.S.C. 5511) is amended by adding at the end 
the following: 

‘‘(f) PERIODIC REVIEWS.—The agencies 
under subsection (a)(3)(B) shall— 

‘‘(1) periodically assess the contents and 
funding levels of the Program Component 
Areas and restructure the Program when 
warranted, taking into consideration any 
relevant recommendations of the advisory 
committee under subsection (b); and 

‘‘(2) ensure that the Program includes na-
tional, multi-agency, multi-faceted research 
and development activities, including activi-
ties described in section 104.’’. 

(d) ADDITIONAL RESPONSIBILITIES OF DIREC-
TOR.—Section 101(a)(2) of the High-Perform-
ance Computing Act of 1991 (15 U.S.C. 
5511(a)(2)) is amended— 

(1) by redesignating subparagraphs (E) and 
(F) as subparagraphs (G) and (H), respec-
tively; and 

(2) by inserting after subparagraph (D) the 
following: 

‘‘(E) encourage and monitor the efforts of 
the agencies participating in the Program to 
allocate the level of resources and manage-
ment attention necessary— 

‘‘(i) to ensure that the strategic plan under 
subsection (e) is developed and executed ef-
fectively; and 

‘‘(ii) to ensure that the objectives of the 
Program are met; 

‘‘(F) working with the Office of Manage-
ment and Budget and in coordination with 
the creation of the database under section 
102(c), direct the Office of Science and Tech-
nology Policy and the agencies participating 
in the Program to establish a mechanism 
(consistent with existing law) to track all 

ongoing and completed research and develop-
ment projects and associated funding;’’. 

(e) ADVISORY COMMITTEE.—Section 101(b) of 
the High-Performance Computing Act of 1991 
(15 U.S.C. 5511(b)) is amended— 

(1) in paragraph (1)— 
(A) by inserting after the first sentence the 

following: ‘‘The co-chairs of the advisory 
committee shall meet the qualifications of 
committee members and may be members of 
the Presidents Council of Advisors on 
Science and Technology.’’; and 

(B) by striking ‘‘high-performance’’ in sub-
paragraph (D) and inserting ‘‘high-end’’; and 

(2) by amending paragraph (2) to read as 
follows: 

‘‘(2) In addition to the duties under para-
graph (1), the advisory committee shall con-
duct periodic evaluations of the funding, 
management, coordination, implementation, 
and activities of the Program. The advisory 
committee shall report its findings and rec-
ommendations not less frequently than once 
every 3 fiscal years to the Committee on 
Commerce, Science, and Transportation of 
the Senate and the Committee on Science 
and Technology of the House of Representa-
tives. The report shall be submitted in con-
junction with the update of the strategic 
plan.’’. 

(f) REPORT.—Section 101(a)(3) of the High- 
Performance Computing Act of 1991 (15 
U.S.C. 5511(a)(3)) is amended— 

(1) in subparagraph (C)— 
(A) by striking ‘‘is submitted,’’ and insert-

ing ‘‘is submitted, the levels for the previous 
fiscal year,’’; and 

(B) by striking ‘‘each Program Component 
Area’’ and inserting ‘‘each Program Compo-
nent Area and each research area supported 
in accordance with section 104’’; 

(2) in subparagraph (D)— 
(A) by striking ‘‘each Program Component 

Area,’’ and inserting ‘‘each Program Compo-
nent Area and each research area supported 
in accordance with section 104,’’; 

(B) by striking ‘‘is submitted,’’ and insert-
ing ‘‘is submitted, the levels for the previous 
fiscal year,’’; and 

(C) by striking ‘‘and’’ after the semicolon; 
(3) by redesignating subparagraph (E) as 

subparagraph (G); and 
(4) by inserting after subparagraph (D) the 

following: 
‘‘(E) include a description of how the objec-

tives for each Program Component Area, and 
the objectives for activities that involve 
multiple Program Component Areas, relate 
to the objectives of the Program identified 
in the strategic plan under subsection (e); 

‘‘(F) include— 
‘‘(i) a description of the funding required 

by the Office of Science and Technology Pol-
icy to perform the functions under sub-
sections (a) and (c) of section 102 for the next 
fiscal year by category of activity; 

‘‘(ii) a description of the funding required 
by the Office of Science and Technology Pol-
icy to perform the functions under sub-
sections (a) and (c) of section 102 for the cur-
rent fiscal year by category of activity; and 

‘‘(iii) the amount of funding provided for 
the Office of Science and Technology Policy 
for the current fiscal year by each agency 
participating in the Program; and’’. 

(g) DEFINITIONS.—Section 4 of the High- 
Performance Computing Act of 1991 (15 
U.S.C. 5503) is amended— 

(1) by redesignating paragraphs (1) and (2) 
as paragraphs (2) and (3), respectively; 

(2) by redesignating paragraph (3) as para-
graph (6); 

(3) by redesignating paragraphs (6) and (7) 
as paragraphs (7) and (8), respectively; 

(4) by inserting before paragraph (2), as re-
designated, the following: 

‘‘(1) ‘cyber-physical systems’ means phys-
ical or engineered systems whose networking 
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and information technology functions and 
physical elements are deeply integrated and 
are actively connected to the physical world 
through sensors, actuators, or other means 
to perform monitoring and control func-
tions;’’; 

(5) in paragraph (3), as redesignated, by 
striking ‘‘high-performance computing’’ and 
inserting ‘‘networking and information tech-
nology’’; 

(6) in paragraph (6), as redesignated— 
(A) by striking ‘‘high-performance com-

puting’’ and inserting ‘‘networking and in-
formation technology’’; and 

(B) by striking ‘‘supercomputer’’ and in-
serting ‘‘high-end computing’’; 

(7) in paragraph (5), by striking ‘‘network 
referred to as’’ and all that follows through 
the semicolon and inserting ‘‘network, in-
cluding advanced computer networks of Fed-
eral agencies and departments’’; and 

(8) in paragraph (7), as redesignated, by 
striking ‘‘National High-Performance Com-
puting Program’’ and inserting ‘‘networking 
and information technology research and de-
velopment program’’. 
SEC. 402. RESEARCH IN AREAS OF NATIONAL IM-

PORTANCE. 
(a) RESEARCH IN AREAS OF NATIONAL IMPOR-

TANCE.—Title I of the High-Performance 
Computing Act of 1991 (15 U.S.C. 5511 et seq.) 
is amended by adding at the end the fol-
lowing: 
‘‘SEC. 104. RESEARCH IN AREAS OF NATIONAL IM-

PORTANCE. 
‘‘(a) IN GENERAL.—The Program shall en-

courage agencies under section 101(a)(3)(B) to 
support, maintain, and improve national, 
multi-agency, multi-faceted, research and 
development activities in networking and in-
formation technology directed toward appli-
cation areas that have the potential for sig-
nificant contributions to national economic 
competitiveness and for other significant so-
cietal benefits. 

‘‘(b) TECHNICAL SOLUTIONS.—An activity 
under subsection (a) shall be designed to ad-
vance the development of research discov-
eries by demonstrating technical solutions 
to important problems in areas including— 

‘‘(1) cybersecurity; 
‘‘(2) health care; 
‘‘(3) energy management and low-power 

systems and devices; 
‘‘(4) transportation, including surface and 

air transportation; 
‘‘(5) cyber-physical systems; 
‘‘(6) large-scale data analysis and modeling 

of physical phenomena; 
‘‘(7) large scale data analysis and modeling 

of behavioral phenomena; 
‘‘(8) supply chain quality and security; and 
‘‘(9) privacy protection and protected dis-

closure of confidential data. 
‘‘(c) RECOMMENDATIONS.—The advisory 

committee under section 101(b) shall make 
recommendations to the Program for can-
didate research and development areas for 
support under this section. 

‘‘(d) CHARACTERISTICS.— 
‘‘(1) IN GENERAL.—Research and develop-

ment activities under this section— 
‘‘(A) shall include projects selected on the 

basis of applications for support through a 
competitive, merit-based process; 

‘‘(B) shall leverage, when possible, Federal 
investments through collaboration with re-
lated State initiatives; 

‘‘(C) shall include a plan for fostering the 
transfer of research discoveries and the re-
sults of technology demonstration activities, 
including from institutions of higher edu-
cation and Federal laboratories, to industry 
for commercial development; 

‘‘(D) shall involve collaborations among re-
searchers in institutions of higher education 
and industry; and 

‘‘(E) may involve collaborations among 
nonprofit research institutions and Federal 
laboratories, as appropriate. 

‘‘(2) COST-SHARING.—In selecting applica-
tions for support, the agencies under section 
101(a)(3)(B) shall give special consideration 
to projects that include cost sharing from 
non-Federal sources. 

‘‘(3) MULTIDISCIPLINARY RESEARCH CEN-
TERS.—Research and development activities 
under this section shall be supported 
through multidisciplinary research centers, 
including Federal laboratories, that are or-
ganized to investigate basic research ques-
tions and carry out technology demonstra-
tion activities in areas described in sub-
section (a). Research may be carried out 
through existing multidisciplinary centers, 
including those authorized under section 
7024(b)(2) of the America COMPETES Act (42 
U.S.C. 1862o–10(2)).’’. 

(b) CYBER-PHYSICAL SYSTEMS.—Section 
101(a)(1) of the High-Performance Computing 
Act of 1991 (15 U.S.C. 5511(a)(1)) is amended— 

(1) in subparagraph (H), by striking ‘‘and’’ 
after the semicolon; 

(2) in subparagraph (I), by striking the pe-
riod at the end and inserting a semicolon; 
and 

(3) by adding at the end the following: 
‘‘(J) provide for increased understanding of 

the scientific principles of cyber-physical 
systems and improve the methods available 
for the design, development, and operation of 
cyber-physical systems that are character-
ized by high reliability, safety, and security; 
and 

‘‘(K) provide for research and development 
on human-computer interactions, visualiza-
tion, and big data.’’. 

(c) TASK FORCE.—Title I of the High-Per-
formance Computing Act of 1991 (15 U.S.C. 
5511 et seq.), as amended by section 402(a) of 
this Act, is amended by adding at the end 
the following: 
‘‘SEC. 105. TASK FORCE. 

‘‘(a) ESTABLISHMENT.—Not later than 180 
days after the date of enactment the 
Strengthening and Enhancing Cybersecurity 
by Using Research, Education, Information, 
and Technology Act of 2012, the Director of 
the Office of Science and Technology Policy 
under section 102 shall convene a task force 
to explore mechanisms for carrying out col-
laborative research and development activi-
ties for cyber-physical systems (including 
the related technologies required to enable 
these systems) through a consortium or 
other appropriate entity with participants 
from institutions of higher education, Fed-
eral laboratories, and industry. 

‘‘(b) FUNCTIONS.—The task force shall— 
‘‘(1) develop options for a collaborative 

model and an organizational structure for 
such entity under which the joint research 
and development activities could be planned, 
managed, and conducted effectively, includ-
ing mechanisms for the allocation of re-
sources among the participants in such enti-
ty for support of such activities; 

‘‘(2) propose a process for developing a re-
search and development agenda for such en-
tity, including guidelines to ensure an appro-
priate scope of work focused on nationally 
significant challenges and requiring collabo-
ration and to ensure the development of re-
lated scientific and technological mile-
stones; 

‘‘(3) define the roles and responsibilities for 
the participants from institutions of higher 
education, Federal laboratories, and indus-
try in such entity; 

‘‘(4) propose guidelines for assigning intel-
lectual property rights and for transferring 
research results to the private sector; and 

‘‘(5) make recommendations for how such 
entity could be funded from Federal, State, 
and non-governmental sources. 

‘‘(c) COMPOSITION.—In establishing the task 
force under subsection (a), the Director of 
the Office of Science and Technology Policy 
shall appoint an equal number of individuals 
from institutions of higher education and 
from industry with knowledge and expertise 
in cyber-physical systems, and may appoint 
not more than 2 individuals from Federal 
laboratories. 

‘‘(d) REPORT.—Not later than 1 year after 
the date of enactment of the Strengthening 
and Enhancing Cybersecurity by Using Re-
search, Education, Information, and Tech-
nology Act of 2012, the Director of the Office 
of Science and Technology Policy shall 
transmit to the Committee on Commerce, 
Science, and Transportation of the Senate 
and the Committee on Science and Tech-
nology of the House of Representatives a re-
port describing the findings and rec-
ommendations of the task force. 

‘‘(e) TERMINATION.—The task force shall 
terminate upon transmittal of the report re-
quired under subsection (d). 

‘‘(f) COMPENSATION AND EXPENSES.—Mem-
bers of the task force shall serve without 
compensation.’’. 
SEC. 403. PROGRAM IMPROVEMENTS. 

Section 102 of the High-Performance Com-
puting Act of 1991 (15 U.S.C. 5512) is amended 
to read as follows: 
‘‘SEC. 102. PROGRAM IMPROVEMENTS. 

‘‘(a) FUNCTIONS.—The Director of the Office 
of Science and Technology Policy shall con-
tinue— 

‘‘(1) to provide technical and administra-
tive support to— 

‘‘(A) the agencies participating in planning 
and implementing the Program, including 
support needed to develop the strategic plan 
under section 101(e); and 

‘‘(B) the advisory committee under section 
101(b); 

‘‘(2) to serve as the primary point of con-
tact on Federal networking and information 
technology activities for government agen-
cies, academia, industry, professional soci-
eties, State computing and networking tech-
nology programs, interested citizen groups, 
and others to exchange technical and pro-
grammatic information; 

‘‘(3) to solicit input and recommendations 
from a wide range of stakeholders during the 
development of each strategic plan under 
section 101(e) by convening at least 1 work-
shop with invitees from academia, industry, 
Federal laboratories, and other relevant or-
ganizations and institutions; 

‘‘(4) to conduct public outreach, including 
the dissemination of the advisory commit-
tee’s findings and recommendations, as ap-
propriate; 

‘‘(5) to promote access to and early appli-
cation of the technologies, innovations, and 
expertise derived from Program activities to 
agency missions and systems across the Fed-
eral Government and to United States indus-
try; 

‘‘(6) to ensure accurate and detailed budget 
reporting of networking and information 
technology research and development invest-
ment; and 

‘‘(7) to encourage agencies participating in 
the Program to use existing programs and 
resources to strengthen networking and in-
formation technology education and train-
ing, and increase participation in such fields, 
including by women and underrepresented 
minorities. 

‘‘(b) SOURCE OF FUNDING.— 
‘‘(1) IN GENERAL.—The functions under this 

section shall be supported by funds from 
each agency participating in the Program. 

‘‘(2) SPECIFICATIONS.—The portion of the 
total budget of the Office of Science and 
Technology Policy that is provided by each 
agency participating in the Program for each 
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fiscal year shall be in the same proportion as 
each agency’s share of the total budget for 
the Program for the previous fiscal year, as 
specified in the database under section 
102(c). 

‘‘(c) DATABASE.— 
‘‘(1) IN GENERAL.—The Director of the Of-

fice of Science and Technology Policy shall 
develop and maintain a database of projects 
funded by each agency for the fiscal year for 
each Program Component Area. 

‘‘(2) PUBLIC ACCESSIBILITY.—The Director of 
the Office of Science and Technology Policy 
shall make the database accessible to the 
public. 

‘‘(3) DATABASE CONTENTS.—The database 
shall include, for each project in the data-
base— 

‘‘(A) a description of the project; 
‘‘(B) each agency, industry, institution of 

higher education, Federal laboratory, or 
international institution involved in the 
project; 

‘‘(C) the source funding of the project (set 
forth by agency); 

‘‘(D) the funding history of the project; and 
‘‘(E) whether the project has been com-

pleted.’’. 
SEC. 404. IMPROVING EDUCATION OF NET-

WORKING AND INFORMATION TECH-
NOLOGY, INCLUDING HIGH PER-
FORMANCE COMPUTING. 

Section 201(a) of the High-Performance 
Computing Act of 1991 (15 U.S.C. 5521(a)) is 
amended— 

(1) by redesignating paragraphs (2) through 
(4) as paragraphs (3) through (5), respec-
tively; and 

(2) by inserting after paragraph (1) the fol-
lowing: 

‘‘(2) the National Science Foundation shall 
use its existing programs, in collaboration 
with other agencies, as appropriate, to im-
prove the teaching and learning of net-
working and information technology at all 
levels of education and to increase participa-
tion in networking and information tech-
nology fields;’’. 
SEC. 405. CONFORMING AND TECHNICAL AMEND-

MENTS TO THE HIGH-PERFORM-
ANCE COMPUTING ACT OF 1991. 

(a) SECTION 3.—Section 3 of the High-Per-
formance Computing Act of 1991 (15 U.S.C. 
5502) is amended— 

(1) in the matter preceding paragraph (1), 
by striking ‘‘high-performance computing’’ 
and inserting ‘‘networking and information 
technology’’; 

(2) in paragraph (1)— 
(A) in the matter preceding subparagraph 

(A), by striking ‘‘high-performance com-
puting’’ and inserting ‘‘networking and in-
formation technology’’; 

(B) in subparagraphs (A), (F), and (G), by 
striking ‘‘high-performance computing’’ 
each place it appears and inserting ‘‘net-
working and information technology’’; and 

(C) in subparagraph (H), by striking ‘‘high- 
performance’’ and inserting ‘‘high-end’’; and 

(3) in paragraph (2)— 
(A) by striking ‘‘high-performance com-

puting and’’ and inserting ‘‘networking and 
information technology, and’’; and 

(B) by striking ‘‘high-performance com-
puting network’’ and inserting ‘‘networking 
and information technology’’. 

(b) TITLE HEADING.—The heading of title I 
of the High-Performance Computing Act of 
1991 (105 Stat. 1595) is amended by striking 
‘‘HIGH-PERFORMANCE COMPUTING’’ and 
inserting ‘‘NETWORKING AND INFORMA-
TION TECHNOLOGY’’. 

(c) SECTION 101.—Section 101 of the High- 
Performance Computing Act of 1991 (15 
U.S.C. 5511) is amended— 

(1) in the section heading, by striking 
‘‘HIGH-PERFORMANCE COMPUTING’’ and insert-
ing ‘‘NETWORKING AND INFORMATION TECH-
NOLOGY RESEARCH AND DEVELOPMENT’’; 

(2) in subsection (a)— 
(A) in the subsection heading, by striking 

‘‘NATIONAL HIGH-PERFORMANCE COMPUTING’’ 
and inserting ‘‘NETWORKING AND INFORMATION 
TECHNOLOGY RESEARCH AND DEVELOPMENT’’; 

(B) in paragraph (1)— 
(i) by striking ‘‘National High-Perform-

ance Computing Program’’ and inserting 
‘‘networking and information technology re-
search and development program’’; 

(ii) in subparagraph (A), by striking ‘‘high- 
performance computing, including net-
working’’ and inserting ‘‘networking and in-
formation technology’’; 

(iii) in subparagraphs (B) and (G), by strik-
ing ‘‘high-performance’’ each place it ap-
pears and inserting ‘‘high-end’’; and 

(iv) in subparagraph (C), by striking ‘‘high- 
performance computing and networking’’ 
and inserting ‘‘high-end computing, distrib-
uted, and networking’’; and 

(C) in paragraph (2)— 
(i) in subparagraphs (A) and (C)— 
(I) by striking ‘‘high-performance com-

puting’’ each place it appears and inserting 
‘‘networking and information technology’’; 
and 

(II) by striking ‘‘development, net-
working,’’ each place it appears and insert-
ing ‘‘development,’’; and 

(ii) in subparagraphs (G) and (H), as redes-
ignated by section 401(d) of this Act, by 
striking ‘‘high-performance’’ each place it 
appears and inserting ‘‘high-end’’; 

(3) in subsection (b)(1), in the matter pre-
ceding subparagraph (A), by striking ‘‘high- 
performance computing’’ each place it ap-
pears and inserting ‘‘networking and infor-
mation technology’’; and 

(4) in subsection (c)(1)(A), by striking 
‘‘high-performance computing’’ and insert-
ing ‘‘networking and information tech-
nology’’. 

(d) SECTION 201.—Section 201(a)(1) of the 
High-Performance Computing Act of 1991 (15 
U.S.C. 5521(a)(1)) is amended by striking 
‘‘high-performance computing and advanced 
high-speed computer networking’’ and in-
serting ‘‘networking and information tech-
nology research and development’’. 

(e) SECTION 202.—Section 202(a) of the High- 
Performance Computing Act of 1991 (15 
U.S.C. 5522(a)) is amended by striking ‘‘high- 
performance computing’’ and inserting ‘‘net-
working and information technology’’. 

(f) SECTION 203.—Section 203(a) of the High- 
Performance Computing Act of 1991 (15 
U.S.C. 5523(a)) is amended— 

(1) in paragraph (1), by striking ‘‘high-per-
formance computing and networking’’ and 
inserting ‘‘networking and information tech-
nology’’; and 

(2) in paragraph (2)(A), by striking ‘‘high- 
performance’’ and inserting ‘‘high-end’’. 

(g) SECTION 204.—Section 204 of the High- 
Performance Computing Act of 1991 (15 
U.S.C. 5524) is amended— 

(1) in subsection (a)(1)— 
(A) in subparagraph (A), by striking ‘‘high- 

performance computing systems and net-
works’’ and inserting ‘‘networking and infor-
mation technology systems and capabili-
ties’’; 

(B) in subparagraph (B), by striking ‘‘inter-
operability of high-performance computing 
systems in networks and for common user 
interfaces to systems’’ and inserting ‘‘inter-
operability and usability of networking and 
information technology systems’’; and 

(C) in subparagraph (C), by striking ‘‘high- 
performance computing’’ and inserting ‘‘net-
working and information technology’’; and 

(2) in subsection (b)— 
(A) by striking ‘‘HIGH-PERFORMANCE COM-

PUTING AND NETWORK’’ in the heading and in-
serting ‘‘NETWORKING AND INFORMATION 
TECHNOLOGY’’; and 

(B) by striking ‘‘sensitive’’. 

(h) SECTION 205.—Section 205(a) of the 
High-Performance Computing Act of 1991 (15 
U.S.C. 5525(a)) is amended by striking ‘‘com-
putational’’ and inserting ‘‘networking and 
information technology’’. 

(i) SECTION 206.—Section 206(a) of the High- 
Performance Computing Act of 1991 (15 
U.S.C. 5526(a)) is amended by striking ‘‘com-
putational research’’ and inserting ‘‘net-
working and information technology re-
search’’. 

(j) SECTION 207.—Section 207 of the High- 
Performance Computing Act of 1991 (15 
U.S.C. 5527) is amended by striking ‘‘high- 
performance computing’’ and inserting ‘‘net-
working and information technology’’. 

(k) SECTION 208.—Section 208 of the High- 
Performance Computing Act of 1991 (15 
U.S.C. 5528) is amended— 

(1) in the section heading, by striking 
‘‘HIGH-PERFORMANCE COMPUTING’’ and 
inserting ‘‘NETWORKING AND INFORMA-
TION TECHNOLOGY’’; and 

(2) in subsection (a)— 
(A) in paragraph (1), by striking ‘‘High-per-

formance computing and associated’’ and in-
serting ‘‘Networking and information’’; 

(B) in paragraph (2), by striking ‘‘high-per-
formance computing’’ and inserting ‘‘net-
working and information technologies’’; 

(C) in paragraph (3), by striking ‘‘high-per-
formance’’ and inserting ‘‘high-end’’; 

(D) in paragraph (4), by striking ‘‘high-per-
formance computers and associated’’ and in-
serting ‘‘networking and information’’; and 

(E) in paragraph (5), by striking ‘‘high-per-
formance computing and associated’’ and in-
serting ‘‘networking and information’’. 
SEC. 406. FEDERAL CYBER SCHOLARSHIP-FOR- 

SERVICE PROGRAM. 
(a) IN GENERAL.—The Director of the Na-

tional Science Foundation, in coordination 
with the Secretary of Homeland Security, 
shall carry out a Federal cyber scholarship- 
for-service program to recruit and train the 
next generation of information technology 
professionals and security managers to meet 
the needs of the cybersecurity mission for 
the Federal government. 

(b) PROGRAM DESCRIPTION AND COMPO-
NENTS.—The program shall— 

(1) annually assess the workforce needs of 
the Federal government for cybersecurity 
professionals, including network engineers, 
software engineers, and other experts in 
order to determine how many scholarships 
should be awarded annually to ensure that 
the workforce needs following graduation 
match the number of scholarships awarded; 

(2) provide scholarships for up to 1,000 stu-
dents per year in their pursuit of under-
graduate or graduate degrees in the cyberse-
curity field, in an amount that may include 
coverage for full tuition, fees, and a stipend; 

(3) require each scholarship recipient, as a 
condition of receiving a scholarship under 
the program, to serve in a Federal informa-
tion technology workforce for a period equal 
to one and one-half times each year, or par-
tial year, of scholarship received, in addition 
to an internship in the cybersecurity field, if 
applicable, following graduation; 

(4) provide a procedure for the National 
Science Foundation or a Federal agency, 
consistent with regulations of the Office of 
Personnel Management, to request and fund 
a security clearance for a scholarship recipi-
ent, including providing for clearance during 
a summer internship and upon graduation; 
and 

(5) provide opportunities for students to re-
ceive temporary appointments for meaning-
ful employment in the Federal information 
technology workforce during school vacation 
periods and for internships. 

(c) HIRING AUTHORITY.— 
(1) IN GENERAL.—For purposes of any law or 

regulation governing the appointment of an 
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individual in the Federal civil service, upon 
the successful completion of the student’s 
studies, a student receiving a scholarship 
under the program may— 

(A) be hired under section 213.3102(r) of 
title 5, Code of Federal Regulations; and 

(B) be exempt from competitive service. 
(2) COMPETITIVE SERVICE.—Upon satisfac-

tory fulfillment of the service term under 
paragraph (1), an individual may be con-
verted to a competitive service position 
without competition if the individual meets 
the requirements for that position. 

(d) ELIGIBILITY.—The eligibility require-
ments for a scholarship under this section 
shall include that a scholarship applicant— 

(1) be a citizen of the United States; 
(2) be eligible to be granted a security 

clearance; 
(3) maintain a grade point average of 3.2 or 

above on a 4.0 scale for undergraduate study 
or a 3.5 or above on a 4.0 scale for post-
graduate study; 

(4) demonstrate a commitment to a career 
in improving the security of the information 
infrastructure; and 

(5) has demonstrated a level of proficiency 
in math or computer sciences. 

(e) FAILURE TO COMPLETE SERVICE OBLIGA-
TION.— 

(1) IN GENERAL.—A scholarship recipient 
under this section shall be liable to the 
United States under paragraph (2) if the 
scholarship recipient— 

(A) fails to maintain an acceptable level of 
academic standing in the educational insti-
tution in which the individual is enrolled, as 
determined by the Director; 

(B) is dismissed from such educational in-
stitution for disciplinary reasons; 

(C) withdraws from the program for which 
the award was made before the completion of 
such program; 

(D) declares that the individual does not 
intend to fulfill the service obligation under 
this section; 

(E) fails to fulfill the service obligation of 
the individual under this section; or 

(F) loses a security clearance or becomes 
ineligible for a security clearance. 

(2) REPAYMENT AMOUNTS.— 
(A) LESS THAN 1 YEAR OF SERVICE.—If a cir-

cumstance under paragraph (1) occurs before 
the completion of 1 year of a service obliga-
tion under this section, the total amount of 
awards received by the individual under this 
section shall be repaid. 

(B) ONE OR MORE YEARS OF SERVICE.—If a 
circumstance described in subparagraph (D) 
or (E) of paragraph (1) occurs after the com-
pletion of 1 year of a service obligation under 
this section, the total amount of scholarship 
awards received by the individual under this 
section, reduced by the ratio of the number 
of years of service completed divided by the 
number of years of service required, shall be 
repaid. 

(f) EVALUATION AND REPORT.—The Director 
of the National Science Foundation shall— 

(1) evaluate the success of recruiting indi-
viduals for scholarships under this section 
and of hiring and retaining those individuals 
in the public sector workforce, including the 
annual cost and an assessment of how the 
program actually improves the Federal 
workforce; and 

(2) periodically report the findings under 
paragraph (1) to Congress. 

(g) AUTHORIZATION OF APPROPRIATIONS.— 
From amounts made available under section 
503 of the America COMPETES Reauthoriza-
tion Act of 2010 (124 Stat. 4005), the Director 
may use funds to carry out the requirements 
of this section for fiscal years 2012 through 
2013. 

SEC. 407. STUDY AND ANALYSIS OF CERTIFI-
CATION AND TRAINING OF INFOR-
MATION INFRASTRUCTURE PROFES-
SIONALS. 

(a) STUDY.—The President shall enter into 
an agreement with the National Academies 
to conduct a comprehensive study of govern-
ment, academic, and private-sector accredi-
tation, training, and certification programs 
for personnel working in information infra-
structure. The agreement shall require the 
National Academies to consult with sector 
coordinating councils and relevant govern-
mental agencies, regulatory entities, and 
nongovernmental organizations in the course 
of the study. 

(b) SCOPE.—The study shall include— 
(1) an evaluation of the body of knowledge 

and various skills that specific categories of 
personnel working in information infrastruc-
ture should possess in order to secure infor-
mation systems; 

(2) an assessment of whether existing gov-
ernment, academic, and private-sector ac-
creditation, training, and certification pro-
grams provide the body of knowledge and 
various skills described in paragraph (1); 

(3) an analysis of any barriers to the Fed-
eral Government recruiting and hiring cy-
bersecurity talent, including barriers relat-
ing to compensation, the hiring process, job 
classification, and hiring flexibility; and 

(4) an analysis of the sources and avail-
ability of cybersecurity talent, a comparison 
of the skills and expertise sought by the Fed-
eral Government and the private sector, an 
examination of the current and future capac-
ity of United States institutions of higher 
education, including community colleges, to 
provide current and future cybersecurity 
professionals, through education and train-
ing activities, with those skills sought by 
the Federal Government, State and local en-
tities, and the private sector. 

(c) REPORT.—Not later than 1 year after 
the date of enactment of this Act, the Na-
tional Academies shall submit to the Presi-
dent and Congress a report on the results of 
the study. The report shall include— 

(1) findings regarding the state of informa-
tion infrastructure accreditation, training, 
and certification programs, including spe-
cific areas of deficiency and demonstrable 
progress; and 

(2) recommendations for the improvement 
of information infrastructure accreditation, 
training, and certification programs. 
SEC. 408. INTERNATIONAL CYBERSECURITY 

TECHNICAL STANDARDS. 
(a) IN GENERAL.—The Director of the Na-

tional Institute of Standards and Tech-
nology, in coordination with appropriate 
Federal authorities, shall— 

(1) as appropriate, ensure coordination of 
Federal agencies engaged in the development 
of international technical standards related 
to information system security; and 

(2) not later than 1 year after the date of 
enactment of this Act, develop and transmit 
to Congress a plan for ensuring such Federal 
agency coordination. 

(b) CONSULTATION WITH THE PRIVATE SEC-
TOR.—In carrying out the activities under 
subsection (a)(1), the Director shall ensure 
consultation with appropriate private sector 
stakeholders. 
SEC. 409. IDENTITY MANAGEMENT RESEARCH 

AND DEVELOPMENT. 
The Director of the National Institute of 

Standards and Technology shall continue a 
program to support the development of tech-
nical standards, metrology, testbeds, and 
conformance criteria, taking into account 
appropriate user concerns— 

(1) to improve interoperability among 
identity management technologies; 

(2) to strengthen authentication methods 
of identity management systems; 

(3) to improve privacy protection in iden-
tity management systems, including health 
information technology systems, through 
authentication and security protocols; and 

(4) to improve the usability of identity 
management systems. 
SEC. 410. FEDERAL CYBERSECURITY RESEARCH 

AND DEVELOPMENT. 
(a) NATIONAL SCIENCE FOUNDATION COM-

PUTER AND NETWORK SECURITY RESEARCH 
GRANT AREAS.—Section 4(a)(1) of the Cyber 
Security Research and Development Act (15 
U.S.C. 7403(a)(1)) is amended— 

(1) in subparagraph (H), by striking ‘‘and’’ 
after the semicolon; 

(2) in subparagraph (I), by striking ‘‘prop-
erty.’’ and inserting ‘‘property;’’; and 

(3) by adding at the end the following: 
‘‘(J) secure fundamental protocols that are 

at the heart of inter-network communica-
tions and data exchange; 

‘‘(K) system security that addresses the 
building of secure systems from trusted and 
untrusted components; 

‘‘(L) monitoring and detection; and 
‘‘(M) resiliency and rapid recovery meth-

ods.’’. 
(b) NATIONAL SCIENCE FOUNDATION COM-

PUTER AND NETWORK SECURITY GRANTS.—Sec-
tion 4(a)(3) of the Cyber Security Research 
and Development Act (15 U.S.C. 7403(a)(3)) is 
amended— 

(1) in subparagraph (D), by striking ‘‘and’’; 
(2) in subparagraph (E), by striking ‘‘2007.’’ 

and inserting ‘‘2007;’’; and 
(3) by adding at the end the following: 
‘‘(F) such funds from amounts made avail-

able under section 503 of the America COM-
PETES Reauthorization Act of 2010 (124 Stat. 
4005), as the Director finds necessary to 
carry out the requirements of this sub-
section for fiscal years 2012 through 2013.’’. 

(c) COMPUTER AND NETWORK SECURITY CEN-
TERS.—Section 4(b)(7) of the Cyber Security 
Research and Development Act (15 U.S.C. 
7403(b)(7)) is amended— 

(1) in subparagraph (D), by striking ‘‘and’’; 
(2) in subparagraph (E), by striking ‘‘2007.’’ 

and inserting ‘‘2007;’’; and 
(3) by adding at the end the following: 
‘‘(F) such funds from amounts made avail-

able under section 503 of the America COM-
PETES Reauthorization Act of 2010 (124 Stat. 
4005), as the Director finds necessary to 
carry out the requirements of this sub-
section for fiscal years 2012 through 2013.’’. 

(d) COMPUTER AND NETWORK SECURITY CA-
PACITY BUILDING GRANTS.—Section 5(a)(6) of 
the Cyber Security Research and Develop-
ment Act (15 U.S.C. 7404(a)(6)) is amended— 

(1) in subparagraph (D), by striking ‘‘and’’; 
(2) in subparagraph (E), by striking ‘‘2007.’’ 

and inserting ‘‘2007;’’; and 
(3) by adding at the end the following: 
‘‘(F) such funds from amounts made avail-

able under section 503 of the America COM-
PETES Reauthorization Act of 2010 (124 Stat. 
4005), as the Director finds necessary to 
carry out the requirements of this sub-
section for fiscal years 2012 through 2013.’’. 

(e) SCIENTIFIC AND ADVANCED TECHNOLOGY 
ACT GRANTS.—Section 5(b)(2) of the Cyber 
Security Research and Development Act (15 
U.S.C. 7404(b)(2)) is amended— 

(1) in subparagraph (D), by striking ‘‘and’’; 
(2) in subparagraph (E), by striking ‘‘2007.’’ 

and inserting ‘‘2007;’’; and 
(3) by adding at the end the following: 
‘‘(F) such funds from amounts made avail-

able under section 503 of the America COM-
PETES Reauthorization Act of 2010 (124 Stat. 
4005), as the Director finds necessary to 
carry out the requirements of this sub-
section for fiscal years 2012 through 2013.’’. 

(f) GRADUATE TRAINEESHIPS IN COMPUTER 
AND NETWORK SECURITY RESEARCH.—Section 
5(c)(7) of the Cyber Security Research and 
Development Act (15 U.S.C. 7404(c)(7)) is 
amended— 
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(1) in subparagraph (D), by striking ‘‘and’’; 
(2) in subparagraph (E), by striking ‘‘2007.’’ 

and inserting ‘‘2007;’’; and 
(3) by adding at the end the following: 
‘‘(F) such funds from amounts made avail-

able under section 503 of the America COM-
PETES Reauthorization Act of 2010 (124 Stat. 
4005), as the Director finds necessary to 
carry out the requirements of this sub-
section for fiscal years 2012 through 2013.’’. 

SA 2609. Mr. PAUL submitted an 
amendment intended to be proposed by 
him to the bill S. 3414, to enhance the 
security and resiliency of the cyber and 
communications infrastructure of the 
United States; which was ordered to lie 
on the table; as follows: 

At the appropriate place, insert the fol-
lowing: 
SEC. ll. LIMITATION ON FOREIGN ASSISTANCE 

TO PAKISTAN. 
No amounts may be obligated or expended 

to provide any direct United States assist-
ance to the Government of Pakistan unless 
the President certifies to Congress that— 

(1) Dr. Shakil Afridi has been released from 
prison in Pakistan; 

(2) any criminal charges brought against 
Dr. Afridi, including treason, have been 
dropped; and 

(3) if necessary to ensure his freedom, Dr. 
Afridi has been allowed to leave Pakistan. 

SA 2610. Mrs. HUTCHISON submitted 
an amendment intended to be proposed 
by her to the bill S. 3414, to enhance 
the security and resiliency of the cyber 
and communications infrastructure of 
the United States; which was ordered 
to lie on the table; as follows: 

Beginning on page 106, strike line 8 and all 
that follows through page 156, line 13, and in-
sert the following: 

TITLE III—CYBERSECURITY RESEARCH 
AND DEVELOPMENT 

SEC. 301. NATIONAL HIGH-PERFORMANCE COM-
PUTING PROGRAM PLANNING AND 
COORDINATION. 

(a) GOALS AND PRIORITIES.—Section 101 of 
the High-Performance Computing Act of 1991 
(15 U.S.C. 5511) is amended by adding at the 
end the following: 

‘‘(d) GOALS AND PRIORITIES.—The goals and 
priorities for Federal high-performance com-
puting research, development, networking, 
and other activities under subsection 
(a)(2)(A) shall include— 

‘‘(1) encouraging and supporting mecha-
nisms for interdisciplinary research and de-
velopment in networking and information 
technology, including— 

‘‘(A) through collaborations across agen-
cies; 

‘‘(B) through collaborations across Pro-
gram Component Areas; 

‘‘(C) through collaborations with industry; 
‘‘(D) through collaborations with institu-

tions of higher education; 
‘‘(E) through collaborations with Federal 

laboratories (as defined in section 4 of the 
Stevenson-Wydler Technology Innovation 
Act of 1980 (15 U.S.C. 3703)); and 

‘‘(F) through collaborations with inter-
national organizations; 

‘‘(2) addressing national, multi-agency, 
multi-faceted challenges of national impor-
tance; and 

‘‘(3) fostering the transfer of research and 
development results into new technologies 
and applications for the benefit of society.’’. 

(b) DEVELOPMENT OF STRATEGIC PLAN.— 
Section 101 of the High-Performance Com-
puting Act of 1991 (15 U.S.C. 5511) is amended 
by adding at the end the following: 

‘‘(e) STRATEGIC PLAN.— 
‘‘(1) IN GENERAL.—Not later than 1 year 

after the date of enactment of the Cyberse-
curity Act of 2012, the agencies under sub-
section (a)(3)(B), working through the Na-
tional Science and Technology Council and 
with the assistance of the Office of Science 
and Technology Policy shall develop a 5-year 
strategic plan to guide the activities under 
subsection (a)(1). 

‘‘(2) CONTENTS.—The strategic plan shall 
specify— 

‘‘(A) the near-term objectives for the Pro-
gram; 

‘‘(B) the long-term objectives for the Pro-
gram; 

‘‘(C) the anticipated time frame for achiev-
ing the near-term objectives; 

‘‘(D) the metrics that will be used to assess 
any progress made toward achieving the 
near-term objectives and the long-term ob-
jectives; and 

‘‘(E) how the Program will achieve the 
goals and priorities under subsection (d). 

‘‘(3) IMPLEMENTATION ROADMAP.— 
‘‘(A) IN GENERAL.—The agencies under sub-

section (a)(3)(B) shall develop and annually 
update an implementation roadmap for the 
strategic plan. 

‘‘(B) REQUIREMENTS.—The information in 
the implementation roadmap shall be coordi-
nated with the database under section 102(c) 
and the annual report under section 101(a)(3). 
The implementation roadmap shall— 

‘‘(i) specify the role of each Federal agency 
in carrying out or sponsoring research and 
development to meet the research objectives 
of the strategic plan, including a description 
of how progress toward the research objec-
tives will be evaluated, with consideration of 
any relevant recommendations of the advi-
sory committee; 

‘‘(ii) specify the funding allocated to each 
major research objective of the strategic 
plan and the source of funding by agency for 
the current fiscal year; and 

‘‘(iii) estimate the funding required for 
each major research objective of the stra-
tegic plan for the next 3 fiscal years. 

‘‘(4) RECOMMENDATIONS.—The agencies 
under subsection (a)(3)(B) shall take into 
consideration when developing the strategic 
plan under paragraph (1) the recommenda-
tions of— 

‘‘(A) the advisory committee under sub-
section (b); and 

‘‘(B) the stakeholders under section 
102(a)(3). 

‘‘(5) REPORT TO CONGRESS.—The Director of 
the Office of Science and Technology Policy 
shall transmit the strategic plan under this 
subsection, including the implementation 
roadmap and any updates under paragraph 
(3), to— 

‘‘(A) the advisory committee under sub-
section (b); 

‘‘(B) the Committee on Commerce, 
Science, and Transportation of the Senate; 
and 

‘‘(C) the Committee on Science and Tech-
nology of the House of Representatives.’’. 

(c) PERIODIC REVIEWS.—Section 101 of the 
High-Performance Computing Act of 1991 (15 
U.S.C. 5511) is amended by adding at the end 
the following: 

‘‘(f) PERIODIC REVIEWS.—The agencies 
under subsection (a)(3)(B) shall— 

‘‘(1) periodically assess the contents and 
funding levels of the Program Component 
Areas and restructure the Program when 
warranted, taking into consideration any 
relevant recommendations of the advisory 
committee under subsection (b); and 

‘‘(2) ensure that the Program includes na-
tional, multi-agency, multi-faceted research 
and development activities, including activi-
ties described in section 104.’’. 

(d) ADDITIONAL RESPONSIBILITIES OF DIREC-
TOR.—Section 101(a)(2) of the High-Perform-
ance Computing Act of 1991 (15 U.S.C. 
5511(a)(2)) is amended— 

(1) by redesignating subparagraphs (E) and 
(F) as subparagraphs (G) and (H), respec-
tively; and 

(2) by inserting after subparagraph (D) the 
following: 

‘‘(E) encourage and monitor the efforts of 
the agencies participating in the Program to 
allocate the level of resources and manage-
ment attention necessary— 

‘‘(i) to ensure that the strategic plan under 
subsection (e) is developed and executed ef-
fectively; and 

‘‘(ii) to ensure that the objectives of the 
Program are met; 

‘‘(F) working with the Office of Manage-
ment and Budget and in coordination with 
the creation of the database under section 
102(c), direct the Office of Science and Tech-
nology Policy and the agencies participating 
in the Program to establish a mechanism 
(consistent with existing law) to track all 
ongoing and completed research and develop-
ment projects and associated funding;’’. 

(e) ADVISORY COMMITTEE.—Section 101(b) of 
the High-Performance Computing Act of 1991 
(15 U.S.C. 5511(b)) is amended— 

(1) in paragraph (1)— 
(A) by inserting after the first sentence the 

following: ‘‘The co-chairs of the advisory 
committee shall meet the qualifications of 
committee members and may be members of 
the Presidents Council of Advisors on 
Science and Technology.’’; and 

(B) by striking ‘‘high-performance’’ in sub-
paragraph (D) and inserting ‘‘high-end’’; and 

(2) by amending paragraph (2) to read as 
follows: 

‘‘(2) In addition to the duties under para-
graph (1), the advisory committee shall con-
duct periodic evaluations of the funding, 
management, coordination, implementation, 
and activities of the Program. The advisory 
committee shall report its findings and rec-
ommendations not less frequently than once 
every 3 fiscal years to the Committee on 
Commerce, Science, and Transportation of 
the Senate and the Committee on Science 
and Technology of the House of Representa-
tives. The report shall be submitted in con-
junction with the update of the strategic 
plan.’’. 

(f) REPORT.—Section 101(a)(3) of the High- 
Performance Computing Act of 1991 (15 
U.S.C. 5511(a)(3)) is amended— 

(1) in subparagraph (C)— 
(A) by striking ‘‘is submitted,’’ and insert-

ing ‘‘is submitted, the levels for the previous 
fiscal year,’’; and 

(B) by striking ‘‘each Program Component 
Area’’ and inserting ‘‘each Program Compo-
nent Area and each research area supported 
in accordance with section 104’’; 

(2) in subparagraph (D)— 
(A) by striking ‘‘each Program Component 

Area,’’ and inserting ‘‘each Program Compo-
nent Area and each research area supported 
in accordance with section 104,’’; 

(B) by striking ‘‘is submitted,’’ and insert-
ing ‘‘is submitted, the levels for the previous 
fiscal year,’’; and 

(C) by striking ‘‘and’’ after the semicolon; 
(3) by redesignating subparagraph (E) as 

subparagraph (G); and 
(4) by inserting after subparagraph (D) the 

following: 
‘‘(E) include a description of how the objec-

tives for each Program Component Area, and 
the objectives for activities that involve 
multiple Program Component Areas, relate 
to the objectives of the Program identified 
in the strategic plan under subsection (e); 

‘‘(F) include— 
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‘‘(i) a description of the funding required 

by the Office of Science and Technology Pol-
icy to perform the functions under sub-
sections (a) and (c) of section 102 for the next 
fiscal year by category of activity; 

‘‘(ii) a description of the funding required 
by the Office of Science and Technology Pol-
icy to perform the functions under sub-
sections (a) and (c) of section 102 for the cur-
rent fiscal year by category of activity; and 

‘‘(iii) the amount of funding provided for 
the Office of Science and Technology Policy 
for the current fiscal year by each agency 
participating in the Program; and’’. 

(g) DEFINITIONS.—Section 4 of the High- 
Performance Computing Act of 1991 (15 
U.S.C. 5503) is amended— 

(1) by redesignating paragraphs (1) and (2) 
as paragraphs (2) and (3), respectively; 

(2) by redesignating paragraph (3) as para-
graph (6); 

(3) by redesignating paragraphs (6) and (7) 
as paragraphs (7) and (8), respectively; 

(4) by inserting before paragraph (2), as re-
designated, the following: 

‘‘(1) ‘cyber-physical systems’ means phys-
ical or engineered systems whose networking 
and information technology functions and 
physical elements are deeply integrated and 
are actively connected to the physical world 
through sensors, actuators, or other means 
to perform monitoring and control func-
tions;’’; 

(5) in paragraph (3), as redesignated, by 
striking ‘‘high-performance computing’’ and 
inserting ‘‘networking and information tech-
nology’’; 

(6) in paragraph (6), as redesignated— 
(A) by striking ‘‘high-performance com-

puting’’ and inserting ‘‘networking and in-
formation technology’’; and 

(B) by striking ‘‘supercomputer’’ and in-
serting ‘‘high-end computing’’; 

(7) in paragraph (5), by striking ‘‘network 
referred to as’’ and all that follows through 
the semicolon and inserting ‘‘network, in-
cluding advanced computer networks of Fed-
eral agencies and departments’’; and 

(8) in paragraph (7), as redesignated, by 
striking ‘‘National High-Performance Com-
puting Program’’ and inserting ‘‘networking 
and information technology research and de-
velopment program’’. 
SEC. 302. RESEARCH IN AREAS OF NATIONAL IM-

PORTANCE. 
(a) RESEARCH IN AREAS OF NATIONAL IMPOR-

TANCE.—Title I of the High-Performance 
Computing Act of 1991 (15 U.S.C. 5511 et seq.) 
is amended by adding at the end the fol-
lowing: 
‘‘SEC. 104. RESEARCH IN AREAS OF NATIONAL IM-

PORTANCE. 
‘‘(a) IN GENERAL.—The Program shall en-

courage agencies under section 101(a)(3)(B) to 
support, maintain, and improve national, 
multi-agency, multi-faceted, research and 
development activities in networking and in-
formation technology directed toward appli-
cation areas that have the potential for sig-
nificant contributions to national economic 
competitiveness and for other significant so-
cietal benefits. 

‘‘(b) TECHNICAL SOLUTIONS.—An activity 
under subsection (a) shall be designed to ad-
vance the development of research discov-
eries by demonstrating technical solutions 
to important problems in areas including— 

‘‘(1) cybersecurity; 
‘‘(2) health care; 
‘‘(3) energy management and low-power 

systems and devices; 
‘‘(4) transportation, including surface and 

air transportation; 
‘‘(5) cyber-physical systems; 
‘‘(6) large-scale data analysis and modeling 

of physical phenomena; 
‘‘(7) large scale data analysis and modeling 

of behavioral phenomena; 

‘‘(8) supply chain quality and security; and 
‘‘(9) privacy protection and protected dis-

closure of confidential data. 
‘‘(c) RECOMMENDATIONS.—The advisory 

committee under section 101(b) shall make 
recommendations to the Program for can-
didate research and development areas for 
support under this section. 

‘‘(d) CHARACTERISTICS.— 
‘‘(1) IN GENERAL.—Research and develop-

ment activities under this section— 
‘‘(A) shall include projects selected on the 

basis of applications for support through a 
competitive, merit-based process; 

‘‘(B) shall leverage, when possible, Federal 
investments through collaboration with re-
lated State initiatives; 

‘‘(C) shall include a plan for fostering the 
transfer of research discoveries and the re-
sults of technology demonstration activities, 
including from institutions of higher edu-
cation and Federal laboratories, to industry 
for commercial development; 

‘‘(D) shall involve collaborations among re-
searchers in institutions of higher education 
and industry; and 

‘‘(E) may involve collaborations among 
nonprofit research institutions and Federal 
laboratories, as appropriate. 

‘‘(2) COST-SHARING.—In selecting applica-
tions for support, the agencies under section 
101(a)(3)(B) shall give special consideration 
to projects that include cost sharing from 
non-Federal sources. 

‘‘(3) MULTIDISCIPLINARY RESEARCH CEN-
TERS.—Research and development activities 
under this section shall be supported 
through multidisciplinary research centers, 
including Federal laboratories, that are or-
ganized to investigate basic research ques-
tions and carry out technology demonstra-
tion activities in areas described in sub-
section (a). Research may be carried out 
through existing multidisciplinary centers, 
including those authorized under section 
7024(b)(2) of the America COMPETES Act (42 
U.S.C. 1862o–10(2)).’’. 

(b) CYBER-PHYSICAL SYSTEMS.—Section 
101(a)(1) of the High-Performance Computing 
Act of 1991 (15 U.S.C. 5511(a)(1)) is amended— 

(1) in subparagraph (H), by striking ‘‘and’’ 
after the semicolon; 

(2) in subparagraph (I), by striking the pe-
riod at the end and inserting a semicolon; 
and 

(3) by adding at the end the following: 
‘‘(J) provide for increased understanding of 

the scientific principles of cyber-physical 
systems and improve the methods available 
for the design, development, and operation of 
cyber-physical systems that are character-
ized by high reliability, safety, and security; 
and 

‘‘(K) provide for research and development 
on human-computer interactions, visualiza-
tion, and big data.’’. 

(c) TASK FORCE.—Title I of the High-Per-
formance Computing Act of 1991 (15 U.S.C. 
5511 et seq.), as amended by section 302(a) of 
this Act, is amended by adding at the end 
the following: 
‘‘SEC. 105. TASK FORCE. 

‘‘(a) ESTABLISHMENT.—Not later than 180 
days after the date of enactment the Cyber-
security Act of 2012, the Director of the Of-
fice of Science and Technology Policy under 
section 102 shall convene a task force to ex-
plore mechanisms for carrying out collabo-
rative research and development activities 
for cyber-physical systems (including the re-
lated technologies required to enable these 
systems) through a consortium or other ap-
propriate entity with participants from in-
stitutions of higher education, Federal lab-
oratories, and industry. 

‘‘(b) FUNCTIONS.—The task force shall— 
‘‘(1) develop options for a collaborative 

model and an organizational structure for 

such entity under which the joint research 
and development activities could be planned, 
managed, and conducted effectively, includ-
ing mechanisms for the allocation of re-
sources among the participants in such enti-
ty for support of such activities; 

‘‘(2) propose a process for developing a re-
search and development agenda for such en-
tity, including guidelines to ensure an appro-
priate scope of work focused on nationally 
significant challenges and requiring collabo-
ration and to ensure the development of re-
lated scientific and technological mile-
stones; 

‘‘(3) define the roles and responsibilities for 
the participants from institutions of higher 
education, Federal laboratories, and indus-
try in such entity; 

‘‘(4) propose guidelines for assigning intel-
lectual property rights and for transferring 
research results to the private sector; and 

‘‘(5) make recommendations for how such 
entity could be funded from Federal, State, 
and non-governmental sources. 

‘‘(c) COMPOSITION.—In establishing the task 
force under subsection (a), the Director of 
the Office of Science and Technology Policy 
shall appoint an equal number of individuals 
from institutions of higher education and 
from industry with knowledge and expertise 
in cyber-physical systems, and may appoint 
not more than 2 individuals from Federal 
laboratories. 

‘‘(d) REPORT.—Not later than 1 year after 
the date of enactment of the Cybersecurity 
Act of 2012, the Director of the Office of 
Science and Technology Policy shall trans-
mit to the Committee on Commerce, 
Science, and Transportation of the Senate 
and the Committee on Science and Tech-
nology of the House of Representatives a re-
port describing the findings and rec-
ommendations of the task force. 

‘‘(e) TERMINATION.—The task force shall 
terminate upon transmittal of the report re-
quired under subsection (d). 

‘‘(f) COMPENSATION AND EXPENSES.—Mem-
bers of the task force shall serve without 
compensation.’’. 
SEC. 303. PROGRAM IMPROVEMENTS. 

Section 102 of the High-Performance Com-
puting Act of 1991 (15 U.S.C. 5512) is amended 
to read as follows: 
‘‘SEC. 102. PROGRAM IMPROVEMENTS. 

‘‘(a) FUNCTIONS.—The Director of the Office 
of Science and Technology Policy shall con-
tinue— 

‘‘(1) to provide technical and administra-
tive support to— 

‘‘(A) the agencies participating in planning 
and implementing the Program, including 
support needed to develop the strategic plan 
under section 101(e); and 

‘‘(B) the advisory committee under section 
101(b); 

‘‘(2) to serve as the primary point of con-
tact on Federal networking and information 
technology activities for government agen-
cies, academia, industry, professional soci-
eties, State computing and networking tech-
nology programs, interested citizen groups, 
and others to exchange technical and pro-
grammatic information; 

‘‘(3) to solicit input and recommendations 
from a wide range of stakeholders during the 
development of each strategic plan under 
section 101(e) by convening at least 1 work-
shop with invitees from academia, industry, 
Federal laboratories, and other relevant or-
ganizations and institutions; 

‘‘(4) to conduct public outreach, including 
the dissemination of the advisory commit-
tee’s findings and recommendations, as ap-
propriate; 

‘‘(5) to promote access to and early appli-
cation of the technologies, innovations, and 
expertise derived from Program activities to 
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agency missions and systems across the Fed-
eral Government and to United States indus-
try; 

‘‘(6) to ensure accurate and detailed budget 
reporting of networking and information 
technology research and development invest-
ment; and 

‘‘(7) to encourage agencies participating in 
the Program to use existing programs and 
resources to strengthen networking and in-
formation technology education and train-
ing, and increase participation in such fields, 
including by women and underrepresented 
minorities. 

‘‘(b) SOURCE OF FUNDING.— 
‘‘(1) IN GENERAL.—The functions under this 

section shall be supported by funds from 
each agency participating in the Program. 

‘‘(2) SPECIFICATIONS.—The portion of the 
total budget of the Office of Science and 
Technology Policy that is provided by each 
agency participating in the Program for each 
fiscal year shall be in the same proportion as 
each agency’s share of the total budget for 
the Program for the previous fiscal year, as 
specified in the database under section 
102(c). 

‘‘(c) DATABASE.— 
‘‘(1) IN GENERAL.—The Director of the Of-

fice of Science and Technology Policy shall 
develop and maintain a database of projects 
funded by each agency for the fiscal year for 
each Program Component Area. 

‘‘(2) PUBLIC ACCESSIBILITY.—The Director of 
the Office of Science and Technology Policy 
shall make the database accessible to the 
public. 

‘‘(3) DATABASE CONTENTS.—The database 
shall include, for each project in the data-
base— 

‘‘(A) a description of the project; 
‘‘(B) each agency, industry, institution of 

higher education, Federal laboratory, or 
international institution involved in the 
project; 

‘‘(C) the source funding of the project (set 
forth by agency); 

‘‘(D) the funding history of the project; and 
‘‘(E) whether the project has been com-

pleted.’’. 
SEC. 304. IMPROVING EDUCATION OF NET-

WORKING AND INFORMATION TECH-
NOLOGY, INCLUDING HIGH PER-
FORMANCE COMPUTING. 

Section 201(a) of the High-Performance 
Computing Act of 1991 (15 U.S.C. 5521(a)) is 
amended— 

(1) by redesignating paragraphs (2) through 
(4) as paragraphs (3) through (5), respec-
tively; and 

(2) by inserting after paragraph (1) the fol-
lowing: 

‘‘(2) the National Science Foundation shall 
use its existing programs, in collaboration 
with other agencies, as appropriate, to im-
prove the teaching and learning of net-
working and information technology at all 
levels of education and to increase participa-
tion in networking and information tech-
nology fields;’’. 
SEC. 305. CONFORMING AND TECHNICAL AMEND-

MENTS TO THE HIGH-PERFORM-
ANCE COMPUTING ACT OF 1991. 

(a) SECTION 3.—Section 3 of the High-Per-
formance Computing Act of 1991 (15 U.S.C. 
5502) is amended— 

(1) in the matter preceding paragraph (1), 
by striking ‘‘high-performance computing’’ 
and inserting ‘‘networking and information 
technology’’; 

(2) in paragraph (1)— 
(A) in the matter preceding subparagraph 

(A), by striking ‘‘high-performance com-
puting’’ and inserting ‘‘networking and in-
formation technology’’; 

(B) in subparagraphs (A), (F), and (G), by 
striking ‘‘high-performance computing’’ 
each place it appears and inserting ‘‘net-
working and information technology’’; and 

(C) in subparagraph (H), by striking ‘‘high- 
performance’’ and inserting ‘‘high-end’’; and 

(3) in paragraph (2)— 
(A) by striking ‘‘high-performance com-

puting and’’ and inserting ‘‘networking and 
information technology, and’’; and 

(B) by striking ‘‘high-performance com-
puting network’’ and inserting ‘‘networking 
and information technology’’. 

(b) TITLE HEADING.—The heading of title I 
of the High-Performance Computing Act of 
1991 (105 Stat. 1595) is amended by striking 
‘‘HIGH-PERFORMANCE COMPUTING’’ and 
inserting ‘‘NETWORKING AND INFORMA-
TION TECHNOLOGY’’. 

(c) SECTION 101.—Section 101 of the High- 
Performance Computing Act of 1991 (15 
U.S.C. 5511) is amended— 

(1) in the section heading, by striking 
‘‘HIGH-PERFORMANCE COMPUTING’’ and insert-
ing ‘‘NETWORKING AND INFORMATION TECH-
NOLOGY RESEARCH AND DEVELOPMENT’’; 

(2) in subsection (a)— 
(A) in the subsection heading, by striking 

‘‘NATIONAL HIGH-PERFORMANCE COMPUTING’’ 
and inserting ‘‘NETWORKING AND INFORMATION 
TECHNOLOGY RESEARCH AND DEVELOPMENT’’; 

(B) in paragraph (1)— 
(i) by striking ‘‘National High-Perform-

ance Computing Program’’ and inserting 
‘‘networking and information technology re-
search and development program’’; 

(ii) in subparagraph (A), by striking ‘‘high- 
performance computing, including net-
working’’ and inserting ‘‘networking and in-
formation technology’’; 

(iii) in subparagraphs (B) and (G), by strik-
ing ‘‘high-performance’’ each place it ap-
pears and inserting ‘‘high-end’’; and 

(iv) in subparagraph (C), by striking ‘‘high- 
performance computing and networking’’ 
and inserting ‘‘high-end computing, distrib-
uted, and networking’’; and 

(C) in paragraph (2)— 
(i) in subparagraphs (A) and (C)— 
(I) by striking ‘‘high-performance com-

puting’’ each place it appears and inserting 
‘‘networking and information technology’’; 
and 

(II) by striking ‘‘development, net-
working,’’ each place it appears and insert-
ing ‘‘development,’’; and 

(ii) in subparagraphs (G) and (H), as redes-
ignated by section 301(d) of this Act, by 
striking ‘‘high-performance’’ each place it 
appears and inserting ‘‘high-end’’; 

(3) in subsection (b)(1), in the matter pre-
ceding subparagraph (A), by striking ‘‘high- 
performance computing’’ each place it ap-
pears and inserting ‘‘networking and infor-
mation technology’’; and 

(4) in subsection (c)(1)(A), by striking 
‘‘high-performance computing’’ and insert-
ing ‘‘networking and information tech-
nology’’. 

(d) SECTION 201.—Section 201(a)(1) of the 
High-Performance Computing Act of 1991 (15 
U.S.C. 5521(a)(1)) is amended by striking 
‘‘high-performance computing and advanced 
high-speed computer networking’’ and in-
serting ‘‘networking and information tech-
nology research and development’’. 

(e) SECTION 202.—Section 202(a) of the High- 
Performance Computing Act of 1991 (15 
U.S.C. 5522(a)) is amended by striking ‘‘high- 
performance computing’’ and inserting ‘‘net-
working and information technology’’. 

(f) SECTION 203.—Section 203(a) of the High- 
Performance Computing Act of 1991 (15 
U.S.C. 5523(a)) is amended— 

(1) in paragraph (1), by striking ‘‘high-per-
formance computing and networking’’ and 
inserting ‘‘networking and information tech-
nology’’; and 

(2) in paragraph (2)(A), by striking ‘‘high- 
performance’’ and inserting ‘‘high-end’’. 

(g) SECTION 204.—Section 204 of the High- 
Performance Computing Act of 1991 (15 
U.S.C. 5524) is amended— 

(1) in subsection (a)(1)— 
(A) in subparagraph (A), by striking ‘‘high- 

performance computing systems and net-
works’’ and inserting ‘‘networking and infor-
mation technology systems and capabili-
ties’’; 

(B) in subparagraph (B), by striking ‘‘inter-
operability of high-performance computing 
systems in networks and for common user 
interfaces to systems’’ and inserting ‘‘inter-
operability and usability of networking and 
information technology systems’’; and 

(C) in subparagraph (C), by striking ‘‘high- 
performance computing’’ and inserting ‘‘net-
working and information technology’’; and 

(2) in subsection (b)— 
(A) by striking ‘‘HIGH-PERFORMANCE COM-

PUTING AND NETWORK’’ in the heading and in-
serting ‘‘NETWORKING AND INFORMATION 
TECHNOLOGY’’; and 

(B) by striking ‘‘sensitive’’. 
(h) SECTION 205.—Section 205(a) of the 

High-Performance Computing Act of 1991 (15 
U.S.C. 5525(a)) is amended by striking ‘‘com-
putational’’ and inserting ‘‘networking and 
information technology’’. 

(i) SECTION 206.—Section 206(a) of the High- 
Performance Computing Act of 1991 (15 
U.S.C. 5526(a)) is amended by striking ‘‘com-
putational research’’ and inserting ‘‘net-
working and information technology re-
search’’. 

(j) SECTION 207.—Section 207 of the High- 
Performance Computing Act of 1991 (15 
U.S.C. 5527) is amended by striking ‘‘high- 
performance computing’’ and inserting ‘‘net-
working and information technology’’. 

(k) SECTION 208.—Section 208 of the High- 
Performance Computing Act of 1991 (15 
U.S.C. 5528) is amended— 

(1) in the section heading, by striking 
‘‘HIGH-PERFORMANCE COMPUTING’’ and 
inserting ‘‘NETWORKING AND INFORMA-
TION TECHNOLOGY’’; and 

(2) in subsection (a)— 
(A) in paragraph (1), by striking ‘‘High-per-

formance computing and associated’’ and in-
serting ‘‘Networking and information’’; 

(B) in paragraph (2), by striking ‘‘high-per-
formance computing’’ and inserting ‘‘net-
working and information technologies’’; 

(C) in paragraph (3), by striking ‘‘high-per-
formance’’ and inserting ‘‘high-end’’; 

(D) in paragraph (4), by striking ‘‘high-per-
formance computers and associated’’ and in-
serting ‘‘networking and information’’; and 

(E) in paragraph (5), by striking ‘‘high-per-
formance computing and associated’’ and in-
serting ‘‘networking and information’’. 
SEC. 306. FEDERAL CYBER SCHOLARSHIP-FOR- 

SERVICE PROGRAM. 
(a) IN GENERAL.—The Director of the Na-

tional Science Foundation, in coordination 
with the Secretary of Homeland Security, 
shall carry out a Federal cyber scholarship- 
for-service program to recruit and train the 
next generation of information technology 
professionals and security managers to meet 
the needs of the cybersecurity mission for 
the Federal government. 

(b) PROGRAM DESCRIPTION AND COMPO-
NENTS.—The program shall— 

(1) annually assess the workforce needs of 
the Federal government for cybersecurity 
professionals, including network engineers, 
software engineers, and other experts in 
order to determine how many scholarships 
should be awarded annually to ensure that 
the workforce needs following graduation 
match the number of scholarships awarded; 

(2) provide scholarships for up to 1,000 stu-
dents per year in their pursuit of under-
graduate or graduate degrees in the cyberse-
curity field, in an amount that may include 
coverage for full tuition, fees, and a stipend; 

(3) require each scholarship recipient, as a 
condition of receiving a scholarship under 
the program, to serve in a Federal informa-
tion technology workforce for a period equal 
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to one and one-half times each year, or par-
tial year, of scholarship received, in addition 
to an internship in the cybersecurity field, if 
applicable, following graduation; 

(4) provide a procedure for the National 
Science Foundation or a Federal agency, 
consistent with regulations of the Office of 
Personnel Management, to request and fund 
a security clearance for a scholarship recipi-
ent, including providing for clearance during 
a summer internship and upon graduation; 
and 

(5) provide opportunities for students to re-
ceive temporary appointments for meaning-
ful employment in the Federal information 
technology workforce during school vacation 
periods and for internships. 

(c) HIRING AUTHORITY.— 
(1) IN GENERAL.—For purposes of any law or 

regulation governing the appointment of an 
individual in the Federal civil service, upon 
the successful completion of the student’s 
studies, a student receiving a scholarship 
under the program may— 

(A) be hired under section 213.3102(r) of 
title 5, Code of Federal Regulations; and 

(B) be exempt from competitive service. 
(2) COMPETITIVE SERVICE.—Upon satisfac-

tory fulfillment of the service term under 
paragraph (1), an individual may be con-
verted to a competitive service position 
without competition if the individual meets 
the requirements for that position. 

(d) ELIGIBILITY.—The eligibility require-
ments for a scholarship under this section 
shall include that a scholarship applicant— 

(1) be a citizen of the United States; 
(2) be eligible to be granted a security 

clearance; 
(3) maintain a grade point average of 3.2 or 

above on a 4.0 scale for undergraduate study 
or a 3.5 or above on a 4.0 scale for post-
graduate study; 

(4) demonstrate a commitment to a career 
in improving the security of the information 
infrastructure; and 

(5) has demonstrated a level of proficiency 
in math or computer sciences. 

(e) FAILURE TO COMPLETE SERVICE OBLIGA-
TION.— 

(1) IN GENERAL.—A scholarship recipient 
under this section shall be liable to the 
United States under paragraph (2) if the 
scholarship recipient— 

(A) fails to maintain an acceptable level of 
academic standing in the educational insti-
tution in which the individual is enrolled, as 
determined by the Director; 

(B) is dismissed from such educational in-
stitution for disciplinary reasons; 

(C) withdraws from the program for which 
the award was made before the completion of 
such program; 

(D) declares that the individual does not 
intend to fulfill the service obligation under 
this section; 

(E) fails to fulfill the service obligation of 
the individual under this section; or 

(F) loses a security clearance or becomes 
ineligible for a security clearance. 

(2) REPAYMENT AMOUNTS.— 
(A) LESS THAN 1 YEAR OF SERVICE.—If a cir-

cumstance under paragraph (1) occurs before 
the completion of 1 year of a service obliga-
tion under this section, the total amount of 
awards received by the individual under this 
section shall be repaid. 

(B) ONE OR MORE YEARS OF SERVICE.—If a 
circumstance described in subparagraph (D) 
or (E) of paragraph (1) occurs after the com-
pletion of 1 year of a service obligation under 
this section, the total amount of scholarship 
awards received by the individual under this 
section, reduced by the ratio of the number 
of years of service completed divided by the 
number of years of service required, shall be 
repaid. 

(f) EVALUATION AND REPORT.—The Director 
of the National Science Foundation shall— 

(1) evaluate the success of recruiting indi-
viduals for scholarships under this section 
and of hiring and retaining those individuals 
in the public sector workforce, including the 
annual cost and an assessment of how the 
program actually improves the Federal 
workforce; and 

(2) periodically report the findings under 
paragraph (1) to Congress. 

(g) AUTHORIZATION OF APPROPRIATIONS.— 
From amounts made available under section 
503 of the America COMPETES Reauthoriza-
tion Act of 2010 (124 Stat. 4005), the Director 
may use funds to carry out the requirements 
of this section for fiscal years 2012 through 
2013. 
SEC. 307. STUDY AND ANALYSIS OF CERTIFI-

CATION AND TRAINING OF INFOR-
MATION INFRASTRUCTURE PROFES-
SIONALS. 

(a) STUDY.—The President shall enter into 
an agreement with the National Academies 
to conduct a comprehensive study of govern-
ment, academic, and private-sector accredi-
tation, training, and certification programs 
for personnel working in information infra-
structure. The agreement shall require the 
National Academies to consult with sector 
coordinating councils and relevant govern-
mental agencies, regulatory entities, and 
nongovernmental organizations in the course 
of the study. 

(b) SCOPE.—The study shall include— 
(1) an evaluation of the body of knowledge 

and various skills that specific categories of 
personnel working in information infrastruc-
ture should possess in order to secure infor-
mation systems; 

(2) an assessment of whether existing gov-
ernment, academic, and private-sector ac-
creditation, training, and certification pro-
grams provide the body of knowledge and 
various skills described in paragraph (1); 

(3) an analysis of any barriers to the Fed-
eral Government recruiting and hiring cy-
bersecurity talent, including barriers relat-
ing to compensation, the hiring process, job 
classification, and hiring flexibility; and 

(4) an analysis of the sources and avail-
ability of cybersecurity talent, a comparison 
of the skills and expertise sought by the Fed-
eral Government and the private sector, an 
examination of the current and future capac-
ity of United States institutions of higher 
education, including community colleges, to 
provide current and future cybersecurity 
professionals, through education and train-
ing activities, with those skills sought by 
the Federal Government, State and local en-
tities, and the private sector. 

(c) REPORT.—Not later than 1 year after 
the date of enactment of this Act, the Na-
tional Academies shall submit to the Presi-
dent and Congress a report on the results of 
the study. The report shall include— 

(1) findings regarding the state of informa-
tion infrastructure accreditation, training, 
and certification programs, including spe-
cific areas of deficiency and demonstrable 
progress; and 

(2) recommendations for the improvement 
of information infrastructure accreditation, 
training, and certification programs. 
SEC. 308. INTERNATIONAL CYBERSECURITY 

TECHNICAL STANDARDS. 
(a) IN GENERAL.—The Director of the Na-

tional Institute of Standards and Tech-
nology, in coordination with appropriate 
Federal authorities, shall— 

(1) as appropriate, ensure coordination of 
Federal agencies engaged in the development 
of international technical standards related 
to information system security; and 

(2) not later than 1 year after the date of 
enactment of this Act, develop and transmit 
to Congress a plan for ensuring such Federal 
agency coordination. 

(b) CONSULTATION WITH THE PRIVATE SEC-
TOR.—In carrying out the activities under 
subsection (a)(1), the Director shall ensure 
consultation with appropriate private sector 
stakeholders. 
SEC. 309. IDENTITY MANAGEMENT RESEARCH 

AND DEVELOPMENT. 
The Director of the National Institute of 

Standards and Technology shall continue a 
program to support the development of tech-
nical standards, metrology, testbeds, and 
conformance criteria, taking into account 
appropriate user concerns— 

(1) to improve interoperability among 
identity management technologies; 

(2) to strengthen authentication methods 
of identity management systems; 

(3) to improve privacy protection in iden-
tity management systems, including health 
information technology systems, through 
authentication and security protocols; and 

(4) to improve the usability of identity 
management systems. 
SEC. 310. FEDERAL CYBERSECURITY RESEARCH 

AND DEVELOPMENT. 
(a) NATIONAL SCIENCE FOUNDATION COM-

PUTER AND NETWORK SECURITY RESEARCH 
GRANT AREAS.—Section 4(a)(1) of the Cyber 
Security Research and Development Act (15 
U.S.C. 7403(a)(1)) is amended— 

(1) in subparagraph (H), by striking ‘‘and’’ 
after the semicolon; 

(2) in subparagraph (I), by striking ‘‘prop-
erty.’’ and inserting ‘‘property;’’; and 

(3) by adding at the end the following: 
‘‘(J) secure fundamental protocols that are 

at the heart of inter-network communica-
tions and data exchange; 

‘‘(K) system security that addresses the 
building of secure systems from trusted and 
untrusted components; 

‘‘(L) monitoring and detection; and 
‘‘(M) resiliency and rapid recovery meth-

ods.’’. 
(b) NATIONAL SCIENCE FOUNDATION COM-

PUTER AND NETWORK SECURITY GRANTS.—Sec-
tion 4(a)(3) of the Cyber Security Research 
and Development Act (15 U.S.C. 7403(a)(3)) is 
amended— 

(1) in subparagraph (D), by striking ‘‘and’’; 
(2) in subparagraph (E), by striking ‘‘2007.’’ 

and inserting ‘‘2007;’’; and 
(3) by adding at the end the following: 
‘‘(F) such funds from amounts made avail-

able under section 503 of the America COM-
PETES Reauthorization Act of 2010 (124 Stat. 
4005), as the Director finds necessary to 
carry out the requirements of this sub-
section for fiscal years 2012 through 2013.’’. 

(c) COMPUTER AND NETWORK SECURITY CEN-
TERS.—Section 4(b)(7) of the Cyber Security 
Research and Development Act (15 U.S.C. 
7403(b)(7)) is amended— 

(1) in subparagraph (D), by striking ‘‘and’’; 
(2) in subparagraph (E), by striking ‘‘2007.’’ 

and inserting ‘‘2007;’’; and 
(3) by adding at the end the following: 
‘‘(F) such funds from amounts made avail-

able under section 503 of the America COM-
PETES Reauthorization Act of 2010 (124 Stat. 
4005), as the Director finds necessary to 
carry out the requirements of this sub-
section for fiscal years 2012 through 2013.’’. 

(d) COMPUTER AND NETWORK SECURITY CA-
PACITY BUILDING GRANTS.—Section 5(a)(6) of 
the Cyber Security Research and Develop-
ment Act (15 U.S.C. 7404(a)(6)) is amended— 

(1) in subparagraph (D), by striking ‘‘and’’; 
(2) in subparagraph (E), by striking ‘‘2007.’’ 

and inserting ‘‘2007;’’; and 
(3) by adding at the end the following: 
‘‘(F) such funds from amounts made avail-

able under section 503 of the America COM-
PETES Reauthorization Act of 2010 (124 Stat. 
4005), as the Director finds necessary to 
carry out the requirements of this sub-
section for fiscal years 2012 through 2013.’’. 
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(e) SCIENTIFIC AND ADVANCED TECHNOLOGY 

ACT GRANTS.—Section 5(b)(2) of the Cyber 
Security Research and Development Act (15 
U.S.C. 7404(b)(2)) is amended— 

(1) in subparagraph (D), by striking ‘‘and’’; 
(2) in subparagraph (E), by striking ‘‘2007.’’ 

and inserting ‘‘2007;’’; and 
(3) by adding at the end the following: 
‘‘(F) such funds from amounts made avail-

able under section 503 of the America COM-
PETES Reauthorization Act of 2010 (124 Stat. 
4005), as the Director finds necessary to 
carry out the requirements of this sub-
section for fiscal years 2012 through 2013.’’. 

(f) GRADUATE TRAINEESHIPS IN COMPUTER 
AND NETWORK SECURITY RESEARCH.—Section 
5(c)(7) of the Cyber Security Research and 
Development Act (15 U.S.C. 7404(c)(7)) is 
amended— 

(1) in subparagraph (D), by striking ‘‘and’’; 
(2) in subparagraph (E), by striking ‘‘2007.’’ 

and inserting ‘‘2007;’’; and 
(3) by adding at the end the following: 
‘‘(F) such funds from amounts made avail-

able under section 503 of the America COM-
PETES Reauthorization Act of 2010 (124 Stat. 
4005), as the Director finds necessary to 
carry out the requirements of this sub-
section for fiscal years 2012 through 2013.’’. 

SA 2611. Mrs. HUTCHISON submitted 
an amendment intended to be proposed 
by her to the bill S. 3414, to enhance 
the security and resiliency of the cyber 
and communications infrastructure of 
the United States; which was ordered 
to lie on the table; as follows: 

Beginning on page 45, strike line 1 and all 
that follows through page 87, line 22, and in-
sert the following: 

TITLE II—COORDINATION OF FEDERAL 
INFORMATION SECURITY POLICY 

SEC. 201. COORDINATION OF FEDERAL INFORMA-
TION SECURITY POLICY. 

(a) IN GENERAL.—Chapter 35 of title 44, 
United States Code, is amended by striking 
subchapters II and III and inserting the fol-
lowing: 

‘‘SUBCHAPTER II—INFORMATION 
SECURITY 

‘‘§ 3551. Purposes 
‘‘The purposes of this subchapter are— 
‘‘(1) to provide a comprehensive framework 

for ensuring the effectiveness of information 
security controls over information resources 
that support Federal operations and assets; 

‘‘(2) to recognize the highly networked na-
ture of the current Federal computing envi-
ronment and provide effective government- 
wide management of policies, directives, 
standards, and guidelines, as well as effec-
tive and nimble oversight of and response to 
information security risks, including coordi-
nation of information security efforts 
throughout the Federal civilian, national se-
curity, and law enforcement communities; 

‘‘(3) to provide for development and main-
tenance of controls required to protect agen-
cy information and information systems and 
contribute to the overall improvement of 
agency information security posture; 

‘‘(4) to provide for the development of tools 
and methods to assess and respond to real- 
time situational risk for Federal informa-
tion system operations and assets; and 

‘‘(5) to provide a mechanism for improving 
agency information security programs 
through continuous monitoring of agency in-
formation systems and streamlined report-
ing requirements rather than overly pre-
scriptive manual reporting. 
‘‘§ 3552. Definitions 

‘‘In this subchapter: 
‘‘(1) ADEQUATE SECURITY.—The term ‘ade-

quate security’ means security commensu-

rate with the risk and magnitude of the 
harm resulting from the unauthorized access 
to or loss, misuse, destruction, or modifica-
tion of information. 

‘‘(2) AGENCY.—The term ‘agency’ has the 
meaning given the term in section 3502 of 
title 44. 

‘‘(3) CYBERSECURITY CENTER.—The term 
‘cybersecurity center’ means the Depart-
ment of Defense Cyber Crime Center, the In-
telligence Community Incident Response 
Center, the United States Cyber Command 
Joint Operations Center, the National Cyber 
Investigative Joint Task Force, the National 
Security Agency/Central Security Service 
Threat Operations Center, the National Cy-
bersecurity and Communications Integration 
Center, and any successor center. 

‘‘(4) CYBER THREAT INFORMATION.—The 
term ‘cyber threat information’ means infor-
mation that indicates or describes— 

‘‘(A) a technical or operation vulnerability 
or a cyber threat mitigation measure; 

‘‘(B) an action or operation to mitigate a 
cyber threat; 

‘‘(C) malicious reconnaissance, including 
anomalous patterns of network activity that 
appear to be transmitted for the purpose of 
gathering technical information related to a 
cybersecurity threat; 

‘‘(D) a method of defeating a technical con-
trol; 

‘‘(E) a method of defeating an operational 
control; 

‘‘(F) network activity or protocols known 
to be associated with a malicious cyber actor 
or that signify malicious cyber intent; 

‘‘(G) a method of causing a user with le-
gitimate access to an information system or 
information that is stored on, processed by, 
or transiting an information system to inad-
vertently enable the defeat of a technical or 
operational control; 

‘‘(H) any other attribute of a cybersecurity 
threat or cyber defense information that 
would foster situational awareness of the 
United States cybersecurity posture, if dis-
closure of such attribute or information is 
not otherwise prohibited by law; 

‘‘(I) the actual or potential harm caused by 
a cyber incident, including information 
exfiltrated when it is necessary in order to 
identify or describe a cybersecurity threat; 
or 

‘‘(J) any combination of subparagraphs (A) 
through (I). 

‘‘(5) DIRECTOR.—The term ‘Director’ means 
the Director of the Office of Management 
and Budget unless otherwise specified. 

‘‘(6) ENVIRONMENT OF OPERATION.—The 
term ‘environment of operation’ means the 
information system and environment in 
which those systems operate, including 
changing threats, vulnerabilities, tech-
nologies, and missions and business prac-
tices. 

‘‘(7) FEDERAL INFORMATION SYSTEM.—The 
term ‘Federal information system’ means an 
information system used or operated by an 
executive agency, by a contractor of an exec-
utive agency, or by another organization on 
behalf of an executive agency. 

‘‘(8) INCIDENT.—The term ‘incident’ means 
an occurrence that— 

‘‘(A) actually or imminently jeopardizes 
the integrity, confidentiality, or availability 
of an information system or the information 
that system controls, processes, stores, or 
transmits; or 

‘‘(B) constitutes a violation of law or an 
imminent threat of violation of a law, a se-
curity policy, a security procedure, or an ac-
ceptable use policy. 

‘‘(9) INFORMATION RESOURCES.—The term 
‘information resources’ has the meaning 
given the term in section 3502 of title 44. 

‘‘(10) INFORMATION SECURITY.—The term 
‘information security’ means protecting in-

formation and information systems from dis-
ruption or unauthorized access, use, disclo-
sure, modification, or destruction in order to 
provide— 

‘‘(A) integrity, by guarding against im-
proper information modification or destruc-
tion, including by ensuring information non-
repudiation and authenticity; 

‘‘(B) confidentiality, by preserving author-
ized restrictions on access and disclosure, in-
cluding means for protecting personal pri-
vacy and proprietary information; or 

‘‘(C) availability, by ensuring timely and 
reliable access to and use of information. 

‘‘(11) INFORMATION SYSTEM.—The term ‘in-
formation system’ has the meaning given the 
term in section 3502 of title 44. 

‘‘(12) INFORMATION TECHNOLOGY.—The term 
‘information technology’ has the meaning 
given the term in section 11101 of title 40. 

‘‘(13) MALICIOUS RECONNAISSANCE.—The 
term ‘malicious reconnaissance’ means a 
method for actively probing or passively 
monitoring an information system for the 
purpose of discerning technical 
vulnerabilities of the information system, if 
such method is associated with a known or 
suspected cybersecurity threat. 

‘‘(14) NATIONAL SECURITY SYSTEM.— 
‘‘(A) IN GENERAL.—The term ‘national secu-

rity system’ means any information system 
(including any telecommunications system) 
used or operated by an agency or by a con-
tractor of an agency, or other organization 
on behalf of an agency— 

‘‘(i) the function, operation, or use of 
which— 

‘‘(I) involves intelligence activities; 
‘‘(II) involves cryptologic activities related 

to national security; 
‘‘(III) involves command and control of 

military forces; 
‘‘(IV) involves equipment that is an inte-

gral part of a weapon or weapons system; or 
‘‘(V) subject to subparagraph (B), is crit-

ical to the direct fulfillment of military or 
intelligence missions; or 

‘‘(ii) is protected at all times by procedures 
established for information that have been 
specifically authorized under criteria estab-
lished by an Executive Order or an Act of 
Congress to be kept classified in the interest 
of national defense or foreign policy. 

‘‘(B) LIMITATION.—Subparagraph (A)(i)(V) 
does not include a system that is to be used 
for routine administrative and business ap-
plications (including payroll, finance, logis-
tics, and personnel management applica-
tions). 

‘‘(15) OPERATIONAL CONTROL.—The term 
‘operational control’ means a security con-
trol for an information system that pri-
marily is implemented and executed by peo-
ple. 

‘‘(16) PERSON.—The term ‘person’ has the 
meaning given the term in section 3502 of 
title 44. 

‘‘(17) SECRETARY.—The term ‘Secretary’ 
means the Secretary of Commerce unless 
otherwise specified. 

‘‘(18) SECURITY CONTROL.—The term ‘secu-
rity control’ means the management, oper-
ational, and technical controls, including 
safeguards or countermeasures, prescribed 
for an information system to protect the 
confidentiality, integrity, and availability of 
the system and its information. 

‘‘(19) SIGNIFICANT CYBER INCIDENT.—The 
term ‘significant cyber incident’ means a 
cyber incident resulting in, or an attempted 
cyber incident that, if successful, would have 
resulted in— 

‘‘(A) the exfiltration from a Federal infor-
mation system of data that is essential to 
the operation of the Federal information sys-
tem; or 

‘‘(B) an incident in which an operational or 
technical control essential to the security or 
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operation of a Federal information system 
was defeated. 

‘‘(20) TECHNICAL CONTROL.—The term ‘tech-
nical control’ means a hardware or software 
restriction on, or audit of, access or use of an 
information system or information that is 
stored on, processed by, or transiting an in-
formation system that is intended to ensure 
the confidentiality, integrity, or availability 
of that system. 
‘‘§ 3553. Federal information security author-

ity and coordination 
‘‘(a) IN GENERAL.—The Secretary, in con-

sultation with the Secretary of Homeland 
Security, shall— 

‘‘(1) issue compulsory and binding policies 
and directives governing agency information 
security operations, and require implemen-
tation of such policies and directives, includ-
ing— 

‘‘(A) policies and directives consistent with 
the standards and guidelines promulgated 
under section 11331 of title 40 to identify and 
provide information security protections 
prioritized and commensurate with the risk 
and impact resulting from the unauthorized 
access, use, disclosure, disruption, modifica-
tion, or destruction of— 

‘‘(i) information collected or maintained 
by or on behalf of an agency; or 

‘‘(ii) information systems used or operated 
by an agency or by a contractor of an agency 
or other organization on behalf of an agency; 

‘‘(B) minimum operational requirements 
for Federal Government to protect agency 
information systems and provide common 
situational awareness across all agency in-
formation systems; 

‘‘(C) reporting requirements, consistent 
with relevant law, regarding information se-
curity incidents and cyber threat informa-
tion; 

‘‘(D) requirements for agencywide informa-
tion security programs; 

‘‘(E) performance requirements and 
metrics for the security of agency informa-
tion systems; 

‘‘(F) training requirements to ensure that 
agencies are able to fully and timely comply 
with the policies and directives issued by the 
Secretary under this subchapter; 

‘‘(G) training requirements regarding pri-
vacy, civil rights, and civil liberties, and in-
formation oversight for agency information 
security personnel; 

‘‘(H) requirements for the annual reports 
to the Secretary under section 3554(d); 

‘‘(I) any other information security oper-
ations or information security requirements 
as determined by the Secretary in coordina-
tion with relevant agency heads; and 

‘‘(J) coordinating the development of 
standards and guidelines under section 20 of 
the National Institute of Standards and 
Technology Act (15 U.S.C. 278g–3) with agen-
cies and offices operating or exercising con-
trol of national security systems (including 
the National Security Agency) to assure, to 
the maximum extent feasible, that such 
standards and guidelines are complementary 
with standards and guidelines developed for 
national security systems; 

‘‘(2) review the agencywide information se-
curity programs under section 3554; and 

‘‘(3) designate an individual or an entity at 
each cybersecurity center, among other re-
sponsibilities— 

‘‘(A) to receive reports and information 
about information security incidents, cyber 
threat information, and deterioration of se-
curity control affecting agency information 
systems; and 

‘‘(B) to act on or share the information 
under subparagraph (A) in accordance with 
this subchapter. 

‘‘(b) CONSIDERATIONS.—When issuing poli-
cies and directives under subsection (a), the 

Secretary shall consider any applicable 
standards or guidelines developed by the Na-
tional Institute of Standards and Technology 
under section 11331 of title 40. 

‘‘(c) LIMITATION OF AUTHORITY.—The au-
thorities of the Secretary under this section 
shall not apply to national security systems. 
Information security policies, directives, 
standards and guidelines for national secu-
rity systems shall be overseen as directed by 
the President and, in accordance with that 
direction, carried out under the authority of 
the heads of agencies that operate or exer-
cise authority over such national security 
systems. 

‘‘(d) STATUTORY CONSTRUCTION.—Nothing 
in this subchapter shall be construed to alter 
or amend any law regarding the authority of 
any head of an agency over such agency. 
‘‘§ 3554. Agency responsibilities 

‘‘(a) IN GENERAL.—The head of each agency 
shall— 

‘‘(1) be responsible for— 
‘‘(A) complying with the policies and direc-

tives issued under section 3553; 
‘‘(B) providing information security pro-

tections commensurate with the risk result-
ing from unauthorized access, use, disclo-
sure, disruption, modification, or destruction 
of— 

‘‘(i) information collected or maintained 
by the agency or by a contractor of an agen-
cy or other organization on behalf of an 
agency; and 

‘‘(ii) information systems used or operated 
by an agency or by a contractor of an agency 
or other organization on behalf of an agency; 

‘‘(C) complying with the requirements of 
this subchapter, including— 

‘‘(i) information security standards and 
guidelines promulgated under section 11331 
of title 40; 

‘‘(ii) for any national security systems op-
erated or controlled by that agency, infor-
mation security policies, directives, stand-
ards and guidelines issued as directed by the 
President; and 

‘‘(iii) for any non-national security sys-
tems operated or controlled by that agency, 
information security policies, directives, 
standards and guidelines issued under sec-
tion 3553; 

‘‘(D) ensuring that information security 
management processes are integrated with 
agency strategic and operational planning 
processes; 

‘‘(E) reporting and sharing, for an agency 
operating or exercising control of a national 
security system, information about informa-
tion security incidents, cyber threat infor-
mation, and deterioration of security con-
trols to the individual or entity designated 
at each cybersecurity center and to other ap-
propriate entities consistent with policies 
and directives for national security systems 
issued as directed by the President; and 

‘‘(F) reporting and sharing, for those agen-
cies operating or exercising control of non- 
national security systems, information 
about information security incidents, cyber 
threat information, and deterioration of se-
curity controls to the individual or entity 
designated at each cybersecurity center and 
to other appropriate entities consistent with 
policies and directives for non-national secu-
rity systems as prescribed under section 
3553(a), including information to assist the 
entity designated under section 3555(a) with 
the ongoing security analysis under section 
3555; 

‘‘(2) ensure that each senior agency official 
provides information security for the infor-
mation and information systems that sup-
port the operations and assets under the sen-
ior agency official’s control, including by— 

‘‘(A) assessing the risk and impact that 
could result from the unauthorized access, 

use, disclosure, disruption, modification, or 
destruction of such information or informa-
tion systems; 

‘‘(B) determining the level of information 
security appropriate to protect such infor-
mation and information systems in accord-
ance with policies and directives issued 
under section 3553(a), and standards and 
guidelines promulgated under section 11331 
of title 40 for information security classifica-
tions and related requirements; 

‘‘(C) implementing policies, procedures, 
and capabilities to reduce risks to an accept-
able level in a cost-effective manner; 

‘‘(D) actively monitoring the effective im-
plementation of information security con-
trols and techniques; and 

‘‘(E) reporting information about informa-
tion security incidents, cyber threat infor-
mation, and deterioration of security con-
trols in a timely and adequate manner to the 
entity designated under section 3553(a)(3) in 
accordance with paragraph (1); 

‘‘(3) assess and maintain the resiliency of 
information technology systems critical to 
agency mission and operations; 

‘‘(4) designate the agency Inspector Gen-
eral (or an independent entity selected in 
consultation with the Director and the Coun-
cil of Inspectors General on Integrity and Ef-
ficiency if the agency does not have an In-
spector General) to conduct the annual inde-
pendent evaluation required under section 
3556, and allow the agency Inspector General 
to contract with an independent entity to 
perform such evaluation; 

‘‘(5) delegate to the Chief Information Offi-
cer or equivalent (or to a senior agency offi-
cial who reports to the Chief Information Of-
ficer or equivalent)— 

‘‘(A) the authority and primary responsi-
bility to implement an agencywide informa-
tion security program; and 

‘‘(B) the authority to provide information 
security for the information collected and 
maintained by the agency (or by a con-
tractor, other agency, or other source on be-
half of the agency) and for the information 
systems that support the operations, assets, 
and mission of the agency (including any in-
formation system provided or managed by a 
contractor, other agency, or other source on 
behalf of the agency); 

‘‘(6) delegate to the appropriate agency of-
ficial (who is responsible for a particular 
agency system or subsystem) the responsi-
bility to ensure and enforce compliance with 
all requirements of the agency’s agencywide 
information security program in coordina-
tion with the Chief Information Officer or 
equivalent (or the senior agency official who 
reports to the Chief Information Officer or 
equivalent) under paragraph (5); 

‘‘(7) ensure that an agency has trained per-
sonnel who have obtained any necessary se-
curity clearances to permit them to assist 
the agency in complying with this sub-
chapter; 

‘‘(8) ensure that the Chief Information Offi-
cer or equivalent (or the senior agency offi-
cial who reports to the Chief Information Of-
ficer or equivalent) under paragraph (5), in 
coordination with other senior agency offi-
cials, reports to the agency head on the ef-
fectiveness of the agencywide information 
security program, including the progress of 
any remedial actions; and 

‘‘(9) ensure that the Chief Information Offi-
cer or equivalent (or the senior agency offi-
cial who reports to the Chief Information Of-
ficer or equivalent) under paragraph (5) has 
the necessary qualifications to administer 
the functions described in this subchapter 
and has information security duties as a pri-
mary duty of that official. 

‘‘(b) CHIEF INFORMATION OFFICERS.—Each 
Chief Information Officer or equivalent (or 
the senior agency official who reports to the 
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Chief Information Officer or equivalent) 
under subsection (a)(5) shall— 

‘‘(1) establish and maintain an enterprise 
security operations capability that on a con-
tinuous basis— 

‘‘(A) detects, reports, contains, mitigates, 
and responds to information security inci-
dents that impair adequate security of the 
agency’s information or information system 
in a timely manner and in accordance with 
the policies and directives under section 3553; 
and 

‘‘(B) reports any information security inci-
dent under subparagraph (A) to the entity 
designated under section 3555; 

‘‘(2) develop, maintain, and oversee an 
agencywide information security program; 

‘‘(3) develop, maintain, and oversee infor-
mation security policies, procedures, and 
control techniques to address applicable re-
quirements, including requirements under 
section 3553 of this title and section 11331 of 
title 40; and 

‘‘(4) train and oversee the agency personnel 
who have significant responsibility for infor-
mation security with respect to that respon-
sibility. 

‘‘(c) AGENCYWIDE INFORMATION SECURITY 
PROGRAMS.— 

‘‘(1) IN GENERAL.—Each agencywide infor-
mation security program under subsection 
(b)(2) shall include— 

‘‘(A) relevant security risk assessments, 
including technical assessments and others 
related to the acquisition process; 

‘‘(B) security testing commensurate with 
risk and impact; 

‘‘(C) mitigation of deterioration of security 
controls commensurate with risk and im-
pact; 

‘‘(D) risk-based continuous monitoring and 
threat assessment of the operational status 
and security of agency information systems 
to enable evaluation of the effectiveness of 
and compliance with information security 
policies, procedures, and practices, including 
a relevant and appropriate selection of secu-
rity controls of information systems identi-
fied in the inventory under section 3505(c); 

‘‘(E) operation of appropriate technical ca-
pabilities in order to detect, mitigate, re-
port, and respond to information security in-
cidents, cyber threat information, and dete-
rioration of security controls in a manner 
that is consistent with the policies and di-
rectives under section 3553, including— 

‘‘(i) mitigating risks associated with such 
information security incidents; 

‘‘(ii) notifying and consulting with the en-
tity designated under section 3555; and 

‘‘(iii) notifying and consulting with, as ap-
propriate— 

‘‘(I) law enforcement and the relevant Of-
fice of the Inspector General; and 

‘‘(II) any other entity, in accordance with 
law and as directed by the President; 

‘‘(F) a process to ensure that remedial ac-
tion is taken to address any deficiencies in 
the information security policies, proce-
dures, and practices of the agency; and 

‘‘(G) a plan and procedures to ensure the 
continuity of operations for information sys-
tems that support the operations and assets 
of the agency. 

‘‘(2) RISK MANAGEMENT STRATEGIES.—Each 
agencywide information security program 
under subsection (b)(2) shall include the de-
velopment and maintenance of a risk man-
agement strategy for information security. 
The risk management strategy shall in-
clude— 

‘‘(A) consideration of information security 
incidents, cyber threat information, and de-
terioration of security controls; and 

‘‘(B) consideration of the consequences 
that could result from the unauthorized ac-
cess, use, disclosure, disruption, modifica-
tion, or destruction of information and infor-

mation systems that support the operations 
and assets of the agency, including any in-
formation system provided or managed by a 
contractor, other agency, or other source on 
behalf of the agency; 

‘‘(3) POLICIES AND PROCEDURES.—Each agen-
cywide information security program under 
subsection (b)(2) shall include policies and 
procedures that— 

‘‘(A) are based on the risk management 
strategy under paragraph (2); 

‘‘(B) reduce information security risks to 
an acceptable level in a cost-effective man-
ner; 

‘‘(C) ensure that cost-effective and ade-
quate information security is addressed as 
part of the acquisition and ongoing manage-
ment of each agency information system; 
and 

‘‘(D) ensure compliance with— 
‘‘(i) this subchapter; and 
‘‘(ii) any other applicable requirements. 
‘‘(4) TRAINING REQUIREMENTS.—Each agen-

cywide information security program under 
subsection (b)(2) shall include information 
security, privacy, civil rights, civil liberties, 
and information oversight training that 
meets any applicable requirements under 
section 3553. The training shall inform each 
information security personnel that has ac-
cess to agency information systems (includ-
ing contractors and other users of informa-
tion systems that support the operations and 
assets of the agency) of— 

‘‘(A) the information security risks associ-
ated with the information security person-
nel’s activities; and 

‘‘(B) the individual’s responsibility to com-
ply with the agency policies and procedures 
that reduce the risks under subparagraph 
(A). 

‘‘(d) ANNUAL REPORT.—Each agency shall 
submit a report annually to the Secretary of 
Homeland Security on its agencywide infor-
mation security program and information 
systems. 
‘‘§ 3555. Multiagency ongoing threat assess-

ment 
‘‘(a) IMPLEMENTATION.—The Director of the 

Office of Management and Budget, in coordi-
nation with the Secretary of Homeland Secu-
rity, shall designate an entity to implement 
ongoing security analysis concerning agency 
information systems— 

‘‘(1) based on cyber threat information; 
‘‘(2) based on agency information system 

and environment of operation changes, in-
cluding— 

‘‘(A) an ongoing evaluation of the informa-
tion system security controls; and 

‘‘(B) the security state, risk level, and en-
vironment of operation of an agency infor-
mation system, including— 

‘‘(i) a change in risk level due to a new 
cyber threat; 

‘‘(ii) a change resulting from a new tech-
nology; 

‘‘(iii) a change resulting from the agency’s 
mission; and 

‘‘(iv) a change resulting from the business 
practice; and 

‘‘(3) using automated processes to the max-
imum extent possible— 

‘‘(A) to increase information system secu-
rity; 

‘‘(B) to reduce paper-based reporting re-
quirements; and 

‘‘(C) to maintain timely and actionable 
knowledge of the state of the information 
system security. 

‘‘(b) STANDARDS.—The National Institute 
of Standards and Technology may promul-
gate standards, in coordination with the Sec-
retary of Homeland Security, to assist an 
agency with its duties under this section. 

‘‘(c) COMPLIANCE.—The head of each appro-
priate department and agency shall be re-

sponsible for ensuring compliance and imple-
menting necessary procedures to comply 
with this section. The head of each appro-
priate department and agency, in consulta-
tion with the Director of the Office of Man-
agement and Budget and the Secretary of 
Homeland Security, shall— 

‘‘(1) monitor compliance under this sec-
tion; 

‘‘(2) develop a timeline and implement for 
the department or agency— 

‘‘(A) adoption of any technology, system, 
or method that facilitates continuous moni-
toring and threat assessments of an agency 
information system; 

‘‘(B) adoption or updating of any tech-
nology, system, or method that prevents, de-
tects, or remediates a significant cyber inci-
dent to a Federal information system of the 
department or agency that has impeded, or 
is reasonably likely to impede, the perform-
ance of a critical mission of the department 
or agency; and 

‘‘(C) adoption of any technology, system, 
or method that satisfies a requirement under 
this section. 

‘‘(d) LIMITATION OF AUTHORITY.—The au-
thorities of the Director of the Office of Man-
agement and Budget and of the Secretary of 
Homeland Security under this section shall 
not apply to national security systems. 

‘‘(e) REPORT.—Not later than 6 months 
after the date of enactment of the Cyberse-
curity Act of 2012, the Government Account-
ability Office shall issue a report evaluating 
each agency’s status toward implementing 
this section. 
‘‘§ 3556. Independent evaluations 

‘‘(a) IN GENERAL.—The Council of the In-
spectors General on Integrity and Efficiency, 
in consultation with the Director and the 
Secretary of Homeland Security, the Sec-
retary of Commerce, and the Secretary of 
Defense, shall issue and maintain criteria for 
the timely, cost-effective, risk-based, and 
independent evaluation of each agencywide 
information security program (and prac-
tices) to determine the effectiveness of the 
agencywide information security program 
(and practices). The criteria shall include 
measures to assess any conflicts of interest 
in the performance of the evaluation and 
whether the agencywide information secu-
rity program includes appropriate safeguards 
against disclosure of information where such 
disclosure may adversely affect information 
security. 

‘‘(b) ANNUAL INDEPENDENT EVALUATIONS.— 
Each agency shall perform an annual inde-
pendent evaluation of its agencywide infor-
mation security program (and practices) in 
accordance with the criteria under sub-
section (a). 

‘‘(c) DISTRIBUTION OF REPORTS.—Not later 
than 30 days after receiving an independent 
evaluation under subsection (b), each agency 
head shall transmit a copy of the inde-
pendent evaluation to the Secretary of 
Homeland Security, the Secretary of Com-
merce, and the Secretary of Defense. 

‘‘(d) NATIONAL SECURITY SYSTEMS.—Eval-
uations involving national security systems 
shall be conducted as directed by President. 
‘‘§ 3557. National security systems. 

‘‘The head of each agency operating or ex-
ercising control of a national security sys-
tem shall be responsible for ensuring that 
the agency— 

‘‘(1) provides information security protec-
tions commensurate with the risk and mag-
nitude of the harm resulting from the unau-
thorized access, use, disclosure, disruption, 
modification, or destruction of the informa-
tion contained in such system; and 

‘‘(2) implements information security poli-
cies and practices as required by standards 
and guidelines for national security systems, 
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issued in accordance with law and as di-
rected by the President.’’. 

(b) SAVINGS PROVISIONS.— 
(1) POLICY AND COMPLIANCE GUIDANCE.—Pol-

icy and compliance guidance issued by the 
Director before the date of enactment of this 
Act under section 3543(a)(1) of title 44, United 
States Code (as in effect on the day before 
the date of enactment of this Act), shall con-
tinue in effect, according to its terms, until 
modified, terminated, superseded, or re-
pealed pursuant to section 3553(a)(1) of title 
44, United States Code. 

(2) STANDARDS AND GUIDELINES.—Standards 
and guidelines issued by the Secretary of 
Commerce or by the Director before the date 
of enactment of this Act under section 
11331(a)(1) of title 40, United States Code, (as 
in effect on the day before the date of enact-
ment of this Act) shall continue in effect, ac-
cording to their terms, until modified, ter-
minated, superseded, or repealed pursuant to 
section 11331(a)(1) of title 40, United States 
Code, as amended by this Act. 

(c) TECHNICAL AND CONFORMING AMEND-
MENTS.— 

(1) CHAPTER ANALYSIS.—The chapter anal-
ysis for chapter 35 of title 44, United States 
Code, is amended— 

(A) by striking the items relating to sec-
tions 3531 through 3538; 

(B) by striking the items relating to sec-
tions 3541 through 3549; and 

(C) by inserting the following: 

‘‘3551. Purposes. 
‘‘3552. Definitions. 
‘‘3553. Federal information security author-

ity and coordination. 
‘‘3554. Agency responsibilities. 
‘‘3555. Multiagency ongoing threat assess-

ment. 
‘‘3556. Independent evaluations. 
‘‘3557. National security systems.’’. 

(2) OTHER REFERENCES.— 
(A) Section 1001(c)(1)(A) of the Homeland 

Security Act of 2002 (6 U.S.C. 511(1)(A)) is 
amended by striking ‘‘section 3532(3)’’ and in-
serting ‘‘section 3552’’. 

(B) Section 2222(j)(5) of title 10, United 
States Code, is amended by striking ‘‘section 
3542(b)(2)’’ and inserting ‘‘section 3552’’. 

(C) Section 2223(c)(3) of title 10, United 
States Code, is amended, by striking ‘‘sec-
tion 3542(b)(2)’’ and inserting ‘‘section 3552’’. 

(D) Section 2315 of title 10, United States 
Code, is amended by striking ‘‘section 
3542(b)(2)’’ and inserting ‘‘section 3552’’. 

(E) Section 20 of the National Institute of 
Standards and Technology Act (15 U.S.C. 
278g–3) is amended— 

(i) in subsection (a)(2), by striking ‘‘section 
3532(b)(2)’’ and inserting ‘‘section 3552’’; 

(ii) in subsection (c)(3), by striking ‘‘Direc-
tor of the Office of Management and Budget’’ 
and inserting ‘‘Secretary of Commerce’’; 

(iii) in subsection (d)(1), by striking ‘‘Di-
rector of the Office of Management and 
Budget’’ and inserting ‘‘Secretary of Com-
merce’’; 

(iv) in subsection (d)(8) by striking ‘‘Direc-
tor of the Office of Management and Budget’’ 
and inserting ‘‘Secretary of Commerce’’; 

(v) in subsection (d)(8), by striking ‘‘sub-
mitted to the Director’’ and inserting ‘‘sub-
mitted to the Secretary’’; 

(vi) in subsection (e)(2), by striking ‘‘sec-
tion 3532(1) of such title’’ and inserting ‘‘sec-
tion 3552 of title 44’’; and 

(vii) in subsection (e)(5), by striking ‘‘sec-
tion 3532(b)(2) of such title’’ and inserting 
‘‘section 3552 of title 44’’. 

(F) Section 8(d)(1) of the Cyber Security 
Research and Development Act (15 U.S.C. 
7406(d)(1)) is amended by striking ‘‘section 
3534(b)’’ and inserting ‘‘section 3554(b)(2)’’. 

SEC. 202. MANAGEMENT OF INFORMATION TECH-
NOLOGY. 

(a) IN GENERAL.—Section 11331 of title 40, 
United States Code, is amended to read as 
follows: 
‘‘§ 11331. Responsibilities for Federal informa-

tion systems standards 
‘‘(a) STANDARDS AND GUIDELINES.— 
‘‘(1) AUTHORITY TO PRESCRIBE.—Except as 

provided under paragraph (2), the Secretary 
of Commerce shall prescribe standards and 
guidelines pertaining to Federal information 
systems— 

‘‘(A) in consultation with the Secretary of 
Homeland Security; and 

‘‘(B) on the basis of standards and guide-
lines developed by the National Institute of 
Standards and Technology under paragraphs 
(2) and (3) of section 20(a) of the National In-
stitute of Standards and Technology Act (15 
U.S.C. 278g–3(a)(2) and (a)(3)). 

‘‘(2) NATIONAL SECURITY SYSTEMS.—Stand-
ards and guidelines for national security sys-
tems shall be developed, prescribed, en-
forced, and overseen as otherwise authorized 
by law and as directed by the President. 

‘‘(b) MANDATORY STANDARDS AND GUIDE-
LINES.— 

‘‘(1) AUTHORITY TO MAKE MANDATORY STAND-
ARDS AND GUIDELINES.—The Secretary of 
Commerce shall make standards and guide-
lines under subsection (a)(1) compulsory and 
binding to the extent determined necessary 
by the Secretary of Commerce to improve 
the efficiency of operation or security of 
Federal information systems. 

‘‘(2) REQUIRED MANDATORY STANDARDS AND 
GUIDELINES.— 

‘‘(A) IN GENERAL.—Standards and guide-
lines under subsection (a)(1) shall include in-
formation security standards that— 

‘‘(i) provide minimum information security 
requirements as determined under section 
20(b) of the National Institute of Standards 
and Technology Act (15 U.S.C. 278g–3(b)); and 

‘‘(ii) are otherwise necessary to improve 
the security of Federal information and in-
formation systems. 

‘‘(B) BINDING EFFECT.—Information secu-
rity standards under subparagraph (A) shall 
be compulsory and binding. 

‘‘(c) EXERCISE OF AUTHORITY.—To ensure 
fiscal and policy consistency, the Secretary 
of Commerce shall exercise the authority 
conferred by this section subject to direction 
by the President and in coordination with 
the Director. 

‘‘(d) APPLICATION OF MORE STRINGENT 
STANDARDS AND GUIDELINES.—The head of an 
executive agency may employ standards for 
the cost-effective information security for 
information systems within or under the su-
pervision of that agency that are more strin-
gent than the standards and guidelines the 
Secretary of Commerce prescribes under this 
section if the more stringent standards and 
guidelines— 

‘‘(1) contain at least the applicable stand-
ards and guidelines made compulsory and 
binding by the Secretary of Commerce; and 

‘‘(2) are otherwise consistent with the poli-
cies, directives, and implementation memo-
randa issued under section 3553(a) of title 44. 

‘‘(e) DECISIONS ON PROMULGATION OF STAND-
ARDS AND GUIDELINES.—The decision by the 
Secretary of Commerce regarding the pro-
mulgation of any standard or guideline 
under this section shall occur not later than 
6 months after the date of submission of the 
proposed standard to the Secretary of Com-
merce by the National Institute of Standards 
and Technology under section 20 of the Na-
tional Institute of Standards and Technology 
Act (15 U.S.C. 278g–3). 

‘‘(f) NOTICE AND COMMENT.—A decision by 
the Secretary of Commerce to significantly 
modify, or not promulgate, a proposed stand-

ard submitted to the Secretary by the Na-
tional Institute of Standards and Technology 
under section 20 of the National Institute of 
Standards and Technology Act (15 U.S.C. 
278g–3) shall be made after the public is given 
an opportunity to comment on the Sec-
retary’s proposed decision. 

‘‘(g) DEFINITIONS.—In this section: 
‘‘(1) FEDERAL INFORMATION SYSTEM.—The 

term ‘Federal information system’ has the 
meaning given the term in section 3552 of 
title 44. 

‘‘(2) INFORMATION SECURITY.—The term ‘in-
formation security’ has the meaning given 
the term in section 3552 of title 44. 

‘‘(3) NATIONAL SECURITY SYSTEM.—The term 
‘national security system’ has the meaning 
given the term in section 3552 of title 44.’’. 
SEC. 203. NO NEW FUNDING. 

An applicable Federal agency shall carry 
out the provisions of this title with existing 
facilities and funds otherwise available, 
through such means as the head of the agen-
cy considers appropriate. 
SEC. 204. TECHNICAL AND CONFORMING AMEND-

MENTS. 
Section 21(b) of the National Institute of 

Standards and Technology Act (15 U.S.C. 
278g–4(b)) is amended— 

(1) in paragraph (2), by striking ‘‘and the 
Director of the Office of Management and 
Budget’’ and inserting ‘‘, the Secretary of 
Commerce, and the Secretary of Homeland 
Security’’; and 

(2) in paragraph (3), by inserting ‘‘, the 
Secretary of Homeland Security,’’ after ‘‘the 
Secretary of Commerce’’. 
SEC. 205. CLARIFICATION OF AUTHORITIES. 

Nothing in this title shall be construed to 
convey any new regulatory authority to any 
government entity implementing or com-
plying with any provision of this title. 

SA 2612. Mrs. HUTCHISON submitted 
an amendment intended to be proposed 
by her to the bill S. 3414, to enhance 
the security and resiliency of the cyber 
and communications infrastructure of 
the United States; which was ordered 
to lie on the table; as follows: 

Beginning on page 45, strike line 1 and all 
that follows through the undesignated mat-
ter between lines 7 and 8 on page 106, and in-
sert the following: 

TITLE II—COORDINATION OF FEDERAL 
INFORMATION SECURITY POLICY 

SEC. 201. COORDINATION OF FEDERAL INFORMA-
TION SECURITY POLICY. 

(a) IN GENERAL.—Chapter 35 of title 44, 
United States Code, is amended by striking 
subchapters II and III and inserting the fol-
lowing: 

‘‘SUBCHAPTER II—INFORMATION 
SECURITY 

‘‘§ 3551. Purposes 
‘‘The purposes of this subchapter are— 
‘‘(1) to provide a comprehensive framework 

for ensuring the effectiveness of information 
security controls over information resources 
that support Federal operations and assets; 

‘‘(2) to recognize the highly networked na-
ture of the current Federal computing envi-
ronment and provide effective government- 
wide management of policies, directives, 
standards, and guidelines, as well as effec-
tive and nimble oversight of and response to 
information security risks, including coordi-
nation of information security efforts 
throughout the Federal civilian, national se-
curity, and law enforcement communities; 

‘‘(3) to provide for development and main-
tenance of controls required to protect agen-
cy information and information systems and 
contribute to the overall improvement of 
agency information security posture; 
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‘‘(4) to provide for the development of tools 

and methods to assess and respond to real- 
time situational risk for Federal informa-
tion system operations and assets; and 

‘‘(5) to provide a mechanism for improving 
agency information security programs 
through continuous monitoring of agency in-
formation systems and streamlined report-
ing requirements rather than overly pre-
scriptive manual reporting. 
‘‘§ 3552. Definitions 

‘‘In this subchapter: 
‘‘(1) ADEQUATE SECURITY.—The term ‘ade-

quate security’ means security commensu-
rate with the risk and magnitude of the 
harm resulting from the unauthorized access 
to or loss, misuse, destruction, or modifica-
tion of information. 

‘‘(2) AGENCY.—The term ‘agency’ has the 
meaning given the term in section 3502 of 
title 44. 

‘‘(3) CYBERSECURITY CENTER.—The term 
‘cybersecurity center’ means the Depart-
ment of Defense Cyber Crime Center, the In-
telligence Community Incident Response 
Center, the United States Cyber Command 
Joint Operations Center, the National Cyber 
Investigative Joint Task Force, the National 
Security Agency/Central Security Service 
Threat Operations Center, the National Cy-
bersecurity and Communications Integration 
Center, and any successor center. 

‘‘(4) CYBER THREAT INFORMATION.—The 
term ‘cyber threat information’ means infor-
mation that indicates or describes— 

‘‘(A) a technical or operation vulnerability 
or a cyber threat mitigation measure; 

‘‘(B) an action or operation to mitigate a 
cyber threat; 

‘‘(C) malicious reconnaissance, including 
anomalous patterns of network activity that 
appear to be transmitted for the purpose of 
gathering technical information related to a 
cybersecurity threat; 

‘‘(D) a method of defeating a technical con-
trol; 

‘‘(E) a method of defeating an operational 
control; 

‘‘(F) network activity or protocols known 
to be associated with a malicious cyber actor 
or that signify malicious cyber intent; 

‘‘(G) a method of causing a user with le-
gitimate access to an information system or 
information that is stored on, processed by, 
or transiting an information system to inad-
vertently enable the defeat of a technical or 
operational control; 

‘‘(H) any other attribute of a cybersecurity 
threat or cyber defense information that 
would foster situational awareness of the 
United States cybersecurity posture, if dis-
closure of such attribute or information is 
not otherwise prohibited by law; 

‘‘(I) the actual or potential harm caused by 
a cyber incident, including information 
exfiltrated when it is necessary in order to 
identify or describe a cybersecurity threat; 
or 

‘‘(J) any combination of subparagraphs (A) 
through (I). 

‘‘(5) DIRECTOR.—The term ‘Director’ means 
the Director of the Office of Management 
and Budget unless otherwise specified. 

‘‘(6) ENVIRONMENT OF OPERATION.—The 
term ‘environment of operation’ means the 
information system and environment in 
which those systems operate, including 
changing threats, vulnerabilities, tech-
nologies, and missions and business prac-
tices. 

‘‘(7) FEDERAL INFORMATION SYSTEM.—The 
term ‘Federal information system’ means an 
information system used or operated by an 
executive agency, by a contractor of an exec-
utive agency, or by another organization on 
behalf of an executive agency. 

‘‘(8) INCIDENT.—The term ‘incident’ means 
an occurrence that— 

‘‘(A) actually or imminently jeopardizes 
the integrity, confidentiality, or availability 
of an information system or the information 
that system controls, processes, stores, or 
transmits; or 

‘‘(B) constitutes a violation of law or an 
imminent threat of violation of a law, a se-
curity policy, a security procedure, or an ac-
ceptable use policy. 

‘‘(9) INFORMATION RESOURCES.—The term 
‘information resources’ has the meaning 
given the term in section 3502 of title 44. 

‘‘(10) INFORMATION SECURITY.—The term 
‘information security’ means protecting in-
formation and information systems from dis-
ruption or unauthorized access, use, disclo-
sure, modification, or destruction in order to 
provide— 

‘‘(A) integrity, by guarding against im-
proper information modification or destruc-
tion, including by ensuring information non-
repudiation and authenticity; 

‘‘(B) confidentiality, by preserving author-
ized restrictions on access and disclosure, in-
cluding means for protecting personal pri-
vacy and proprietary information; or 

‘‘(C) availability, by ensuring timely and 
reliable access to and use of information. 

‘‘(11) INFORMATION SYSTEM.—The term ‘in-
formation system’ has the meaning given the 
term in section 3502 of title 44. 

‘‘(12) INFORMATION TECHNOLOGY.—The term 
‘information technology’ has the meaning 
given the term in section 11101 of title 40. 

‘‘(13) MALICIOUS RECONNAISSANCE.—The 
term ‘malicious reconnaissance’ means a 
method for actively probing or passively 
monitoring an information system for the 
purpose of discerning technical 
vulnerabilities of the information system, if 
such method is associated with a known or 
suspected cybersecurity threat. 

‘‘(14) NATIONAL SECURITY SYSTEM.— 
‘‘(A) IN GENERAL.—The term ‘national secu-

rity system’ means any information system 
(including any telecommunications system) 
used or operated by an agency or by a con-
tractor of an agency, or other organization 
on behalf of an agency— 

‘‘(i) the function, operation, or use of 
which— 

‘‘(I) involves intelligence activities; 
‘‘(II) involves cryptologic activities related 

to national security; 
‘‘(III) involves command and control of 

military forces; 
‘‘(IV) involves equipment that is an inte-

gral part of a weapon or weapons system; or 
‘‘(V) subject to subparagraph (B), is crit-

ical to the direct fulfillment of military or 
intelligence missions; or 

‘‘(ii) is protected at all times by procedures 
established for information that have been 
specifically authorized under criteria estab-
lished by an Executive Order or an Act of 
Congress to be kept classified in the interest 
of national defense or foreign policy. 

‘‘(B) LIMITATION.—Subparagraph (A)(i)(V) 
does not include a system that is to be used 
for routine administrative and business ap-
plications (including payroll, finance, logis-
tics, and personnel management applica-
tions). 

‘‘(15) OPERATIONAL CONTROL.—The term 
‘operational control’ means a security con-
trol for an information system that pri-
marily is implemented and executed by peo-
ple. 

‘‘(16) PERSON.—The term ‘person’ has the 
meaning given the term in section 3502 of 
title 44. 

‘‘(17) SECRETARY.—The term ‘Secretary’ 
means the Secretary of Commerce unless 
otherwise specified. 

‘‘(18) SECURITY CONTROL.—The term ‘secu-
rity control’ means the management, oper-
ational, and technical controls, including 
safeguards or countermeasures, prescribed 

for an information system to protect the 
confidentiality, integrity, and availability of 
the system and its information. 

‘‘(19) SIGNIFICANT CYBER INCIDENT.—The 
term ‘significant cyber incident’ means a 
cyber incident resulting in, or an attempted 
cyber incident that, if successful, would have 
resulted in— 

‘‘(A) the exfiltration from a Federal infor-
mation system of data that is essential to 
the operation of the Federal information sys-
tem; or 

‘‘(B) an incident in which an operational or 
technical control essential to the security or 
operation of a Federal information system 
was defeated. 

‘‘(20) TECHNICAL CONTROL.—The term ‘tech-
nical control’ means a hardware or software 
restriction on, or audit of, access or use of an 
information system or information that is 
stored on, processed by, or transiting an in-
formation system that is intended to ensure 
the confidentiality, integrity, or availability 
of that system. 
‘‘§ 3553. Federal information security author-

ity and coordination 
‘‘(a) IN GENERAL.—The Secretary, in con-

sultation with the Secretary of Homeland 
Security, shall— 

‘‘(1) issue compulsory and binding policies 
and directives governing agency information 
security operations, and require implemen-
tation of such policies and directives, includ-
ing— 

‘‘(A) policies and directives consistent with 
the standards and guidelines promulgated 
under section 11331 of title 40 to identify and 
provide information security protections 
prioritized and commensurate with the risk 
and impact resulting from the unauthorized 
access, use, disclosure, disruption, modifica-
tion, or destruction of— 

‘‘(i) information collected or maintained 
by or on behalf of an agency; or 

‘‘(ii) information systems used or operated 
by an agency or by a contractor of an agency 
or other organization on behalf of an agency; 

‘‘(B) minimum operational requirements 
for Federal Government to protect agency 
information systems and provide common 
situational awareness across all agency in-
formation systems; 

‘‘(C) reporting requirements, consistent 
with relevant law, regarding information se-
curity incidents and cyber threat informa-
tion; 

‘‘(D) requirements for agencywide informa-
tion security programs; 

‘‘(E) performance requirements and 
metrics for the security of agency informa-
tion systems; 

‘‘(F) training requirements to ensure that 
agencies are able to fully and timely comply 
with the policies and directives issued by the 
Secretary under this subchapter; 

‘‘(G) training requirements regarding pri-
vacy, civil rights, and civil liberties, and in-
formation oversight for agency information 
security personnel; 

‘‘(H) requirements for the annual reports 
to the Secretary under section 3554(d); 

‘‘(I) any other information security oper-
ations or information security requirements 
as determined by the Secretary in coordina-
tion with relevant agency heads; and 

‘‘(J) coordinating the development of 
standards and guidelines under section 20 of 
the National Institute of Standards and 
Technology Act (15 U.S.C. 278g–3) with agen-
cies and offices operating or exercising con-
trol of national security systems (including 
the National Security Agency) to assure, to 
the maximum extent feasible, that such 
standards and guidelines are complementary 
with standards and guidelines developed for 
national security systems; 

‘‘(2) review the agencywide information se-
curity programs under section 3554; and 
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‘‘(3) designate an individual or an entity at 

each cybersecurity center, among other re-
sponsibilities— 

‘‘(A) to receive reports and information 
about information security incidents, cyber 
threat information, and deterioration of se-
curity control affecting agency information 
systems; and 

‘‘(B) to act on or share the information 
under subparagraph (A) in accordance with 
this subchapter. 

‘‘(b) CONSIDERATIONS.—When issuing poli-
cies and directives under subsection (a), the 
Secretary shall consider any applicable 
standards or guidelines developed by the Na-
tional Institute of Standards and Technology 
under section 11331 of title 40. 

‘‘(c) LIMITATION OF AUTHORITY.—The au-
thorities of the Secretary under this section 
shall not apply to national security systems. 
Information security policies, directives, 
standards and guidelines for national secu-
rity systems shall be overseen as directed by 
the President and, in accordance with that 
direction, carried out under the authority of 
the heads of agencies that operate or exer-
cise authority over such national security 
systems. 

‘‘(d) STATUTORY CONSTRUCTION.—Nothing 
in this subchapter shall be construed to alter 
or amend any law regarding the authority of 
any head of an agency over such agency. 
‘‘§ 3554. Agency responsibilities 

‘‘(a) IN GENERAL.—The head of each agency 
shall— 

‘‘(1) be responsible for— 
‘‘(A) complying with the policies and direc-

tives issued under section 3553; 
‘‘(B) providing information security pro-

tections commensurate with the risk result-
ing from unauthorized access, use, disclo-
sure, disruption, modification, or destruction 
of— 

‘‘(i) information collected or maintained 
by the agency or by a contractor of an agen-
cy or other organization on behalf of an 
agency; and 

‘‘(ii) information systems used or operated 
by an agency or by a contractor of an agency 
or other organization on behalf of an agency; 

‘‘(C) complying with the requirements of 
this subchapter, including— 

‘‘(i) information security standards and 
guidelines promulgated under section 11331 
of title 40; 

‘‘(ii) for any national security systems op-
erated or controlled by that agency, infor-
mation security policies, directives, stand-
ards and guidelines issued as directed by the 
President; and 

‘‘(iii) for any non-national security sys-
tems operated or controlled by that agency, 
information security policies, directives, 
standards and guidelines issued under sec-
tion 3553; 

‘‘(D) ensuring that information security 
management processes are integrated with 
agency strategic and operational planning 
processes; 

‘‘(E) reporting and sharing, for an agency 
operating or exercising control of a national 
security system, information about informa-
tion security incidents, cyber threat infor-
mation, and deterioration of security con-
trols to the individual or entity designated 
at each cybersecurity center and to other ap-
propriate entities consistent with policies 
and directives for national security systems 
issued as directed by the President; and 

‘‘(F) reporting and sharing, for those agen-
cies operating or exercising control of non- 
national security systems, information 
about information security incidents, cyber 
threat information, and deterioration of se-
curity controls to the individual or entity 
designated at each cybersecurity center and 
to other appropriate entities consistent with 

policies and directives for non-national secu-
rity systems as prescribed under section 
3553(a), including information to assist the 
entity designated under section 3555(a) with 
the ongoing security analysis under section 
3555; 

‘‘(2) ensure that each senior agency official 
provides information security for the infor-
mation and information systems that sup-
port the operations and assets under the sen-
ior agency official’s control, including by— 

‘‘(A) assessing the risk and impact that 
could result from the unauthorized access, 
use, disclosure, disruption, modification, or 
destruction of such information or informa-
tion systems; 

‘‘(B) determining the level of information 
security appropriate to protect such infor-
mation and information systems in accord-
ance with policies and directives issued 
under section 3553(a), and standards and 
guidelines promulgated under section 11331 
of title 40 for information security classifica-
tions and related requirements; 

‘‘(C) implementing policies, procedures, 
and capabilities to reduce risks to an accept-
able level in a cost-effective manner; 

‘‘(D) actively monitoring the effective im-
plementation of information security con-
trols and techniques; and 

‘‘(E) reporting information about informa-
tion security incidents, cyber threat infor-
mation, and deterioration of security con-
trols in a timely and adequate manner to the 
entity designated under section 3553(a)(3) in 
accordance with paragraph (1); 

‘‘(3) assess and maintain the resiliency of 
information technology systems critical to 
agency mission and operations; 

‘‘(4) designate the agency Inspector Gen-
eral (or an independent entity selected in 
consultation with the Director and the Coun-
cil of Inspectors General on Integrity and Ef-
ficiency if the agency does not have an In-
spector General) to conduct the annual inde-
pendent evaluation required under section 
3556, and allow the agency Inspector General 
to contract with an independent entity to 
perform such evaluation; 

‘‘(5) delegate to the Chief Information Offi-
cer or equivalent (or to a senior agency offi-
cial who reports to the Chief Information Of-
ficer or equivalent)— 

‘‘(A) the authority and primary responsi-
bility to implement an agencywide informa-
tion security program; and 

‘‘(B) the authority to provide information 
security for the information collected and 
maintained by the agency (or by a con-
tractor, other agency, or other source on be-
half of the agency) and for the information 
systems that support the operations, assets, 
and mission of the agency (including any in-
formation system provided or managed by a 
contractor, other agency, or other source on 
behalf of the agency); 

‘‘(6) delegate to the appropriate agency of-
ficial (who is responsible for a particular 
agency system or subsystem) the responsi-
bility to ensure and enforce compliance with 
all requirements of the agency’s agencywide 
information security program in coordina-
tion with the Chief Information Officer or 
equivalent (or the senior agency official who 
reports to the Chief Information Officer or 
equivalent) under paragraph (5); 

‘‘(7) ensure that an agency has trained per-
sonnel who have obtained any necessary se-
curity clearances to permit them to assist 
the agency in complying with this sub-
chapter; 

‘‘(8) ensure that the Chief Information Offi-
cer or equivalent (or the senior agency offi-
cial who reports to the Chief Information Of-
ficer or equivalent) under paragraph (5), in 
coordination with other senior agency offi-
cials, reports to the agency head on the ef-
fectiveness of the agencywide information 

security program, including the progress of 
any remedial actions; and 

‘‘(9) ensure that the Chief Information Offi-
cer or equivalent (or the senior agency offi-
cial who reports to the Chief Information Of-
ficer or equivalent) under paragraph (5) has 
the necessary qualifications to administer 
the functions described in this subchapter 
and has information security duties as a pri-
mary duty of that official. 

‘‘(b) CHIEF INFORMATION OFFICERS.—Each 
Chief Information Officer or equivalent (or 
the senior agency official who reports to the 
Chief Information Officer or equivalent) 
under subsection (a)(5) shall— 

‘‘(1) establish and maintain an enterprise 
security operations capability that on a con-
tinuous basis— 

‘‘(A) detects, reports, contains, mitigates, 
and responds to information security inci-
dents that impair adequate security of the 
agency’s information or information system 
in a timely manner and in accordance with 
the policies and directives under section 3553; 
and 

‘‘(B) reports any information security inci-
dent under subparagraph (A) to the entity 
designated under section 3555; 

‘‘(2) develop, maintain, and oversee an 
agencywide information security program; 

‘‘(3) develop, maintain, and oversee infor-
mation security policies, procedures, and 
control techniques to address applicable re-
quirements, including requirements under 
section 3553 of this title and section 11331 of 
title 40; and 

‘‘(4) train and oversee the agency personnel 
who have significant responsibility for infor-
mation security with respect to that respon-
sibility. 

‘‘(c) AGENCYWIDE INFORMATION SECURITY 
PROGRAMS.— 

‘‘(1) IN GENERAL.—Each agencywide infor-
mation security program under subsection 
(b)(2) shall include— 

‘‘(A) relevant security risk assessments, 
including technical assessments and others 
related to the acquisition process; 

‘‘(B) security testing commensurate with 
risk and impact; 

‘‘(C) mitigation of deterioration of security 
controls commensurate with risk and im-
pact; 

‘‘(D) risk-based continuous monitoring and 
threat assessment of the operational status 
and security of agency information systems 
to enable evaluation of the effectiveness of 
and compliance with information security 
policies, procedures, and practices, including 
a relevant and appropriate selection of secu-
rity controls of information systems identi-
fied in the inventory under section 3505(c); 

‘‘(E) operation of appropriate technical ca-
pabilities in order to detect, mitigate, re-
port, and respond to information security in-
cidents, cyber threat information, and dete-
rioration of security controls in a manner 
that is consistent with the policies and di-
rectives under section 3553, including— 

‘‘(i) mitigating risks associated with such 
information security incidents; 

‘‘(ii) notifying and consulting with the en-
tity designated under section 3555; and 

‘‘(iii) notifying and consulting with, as ap-
propriate— 

‘‘(I) law enforcement and the relevant Of-
fice of the Inspector General; and 

‘‘(II) any other entity, in accordance with 
law and as directed by the President; 

‘‘(F) a process to ensure that remedial ac-
tion is taken to address any deficiencies in 
the information security policies, proce-
dures, and practices of the agency; and 

‘‘(G) a plan and procedures to ensure the 
continuity of operations for information sys-
tems that support the operations and assets 
of the agency. 
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‘‘(2) RISK MANAGEMENT STRATEGIES.—Each 

agencywide information security program 
under subsection (b)(2) shall include the de-
velopment and maintenance of a risk man-
agement strategy for information security. 
The risk management strategy shall in-
clude— 

‘‘(A) consideration of information security 
incidents, cyber threat information, and de-
terioration of security controls; and 

‘‘(B) consideration of the consequences 
that could result from the unauthorized ac-
cess, use, disclosure, disruption, modifica-
tion, or destruction of information and infor-
mation systems that support the operations 
and assets of the agency, including any in-
formation system provided or managed by a 
contractor, other agency, or other source on 
behalf of the agency; 

‘‘(3) POLICIES AND PROCEDURES.—Each agen-
cywide information security program under 
subsection (b)(2) shall include policies and 
procedures that— 

‘‘(A) are based on the risk management 
strategy under paragraph (2); 

‘‘(B) reduce information security risks to 
an acceptable level in a cost-effective man-
ner; 

‘‘(C) ensure that cost-effective and ade-
quate information security is addressed as 
part of the acquisition and ongoing manage-
ment of each agency information system; 
and 

‘‘(D) ensure compliance with— 
‘‘(i) this subchapter; and 
‘‘(ii) any other applicable requirements. 
‘‘(4) TRAINING REQUIREMENTS.—Each agen-

cywide information security program under 
subsection (b)(2) shall include information 
security, privacy, civil rights, civil liberties, 
and information oversight training that 
meets any applicable requirements under 
section 3553. The training shall inform each 
information security personnel that has ac-
cess to agency information systems (includ-
ing contractors and other users of informa-
tion systems that support the operations and 
assets of the agency) of— 

‘‘(A) the information security risks associ-
ated with the information security person-
nel’s activities; and 

‘‘(B) the individual’s responsibility to com-
ply with the agency policies and procedures 
that reduce the risks under subparagraph 
(A). 

‘‘(d) ANNUAL REPORT.—Each agency shall 
submit a report annually to the Secretary of 
Homeland Security on its agencywide infor-
mation security program and information 
systems. 
‘‘§ 3555. Multiagency ongoing threat assess-

ment 
‘‘(a) IMPLEMENTATION.—The Director of the 

Office of Management and Budget, in coordi-
nation with the Secretary of Homeland Secu-
rity, shall designate an entity to implement 
ongoing security analysis concerning agency 
information systems— 

‘‘(1) based on cyber threat information; 
‘‘(2) based on agency information system 

and environment of operation changes, in-
cluding— 

‘‘(A) an ongoing evaluation of the informa-
tion system security controls; and 

‘‘(B) the security state, risk level, and en-
vironment of operation of an agency infor-
mation system, including— 

‘‘(i) a change in risk level due to a new 
cyber threat; 

‘‘(ii) a change resulting from a new tech-
nology; 

‘‘(iii) a change resulting from the agency’s 
mission; and 

‘‘(iv) a change resulting from the business 
practice; and 

‘‘(3) using automated processes to the max-
imum extent possible— 

‘‘(A) to increase information system secu-
rity; 

‘‘(B) to reduce paper-based reporting re-
quirements; and 

‘‘(C) to maintain timely and actionable 
knowledge of the state of the information 
system security. 

‘‘(b) STANDARDS.—The National Institute 
of Standards and Technology may promul-
gate standards, in coordination with the Sec-
retary of Homeland Security, to assist an 
agency with its duties under this section. 

‘‘(c) COMPLIANCE.—The head of each appro-
priate department and agency shall be re-
sponsible for ensuring compliance and imple-
menting necessary procedures to comply 
with this section. The head of each appro-
priate department and agency, in consulta-
tion with the Director of the Office of Man-
agement and Budget and the Secretary of 
Homeland Security, shall— 

‘‘(1) monitor compliance under this sec-
tion; 

‘‘(2) develop a timeline and implement for 
the department or agency— 

‘‘(A) adoption of any technology, system, 
or method that facilitates continuous moni-
toring and threat assessments of an agency 
information system; 

‘‘(B) adoption or updating of any tech-
nology, system, or method that prevents, de-
tects, or remediates a significant cyber inci-
dent to a Federal information system of the 
department or agency that has impeded, or 
is reasonably likely to impede, the perform-
ance of a critical mission of the department 
or agency; and 

‘‘(C) adoption of any technology, system, 
or method that satisfies a requirement under 
this section. 

‘‘(d) LIMITATION OF AUTHORITY.—The au-
thorities of the Director of the Office of Man-
agement and Budget and of the Secretary of 
Homeland Security under this section shall 
not apply to national security systems. 

‘‘(e) REPORT.—Not later than 6 months 
after the date of enactment of the Cyberse-
curity Act of 2012, the Government Account-
ability Office shall issue a report evaluating 
each agency’s status toward implementing 
this section. 
‘‘§ 3556. Independent evaluations 

‘‘(a) IN GENERAL.—The Council of the In-
spectors General on Integrity and Efficiency, 
in consultation with the Director and the 
Secretary of Homeland Security, the Sec-
retary of Commerce, and the Secretary of 
Defense, shall issue and maintain criteria for 
the timely, cost-effective, risk-based, and 
independent evaluation of each agencywide 
information security program (and prac-
tices) to determine the effectiveness of the 
agencywide information security program 
(and practices). The criteria shall include 
measures to assess any conflicts of interest 
in the performance of the evaluation and 
whether the agencywide information secu-
rity program includes appropriate safeguards 
against disclosure of information where such 
disclosure may adversely affect information 
security. 

‘‘(b) ANNUAL INDEPENDENT EVALUATIONS.— 
Each agency shall perform an annual inde-
pendent evaluation of its agencywide infor-
mation security program (and practices) in 
accordance with the criteria under sub-
section (a). 

‘‘(c) DISTRIBUTION OF REPORTS.—Not later 
than 30 days after receiving an independent 
evaluation under subsection (b), each agency 
head shall transmit a copy of the inde-
pendent evaluation to the Secretary of 
Homeland Security, the Secretary of Com-
merce, and the Secretary of Defense. 

‘‘(d) NATIONAL SECURITY SYSTEMS.—Eval-
uations involving national security systems 
shall be conducted as directed by President. 

‘‘§ 3557. National security systems. 
‘‘The head of each agency operating or ex-

ercising control of a national security sys-
tem shall be responsible for ensuring that 
the agency— 

‘‘(1) provides information security protec-
tions commensurate with the risk and mag-
nitude of the harm resulting from the unau-
thorized access, use, disclosure, disruption, 
modification, or destruction of the informa-
tion contained in such system; and 

‘‘(2) implements information security poli-
cies and practices as required by standards 
and guidelines for national security systems, 
issued in accordance with law and as di-
rected by the President.’’. 

(b) SAVINGS PROVISIONS.— 
(1) POLICY AND COMPLIANCE GUIDANCE.—Pol-

icy and compliance guidance issued by the 
Director before the date of enactment of this 
Act under section 3543(a)(1) of title 44, United 
States Code (as in effect on the day before 
the date of enactment of this Act), shall con-
tinue in effect, according to its terms, until 
modified, terminated, superseded, or re-
pealed pursuant to section 3553(a)(1) of title 
44, United States Code. 

(2) STANDARDS AND GUIDELINES.—Standards 
and guidelines issued by the Secretary of 
Commerce or by the Director before the date 
of enactment of this Act under section 
11331(a)(1) of title 40, United States Code, (as 
in effect on the day before the date of enact-
ment of this Act) shall continue in effect, ac-
cording to their terms, until modified, ter-
minated, superseded, or repealed pursuant to 
section 11331(a)(1) of title 40, United States 
Code, as amended by this Act. 

(c) TECHNICAL AND CONFORMING AMEND-
MENTS.— 

(1) CHAPTER ANALYSIS.—The chapter anal-
ysis for chapter 35 of title 44, United States 
Code, is amended— 

(A) by striking the items relating to sec-
tions 3531 through 3538; 

(B) by striking the items relating to sec-
tions 3541 through 3549; and 

(C) by inserting the following: 

‘‘3551. Purposes. 
‘‘3552. Definitions. 
‘‘3553. Federal information security author-

ity and coordination. 
‘‘3554. Agency responsibilities. 
‘‘3555. Multiagency ongoing threat assess-

ment. 
‘‘3556. Independent evaluations. 
‘‘3557. National security systems.’’. 

(2) OTHER REFERENCES.— 
(A) Section 1001(c)(1)(A) of the Homeland 

Security Act of 2002 (6 U.S.C. 511(1)(A)) is 
amended by striking ‘‘section 3532(3)’’ and in-
serting ‘‘section 3552’’. 

(B) Section 2222(j)(5) of title 10, United 
States Code, is amended by striking ‘‘section 
3542(b)(2)’’ and inserting ‘‘section 3552’’. 

(C) Section 2223(c)(3) of title 10, United 
States Code, is amended, by striking ‘‘sec-
tion 3542(b)(2)’’ and inserting ‘‘section 3552’’. 

(D) Section 2315 of title 10, United States 
Code, is amended by striking ‘‘section 
3542(b)(2)’’ and inserting ‘‘section 3552’’. 

(E) Section 20 of the National Institute of 
Standards and Technology Act (15 U.S.C. 
278g–3) is amended— 

(i) in subsection (a)(2), by striking ‘‘section 
3532(b)(2)’’ and inserting ‘‘section 3552’’; 

(ii) in subsection (c)(3), by striking ‘‘Direc-
tor of the Office of Management and Budget’’ 
and inserting ‘‘Secretary of Commerce’’; 

(iii) in subsection (d)(1), by striking ‘‘Di-
rector of the Office of Management and 
Budget’’ and inserting ‘‘Secretary of Com-
merce’’; 

(iv) in subsection (d)(8) by striking ‘‘Direc-
tor of the Office of Management and Budget’’ 
and inserting ‘‘Secretary of Commerce’’; 
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(v) in subsection (d)(8), by striking ‘‘sub-

mitted to the Director’’ and inserting ‘‘sub-
mitted to the Secretary’’; 

(vi) in subsection (e)(2), by striking ‘‘sec-
tion 3532(1) of such title’’ and inserting ‘‘sec-
tion 3552 of title 44’’; and 

(vii) in subsection (e)(5), by striking ‘‘sec-
tion 3532(b)(2) of such title’’ and inserting 
‘‘section 3552 of title 44’’. 

(F) Section 8(d)(1) of the Cyber Security 
Research and Development Act (15 U.S.C. 
7406(d)(1)) is amended by striking ‘‘section 
3534(b)’’ and inserting ‘‘section 3554(b)(2)’’. 
SEC. 202. MANAGEMENT OF INFORMATION TECH-

NOLOGY. 
(a) IN GENERAL.—Section 11331 of title 40, 

United States Code, is amended to read as 
follows: 
‘‘§ 11331. Responsibilities for Federal informa-

tion systems standards 
‘‘(a) STANDARDS AND GUIDELINES.— 
‘‘(1) AUTHORITY TO PRESCRIBE.—Except as 

provided under paragraph (2), the Secretary 
of Commerce shall prescribe standards and 
guidelines pertaining to Federal information 
systems— 

‘‘(A) in consultation with the Secretary of 
Homeland Security; and 

‘‘(B) on the basis of standards and guide-
lines developed by the National Institute of 
Standards and Technology under paragraphs 
(2) and (3) of section 20(a) of the National In-
stitute of Standards and Technology Act (15 
U.S.C. 278g–3(a)(2) and (a)(3)). 

‘‘(2) NATIONAL SECURITY SYSTEMS.—Stand-
ards and guidelines for national security sys-
tems shall be developed, prescribed, en-
forced, and overseen as otherwise authorized 
by law and as directed by the President. 

‘‘(b) MANDATORY STANDARDS AND GUIDE-
LINES.— 

‘‘(1) AUTHORITY TO MAKE MANDATORY STAND-
ARDS AND GUIDELINES.—The Secretary of 
Commerce shall make standards and guide-
lines under subsection (a)(1) compulsory and 
binding to the extent determined necessary 
by the Secretary of Commerce to improve 
the efficiency of operation or security of 
Federal information systems. 

‘‘(2) REQUIRED MANDATORY STANDARDS AND 
GUIDELINES.— 

‘‘(A) IN GENERAL.—Standards and guide-
lines under subsection (a)(1) shall include in-
formation security standards that— 

‘‘(i) provide minimum information security 
requirements as determined under section 
20(b) of the National Institute of Standards 
and Technology Act (15 U.S.C. 278g–3(b)); and 

‘‘(ii) are otherwise necessary to improve 
the security of Federal information and in-
formation systems. 

‘‘(B) BINDING EFFECT.—Information secu-
rity standards under subparagraph (A) shall 
be compulsory and binding. 

‘‘(c) EXERCISE OF AUTHORITY.—To ensure 
fiscal and policy consistency, the Secretary 
of Commerce shall exercise the authority 
conferred by this section subject to direction 
by the President and in coordination with 
the Director. 

‘‘(d) APPLICATION OF MORE STRINGENT 
STANDARDS AND GUIDELINES.—The head of an 
executive agency may employ standards for 
the cost-effective information security for 
information systems within or under the su-
pervision of that agency that are more strin-
gent than the standards and guidelines the 
Secretary of Commerce prescribes under this 
section if the more stringent standards and 
guidelines— 

‘‘(1) contain at least the applicable stand-
ards and guidelines made compulsory and 
binding by the Secretary of Commerce; and 

‘‘(2) are otherwise consistent with the poli-
cies, directives, and implementation memo-
randa issued under section 3553(a) of title 44. 

‘‘(e) DECISIONS ON PROMULGATION OF STAND-
ARDS AND GUIDELINES.—The decision by the 

Secretary of Commerce regarding the pro-
mulgation of any standard or guideline 
under this section shall occur not later than 
6 months after the date of submission of the 
proposed standard to the Secretary of Com-
merce by the National Institute of Standards 
and Technology under section 20 of the Na-
tional Institute of Standards and Technology 
Act (15 U.S.C. 278g–3). 

‘‘(f) NOTICE AND COMMENT.—A decision by 
the Secretary of Commerce to significantly 
modify, or not promulgate, a proposed stand-
ard submitted to the Secretary by the Na-
tional Institute of Standards and Technology 
under section 20 of the National Institute of 
Standards and Technology Act (15 U.S.C. 
278g–3) shall be made after the public is given 
an opportunity to comment on the Sec-
retary’s proposed decision. 

‘‘(g) DEFINITIONS.—In this section: 
‘‘(1) FEDERAL INFORMATION SYSTEM.—The 

term ‘Federal information system’ has the 
meaning given the term in section 3552 of 
title 44. 

‘‘(2) INFORMATION SECURITY.—The term ‘in-
formation security’ has the meaning given 
the term in section 3552 of title 44. 

‘‘(3) NATIONAL SECURITY SYSTEM.—The term 
‘national security system’ has the meaning 
given the term in section 3552 of title 44.’’. 
SEC. 203. NO NEW FUNDING. 

An applicable Federal agency shall carry 
out the provisions of this title with existing 
facilities and funds otherwise available, 
through such means as the head of the agen-
cy considers appropriate. 
SEC. 204. TECHNICAL AND CONFORMING AMEND-

MENTS. 
Section 21(b) of the National Institute of 

Standards and Technology Act (15 U.S.C. 
278g–4(b)) is amended— 

(1) in paragraph (2), by striking ‘‘and the 
Director of the Office of Management and 
Budget’’ and inserting ‘‘, the Secretary of 
Commerce, and the Secretary of Homeland 
Security’’; and 

(2) in paragraph (3), by inserting ‘‘, the 
Secretary of Homeland Security,’’ after ‘‘the 
Secretary of Commerce’’. 
SEC. 205. CLARIFICATION OF AUTHORITIES. 

Nothing in this title shall be construed to 
convey any new regulatory authority to any 
government entity implementing or com-
plying with any provision of this title. 

SA 2613. Mrs. HUTCHISON (for her-
self, Mr. MCCAIN, Mr. CHAMBLISS, Mr. 
GRASSLEY, Ms. MURKOWSKI, Mr. COATS, 
Mr. BURR, and Mr. JOHNSON of Wis-
consin) submitted an amendment in-
tended to be proposed by her to the bill 
S. 3414, to enhance the security and re-
siliency of the cyber and communica-
tions infrastructure of the United 
States; which was ordered to lie on the 
table; as follows: 

Beginning on page 1, strike line 3 and all 
that follows through page 211, line 6 and in-
sert the following: 
SECTION 1. SHORT TITLE; TABLE OF CONTENTS. 

(a) SHORT TITLE.—This Act may be cited as 
the ‘‘Strengthening and Enhancing Cyberse-
curity by Using Research, Education, Infor-
mation, and Technology Act of 2012’’ or ‘‘SE-
CURE IT’’. 

(b) TABLE OF CONTENTS.—The table of con-
tents of this Act is as follows: 
Sec. 1. Short title; table of contents. 

TITLE I—FACILITATING SHARING OF 
CYBER THREAT INFORMATION 

Sec. 101. Definitions. 
Sec. 102. Authorization to share cyber 

threat information. 
Sec. 103. Information sharing by the Federal 

government. 

Sec. 104. Construction. 
Sec. 105. Report on implementation. 
Sec. 106. Inspector General review. 
Sec. 107. Technical amendments. 
Sec. 108. Access to classified information. 

TITLE II—COORDINATION OF FEDERAL 
INFORMATION SECURITY POLICY 

Sec. 201. Coordination of Federal informa-
tion security policy. 

Sec. 202. Management of information tech-
nology. 

Sec. 203. No new funding. 
Sec. 204. Technical and conforming amend-

ments. 
Sec. 205. Clarification of authorities. 

TITLE III—CRIMINAL PENALTIES 
Sec. 301. Penalties for fraud and related ac-

tivity in connection with com-
puters. 

Sec. 302. Trafficking in passwords. 
Sec. 303. Conspiracy and attempted com-

puter fraud offenses. 
Sec. 304. Criminal and civil forfeiture for 

fraud and related activity in 
connection with computers. 

Sec. 305. Damage to critical infrastructure 
computers. 

Sec. 306. Limitation on actions involving 
unauthorized use. 

Sec. 307. No new funding. 
TITLE IV—CYBERSECURITY RESEARCH 

AND DEVELOPMENT 
Sec. 401. National High-Performance Com-

puting Program planning and 
coordination. 

Sec. 402. Research in areas of national im-
portance. 

Sec. 403. Program improvements. 
Sec. 404. Improving education of networking 

and information technology, in-
cluding high performance com-
puting. 

Sec. 405. Conforming and technical amend-
ments to the High-Performance 
Computing Act of 1991. 

Sec. 406. Federal cyber scholarship-for-serv-
ice program. 

Sec. 407. Study and analysis of certification 
and training of information in-
frastructure professionals. 

Sec. 408. International cybersecurity tech-
nical standards. 

Sec. 409. Identity management research and 
development. 

Sec. 410. Federal cybersecurity research and 
development. 

TITLE I—FACILITATING SHARING OF 
CYBER THREAT INFORMATION 

SEC. 101. DEFINITIONS. 
In this title: 
(1) AGENCY.—The term ‘‘agency’’ has the 

meaning given the term in section 3502 of 
title 44, United States Code. 

(2) ANTITRUST LAWS.—The term ‘‘antitrust 
laws’’— 

(A) has the meaning given the term in sec-
tion 1(a) of the Clayton Act (15 U.S.C. 12(a)); 

(B) includes section 5 of the Federal Trade 
Commission Act (15 U.S.C. 45) to the extent 
that section 5 of that Act applies to unfair 
methods of competition; and 

(C) includes any State law that has the 
same intent and effect as the laws under sub-
paragraphs (A) and (B). 

(3) COUNTERMEASURE.—The term ‘‘counter-
measure’’ means an automated or a manual 
action with defensive intent to mitigate 
cyber threats. 

(4) CYBER THREAT INFORMATION.—The term 
‘‘cyber threat information’’ means informa-
tion that indicates or describes— 

(A) a technical or operation vulnerability 
or a cyber threat mitigation measure; 

(B) an action or operation to mitigate a 
cyber threat; 

(C) malicious reconnaissance, including 
anomalous patterns of network activity that 
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appear to be transmitted for the purpose of 
gathering technical information related to a 
cybersecurity threat; 

(D) a method of defeating a technical con-
trol; 

(E) a method of defeating an operational 
control; 

(F) network activity or protocols known to 
be associated with a malicious cyber actor or 
that signify malicious cyber intent; 

(G) a method of causing a user with legiti-
mate access to an information system or in-
formation that is stored on, processed by, or 
transiting an information system to inad-
vertently enable the defeat of a technical or 
operational control; 

(H) any other attribute of a cybersecurity 
threat or cyber defense information that 
would foster situational awareness of the 
United States cybersecurity posture, if dis-
closure of such attribute or information is 
not otherwise prohibited by law; 

(I) the actual or potential harm caused by 
a cyber incident, including information 
exfiltrated when it is necessary in order to 
identify or describe a cybersecurity threat; 
or 

(J) any combination of subparagraphs (A) 
through (I). 

(5) CYBERSECURITY CENTER.—The term ‘‘cy-
bersecurity center’’ means the Department 
of Defense Cyber Crime Center, the Intel-
ligence Community Incident Response Cen-
ter, the United States Cyber Command Joint 
Operations Center, the National Cyber Inves-
tigative Joint Task Force, the National Se-
curity Agency/Central Security Service 
Threat Operations Center, the National Cy-
bersecurity and Communications Integration 
Center, and any successor center. 

(6) CYBERSECURITY SYSTEM.—The term ‘‘cy-
bersecurity system’’ means a system de-
signed or employed to ensure the integrity, 
confidentiality, or availability of, or to safe-
guard, a system or network, including meas-
ures intended to protect a system or network 
from— 

(A) efforts to degrade, disrupt, or destroy 
such system or network; or 

(B) theft or misappropriations of private or 
government information, intellectual prop-
erty, or personally identifiable information. 

(7) ENTITY.— 
(A) IN GENERAL.—The term ‘‘entity’’ means 

any private entity, non-Federal government 
agency or department, or State, tribal, or 
local government agency or department (in-
cluding an officer, employee, or agent there-
of). 

(B) INCLUSIONS.—The term ‘‘entity’’ in-
cludes a government agency or department 
(including an officer, employee, or agent 
thereof) of the District of Columbia, the 
Commonwealth of Puerto Rico, the Virgin 
Islands, Guam, American Samoa, the North-
ern Mariana Islands, and any other territory 
or possession of the United States. 

(8) FEDERAL INFORMATION SYSTEM.—The 
term ‘‘Federal information system’’ means 
an information system of a Federal depart-
ment or agency used or operated by an exec-
utive agency, by a contractor of an executive 
agency, or by another organization on behalf 
of an executive agency. 

(9) INFORMATION SECURITY.—The term ‘‘in-
formation security’’ means protecting infor-
mation and information systems from dis-
ruption or unauthorized access, use, disclo-
sure, modification, or destruction in order to 
provide— 

(A) integrity, by guarding against im-
proper information modification or destruc-
tion, including by ensuring information non-
repudiation and authenticity; 

(B) confidentiality, by preserving author-
ized restrictions on access and disclosure, in-
cluding means for protecting personal pri-
vacy and proprietary information; or 

(C) availability, by ensuring timely and re-
liable access to and use of information. 

(10) INFORMATION SYSTEM.—The term ‘‘in-
formation system’’ has the meaning given 
the term in section 3502 of title 44, United 
States Code. 

(11) LOCAL GOVERNMENT.—The term ‘‘local 
government’’ means any borough, city, coun-
ty, parish, town, township, village, or other 
general purpose political subdivision of a 
State. 

(12) MALICIOUS RECONNAISSANCE.—The term 
‘‘malicious reconnaissance’’ means a method 
for actively probing or passively monitoring 
an information system for the purpose of dis-
cerning technical vulnerabilities of the in-
formation system, if such method is associ-
ated with a known or suspected cybersecu-
rity threat. 

(13) OPERATIONAL CONTROL.—The term 
‘‘operational control’’ means a security con-
trol for an information system that pri-
marily is implemented and executed by peo-
ple. 

(14) OPERATIONAL VULNERABILITY.—The 
term ‘‘operational vulnerability’’ means any 
attribute of policy, process, or procedure 
that could enable or facilitate the defeat of 
an operational control. 

(15) PRIVATE ENTITY.—The term ‘‘private 
entity’’ means any individual or any private 
group, organization, or corporation, includ-
ing an officer, employee, or agent thereof. 

(16) SIGNIFICANT CYBER INCIDENT.—The 
term ‘‘significant cyber incident’’ means a 
cyber incident resulting in, or an attempted 
cyber incident that, if successful, would have 
resulted in— 

(A) the exfiltration from a Federal infor-
mation system of data that is essential to 
the operation of the Federal information sys-
tem; or 

(B) an incident in which an operational or 
technical control essential to the security or 
operation of a Federal information system 
was defeated. 

(17) TECHNICAL CONTROL.—The term ‘‘tech-
nical control’’ means a hardware or software 
restriction on, or audit of, access or use of an 
information system or information that is 
stored on, processed by, or transiting an in-
formation system that is intended to ensure 
the confidentiality, integrity, or availability 
of that system. 

(18) TECHNICAL VULNERABILITY.—The term 
‘‘technical vulnerability’’ means any at-
tribute of hardware or software that could 
enable or facilitate the defeat of a technical 
control. 

(19) TRIBAL.—The term ‘‘tribal’’ has the 
meaning given the term ‘‘Indian tribe’’ in 
section 4 of the Indian Self-Determination 
and Education Assistance Act (25 U.S.C. 
450b). 
SEC. 102. AUTHORIZATION TO SHARE CYBER 

THREAT INFORMATION. 
(a) VOLUNTARY DISCLOSURE.— 
(1) PRIVATE ENTITIES.—Notwithstanding 

any other provision of law, a private entity 
may, for the purpose of preventing, inves-
tigating, or otherwise mitigating threats to 
information security, on its own networks, 
or as authorized by another entity, on such 
entity’s networks, employ countermeasures 
and use cybersecurity systems in order to 
obtain, identify, or otherwise possess cyber 
threat information. 

(2) ENTITIES.—Notwithstanding any other 
provision of law, an entity may disclose 
cyber threat information to— 

(A) a cybersecurity center; or 
(B) any other entity in order to assist with 

preventing, investigating, or otherwise miti-
gating threats to information security. 

(3) INFORMATION SECURITY PROVIDERS.—If 
the cyber threat information described in 
paragraph (1) is obtained, identified, or oth-
erwise possessed in the course of providing 

information security products or services 
under contract to another entity, that entity 
shall be given, at any time prior to disclo-
sure of such information, a reasonable oppor-
tunity to authorize or prevent such disclo-
sure, to request anonymization of such infor-
mation, or to request that reasonable efforts 
be made to safeguard such information that 
identifies specific persons from unauthorized 
access or disclosure. 

(b) SIGNIFICANT CYBER INCIDENTS INVOLVING 
FEDERAL INFORMATION SYSTEMS.— 

(1) IN GENERAL.—An entity providing elec-
tronic communication services, remote com-
puting services, or information security 
services to a Federal department or agency 
shall inform the Federal department or agen-
cy of a significant cyber incident involving 
the Federal information system of that Fed-
eral department or agency that— 

(A) is directly known to the entity as a re-
sult of providing such services; 

(B) is directly related to the provision of 
such services by the entity; and 

(C) as determined by the entity, has im-
peded or will impede the performance of a 
critical mission of the Federal department 
or agency. 

(2) ADVANCE COORDINATION.—A Federal de-
partment or agency receiving the services 
described in paragraph (1) shall coordinate in 
advance with an entity described in para-
graph (1) to develop the parameters of any 
information that may be provided under 
paragraph (1), including clarification of the 
type of significant cyber incident that will 
impede the performance of a critical mission 
of the Federal department or agency. 

(3) REPORT.—A Federal department or 
agency shall report information provided 
under this subsection to a cybersecurity cen-
ter. 

(4) CONSTRUCTION.—Any information pro-
vided to a cybersecurity center under para-
graph (3) shall be treated in the same man-
ner as information provided to a cybersecu-
rity center under subsection (a). 

(c) INFORMATION SHARED WITH OR PROVIDED 
TO A CYBERSECURITY CENTER.—Cyber threat 
information provided to a cybersecurity cen-
ter under this section— 

(1) may be disclosed to, retained by, and 
used by, consistent with otherwise applicable 
Federal law, any Federal agency or depart-
ment, component, officer, employee, or 
agent of the Federal government for a cyber-
security purpose, a national security pur-
pose, or in order to prevent, investigate, or 
prosecute any of the offenses listed in sec-
tion 2516 of title 18, United States Code, and 
such information shall not be disclosed to, 
retained by, or used by any Federal agency 
or department for any use not permitted 
under this paragraph; 

(2) may, with the prior written consent of 
the entity submitting such information, be 
disclosed to and used by a State, tribal, or 
local government or government agency for 
the purpose of protecting information sys-
tems, or in furtherance of preventing, inves-
tigating, or prosecuting a criminal act, ex-
cept that if the need for immediate disclo-
sure prevents obtaining written consent, 
such consent may be provided orally with 
subsequent documentation of such consent; 

(3) shall be considered the commercial, fi-
nancial, or proprietary information of the 
entity providing such information to the 
Federal government and any disclosure out-
side the Federal government may only be 
made upon the prior written consent by such 
entity and shall not constitute a waiver of 
any applicable privilege or protection pro-
vided by law, except that if the need for im-
mediate disclosure prevents obtaining writ-
ten consent, such consent may be provided 
orally with subsequent documentation of 
such consent; 
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(4) shall be deemed voluntarily shared in-

formation and exempt from disclosure under 
section 552 of title 5, United States Code, and 
any State, tribal, or local law requiring dis-
closure of information or records; 

(5) shall be, without discretion, withheld 
from the public under section 552(b)(3)(B) of 
title 5, United States Code, and any State, 
tribal, or local law requiring disclosure of in-
formation or records; 

(6) shall not be subject to the rules of any 
Federal agency or department or any judi-
cial doctrine regarding ex parte communica-
tions with a decision-making official; 

(7) shall not, if subsequently provided to a 
State, tribal, or local government or govern-
ment agency, otherwise be disclosed or dis-
tributed to any entity by such State, tribal, 
or local government or government agency 
without the prior written consent of the en-
tity submitting such information, notwith-
standing any State, tribal, or local law re-
quiring disclosure of information or records, 
except that if the need for immediate disclo-
sure prevents obtaining written consent, 
such consent may be provided orally with 
subsequent documentation of such consent; 
and 

(8) shall not be directly used by any Fed-
eral, State, tribal, or local department or 
agency to regulate the lawful activities of an 
entity, including activities relating to ob-
taining, identifying, or otherwise possessing 
cyber threat information, except that the 
procedures required to be developed and im-
plemented under this title shall not be con-
sidered regulations within the meaning of 
this paragraph. 

(d) PROCEDURES RELATING TO INFORMATION 
SHARING WITH A CYBERSECURITY CENTER.— 
Not later than 60 days after the date of en-
actment of this Act, the heads of each de-
partment or agency containing a cybersecu-
rity center shall jointly develop, promul-
gate, and submit to Congress procedures to 
ensure that cyber threat information shared 
with or provided to— 

(1) a cybersecurity center under this sec-
tion— 

(A) may be submitted to a cybersecurity 
center by an entity, to the greatest extent 
possible, through a uniform, publicly avail-
able process or format that is easily acces-
sible on the website of such cybersecurity 
center, and that includes the ability to pro-
vide relevant details about the cyber threat 
information and written consent to any sub-
sequent disclosures authorized by this para-
graph; 

(B) shall immediately be further shared 
with each cybersecurity center in order to 
prevent, investigate, or otherwise mitigate 
threats to information security across the 
Federal government; 

(C) is handled by the Federal government 
in a reasonable manner, including consider-
ation of the need to protect the privacy and 
civil liberties of individuals through 
anonymization or other appropriate meth-
ods, while fully accomplishing the objectives 
of this title, and the Federal government 
may undertake efforts consistent with this 
subparagraph to limit the impact on privacy 
and civil liberties of the sharing of cyber 
threat information with the Federal govern-
ment; and 

(D) except as provided in this section, shall 
only be used, disclosed, or handled in accord-
ance with the provisions of subsection (c); 
and 

(2) a Federal agency or department under 
subsection (b) is provided immediately to a 
cybersecurity center in order to prevent, in-
vestigate, or otherwise mitigate threats to 
information security across the Federal gov-
ernment. 

(e) INFORMATION SHARED BETWEEN ENTI-
TIES.— 

(1) IN GENERAL.—An entity sharing cyber 
threat information with another entity 
under this title may restrict the use or shar-
ing of such information by such other entity. 

(2) FURTHER SHARING.—Cyber threat infor-
mation shared by any entity with another 
entity under this title— 

(A) shall only be further shared in accord-
ance with any restrictions placed on the 
sharing of such information by the entity 
authorizing such sharing, such as appro-
priate anonymization of such information; 
and 

(B) may not be used by any entity to gain 
an unfair competitive advantage to the det-
riment of the entity authorizing the sharing 
of such information, except that the conduct 
described in paragraph (3) shall not con-
stitute unfair competitive conduct. 

(3) INFORMATION SHARED WITH STATE, TRIB-
AL, OR LOCAL GOVERNMENT OR GOVERNMENT 
AGENCY.—Cyber threat information shared 
with a State, tribal, or local government or 
government agency under this title— 

(A) may, with the prior written consent of 
the entity sharing such information, be dis-
closed to and used by a State, tribal, or local 
government or government agency for the 
purpose of protecting information systems, 
or in furtherance of preventing, inves-
tigating, or prosecuting a criminal act, ex-
cept if the need for immediate disclosure 
prevents obtaining written consent, consent 
may be provided orally with subsequent doc-
umentation of the consent; 

(B) shall be deemed voluntarily shared in-
formation and exempt from disclosure under 
any State, tribal, or local law requiring dis-
closure of information or records; 

(C) shall not be disclosed or distributed to 
any entity by the State, tribal, or local gov-
ernment or government agency without the 
prior written consent of the entity submit-
ting such information, notwithstanding any 
State, tribal, or local law requiring disclo-
sure of information or records, except if the 
need for immediate disclosure prevents ob-
taining written consent, consent may be pro-
vided orally with subsequent documentation 
of the consent; and 

(D) shall not be directly used by any State, 
tribal, or local department or agency to reg-
ulate the lawful activities of an entity, in-
cluding activities relating to obtaining, 
identifying, or otherwise possessing cyber 
threat information, except that the proce-
dures required to be developed and imple-
mented under this title shall not be consid-
ered regulations within the meaning of this 
subparagraph. 

(4) ANTITRUST EXEMPTION.—The exchange 
or provision of cyber threat information or 
assistance between 2 or more private entities 
under this title shall not be considered a vio-
lation of any provision of antitrust laws if 
exchanged or provided in order to assist 
with— 

(A) facilitating the prevention, investiga-
tion, or mitigation of threats to information 
security; or 

(B) communicating or disclosing of cyber 
threat information to help prevent, inves-
tigate or otherwise mitigate the effects of a 
threat to information security. 

(5) NO RIGHT OR BENEFIT.—The provision of 
cyber threat information to an entity under 
this section shall not create a right or a ben-
efit to similar information by such entity or 
any other entity. 

(f) FEDERAL PREEMPTION.— 
(1) IN GENERAL.—This section supersedes 

any statute or other law of a State or polit-
ical subdivision of a State that restricts or 
otherwise expressly regulates an activity au-
thorized under this section. 

(2) STATE LAW ENFORCEMENT.—Nothing in 
this section shall be construed to supersede 
any statute or other law of a State or polit-

ical subdivision of a State concerning the 
use of authorized law enforcement tech-
niques. 

(3) PUBLIC DISCLOSURE.—No information 
shared with or provided to a State, tribal, or 
local government or government agency pur-
suant to this section shall be made publicly 
available pursuant to any State, tribal, or 
local law requiring disclosure of information 
or records. 

(g) CIVIL AND CRIMINAL LIABILITY.— 
(1) GENERAL PROTECTIONS.— 
(A) PRIVATE ENTITIES.—No cause of action 

shall lie or be maintained in any court 
against any private entity for— 

(i) the use of countermeasures and cyberse-
curity systems as authorized by this title; 

(ii) the use, receipt, or disclosure of any 
cyber threat information as authorized by 
this title; or 

(iii) the subsequent actions or inactions of 
any lawful recipient of cyber threat informa-
tion provided by such private entity. 

(B) ENTITIES.—No cause of action shall lie 
or be maintained in any court against any 
entity for— 

(i) the use, receipt, or disclosure of any 
cyber threat information as authorized by 
this title; or 

(ii) the subsequent actions or inactions of 
any lawful recipient of cyber threat informa-
tion provided by such entity. 

(2) CONSTRUCTION.—Nothing in this sub-
section shall be construed as creating any 
immunity against, or otherwise affecting, 
any action brought by the Federal govern-
ment, or any agency or department thereof, 
to enforce any law, executive order, or proce-
dure governing the appropriate handling, dis-
closure, and use of classified information. 

(h) OTHERWISE LAWFUL DISCLOSURES.— 
Nothing in this section shall be construed to 
limit or prohibit otherwise lawful disclo-
sures of communications, records, or other 
information by a private entity to any other 
governmental or private entity not covered 
under this section. 

(i) WHISTLEBLOWER PROTECTION.—Nothing 
in this Act shall be construed to preempt or 
preclude any employee from exercising 
rights currently provided under any whistle-
blower law, rule, or regulation. 

(j) RELATIONSHIP TO OTHER LAWS.—The 
submission of cyber threat information 
under this section to a cybersecurity center 
shall not affect any requirement under any 
other provision of law for an entity to pro-
vide information to the Federal government. 

SEC. 103. INFORMATION SHARING BY THE FED-
ERAL GOVERNMENT. 

(a) CLASSIFIED INFORMATION.— 
(1) PROCEDURES.—Consistent with the pro-

tection of intelligence sources and methods, 
and as otherwise determined appropriate, the 
Director of National Intelligence and the 
Secretary of Defense, in consultation with 
the heads of the appropriate Federal depart-
ments or agencies, shall develop and promul-
gate procedures to facilitate and promote— 

(A) the immediate sharing, through the cy-
bersecurity centers, of classified cyber 
threat information in the possession of the 
Federal government with appropriately 
cleared representatives of any appropriate 
entity; and 

(B) the declassification and immediate 
sharing, through the cybersecurity centers, 
with any entity or, if appropriate, public 
availability of cyber threat information in 
the possession of the Federal government; 

(2) HANDLING OF CLASSIFIED INFORMATION.— 
The procedures developed under paragraph 
(1) shall ensure that each entity receiving 
classified cyber threat information pursuant 
to this section has acknowledged in writing 
the ongoing obligation to comply with all 
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laws, executive orders, and procedures con-
cerning the appropriate handling, disclosure, 
or use of classified information. 

(b) UNCLASSIFIED CYBER THREAT INFORMA-
TION.—The heads of each department or 
agency containing a cybersecurity center 
shall jointly develop and promulgate proce-
dures that ensure that, consistent with the 
provisions of this section, unclassified, in-
cluding controlled unclassified, cyber threat 
information in the possession of the Federal 
government— 

(1) is shared, through the cybersecurity 
centers, in an immediate and adequate man-
ner with appropriate entities; and 

(2) if appropriate, is made publicly avail-
able. 

(c) DEVELOPMENT OF PROCEDURES.— 
(1) IN GENERAL.—The procedures developed 

under this section shall incorporate, to the 
greatest extent possible, existing processes 
utilized by sector specific information shar-
ing and analysis centers. 

(2) COORDINATION WITH ENTITIES.—In devel-
oping the procedures required under this sec-
tion, the Director of National Intelligence 
and the heads of each department or agency 
containing a cybersecurity center shall co-
ordinate with appropriate entities to ensure 
that protocols are implemented that will fa-
cilitate and promote the sharing of cyber 
threat information by the Federal govern-
ment. 

(d) ADDITIONAL RESPONSIBILITIES OF CYBER-
SECURITY CENTERS.—Consistent with section 
102, a cybersecurity center shall— 

(1) facilitate information sharing, inter-
action, and collaboration among and be-
tween cybersecurity centers and— 

(A) other Federal entities; 
(B) any entity; and 
(C) international partners, in consultation 

with the Secretary of State; 
(2) disseminate timely and actionable cy-

bersecurity threat, vulnerability, mitiga-
tion, and warning information, including 
alerts, advisories, indicators, signatures, and 
mitigation and response measures, to im-
prove the security and protection of informa-
tion systems; and 

(3) coordinate with other Federal entities, 
as appropriate, to integrate information 
from across the Federal government to pro-
vide situational awareness of the cybersecu-
rity posture of the United States. 

(e) SHARING WITHIN THE FEDERAL GOVERN-
MENT.—The heads of appropriate Federal de-
partments and agencies shall ensure that 
cyber threat information in the possession of 
such Federal departments or agencies that 
relates to the prevention, investigation, or 
mitigation of threats to information secu-
rity across the Federal government is shared 
effectively with the cybersecurity centers. 

(f) SUBMISSION TO CONGRESS.—Not later 
than 60 days after the date of enactment of 
this Act, the Director of National Intel-
ligence, in coordination with the appropriate 
head of a department or an agency con-
taining a cybersecurity center, shall submit 
the procedures required by this section to 
Congress. 
SEC. 104. CONSTRUCTION. 

(a) INFORMATION SHARING RELATIONSHIPS.— 
Nothing in this title shall be construed— 

(1) to limit or modify an existing informa-
tion sharing relationship; 

(2) to prohibit a new information sharing 
relationship; 

(3) to require a new information sharing re-
lationship between any entity and the Fed-
eral government, except as specified under 
section 102(b); or 

(4) to modify the authority of a depart-
ment or agency of the Federal government 
to protect sources and methods and the na-
tional security of the United States. 

(b) ANTI-TASKING RESTRICTION.—Nothing in 
this title shall be construed to permit the 
Federal government— 

(1) to require an entity to share informa-
tion with the Federal government, except as 
expressly provided under section 102(b); or 

(2) to condition the sharing of cyber threat 
information with an entity on such entity’s 
provision of cyber threat information to the 
Federal government. 

(c) NO LIABILITY FOR NON-PARTICIPATION.— 
Nothing in this title shall be construed to 
subject any entity to liability for choosing 
not to engage in the voluntary activities au-
thorized under this title. 

(d) USE AND RETENTION OF INFORMATION.— 
Nothing in this title shall be construed to 
authorize, or to modify any existing author-
ity of, a department or agency of the Federal 
government to retain or use any information 
shared under section 102 for any use other 
than a use permitted under subsection 
102(c)(1). 

(e) NO NEW FUNDING.—An applicable Fed-
eral agency shall carry out the provisions of 
this title with existing facilities and funds 
otherwise available, through such means as 
the head of the agency considers appropriate. 
SEC. 105. REPORT ON IMPLEMENTATION. 

(a) CONTENT OF REPORT.—Not later than 1 
year after the date of enactment of this Act, 
and biennially thereafter, the heads of each 
department or agency containing a cyberse-
curity center shall jointly submit, in coordi-
nation with the privacy and civil liberties of-
ficials of such departments or agencies and 
the Privacy and Civil Liberties Oversight 
Board, a detailed report to Congress con-
cerning the implementation of this title, in-
cluding— 

(1) an assessment of the sufficiency of the 
procedures developed under section 103 of 
this Act in ensuring that cyber threat infor-
mation in the possession of the Federal gov-
ernment is provided in an immediate and 
adequate manner to appropriate entities or, 
if appropriate, is made publicly available; 

(2) an assessment of whether information 
has been appropriately classified and an ac-
counting of the number of security clear-
ances authorized by the Federal government 
for purposes of this title; 

(3) a review of the type of cyber threat in-
formation shared with a cybersecurity cen-
ter under section 102 of this Act, including 
whether such information meets the defini-
tion of cyber threat information under sec-
tion 101, the degree to which such informa-
tion may impact the privacy and civil lib-
erties of individuals, any appropriate 
metrics to determine any impact of the shar-
ing of such information with the Federal 
government on privacy and civil liberties, 
and the adequacy of any steps taken to re-
duce such impact; 

(4) a review of actions taken by the Federal 
government based on information provided 
to a cybersecurity center under section 102 of 
this Act, including the appropriateness of 
any subsequent use under section 102(c)(1) of 
this Act and whether there was inappro-
priate stovepiping within the Federal gov-
ernment of any such information; 

(5) a description of any violations of the re-
quirements of this title by the Federal gov-
ernment; 

(6) a classified list of entities that received 
classified information from the Federal gov-
ernment under section 103 of this Act and a 
description of any indication that such infor-
mation may not have been appropriately 
handled; 

(7) a summary of any breach of informa-
tion security, if known, attributable to a 
specific failure by any entity or the Federal 
government to act on cyber threat informa-
tion in the possession of such entity or the 

Federal government that resulted in sub-
stantial economic harm or injury to a spe-
cific entity or the Federal government; and 

(8) any recommendation for improvements 
or modifications to the authorities under 
this title. 

(b) FORM OF REPORT.—The report under 
subsection (a) shall be submitted in unclassi-
fied form, but shall include a classified 
annex. 
SEC. 106. INSPECTOR GENERAL REVIEW. 

(a) IN GENERAL.—The Council of the In-
spectors General on Integrity and Efficiency 
are authorized to review compliance by the 
cybersecurity centers, and by any Federal 
department or agency receiving cyber threat 
information from such cybersecurity cen-
ters, with the procedures required under sec-
tion 102 of this Act. 

(b) SCOPE OF REVIEW.—The review under 
subsection (a) shall consider whether the 
Federal government has handled such cyber 
threat information in a reasonable manner, 
including consideration of the need to pro-
tect the privacy and civil liberties of individ-
uals through anonymization or other appro-
priate methods, while fully accomplishing 
the objectives of this title. 

(c) REPORT TO CONGRESS.—Each review 
conducted under this section shall be pro-
vided to Congress not later than 30 days after 
the date of completion of the review. 
SEC. 107. TECHNICAL AMENDMENTS. 

Section 552(b) of title 5, United States 
Code, is amended— 

(1) in paragraph (8), by striking ‘‘or’’; 
(2) in paragraph (9), by striking ‘‘wells.’’ 

and inserting ‘‘wells; or’’; and 
(3) by adding at the end the following: 
‘‘(10) information shared with or provided 

to a cybersecurity center under section 102 of 
title I of the Strengthening and Enhancing 
Cybersecurity by Using Research, Education, 
Information, and Technology Act of 2012.’’. 
SEC. 108. ACCESS TO CLASSIFIED INFORMATION. 

(a) AUTHORIZATION REQUIRED.—No person 
shall be provided with access to classified in-
formation (as defined in section 6.1 of Execu-
tive Order 13526 (50 U.S.C. 435 note; relating 
to classified national security information)) 
relating to cyber security threats or cyber 
security vulnerabilities under this title with-
out the appropriate security clearances. 

(b) SECURITY CLEARANCES.—The appro-
priate Federal agencies or departments 
shall, consistent with applicable procedures 
and requirements, and if otherwise deemed 
appropriate, assist an individual in timely 
obtaining an appropriate security clearance 
where such individual has been determined 
to be eligible for such clearance and has a 
need-to-know (as defined in section 6.1 of 
that Executive Order) classified information 
to carry out this title. 

TITLE II—COORDINATION OF FEDERAL 
INFORMATION SECURITY POLICY 

SEC. 201. COORDINATION OF FEDERAL INFORMA-
TION SECURITY POLICY. 

(a) IN GENERAL.—Chapter 35 of title 44, 
United States Code, is amended by striking 
subchapters II and III and inserting the fol-
lowing: 

‘‘SUBCHAPTER II—INFORMATION 
SECURITY 

‘‘§ 3551. Purposes 
‘‘The purposes of this subchapter are— 
‘‘(1) to provide a comprehensive framework 

for ensuring the effectiveness of information 
security controls over information resources 
that support Federal operations and assets; 

‘‘(2) to recognize the highly networked na-
ture of the current Federal computing envi-
ronment and provide effective government- 
wide management of policies, directives, 
standards, and guidelines, as well as effec-
tive and nimble oversight of and response to 
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information security risks, including coordi-
nation of information security efforts 
throughout the Federal civilian, national se-
curity, and law enforcement communities; 

‘‘(3) to provide for development and main-
tenance of controls required to protect agen-
cy information and information systems and 
contribute to the overall improvement of 
agency information security posture; 

‘‘(4) to provide for the development of tools 
and methods to assess and respond to real- 
time situational risk for Federal informa-
tion system operations and assets; and 

‘‘(5) to provide a mechanism for improving 
agency information security programs 
through continuous monitoring of agency in-
formation systems and streamlined report-
ing requirements rather than overly pre-
scriptive manual reporting. 
‘‘§ 3552. Definitions 

‘‘In this subchapter: 
‘‘(1) ADEQUATE SECURITY.—The term ‘ade-

quate security’ means security commensu-
rate with the risk and magnitude of the 
harm resulting from the unauthorized access 
to or loss, misuse, destruction, or modifica-
tion of information. 

‘‘(2) AGENCY.—The term ‘agency’ has the 
meaning given the term in section 3502 of 
title 44. 

‘‘(3) CYBERSECURITY CENTER.—The term 
‘cybersecurity center’ means the Depart-
ment of Defense Cyber Crime Center, the In-
telligence Community Incident Response 
Center, the United States Cyber Command 
Joint Operations Center, the National Cyber 
Investigative Joint Task Force, the National 
Security Agency/Central Security Service 
Threat Operations Center, the National Cy-
bersecurity and Communications Integration 
Center, and any successor center. 

‘‘(4) CYBER THREAT INFORMATION.—The 
term ‘cyber threat information’ means infor-
mation that indicates or describes— 

‘‘(A) a technical or operation vulnerability 
or a cyber threat mitigation measure; 

‘‘(B) an action or operation to mitigate a 
cyber threat; 

‘‘(C) malicious reconnaissance, including 
anomalous patterns of network activity that 
appear to be transmitted for the purpose of 
gathering technical information related to a 
cybersecurity threat; 

‘‘(D) a method of defeating a technical con-
trol; 

‘‘(E) a method of defeating an operational 
control; 

‘‘(F) network activity or protocols known 
to be associated with a malicious cyber actor 
or that signify malicious cyber intent; 

‘‘(G) a method of causing a user with le-
gitimate access to an information system or 
information that is stored on, processed by, 
or transiting an information system to inad-
vertently enable the defeat of a technical or 
operational control; 

‘‘(H) any other attribute of a cybersecurity 
threat or cyber defense information that 
would foster situational awareness of the 
United States cybersecurity posture, if dis-
closure of such attribute or information is 
not otherwise prohibited by law; 

‘‘(I) the actual or potential harm caused by 
a cyber incident, including information 
exfiltrated when it is necessary in order to 
identify or describe a cybersecurity threat; 
or 

‘‘(J) any combination of subparagraphs (A) 
through (I). 

‘‘(5) DIRECTOR.—The term ‘Director’ means 
the Director of the Office of Management 
and Budget unless otherwise specified. 

‘‘(6) ENVIRONMENT OF OPERATION.—The 
term ‘environment of operation’ means the 
information system and environment in 
which those systems operate, including 
changing threats, vulnerabilities, tech-

nologies, and missions and business prac-
tices. 

‘‘(7) FEDERAL INFORMATION SYSTEM.—The 
term ‘Federal information system’ means an 
information system used or operated by an 
executive agency, by a contractor of an exec-
utive agency, or by another organization on 
behalf of an executive agency. 

‘‘(8) INCIDENT.—The term ‘incident’ means 
an occurrence that— 

‘‘(A) actually or imminently jeopardizes 
the integrity, confidentiality, or availability 
of an information system or the information 
that system controls, processes, stores, or 
transmits; or 

‘‘(B) constitutes a violation of law or an 
imminent threat of violation of a law, a se-
curity policy, a security procedure, or an ac-
ceptable use policy. 

‘‘(9) INFORMATION RESOURCES.—The term 
‘information resources’ has the meaning 
given the term in section 3502 of title 44. 

‘‘(10) INFORMATION SECURITY.—The term 
‘information security’ means protecting in-
formation and information systems from dis-
ruption or unauthorized access, use, disclo-
sure, modification, or destruction in order to 
provide— 

‘‘(A) integrity, by guarding against im-
proper information modification or destruc-
tion, including by ensuring information non-
repudiation and authenticity; 

‘‘(B) confidentiality, by preserving author-
ized restrictions on access and disclosure, in-
cluding means for protecting personal pri-
vacy and proprietary information; or 

‘‘(C) availability, by ensuring timely and 
reliable access to and use of information. 

‘‘(11) INFORMATION SYSTEM.—The term ‘in-
formation system’ has the meaning given the 
term in section 3502 of title 44. 

‘‘(12) INFORMATION TECHNOLOGY.—The term 
‘information technology’ has the meaning 
given the term in section 11101 of title 40. 

‘‘(13) MALICIOUS RECONNAISSANCE.—The 
term ‘malicious reconnaissance’ means a 
method for actively probing or passively 
monitoring an information system for the 
purpose of discerning technical 
vulnerabilities of the information system, if 
such method is associated with a known or 
suspected cybersecurity threat. 

‘‘(14) NATIONAL SECURITY SYSTEM.— 
‘‘(A) IN GENERAL.—The term ‘national secu-

rity system’ means any information system 
(including any telecommunications system) 
used or operated by an agency or by a con-
tractor of an agency, or other organization 
on behalf of an agency— 

‘‘(i) the function, operation, or use of 
which— 

‘‘(I) involves intelligence activities; 
‘‘(II) involves cryptologic activities related 

to national security; 
‘‘(III) involves command and control of 

military forces; 
‘‘(IV) involves equipment that is an inte-

gral part of a weapon or weapons system; or 
‘‘(V) subject to subparagraph (B), is crit-

ical to the direct fulfillment of military or 
intelligence missions; or 

‘‘(ii) is protected at all times by procedures 
established for information that have been 
specifically authorized under criteria estab-
lished by an Executive Order or an Act of 
Congress to be kept classified in the interest 
of national defense or foreign policy. 

‘‘(B) LIMITATION.—Subparagraph (A)(i)(V) 
does not include a system that is to be used 
for routine administrative and business ap-
plications (including payroll, finance, logis-
tics, and personnel management applica-
tions). 

‘‘(15) OPERATIONAL CONTROL.—The term 
‘operational control’ means a security con-
trol for an information system that pri-
marily is implemented and executed by peo-
ple. 

‘‘(16) PERSON.—The term ‘person’ has the 
meaning given the term in section 3502 of 
title 44. 

‘‘(17) SECRETARY.—The term ‘Secretary’ 
means the Secretary of Commerce unless 
otherwise specified. 

‘‘(18) SECURITY CONTROL.—The term ‘secu-
rity control’ means the management, oper-
ational, and technical controls, including 
safeguards or countermeasures, prescribed 
for an information system to protect the 
confidentiality, integrity, and availability of 
the system and its information. 

‘‘(19) SIGNIFICANT CYBER INCIDENT.—The 
term ‘significant cyber incident’ means a 
cyber incident resulting in, or an attempted 
cyber incident that, if successful, would have 
resulted in— 

‘‘(A) the exfiltration from a Federal infor-
mation system of data that is essential to 
the operation of the Federal information sys-
tem; or 

‘‘(B) an incident in which an operational or 
technical control essential to the security or 
operation of a Federal information system 
was defeated. 

‘‘(20) TECHNICAL CONTROL.—The term ‘tech-
nical control’ means a hardware or software 
restriction on, or audit of, access or use of an 
information system or information that is 
stored on, processed by, or transiting an in-
formation system that is intended to ensure 
the confidentiality, integrity, or availability 
of that system. 
‘‘§ 3553. Federal information security author-

ity and coordination 
‘‘(a) IN GENERAL.—The Secretary, in con-

sultation with the Secretary of Homeland 
Security, shall— 

‘‘(1) issue compulsory and binding policies 
and directives governing agency information 
security operations, and require implemen-
tation of such policies and directives, includ-
ing— 

‘‘(A) policies and directives consistent with 
the standards and guidelines promulgated 
under section 11331 of title 40 to identify and 
provide information security protections 
prioritized and commensurate with the risk 
and impact resulting from the unauthorized 
access, use, disclosure, disruption, modifica-
tion, or destruction of— 

‘‘(i) information collected or maintained 
by or on behalf of an agency; or 

‘‘(ii) information systems used or operated 
by an agency or by a contractor of an agency 
or other organization on behalf of an agency; 

‘‘(B) minimum operational requirements 
for Federal Government to protect agency 
information systems and provide common 
situational awareness across all agency in-
formation systems; 

‘‘(C) reporting requirements, consistent 
with relevant law, regarding information se-
curity incidents and cyber threat informa-
tion; 

‘‘(D) requirements for agencywide informa-
tion security programs; 

‘‘(E) performance requirements and 
metrics for the security of agency informa-
tion systems; 

‘‘(F) training requirements to ensure that 
agencies are able to fully and timely comply 
with the policies and directives issued by the 
Secretary under this subchapter; 

‘‘(G) training requirements regarding pri-
vacy, civil rights, and civil liberties, and in-
formation oversight for agency information 
security personnel; 

‘‘(H) requirements for the annual reports 
to the Secretary under section 3554(d); 

‘‘(I) any other information security oper-
ations or information security requirements 
as determined by the Secretary in coordina-
tion with relevant agency heads; and 

‘‘(J) coordinating the development of 
standards and guidelines under section 20 of 
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the National Institute of Standards and 
Technology Act (15 U.S.C. 278g–3) with agen-
cies and offices operating or exercising con-
trol of national security systems (including 
the National Security Agency) to assure, to 
the maximum extent feasible, that such 
standards and guidelines are complementary 
with standards and guidelines developed for 
national security systems; 

‘‘(2) review the agencywide information se-
curity programs under section 3554; and 

‘‘(3) designate an individual or an entity at 
each cybersecurity center, among other re-
sponsibilities— 

‘‘(A) to receive reports and information 
about information security incidents, cyber 
threat information, and deterioration of se-
curity control affecting agency information 
systems; and 

‘‘(B) to act on or share the information 
under subparagraph (A) in accordance with 
this subchapter. 

‘‘(b) CONSIDERATIONS.—When issuing poli-
cies and directives under subsection (a), the 
Secretary shall consider any applicable 
standards or guidelines developed by the Na-
tional Institute of Standards and Technology 
under section 11331 of title 40. 

‘‘(c) LIMITATION OF AUTHORITY.—The au-
thorities of the Secretary under this section 
shall not apply to national security systems. 
Information security policies, directives, 
standards and guidelines for national secu-
rity systems shall be overseen as directed by 
the President and, in accordance with that 
direction, carried out under the authority of 
the heads of agencies that operate or exer-
cise authority over such national security 
systems. 

‘‘(d) STATUTORY CONSTRUCTION.—Nothing 
in this subchapter shall be construed to alter 
or amend any law regarding the authority of 
any head of an agency over such agency. 
‘‘§ 3554. Agency responsibilities 

‘‘(a) IN GENERAL.—The head of each agency 
shall— 

‘‘(1) be responsible for— 
‘‘(A) complying with the policies and direc-

tives issued under section 3553; 
‘‘(B) providing information security pro-

tections commensurate with the risk result-
ing from unauthorized access, use, disclo-
sure, disruption, modification, or destruction 
of— 

‘‘(i) information collected or maintained 
by the agency or by a contractor of an agen-
cy or other organization on behalf of an 
agency; and 

‘‘(ii) information systems used or operated 
by an agency or by a contractor of an agency 
or other organization on behalf of an agency; 

‘‘(C) complying with the requirements of 
this subchapter, including— 

‘‘(i) information security standards and 
guidelines promulgated under section 11331 
of title 40; 

‘‘(ii) for any national security systems op-
erated or controlled by that agency, infor-
mation security policies, directives, stand-
ards and guidelines issued as directed by the 
President; and 

‘‘(iii) for any non-national security sys-
tems operated or controlled by that agency, 
information security policies, directives, 
standards and guidelines issued under sec-
tion 3553; 

‘‘(D) ensuring that information security 
management processes are integrated with 
agency strategic and operational planning 
processes; 

‘‘(E) reporting and sharing, for an agency 
operating or exercising control of a national 
security system, information about informa-
tion security incidents, cyber threat infor-
mation, and deterioration of security con-
trols to the individual or entity designated 
at each cybersecurity center and to other ap-

propriate entities consistent with policies 
and directives for national security systems 
issued as directed by the President; and 

‘‘(F) reporting and sharing, for those agen-
cies operating or exercising control of non- 
national security systems, information 
about information security incidents, cyber 
threat information, and deterioration of se-
curity controls to the individual or entity 
designated at each cybersecurity center and 
to other appropriate entities consistent with 
policies and directives for non-national secu-
rity systems as prescribed under section 
3553(a), including information to assist the 
entity designated under section 3555(a) with 
the ongoing security analysis under section 
3555; 

‘‘(2) ensure that each senior agency official 
provides information security for the infor-
mation and information systems that sup-
port the operations and assets under the sen-
ior agency official’s control, including by— 

‘‘(A) assessing the risk and impact that 
could result from the unauthorized access, 
use, disclosure, disruption, modification, or 
destruction of such information or informa-
tion systems; 

‘‘(B) determining the level of information 
security appropriate to protect such infor-
mation and information systems in accord-
ance with policies and directives issued 
under section 3553(a), and standards and 
guidelines promulgated under section 11331 
of title 40 for information security classifica-
tions and related requirements; 

‘‘(C) implementing policies, procedures, 
and capabilities to reduce risks to an accept-
able level in a cost-effective manner; 

‘‘(D) actively monitoring the effective im-
plementation of information security con-
trols and techniques; and 

‘‘(E) reporting information about informa-
tion security incidents, cyber threat infor-
mation, and deterioration of security con-
trols in a timely and adequate manner to the 
entity designated under section 3553(a)(3) in 
accordance with paragraph (1); 

‘‘(3) assess and maintain the resiliency of 
information technology systems critical to 
agency mission and operations; 

‘‘(4) designate the agency Inspector Gen-
eral (or an independent entity selected in 
consultation with the Director and the Coun-
cil of Inspectors General on Integrity and Ef-
ficiency if the agency does not have an In-
spector General) to conduct the annual inde-
pendent evaluation required under section 
3556, and allow the agency Inspector General 
to contract with an independent entity to 
perform such evaluation; 

‘‘(5) delegate to the Chief Information Offi-
cer or equivalent (or to a senior agency offi-
cial who reports to the Chief Information Of-
ficer or equivalent)— 

‘‘(A) the authority and primary responsi-
bility to implement an agencywide informa-
tion security program; and 

‘‘(B) the authority to provide information 
security for the information collected and 
maintained by the agency (or by a con-
tractor, other agency, or other source on be-
half of the agency) and for the information 
systems that support the operations, assets, 
and mission of the agency (including any in-
formation system provided or managed by a 
contractor, other agency, or other source on 
behalf of the agency); 

‘‘(6) delegate to the appropriate agency of-
ficial (who is responsible for a particular 
agency system or subsystem) the responsi-
bility to ensure and enforce compliance with 
all requirements of the agency’s agencywide 
information security program in coordina-
tion with the Chief Information Officer or 
equivalent (or the senior agency official who 
reports to the Chief Information Officer or 
equivalent) under paragraph (5); 

‘‘(7) ensure that an agency has trained per-
sonnel who have obtained any necessary se-
curity clearances to permit them to assist 
the agency in complying with this sub-
chapter; 

‘‘(8) ensure that the Chief Information Offi-
cer or equivalent (or the senior agency offi-
cial who reports to the Chief Information Of-
ficer or equivalent) under paragraph (5), in 
coordination with other senior agency offi-
cials, reports to the agency head on the ef-
fectiveness of the agencywide information 
security program, including the progress of 
any remedial actions; and 

‘‘(9) ensure that the Chief Information Offi-
cer or equivalent (or the senior agency offi-
cial who reports to the Chief Information Of-
ficer or equivalent) under paragraph (5) has 
the necessary qualifications to administer 
the functions described in this subchapter 
and has information security duties as a pri-
mary duty of that official. 

‘‘(b) CHIEF INFORMATION OFFICERS.—Each 
Chief Information Officer or equivalent (or 
the senior agency official who reports to the 
Chief Information Officer or equivalent) 
under subsection (a)(5) shall— 

‘‘(1) establish and maintain an enterprise 
security operations capability that on a con-
tinuous basis— 

‘‘(A) detects, reports, contains, mitigates, 
and responds to information security inci-
dents that impair adequate security of the 
agency’s information or information system 
in a timely manner and in accordance with 
the policies and directives under section 3553; 
and 

‘‘(B) reports any information security inci-
dent under subparagraph (A) to the entity 
designated under section 3555; 

‘‘(2) develop, maintain, and oversee an 
agencywide information security program; 

‘‘(3) develop, maintain, and oversee infor-
mation security policies, procedures, and 
control techniques to address applicable re-
quirements, including requirements under 
section 3553 of this title and section 11331 of 
title 40; and 

‘‘(4) train and oversee the agency personnel 
who have significant responsibility for infor-
mation security with respect to that respon-
sibility. 

‘‘(c) AGENCYWIDE INFORMATION SECURITY 
PROGRAMS.— 

‘‘(1) IN GENERAL.—Each agencywide infor-
mation security program under subsection 
(b)(2) shall include— 

‘‘(A) relevant security risk assessments, 
including technical assessments and others 
related to the acquisition process; 

‘‘(B) security testing commensurate with 
risk and impact; 

‘‘(C) mitigation of deterioration of security 
controls commensurate with risk and im-
pact; 

‘‘(D) risk-based continuous monitoring and 
threat assessment of the operational status 
and security of agency information systems 
to enable evaluation of the effectiveness of 
and compliance with information security 
policies, procedures, and practices, including 
a relevant and appropriate selection of secu-
rity controls of information systems identi-
fied in the inventory under section 3505(c); 

‘‘(E) operation of appropriate technical ca-
pabilities in order to detect, mitigate, re-
port, and respond to information security in-
cidents, cyber threat information, and dete-
rioration of security controls in a manner 
that is consistent with the policies and di-
rectives under section 3553, including— 

‘‘(i) mitigating risks associated with such 
information security incidents; 

‘‘(ii) notifying and consulting with the en-
tity designated under section 3555; and 

‘‘(iii) notifying and consulting with, as ap-
propriate— 
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‘‘(I) law enforcement and the relevant Of-

fice of the Inspector General; and 
‘‘(II) any other entity, in accordance with 

law and as directed by the President; 
‘‘(F) a process to ensure that remedial ac-

tion is taken to address any deficiencies in 
the information security policies, proce-
dures, and practices of the agency; and 

‘‘(G) a plan and procedures to ensure the 
continuity of operations for information sys-
tems that support the operations and assets 
of the agency. 

‘‘(2) RISK MANAGEMENT STRATEGIES.—Each 
agencywide information security program 
under subsection (b)(2) shall include the de-
velopment and maintenance of a risk man-
agement strategy for information security. 
The risk management strategy shall in-
clude— 

‘‘(A) consideration of information security 
incidents, cyber threat information, and de-
terioration of security controls; and 

‘‘(B) consideration of the consequences 
that could result from the unauthorized ac-
cess, use, disclosure, disruption, modifica-
tion, or destruction of information and infor-
mation systems that support the operations 
and assets of the agency, including any in-
formation system provided or managed by a 
contractor, other agency, or other source on 
behalf of the agency; 

‘‘(3) POLICIES AND PROCEDURES.—Each agen-
cywide information security program under 
subsection (b)(2) shall include policies and 
procedures that— 

‘‘(A) are based on the risk management 
strategy under paragraph (2); 

‘‘(B) reduce information security risks to 
an acceptable level in a cost-effective man-
ner; 

‘‘(C) ensure that cost-effective and ade-
quate information security is addressed as 
part of the acquisition and ongoing manage-
ment of each agency information system; 
and 

‘‘(D) ensure compliance with— 
‘‘(i) this subchapter; and 
‘‘(ii) any other applicable requirements. 
‘‘(4) TRAINING REQUIREMENTS.—Each agen-

cywide information security program under 
subsection (b)(2) shall include information 
security, privacy, civil rights, civil liberties, 
and information oversight training that 
meets any applicable requirements under 
section 3553. The training shall inform each 
information security personnel that has ac-
cess to agency information systems (includ-
ing contractors and other users of informa-
tion systems that support the operations and 
assets of the agency) of— 

‘‘(A) the information security risks associ-
ated with the information security person-
nel’s activities; and 

‘‘(B) the individual’s responsibility to com-
ply with the agency policies and procedures 
that reduce the risks under subparagraph 
(A). 

‘‘(d) ANNUAL REPORT.—Each agency shall 
submit a report annually to the Secretary of 
Homeland Security on its agencywide infor-
mation security program and information 
systems. 

‘‘§ 3555. Multiagency ongoing threat assess-
ment 

‘‘(a) IMPLEMENTATION.—The Director of the 
Office of Management and Budget, in coordi-
nation with the Secretary of Homeland Secu-
rity, shall designate an entity to implement 
ongoing security analysis concerning agency 
information systems— 

‘‘(1) based on cyber threat information; 
‘‘(2) based on agency information system 

and environment of operation changes, in-
cluding— 

‘‘(A) an ongoing evaluation of the informa-
tion system security controls; and 

‘‘(B) the security state, risk level, and en-
vironment of operation of an agency infor-
mation system, including— 

‘‘(i) a change in risk level due to a new 
cyber threat; 

‘‘(ii) a change resulting from a new tech-
nology; 

‘‘(iii) a change resulting from the agency’s 
mission; and 

‘‘(iv) a change resulting from the business 
practice; and 

‘‘(3) using automated processes to the max-
imum extent possible— 

‘‘(A) to increase information system secu-
rity; 

‘‘(B) to reduce paper-based reporting re-
quirements; and 

‘‘(C) to maintain timely and actionable 
knowledge of the state of the information 
system security. 

‘‘(b) STANDARDS.—The National Institute 
of Standards and Technology may promul-
gate standards, in coordination with the Sec-
retary of Homeland Security, to assist an 
agency with its duties under this section. 

‘‘(c) COMPLIANCE.—The head of each appro-
priate department and agency shall be re-
sponsible for ensuring compliance and imple-
menting necessary procedures to comply 
with this section. The head of each appro-
priate department and agency, in consulta-
tion with the Director of the Office of Man-
agement and Budget and the Secretary of 
Homeland Security, shall— 

‘‘(1) monitor compliance under this sec-
tion; 

‘‘(2) develop a timeline and implement for 
the department or agency— 

‘‘(A) adoption of any technology, system, 
or method that facilitates continuous moni-
toring and threat assessments of an agency 
information system; 

‘‘(B) adoption or updating of any tech-
nology, system, or method that prevents, de-
tects, or remediates a significant cyber inci-
dent to a Federal information system of the 
department or agency that has impeded, or 
is reasonably likely to impede, the perform-
ance of a critical mission of the department 
or agency; and 

‘‘(C) adoption of any technology, system, 
or method that satisfies a requirement under 
this section. 

‘‘(d) LIMITATION OF AUTHORITY.—The au-
thorities of the Director of the Office of Man-
agement and Budget and of the Secretary of 
Homeland Security under this section shall 
not apply to national security systems. 

‘‘(e) REPORT.—Not later than 6 months 
after the date of enactment of the Strength-
ening and Enhancing Cybersecurity by Using 
Research, Education, Information, and Tech-
nology Act of 2012, the Government Account-
ability Office shall issue a report evaluating 
each agency’s status toward implementing 
this section. 
‘‘§ 3556. Independent evaluations 

‘‘(a) IN GENERAL.—The Council of the In-
spectors General on Integrity and Efficiency, 
in consultation with the Director and the 
Secretary of Homeland Security, the Sec-
retary of Commerce, and the Secretary of 
Defense, shall issue and maintain criteria for 
the timely, cost-effective, risk-based, and 
independent evaluation of each agencywide 
information security program (and prac-
tices) to determine the effectiveness of the 
agencywide information security program 
(and practices). The criteria shall include 
measures to assess any conflicts of interest 
in the performance of the evaluation and 
whether the agencywide information secu-
rity program includes appropriate safeguards 
against disclosure of information where such 
disclosure may adversely affect information 
security. 

‘‘(b) ANNUAL INDEPENDENT EVALUATIONS.— 
Each agency shall perform an annual inde-

pendent evaluation of its agencywide infor-
mation security program (and practices) in 
accordance with the criteria under sub-
section (a). 

‘‘(c) DISTRIBUTION OF REPORTS.—Not later 
than 30 days after receiving an independent 
evaluation under subsection (b), each agency 
head shall transmit a copy of the inde-
pendent evaluation to the Secretary of 
Homeland Security, the Secretary of Com-
merce, and the Secretary of Defense. 

‘‘(d) NATIONAL SECURITY SYSTEMS.—Eval-
uations involving national security systems 
shall be conducted as directed by President. 
‘‘§ 3557. National security systems. 

‘‘The head of each agency operating or ex-
ercising control of a national security sys-
tem shall be responsible for ensuring that 
the agency— 

‘‘(1) provides information security protec-
tions commensurate with the risk and mag-
nitude of the harm resulting from the unau-
thorized access, use, disclosure, disruption, 
modification, or destruction of the informa-
tion contained in such system; and 

‘‘(2) implements information security poli-
cies and practices as required by standards 
and guidelines for national security systems, 
issued in accordance with law and as di-
rected by the President.’’. 

(b) SAVINGS PROVISIONS.— 
(1) POLICY AND COMPLIANCE GUIDANCE.—Pol-

icy and compliance guidance issued by the 
Director before the date of enactment of this 
Act under section 3543(a)(1) of title 44, United 
States Code (as in effect on the day before 
the date of enactment of this Act), shall con-
tinue in effect, according to its terms, until 
modified, terminated, superseded, or re-
pealed pursuant to section 3553(a)(1) of title 
44, United States Code. 

(2) STANDARDS AND GUIDELINES.—Standards 
and guidelines issued by the Secretary of 
Commerce or by the Director before the date 
of enactment of this Act under section 
11331(a)(1) of title 40, United States Code, (as 
in effect on the day before the date of enact-
ment of this Act) shall continue in effect, ac-
cording to their terms, until modified, ter-
minated, superseded, or repealed pursuant to 
section 11331(a)(1) of title 40, United States 
Code, as amended by this Act. 

(c) TECHNICAL AND CONFORMING AMEND-
MENTS.— 

(1) CHAPTER ANALYSIS.—The chapter anal-
ysis for chapter 35 of title 44, United States 
Code, is amended— 

(A) by striking the items relating to sec-
tions 3531 through 3538; 

(B) by striking the items relating to sec-
tions 3541 through 3549; and 

(C) by inserting the following: 
‘‘3551. Purposes. 
‘‘3552. Definitions. 
‘‘3553. Federal information security author-

ity and coordination. 
‘‘3554. Agency responsibilities. 
‘‘3555. Multiagency ongoing threat assess-

ment. 
‘‘3556. Independent evaluations. 
‘‘3557. National security systems.’’. 

(2) OTHER REFERENCES.— 
(A) Section 1001(c)(1)(A) of the Homeland 

Security Act of 2002 (6 U.S.C. 511(1)(A)) is 
amended by striking ‘‘section 3532(3)’’ and in-
serting ‘‘section 3552’’. 

(B) Section 2222(j)(5) of title 10, United 
States Code, is amended by striking ‘‘section 
3542(b)(2)’’ and inserting ‘‘section 3552’’. 

(C) Section 2223(c)(3) of title 10, United 
States Code, is amended, by striking ‘‘sec-
tion 3542(b)(2)’’ and inserting ‘‘section 3552’’. 

(D) Section 2315 of title 10, United States 
Code, is amended by striking ‘‘section 
3542(b)(2)’’ and inserting ‘‘section 3552’’. 

(E) Section 20 of the National Institute of 
Standards and Technology Act (15 U.S.C. 
278g–3) is amended— 
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(i) in subsection (a)(2), by striking ‘‘section 

3532(b)(2)’’ and inserting ‘‘section 3552’’; 
(ii) in subsection (c)(3), by striking ‘‘Direc-

tor of the Office of Management and Budget’’ 
and inserting ‘‘Secretary of Commerce’’; 

(iii) in subsection (d)(1), by striking ‘‘Di-
rector of the Office of Management and 
Budget’’ and inserting ‘‘Secretary of Com-
merce’’; 

(iv) in subsection (d)(8) by striking ‘‘Direc-
tor of the Office of Management and Budget’’ 
and inserting ‘‘Secretary of Commerce’’; 

(v) in subsection (d)(8), by striking ‘‘sub-
mitted to the Director’’ and inserting ‘‘sub-
mitted to the Secretary’’; 

(vi) in subsection (e)(2), by striking ‘‘sec-
tion 3532(1) of such title’’ and inserting ‘‘sec-
tion 3552 of title 44’’; and 

(vii) in subsection (e)(5), by striking ‘‘sec-
tion 3532(b)(2) of such title’’ and inserting 
‘‘section 3552 of title 44’’. 

(F) Section 8(d)(1) of the Cyber Security 
Research and Development Act (15 U.S.C. 
7406(d)(1)) is amended by striking ‘‘section 
3534(b)’’ and inserting ‘‘section 3554(b)(2)’’. 
SEC. 202. MANAGEMENT OF INFORMATION TECH-

NOLOGY. 
(a) IN GENERAL.—Section 11331 of title 40, 

United States Code, is amended to read as 
follows: 
‘‘§ 11331. Responsibilities for Federal informa-

tion systems standards 
‘‘(a) STANDARDS AND GUIDELINES.— 
‘‘(1) AUTHORITY TO PRESCRIBE.—Except as 

provided under paragraph (2), the Secretary 
of Commerce shall prescribe standards and 
guidelines pertaining to Federal information 
systems— 

‘‘(A) in consultation with the Secretary of 
Homeland Security; and 

‘‘(B) on the basis of standards and guide-
lines developed by the National Institute of 
Standards and Technology under paragraphs 
(2) and (3) of section 20(a) of the National In-
stitute of Standards and Technology Act (15 
U.S.C. 278g–3(a)(2) and (a)(3)). 

‘‘(2) NATIONAL SECURITY SYSTEMS.—Stand-
ards and guidelines for national security sys-
tems shall be developed, prescribed, en-
forced, and overseen as otherwise authorized 
by law and as directed by the President. 

‘‘(b) MANDATORY STANDARDS AND GUIDE-
LINES.— 

‘‘(1) AUTHORITY TO MAKE MANDATORY STAND-
ARDS AND GUIDELINES.—The Secretary of 
Commerce shall make standards and guide-
lines under subsection (a)(1) compulsory and 
binding to the extent determined necessary 
by the Secretary of Commerce to improve 
the efficiency of operation or security of 
Federal information systems. 

‘‘(2) REQUIRED MANDATORY STANDARDS AND 
GUIDELINES.— 

‘‘(A) IN GENERAL.—Standards and guide-
lines under subsection (a)(1) shall include in-
formation security standards that— 

‘‘(i) provide minimum information security 
requirements as determined under section 
20(b) of the National Institute of Standards 
and Technology Act (15 U.S.C. 278g–3(b)); and 

‘‘(ii) are otherwise necessary to improve 
the security of Federal information and in-
formation systems. 

‘‘(B) BINDING EFFECT.—Information secu-
rity standards under subparagraph (A) shall 
be compulsory and binding. 

‘‘(c) EXERCISE OF AUTHORITY.—To ensure 
fiscal and policy consistency, the Secretary 
of Commerce shall exercise the authority 
conferred by this section subject to direction 
by the President and in coordination with 
the Director. 

‘‘(d) APPLICATION OF MORE STRINGENT 
STANDARDS AND GUIDELINES.—The head of an 
executive agency may employ standards for 
the cost-effective information security for 
information systems within or under the su-

pervision of that agency that are more strin-
gent than the standards and guidelines the 
Secretary of Commerce prescribes under this 
section if the more stringent standards and 
guidelines— 

‘‘(1) contain at least the applicable stand-
ards and guidelines made compulsory and 
binding by the Secretary of Commerce; and 

‘‘(2) are otherwise consistent with the poli-
cies, directives, and implementation memo-
randa issued under section 3553(a) of title 44. 

‘‘(e) DECISIONS ON PROMULGATION OF STAND-
ARDS AND GUIDELINES.—The decision by the 
Secretary of Commerce regarding the pro-
mulgation of any standard or guideline 
under this section shall occur not later than 
6 months after the date of submission of the 
proposed standard to the Secretary of Com-
merce by the National Institute of Standards 
and Technology under section 20 of the Na-
tional Institute of Standards and Technology 
Act (15 U.S.C. 278g–3). 

‘‘(f) NOTICE AND COMMENT.—A decision by 
the Secretary of Commerce to significantly 
modify, or not promulgate, a proposed stand-
ard submitted to the Secretary by the Na-
tional Institute of Standards and Technology 
under section 20 of the National Institute of 
Standards and Technology Act (15 U.S.C. 
278g–3) shall be made after the public is given 
an opportunity to comment on the Sec-
retary’s proposed decision. 

‘‘(g) DEFINITIONS.—In this section: 
‘‘(1) FEDERAL INFORMATION SYSTEM.—The 

term ‘Federal information system’ has the 
meaning given the term in section 3552 of 
title 44. 

‘‘(2) INFORMATION SECURITY.—The term ‘in-
formation security’ has the meaning given 
the term in section 3552 of title 44. 

‘‘(3) NATIONAL SECURITY SYSTEM.—The term 
‘national security system’ has the meaning 
given the term in section 3552 of title 44.’’. 
SEC. 203. NO NEW FUNDING. 

An applicable Federal agency shall carry 
out the provisions of this title with existing 
facilities and funds otherwise available, 
through such means as the head of the agen-
cy considers appropriate. 
SEC. 204. TECHNICAL AND CONFORMING AMEND-

MENTS. 
Section 21(b) of the National Institute of 

Standards and Technology Act (15 U.S.C. 
278g–4(b)) is amended— 

(1) in paragraph (2), by striking ‘‘and the 
Director of the Office of Management and 
Budget’’ and inserting ‘‘, the Secretary of 
Commerce, and the Secretary of Homeland 
Security’’; and 

(2) in paragraph (3), by inserting ‘‘, the 
Secretary of Homeland Security,’’ after ‘‘the 
Secretary of Commerce’’. 
SEC. 205. CLARIFICATION OF AUTHORITIES. 

Nothing in this title shall be construed to 
convey any new regulatory authority to any 
government entity implementing or com-
plying with any provision of this title. 

TITLE III—CRIMINAL PENALTIES 
SEC. 301. PENALTIES FOR FRAUD AND RELATED 

ACTIVITY IN CONNECTION WITH 
COMPUTERS. 

Section 1030(c) of title 18, United States 
Code, is amended to read as follows: 

‘‘(c) The punishment for an offense under 
subsection (a) or (b) of this section is— 

‘‘(1) a fine under this title or imprisonment 
for not more than 20 years, or both, in the 
case of an offense under subsection (a)(1) of 
this section; 

‘‘(2)(A) except as provided in subparagraph 
(B), a fine under this title or imprisonment 
for not more than 3 years, or both, in the 
case of an offense under subsection (a)(2); or 

‘‘(B) a fine under this title or imprison-
ment for not more than ten years, or both, in 
the case of an offense under subsection (a)(2) 
of this section, if— 

‘‘(i) the offense was committed for pur-
poses of commercial advantage or private fi-
nancial gain; 

‘‘(ii) the offense was committed in the fur-
therance of any criminal or tortious act in 
violation of the Constitution or laws of the 
United States, or of any State; or 

‘‘(iii) the value of the information ob-
tained, or that would have been obtained if 
the offense was completed, exceeds $5,000; 

‘‘(3) a fine under this title or imprisonment 
for not more than 10 years, or both, in the 
case of an offense under subsection (a)(3) of 
this section; 

‘‘(4) a fine under this title or imprisonment 
of not more than 20 years, or both, in the 
case of an offense under subsection (a)(4) of 
this section; 

‘‘(5)(A) except as provided in subparagraph 
(C), a fine under this title, imprisonment for 
not more than 20 years, or both, in the case 
of an offense under subsection (a)(5)(A) of 
this section, if the offense caused— 

‘‘(i) loss to 1 or more persons during any 1- 
year period (and, for purposes of an inves-
tigation, prosecution, or other proceeding 
brought by the United States only, loss re-
sulting from a related course of conduct af-
fecting 1 or more other protected computers) 
aggregating at least $5,000 in value; 

‘‘(ii) the modification or impairment, or 
potential modification or impairment, of the 
medical examination, diagnosis, treatment, 
or care of 1 or more individuals; 

‘‘(iii) physical injury to any person; 
‘‘(iv) a threat to public health or safety; 
‘‘(v) damage affecting a computer used by, 

or on behalf of, an entity of the United 
States Government in furtherance of the ad-
ministration of justice, national defense, or 
national security; or 

‘‘(vi) damage affecting 10 or more pro-
tected computers during any 1-year period; 

‘‘(B) a fine under this title, imprisonment 
for not more than 20 years, or both, in the 
case of an offense under subsection (a)(5)(B), 
if the offense caused a harm provided in 
clause (i) through (vi) of subparagraph (A) of 
this subsection; 

‘‘(C) if the offender attempts to cause or 
knowingly or recklessly causes death from 
conduct in violation of subsection (a)(5)(A), a 
fine under this title, imprisonment for any 
term of years or for life, or both; 

‘‘(D) a fine under this title, imprisonment 
for not more than 10 years, or both, for any 
other offense under subsection (a)(5); 

‘‘(E) a fine under this title or imprison-
ment for not more than 10 years, or both, in 
the case of an offense under subsection (a)(6) 
of this section; or 

‘‘(F) a fine under this title or imprison-
ment for not more than 10 years, or both, in 
the case of an offense under subsection (a)(7) 
of this section.’’. 
SEC. 302. TRAFFICKING IN PASSWORDS. 

Section 1030(a)(6) of title 18, United States 
Code, is amended to read as follows: 

‘‘(6) knowingly and with intent to defraud 
traffics (as defined in section 1029) in any 
password or similar information or means of 
access through which a protected computer 
(as defined in subparagraphs (A) and (B) of 
subsection (e)(2)) may be accessed without 
authorization.’’. 
SEC. 303. CONSPIRACY AND ATTEMPTED COM-

PUTER FRAUD OFFENSES. 
Section 1030(b) of title 18, United States 

Code, is amended by inserting ‘‘as if for the 
completed offense’’ after ‘‘punished as pro-
vided’’. 
SEC. 304. CRIMINAL AND CIVIL FORFEITURE FOR 

FRAUD AND RELATED ACTIVITY IN 
CONNECTION WITH COMPUTERS. 

Section 1030 of title 18, United States Code, 
is amended by striking subsections (i) and (j) 
and inserting the following: 

VerDate Mar 15 2010 06:47 Jul 27, 2012 Jkt 019060 PO 00000 Frm 00168 Fmt 4624 Sfmt 0634 E:\CR\FM\A26JY6.083 S26JYPT1jb
el

l o
n 

D
S

K
7S

P
T

V
N

1P
R

O
D

 w
ith

 S
E

N
A

T
E



CONGRESSIONAL RECORD — SENATE S5587 July 26, 2012 
‘‘(i) CRIMINAL FORFEITURE.— 
‘‘(1) The court, in imposing sentence on 

any person convicted of a violation of this 
section, or convicted of conspiracy to violate 
this section, shall order, in addition to any 
other sentence imposed and irrespective of 
any provision of State law, that such person 
forfeit to the United States— 

‘‘(A) such persons interest in any property, 
real or personal, that was used, or intended 
to be used, to commit or facilitate the com-
mission of such violation; and 

‘‘(B) any property, real or personal, consti-
tuting or derived from any gross proceeds, or 
any property traceable to such property, 
that such person obtained, directly or indi-
rectly, as a result of such violation. 

‘‘(2) The criminal forfeiture of property 
under this subsection, including any seizure 
and disposition of the property, and any re-
lated judicial or administrative proceeding, 
shall be governed by the provisions of sec-
tion 413 of the Comprehensive Drug Abuse 
Prevention and Control Act of 1970 (21 U.S.C. 
853), except subsection (d) of that section. 

‘‘(j) CIVIL FORFEITURE.— 
‘‘(1) The following shall be subject to for-

feiture to the United States and no property 
right, real or personal, shall exist in them: 

‘‘(A) Any property, real or personal, that 
was used, or intended to be used, to commit 
or facilitate the commission of any violation 
of this section, or a conspiracy to violate 
this section. 

‘‘(B) Any property, real or personal, consti-
tuting or derived from any gross proceeds ob-
tained directly or indirectly, or any property 
traceable to such property, as a result of the 
commission of any violation of this section, 
or a conspiracy to violate this section. 

‘‘(2) Seizures and forfeitures under this 
subsection shall be governed by the provi-
sions in chapter 46 relating to civil forfeit-
ures, except that such duties as are imposed 
on the Secretary of the Treasury under the 
customs laws described in section 981(d) shall 
be performed by such officers, agents and 
other persons as may be designated for that 
purpose by the Secretary of Homeland Secu-
rity or the Attorney General.’’. 
SEC. 305. DAMAGE TO CRITICAL INFRASTRUC-

TURE COMPUTERS. 
(a) IN GENERAL.—Chapter 47 of title 18, 

United States Code, is amended by inserting 
after section 1030 the following: 
‘‘§ 1030A. Aggravated damage to a critical in-

frastructure computer 
‘‘(a) DEFINITIONS.—In this section— 
‘‘(1) the term ‘computer’ has the meaning 

given the term in section 1030; 
‘‘(2) the term ‘critical infrastructure com-

puter’ means a computer that manages or 
controls systems or assets vital to national 
defense, national security, national eco-
nomic security, public health or safety, or 
any combination of those matters, whether 
publicly or privately owned or operated, in-
cluding— 

‘‘(A) oil and gas production, storage, con-
version, and delivery systems; 

‘‘(B) water supply systems; 
‘‘(C) telecommunication networks; 
‘‘(D) electrical power generation and deliv-

ery systems; 
‘‘(E) finance and banking systems; 
‘‘(F) emergency services; 
‘‘(G) transportation systems and services; 

and 
‘‘(H) government operations that provide 

essential services to the public; and 
‘‘(3) the term ‘damage’ has the meaning 

given the term in section 1030. 
‘‘(b) OFFENSE.—It shall be unlawful, during 

and in relation to a felony violation of sec-
tion 1030, to knowingly cause or attempt to 
cause damage to a critical infrastructure 
computer if the damage results in (or, in the 

case of an attempt, if completed, would have 
resulted in) the substantial impairment— 

‘‘(1) of the operation of the critical infra-
structure computer; or 

‘‘(2) of the critical infrastructure associ-
ated with the computer. 

‘‘(c) PENALTY.—Any person who violates 
subsection (b) shall be— 

‘‘(1) fined under this title; 
‘‘(2) imprisoned for not less than 3 years 

but not more than 20 years; or 
‘‘(3) penalized under paragraphs (1) and (2). 
‘‘(d) CONSECUTIVE SENTENCE.—Notwith-

standing any other provision of law— 
‘‘(1) a court shall not place on probation 

any person convicted of a violation of this 
section; 

‘‘(2) except as provided in paragraph (4), no 
term of imprisonment imposed on a person 
under this section shall run concurrently 
with any other term of imprisonment, in-
cluding any term of imprisonment imposed 
on the person under any other provision of 
law, including any term of imprisonment im-
posed for a felony violation of section 1030; 

‘‘(3) in determining any term of imprison-
ment to be imposed for a felony violation of 
section 1030, a court shall not in any way re-
duce the term to be imposed for such crime 
so as to compensate for, or otherwise take 
into account, any separate term of imprison-
ment imposed or to be imposed for a viola-
tion of this section; and 

‘‘(4) a term of imprisonment imposed on a 
person for a violation of this section may, in 
the discretion of the court, run concurrently, 
in whole or in part, only with another term 
of imprisonment that is imposed by the 
court at the same time on that person for an 
additional violation of this section, provided 
that such discretion shall be exercised in ac-
cordance with any applicable guidelines and 
policy statements issued by the United 
States Sentencing Commission pursuant to 
section 994 of title 28.’’. 

(b) TECHNICAL AND CONFORMING AMEND-
MENT.—The chapter analysis for chapter 47 of 
title 18, United States Code, is amended by 
inserting after the item relating to section 
1030 the following: 
‘‘1030A. Aggravated damage to a critical in-

frastructure computer.’’. 
SEC. 306. LIMITATION ON ACTIONS INVOLVING 

UNAUTHORIZED USE. 
Section 1030(e)(6) of title 18, United States 

Code, is amended by striking ‘‘alter;’’ and in-
serting ‘‘alter, but does not include access in 
violation of a contractual obligation or 
agreement, such as an acceptable use policy 
or terms of service agreement, with an Inter-
net service provider, Internet website, or 
non-government employer, if such violation 
constitutes the sole basis for determining 
that access to a protected computer is unau-
thorized;’’. 
SEC. 307. NO NEW FUNDING. 

An applicable Federal agency shall carry 
out the provisions of this title with existing 
facilities and funds otherwise available, 
through such means as the head of the agen-
cy considers appropriate. 

TITLE IV—CYBERSECURITY RESEARCH 
AND DEVELOPMENT 

SEC. 401. NATIONAL HIGH-PERFORMANCE COM-
PUTING PROGRAM PLANNING AND 
COORDINATION. 

(a) GOALS AND PRIORITIES.—Section 101 of 
the High-Performance Computing Act of 1991 
(15 U.S.C. 5511) is amended by adding at the 
end the following: 

‘‘(d) GOALS AND PRIORITIES.—The goals and 
priorities for Federal high-performance com-
puting research, development, networking, 
and other activities under subsection 
(a)(2)(A) shall include— 

‘‘(1) encouraging and supporting mecha-
nisms for interdisciplinary research and de-

velopment in networking and information 
technology, including— 

‘‘(A) through collaborations across agen-
cies; 

‘‘(B) through collaborations across Pro-
gram Component Areas; 

‘‘(C) through collaborations with industry; 
‘‘(D) through collaborations with institu-

tions of higher education; 
‘‘(E) through collaborations with Federal 

laboratories (as defined in section 4 of the 
Stevenson-Wydler Technology Innovation 
Act of 1980 (15 U.S.C. 3703)); and 

‘‘(F) through collaborations with inter-
national organizations; 

‘‘(2) addressing national, multi-agency, 
multi-faceted challenges of national impor-
tance; and 

‘‘(3) fostering the transfer of research and 
development results into new technologies 
and applications for the benefit of society.’’. 

(b) DEVELOPMENT OF STRATEGIC PLAN.— 
Section 101 of the High-Performance Com-
puting Act of 1991 (15 U.S.C. 5511) is amended 
by adding at the end the following: 

‘‘(e) STRATEGIC PLAN.— 
‘‘(1) IN GENERAL.—Not later than 1 year 

after the date of enactment of the Strength-
ening and Enhancing Cybersecurity by Using 
Research, Education, Information, and Tech-
nology Act of 2012, the agencies under sub-
section (a)(3)(B), working through the Na-
tional Science and Technology Council and 
with the assistance of the Office of Science 
and Technology Policy shall develop a 5-year 
strategic plan to guide the activities under 
subsection (a)(1). 

‘‘(2) CONTENTS.—The strategic plan shall 
specify— 

‘‘(A) the near-term objectives for the Pro-
gram; 

‘‘(B) the long-term objectives for the Pro-
gram; 

‘‘(C) the anticipated time frame for achiev-
ing the near-term objectives; 

‘‘(D) the metrics that will be used to assess 
any progress made toward achieving the 
near-term objectives and the long-term ob-
jectives; and 

‘‘(E) how the Program will achieve the 
goals and priorities under subsection (d). 

‘‘(3) IMPLEMENTATION ROADMAP.— 
‘‘(A) IN GENERAL.—The agencies under sub-

section (a)(3)(B) shall develop and annually 
update an implementation roadmap for the 
strategic plan. 

‘‘(B) REQUIREMENTS.—The information in 
the implementation roadmap shall be coordi-
nated with the database under section 102(c) 
and the annual report under section 101(a)(3). 
The implementation roadmap shall— 

‘‘(i) specify the role of each Federal agency 
in carrying out or sponsoring research and 
development to meet the research objectives 
of the strategic plan, including a description 
of how progress toward the research objec-
tives will be evaluated, with consideration of 
any relevant recommendations of the advi-
sory committee; 

‘‘(ii) specify the funding allocated to each 
major research objective of the strategic 
plan and the source of funding by agency for 
the current fiscal year; and 

‘‘(iii) estimate the funding required for 
each major research objective of the stra-
tegic plan for the next 3 fiscal years. 

‘‘(4) RECOMMENDATIONS.—The agencies 
under subsection (a)(3)(B) shall take into 
consideration when developing the strategic 
plan under paragraph (1) the recommenda-
tions of— 

‘‘(A) the advisory committee under sub-
section (b); and 

‘‘(B) the stakeholders under section 
102(a)(3). 

‘‘(5) REPORT TO CONGRESS.—The Director of 
the Office of Science and Technology Policy 
shall transmit the strategic plan under this 
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subsection, including the implementation 
roadmap and any updates under paragraph 
(3), to— 

‘‘(A) the advisory committee under sub-
section (b); 

‘‘(B) the Committee on Commerce, 
Science, and Transportation of the Senate; 
and 

‘‘(C) the Committee on Science and Tech-
nology of the House of Representatives.’’. 

(c) PERIODIC REVIEWS.—Section 101 of the 
High-Performance Computing Act of 1991 (15 
U.S.C. 5511) is amended by adding at the end 
the following: 

‘‘(f) PERIODIC REVIEWS.—The agencies 
under subsection (a)(3)(B) shall— 

‘‘(1) periodically assess the contents and 
funding levels of the Program Component 
Areas and restructure the Program when 
warranted, taking into consideration any 
relevant recommendations of the advisory 
committee under subsection (b); and 

‘‘(2) ensure that the Program includes na-
tional, multi-agency, multi-faceted research 
and development activities, including activi-
ties described in section 104.’’. 

(d) ADDITIONAL RESPONSIBILITIES OF DIREC-
TOR.—Section 101(a)(2) of the High-Perform-
ance Computing Act of 1991 (15 U.S.C. 
5511(a)(2)) is amended— 

(1) by redesignating subparagraphs (E) and 
(F) as subparagraphs (G) and (H), respec-
tively; and 

(2) by inserting after subparagraph (D) the 
following: 

‘‘(E) encourage and monitor the efforts of 
the agencies participating in the Program to 
allocate the level of resources and manage-
ment attention necessary— 

‘‘(i) to ensure that the strategic plan under 
subsection (e) is developed and executed ef-
fectively; and 

‘‘(ii) to ensure that the objectives of the 
Program are met; 

‘‘(F) working with the Office of Manage-
ment and Budget and in coordination with 
the creation of the database under section 
102(c), direct the Office of Science and Tech-
nology Policy and the agencies participating 
in the Program to establish a mechanism 
(consistent with existing law) to track all 
ongoing and completed research and develop-
ment projects and associated funding;’’. 

(e) ADVISORY COMMITTEE.—Section 101(b) of 
the High-Performance Computing Act of 1991 
(15 U.S.C. 5511(b)) is amended— 

(1) in paragraph (1)— 
(A) by inserting after the first sentence the 

following: ‘‘The co-chairs of the advisory 
committee shall meet the qualifications of 
committee members and may be members of 
the Presidents Council of Advisors on 
Science and Technology.’’; and 

(B) by striking ‘‘high-performance’’ in sub-
paragraph (D) and inserting ‘‘high-end’’; and 

(2) by amending paragraph (2) to read as 
follows: 

‘‘(2) In addition to the duties under para-
graph (1), the advisory committee shall con-
duct periodic evaluations of the funding, 
management, coordination, implementation, 
and activities of the Program. The advisory 
committee shall report its findings and rec-
ommendations not less frequently than once 
every 3 fiscal years to the Committee on 
Commerce, Science, and Transportation of 
the Senate and the Committee on Science 
and Technology of the House of Representa-
tives. The report shall be submitted in con-
junction with the update of the strategic 
plan.’’. 

(f) REPORT.—Section 101(a)(3) of the High- 
Performance Computing Act of 1991 (15 
U.S.C. 5511(a)(3)) is amended— 

(1) in subparagraph (C)— 
(A) by striking ‘‘is submitted,’’ and insert-

ing ‘‘is submitted, the levels for the previous 
fiscal year,’’; and 

(B) by striking ‘‘each Program Component 
Area’’ and inserting ‘‘each Program Compo-
nent Area and each research area supported 
in accordance with section 104’’; 

(2) in subparagraph (D)— 
(A) by striking ‘‘each Program Component 

Area,’’ and inserting ‘‘each Program Compo-
nent Area and each research area supported 
in accordance with section 104,’’; 

(B) by striking ‘‘is submitted,’’ and insert-
ing ‘‘is submitted, the levels for the previous 
fiscal year,’’; and 

(C) by striking ‘‘and’’ after the semicolon; 
(3) by redesignating subparagraph (E) as 

subparagraph (G); and 
(4) by inserting after subparagraph (D) the 

following: 
‘‘(E) include a description of how the objec-

tives for each Program Component Area, and 
the objectives for activities that involve 
multiple Program Component Areas, relate 
to the objectives of the Program identified 
in the strategic plan under subsection (e); 

‘‘(F) include— 
‘‘(i) a description of the funding required 

by the Office of Science and Technology Pol-
icy to perform the functions under sub-
sections (a) and (c) of section 102 for the next 
fiscal year by category of activity; 

‘‘(ii) a description of the funding required 
by the Office of Science and Technology Pol-
icy to perform the functions under sub-
sections (a) and (c) of section 102 for the cur-
rent fiscal year by category of activity; and 

‘‘(iii) the amount of funding provided for 
the Office of Science and Technology Policy 
for the current fiscal year by each agency 
participating in the Program; and’’. 

(g) DEFINITIONS.—Section 4 of the High- 
Performance Computing Act of 1991 (15 
U.S.C. 5503) is amended— 

(1) by redesignating paragraphs (1) and (2) 
as paragraphs (2) and (3), respectively; 

(2) by redesignating paragraph (3) as para-
graph (6); 

(3) by redesignating paragraphs (6) and (7) 
as paragraphs (7) and (8), respectively; 

(4) by inserting before paragraph (2), as re-
designated, the following: 

‘‘(1) ‘cyber-physical systems’ means phys-
ical or engineered systems whose networking 
and information technology functions and 
physical elements are deeply integrated and 
are actively connected to the physical world 
through sensors, actuators, or other means 
to perform monitoring and control func-
tions;’’; 

(5) in paragraph (3), as redesignated, by 
striking ‘‘high-performance computing’’ and 
inserting ‘‘networking and information tech-
nology’’; 

(6) in paragraph (6), as redesignated— 
(A) by striking ‘‘high-performance com-

puting’’ and inserting ‘‘networking and in-
formation technology’’; and 

(B) by striking ‘‘supercomputer’’ and in-
serting ‘‘high-end computing’’; 

(7) in paragraph (5), by striking ‘‘network 
referred to as’’ and all that follows through 
the semicolon and inserting ‘‘network, in-
cluding advanced computer networks of Fed-
eral agencies and departments’’; and 

(8) in paragraph (7), as redesignated, by 
striking ‘‘National High-Performance Com-
puting Program’’ and inserting ‘‘networking 
and information technology research and de-
velopment program’’. 
SEC. 402. RESEARCH IN AREAS OF NATIONAL IM-

PORTANCE. 
(a) RESEARCH IN AREAS OF NATIONAL IMPOR-

TANCE.—Title I of the High-Performance 
Computing Act of 1991 (15 U.S.C. 5511 et seq.) 
is amended by adding at the end the fol-
lowing: 
‘‘SEC. 104. RESEARCH IN AREAS OF NATIONAL IM-

PORTANCE. 
‘‘(a) IN GENERAL.—The Program shall en-

courage agencies under section 101(a)(3)(B) to 

support, maintain, and improve national, 
multi-agency, multi-faceted, research and 
development activities in networking and in-
formation technology directed toward appli-
cation areas that have the potential for sig-
nificant contributions to national economic 
competitiveness and for other significant so-
cietal benefits. 

‘‘(b) TECHNICAL SOLUTIONS.—An activity 
under subsection (a) shall be designed to ad-
vance the development of research discov-
eries by demonstrating technical solutions 
to important problems in areas including— 

‘‘(1) cybersecurity; 
‘‘(2) health care; 
‘‘(3) energy management and low-power 

systems and devices; 
‘‘(4) transportation, including surface and 

air transportation; 
‘‘(5) cyber-physical systems; 
‘‘(6) large-scale data analysis and modeling 

of physical phenomena; 
‘‘(7) large scale data analysis and modeling 

of behavioral phenomena; 
‘‘(8) supply chain quality and security; and 
‘‘(9) privacy protection and protected dis-

closure of confidential data. 
‘‘(c) RECOMMENDATIONS.—The advisory 

committee under section 101(b) shall make 
recommendations to the Program for can-
didate research and development areas for 
support under this section. 

‘‘(d) CHARACTERISTICS.— 
‘‘(1) IN GENERAL.—Research and develop-

ment activities under this section— 
‘‘(A) shall include projects selected on the 

basis of applications for support through a 
competitive, merit-based process; 

‘‘(B) shall leverage, when possible, Federal 
investments through collaboration with re-
lated State initiatives; 

‘‘(C) shall include a plan for fostering the 
transfer of research discoveries and the re-
sults of technology demonstration activities, 
including from institutions of higher edu-
cation and Federal laboratories, to industry 
for commercial development; 

‘‘(D) shall involve collaborations among re-
searchers in institutions of higher education 
and industry; and 

‘‘(E) may involve collaborations among 
nonprofit research institutions and Federal 
laboratories, as appropriate. 

‘‘(2) COST-SHARING.—In selecting applica-
tions for support, the agencies under section 
101(a)(3)(B) shall give special consideration 
to projects that include cost sharing from 
non-Federal sources. 

‘‘(3) MULTIDISCIPLINARY RESEARCH CEN-
TERS.—Research and development activities 
under this section shall be supported 
through multidisciplinary research centers, 
including Federal laboratories, that are or-
ganized to investigate basic research ques-
tions and carry out technology demonstra-
tion activities in areas described in sub-
section (a). Research may be carried out 
through existing multidisciplinary centers, 
including those authorized under section 
7024(b)(2) of the America COMPETES Act (42 
U.S.C. 1862o–10(2)).’’. 

(b) CYBER-PHYSICAL SYSTEMS.—Section 
101(a)(1) of the High-Performance Computing 
Act of 1991 (15 U.S.C. 5511(a)(1)) is amended— 

(1) in subparagraph (H), by striking ‘‘and’’ 
after the semicolon; 

(2) in subparagraph (I), by striking the pe-
riod at the end and inserting a semicolon; 
and 

(3) by adding at the end the following: 
‘‘(J) provide for increased understanding of 

the scientific principles of cyber-physical 
systems and improve the methods available 
for the design, development, and operation of 
cyber-physical systems that are character-
ized by high reliability, safety, and security; 
and 
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‘‘(K) provide for research and development 

on human-computer interactions, visualiza-
tion, and big data.’’. 

(c) TASK FORCE.—Title I of the High-Per-
formance Computing Act of 1991 (15 U.S.C. 
5511 et seq.), as amended by section 402(a) of 
this Act, is amended by adding at the end 
the following: 
‘‘SEC. 105. TASK FORCE. 

‘‘(a) ESTABLISHMENT.—Not later than 180 
days after the date of enactment the 
Strengthening and Enhancing Cybersecurity 
by Using Research, Education, Information, 
and Technology Act of 2012, the Director of 
the Office of Science and Technology Policy 
under section 102 shall convene a task force 
to explore mechanisms for carrying out col-
laborative research and development activi-
ties for cyber-physical systems (including 
the related technologies required to enable 
these systems) through a consortium or 
other appropriate entity with participants 
from institutions of higher education, Fed-
eral laboratories, and industry. 

‘‘(b) FUNCTIONS.—The task force shall— 
‘‘(1) develop options for a collaborative 

model and an organizational structure for 
such entity under which the joint research 
and development activities could be planned, 
managed, and conducted effectively, includ-
ing mechanisms for the allocation of re-
sources among the participants in such enti-
ty for support of such activities; 

‘‘(2) propose a process for developing a re-
search and development agenda for such en-
tity, including guidelines to ensure an appro-
priate scope of work focused on nationally 
significant challenges and requiring collabo-
ration and to ensure the development of re-
lated scientific and technological mile-
stones; 

‘‘(3) define the roles and responsibilities for 
the participants from institutions of higher 
education, Federal laboratories, and indus-
try in such entity; 

‘‘(4) propose guidelines for assigning intel-
lectual property rights and for transferring 
research results to the private sector; and 

‘‘(5) make recommendations for how such 
entity could be funded from Federal, State, 
and non-governmental sources. 

‘‘(c) COMPOSITION.—In establishing the task 
force under subsection (a), the Director of 
the Office of Science and Technology Policy 
shall appoint an equal number of individuals 
from institutions of higher education and 
from industry with knowledge and expertise 
in cyber-physical systems, and may appoint 
not more than 2 individuals from Federal 
laboratories. 

‘‘(d) REPORT.—Not later than 1 year after 
the date of enactment of the Strengthening 
and Enhancing Cybersecurity by Using Re-
search, Education, Information, and Tech-
nology Act of 2012, the Director of the Office 
of Science and Technology Policy shall 
transmit to the Committee on Commerce, 
Science, and Transportation of the Senate 
and the Committee on Science and Tech-
nology of the House of Representatives a re-
port describing the findings and rec-
ommendations of the task force. 

‘‘(e) TERMINATION.—The task force shall 
terminate upon transmittal of the report re-
quired under subsection (d). 

‘‘(f) COMPENSATION AND EXPENSES.—Mem-
bers of the task force shall serve without 
compensation.’’. 
SEC. 403. PROGRAM IMPROVEMENTS. 

Section 102 of the High-Performance Com-
puting Act of 1991 (15 U.S.C. 5512) is amended 
to read as follows: 
‘‘SEC. 102. PROGRAM IMPROVEMENTS. 

‘‘(a) FUNCTIONS.—The Director of the Office 
of Science and Technology Policy shall con-
tinue— 

‘‘(1) to provide technical and administra-
tive support to— 

‘‘(A) the agencies participating in planning 
and implementing the Program, including 
support needed to develop the strategic plan 
under section 101(e); and 

‘‘(B) the advisory committee under section 
101(b); 

‘‘(2) to serve as the primary point of con-
tact on Federal networking and information 
technology activities for government agen-
cies, academia, industry, professional soci-
eties, State computing and networking tech-
nology programs, interested citizen groups, 
and others to exchange technical and pro-
grammatic information; 

‘‘(3) to solicit input and recommendations 
from a wide range of stakeholders during the 
development of each strategic plan under 
section 101(e) by convening at least 1 work-
shop with invitees from academia, industry, 
Federal laboratories, and other relevant or-
ganizations and institutions; 

‘‘(4) to conduct public outreach, including 
the dissemination of the advisory commit-
tee’s findings and recommendations, as ap-
propriate; 

‘‘(5) to promote access to and early appli-
cation of the technologies, innovations, and 
expertise derived from Program activities to 
agency missions and systems across the Fed-
eral Government and to United States indus-
try; 

‘‘(6) to ensure accurate and detailed budget 
reporting of networking and information 
technology research and development invest-
ment; and 

‘‘(7) to encourage agencies participating in 
the Program to use existing programs and 
resources to strengthen networking and in-
formation technology education and train-
ing, and increase participation in such fields, 
including by women and underrepresented 
minorities. 

‘‘(b) SOURCE OF FUNDING.— 
‘‘(1) IN GENERAL.—The functions under this 

section shall be supported by funds from 
each agency participating in the Program. 

‘‘(2) SPECIFICATIONS.—The portion of the 
total budget of the Office of Science and 
Technology Policy that is provided by each 
agency participating in the Program for each 
fiscal year shall be in the same proportion as 
each agency’s share of the total budget for 
the Program for the previous fiscal year, as 
specified in the database under section 
102(c). 

‘‘(c) DATABASE.— 
‘‘(1) IN GENERAL.—The Director of the Of-

fice of Science and Technology Policy shall 
develop and maintain a database of projects 
funded by each agency for the fiscal year for 
each Program Component Area. 

‘‘(2) PUBLIC ACCESSIBILITY.—The Director of 
the Office of Science and Technology Policy 
shall make the database accessible to the 
public. 

‘‘(3) DATABASE CONTENTS.—The database 
shall include, for each project in the data-
base— 

‘‘(A) a description of the project; 
‘‘(B) each agency, industry, institution of 

higher education, Federal laboratory, or 
international institution involved in the 
project; 

‘‘(C) the source funding of the project (set 
forth by agency); 

‘‘(D) the funding history of the project; and 
‘‘(E) whether the project has been com-

pleted.’’. 
SEC. 404. IMPROVING EDUCATION OF NET-

WORKING AND INFORMATION TECH-
NOLOGY, INCLUDING HIGH PER-
FORMANCE COMPUTING. 

Section 201(a) of the High-Performance 
Computing Act of 1991 (15 U.S.C. 5521(a)) is 
amended— 

(1) by redesignating paragraphs (2) through 
(4) as paragraphs (3) through (5), respec-
tively; and 

(2) by inserting after paragraph (1) the fol-
lowing: 

‘‘(2) the National Science Foundation shall 
use its existing programs, in collaboration 
with other agencies, as appropriate, to im-
prove the teaching and learning of net-
working and information technology at all 
levels of education and to increase participa-
tion in networking and information tech-
nology fields;’’. 
SEC. 405. CONFORMING AND TECHNICAL AMEND-

MENTS TO THE HIGH-PERFORM-
ANCE COMPUTING ACT OF 1991. 

(a) SECTION 3.—Section 3 of the High-Per-
formance Computing Act of 1991 (15 U.S.C. 
5502) is amended— 

(1) in the matter preceding paragraph (1), 
by striking ‘‘high-performance computing’’ 
and inserting ‘‘networking and information 
technology’’; 

(2) in paragraph (1)— 
(A) in the matter preceding subparagraph 

(A), by striking ‘‘high-performance com-
puting’’ and inserting ‘‘networking and in-
formation technology’’; 

(B) in subparagraphs (A), (F), and (G), by 
striking ‘‘high-performance computing’’ 
each place it appears and inserting ‘‘net-
working and information technology’’; and 

(C) in subparagraph (H), by striking ‘‘high- 
performance’’ and inserting ‘‘high-end’’; and 

(3) in paragraph (2)— 
(A) by striking ‘‘high-performance com-

puting and’’ and inserting ‘‘networking and 
information technology, and’’; and 

(B) by striking ‘‘high-performance com-
puting network’’ and inserting ‘‘networking 
and information technology’’. 

(b) TITLE HEADING.—The heading of title I 
of the High-Performance Computing Act of 
1991 (105 Stat. 1595) is amended by striking 
‘‘HIGH-PERFORMANCE COMPUTING’’ and 
inserting ‘‘NETWORKING AND INFORMA-
TION TECHNOLOGY’’. 

(c) SECTION 101.—Section 101 of the High- 
Performance Computing Act of 1991 (15 
U.S.C. 5511) is amended— 

(1) in the section heading, by striking 
‘‘HIGH-PERFORMANCE COMPUTING’’ and insert-
ing ‘‘NETWORKING AND INFORMATION TECH-
NOLOGY RESEARCH AND DEVELOPMENT’’; 

(2) in subsection (a)— 
(A) in the subsection heading, by striking 

‘‘NATIONAL HIGH-PERFORMANCE COMPUTING’’ 
and inserting ‘‘NETWORKING AND INFORMATION 
TECHNOLOGY RESEARCH AND DEVELOPMENT’’; 

(B) in paragraph (1)— 
(i) by striking ‘‘National High-Perform-

ance Computing Program’’ and inserting 
‘‘networking and information technology re-
search and development program’’; 

(ii) in subparagraph (A), by striking ‘‘high- 
performance computing, including net-
working’’ and inserting ‘‘networking and in-
formation technology’’; 

(iii) in subparagraphs (B) and (G), by strik-
ing ‘‘high-performance’’ each place it ap-
pears and inserting ‘‘high-end’’; and 

(iv) in subparagraph (C), by striking ‘‘high- 
performance computing and networking’’ 
and inserting ‘‘high-end computing, distrib-
uted, and networking’’; and 

(C) in paragraph (2)— 
(i) in subparagraphs (A) and (C)— 
(I) by striking ‘‘high-performance com-

puting’’ each place it appears and inserting 
‘‘networking and information technology’’; 
and 

(II) by striking ‘‘development, net-
working,’’ each place it appears and insert-
ing ‘‘development,’’; and 

(ii) in subparagraphs (G) and (H), as redes-
ignated by section 401(d) of this Act, by 
striking ‘‘high-performance’’ each place it 
appears and inserting ‘‘high-end’’; 

(3) in subsection (b)(1), in the matter pre-
ceding subparagraph (A), by striking ‘‘high- 
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performance computing’’ each place it ap-
pears and inserting ‘‘networking and infor-
mation technology’’; and 

(4) in subsection (c)(1)(A), by striking 
‘‘high-performance computing’’ and insert-
ing ‘‘networking and information tech-
nology’’. 

(d) SECTION 201.—Section 201(a)(1) of the 
High-Performance Computing Act of 1991 (15 
U.S.C. 5521(a)(1)) is amended by striking 
‘‘high-performance computing and advanced 
high-speed computer networking’’ and in-
serting ‘‘networking and information tech-
nology research and development’’. 

(e) SECTION 202.—Section 202(a) of the High- 
Performance Computing Act of 1991 (15 
U.S.C. 5522(a)) is amended by striking ‘‘high- 
performance computing’’ and inserting ‘‘net-
working and information technology’’. 

(f) SECTION 203.—Section 203(a) of the High- 
Performance Computing Act of 1991 (15 
U.S.C. 5523(a)) is amended— 

(1) in paragraph (1), by striking ‘‘high-per-
formance computing and networking’’ and 
inserting ‘‘networking and information tech-
nology’’; and 

(2) in paragraph (2)(A), by striking ‘‘high- 
performance’’ and inserting ‘‘high-end’’. 

(g) SECTION 204.—Section 204 of the High- 
Performance Computing Act of 1991 (15 
U.S.C. 5524) is amended— 

(1) in subsection (a)(1)— 
(A) in subparagraph (A), by striking ‘‘high- 

performance computing systems and net-
works’’ and inserting ‘‘networking and infor-
mation technology systems and capabili-
ties’’; 

(B) in subparagraph (B), by striking ‘‘inter-
operability of high-performance computing 
systems in networks and for common user 
interfaces to systems’’ and inserting ‘‘inter-
operability and usability of networking and 
information technology systems’’; and 

(C) in subparagraph (C), by striking ‘‘high- 
performance computing’’ and inserting ‘‘net-
working and information technology’’; and 

(2) in subsection (b)— 
(A) by striking ‘‘HIGH-PERFORMANCE COM-

PUTING AND NETWORK’’ in the heading and in-
serting ‘‘NETWORKING AND INFORMATION 
TECHNOLOGY’’; and 

(B) by striking ‘‘sensitive’’. 
(h) SECTION 205.—Section 205(a) of the 

High-Performance Computing Act of 1991 (15 
U.S.C. 5525(a)) is amended by striking ‘‘com-
putational’’ and inserting ‘‘networking and 
information technology’’. 

(i) SECTION 206.—Section 206(a) of the High- 
Performance Computing Act of 1991 (15 
U.S.C. 5526(a)) is amended by striking ‘‘com-
putational research’’ and inserting ‘‘net-
working and information technology re-
search’’. 

(j) SECTION 207.—Section 207 of the High- 
Performance Computing Act of 1991 (15 
U.S.C. 5527) is amended by striking ‘‘high- 
performance computing’’ and inserting ‘‘net-
working and information technology’’. 

(k) SECTION 208.—Section 208 of the High- 
Performance Computing Act of 1991 (15 
U.S.C. 5528) is amended— 

(1) in the section heading, by striking 
‘‘HIGH-PERFORMANCE COMPUTING’’ and 
inserting ‘‘NETWORKING AND INFORMA-
TION TECHNOLOGY’’; and 

(2) in subsection (a)— 
(A) in paragraph (1), by striking ‘‘High-per-

formance computing and associated’’ and in-
serting ‘‘Networking and information’’; 

(B) in paragraph (2), by striking ‘‘high-per-
formance computing’’ and inserting ‘‘net-
working and information technologies’’; 

(C) in paragraph (3), by striking ‘‘high-per-
formance’’ and inserting ‘‘high-end’’; 

(D) in paragraph (4), by striking ‘‘high-per-
formance computers and associated’’ and in-
serting ‘‘networking and information’’; and 

(E) in paragraph (5), by striking ‘‘high-per-
formance computing and associated’’ and in-
serting ‘‘networking and information’’. 
SEC. 406. FEDERAL CYBER SCHOLARSHIP-FOR- 

SERVICE PROGRAM. 
(a) IN GENERAL.—The Director of the Na-

tional Science Foundation, in coordination 
with the Secretary of Homeland Security, 
shall carry out a Federal cyber scholarship- 
for-service program to recruit and train the 
next generation of information technology 
professionals and security managers to meet 
the needs of the cybersecurity mission for 
the Federal government. 

(b) PROGRAM DESCRIPTION AND COMPO-
NENTS.—The program shall— 

(1) annually assess the workforce needs of 
the Federal government for cybersecurity 
professionals, including network engineers, 
software engineers, and other experts in 
order to determine how many scholarships 
should be awarded annually to ensure that 
the workforce needs following graduation 
match the number of scholarships awarded; 

(2) provide scholarships for up to 1,000 stu-
dents per year in their pursuit of under-
graduate or graduate degrees in the cyberse-
curity field, in an amount that may include 
coverage for full tuition, fees, and a stipend; 

(3) require each scholarship recipient, as a 
condition of receiving a scholarship under 
the program, to serve in a Federal informa-
tion technology workforce for a period equal 
to one and one-half times each year, or par-
tial year, of scholarship received, in addition 
to an internship in the cybersecurity field, if 
applicable, following graduation; 

(4) provide a procedure for the National 
Science Foundation or a Federal agency, 
consistent with regulations of the Office of 
Personnel Management, to request and fund 
a security clearance for a scholarship recipi-
ent, including providing for clearance during 
a summer internship and upon graduation; 
and 

(5) provide opportunities for students to re-
ceive temporary appointments for meaning-
ful employment in the Federal information 
technology workforce during school vacation 
periods and for internships. 

(c) HIRING AUTHORITY.— 
(1) IN GENERAL.—For purposes of any law or 

regulation governing the appointment of an 
individual in the Federal civil service, upon 
the successful completion of the student’s 
studies, a student receiving a scholarship 
under the program may— 

(A) be hired under section 213.3102(r) of 
title 5, Code of Federal Regulations; and 

(B) be exempt from competitive service. 
(2) COMPETITIVE SERVICE.—Upon satisfac-

tory fulfillment of the service term under 
paragraph (1), an individual may be con-
verted to a competitive service position 
without competition if the individual meets 
the requirements for that position. 

(d) ELIGIBILITY.—The eligibility require-
ments for a scholarship under this section 
shall include that a scholarship applicant— 

(1) be a citizen of the United States; 
(2) be eligible to be granted a security 

clearance; 
(3) maintain a grade point average of 3.2 or 

above on a 4.0 scale for undergraduate study 
or a 3.5 or above on a 4.0 scale for post-
graduate study; 

(4) demonstrate a commitment to a career 
in improving the security of the information 
infrastructure; and 

(5) has demonstrated a level of proficiency 
in math or computer sciences. 

(e) FAILURE TO COMPLETE SERVICE OBLIGA-
TION.— 

(1) IN GENERAL.—A scholarship recipient 
under this section shall be liable to the 
United States under paragraph (2) if the 
scholarship recipient— 

(A) fails to maintain an acceptable level of 
academic standing in the educational insti-
tution in which the individual is enrolled, as 
determined by the Director; 

(B) is dismissed from such educational in-
stitution for disciplinary reasons; 

(C) withdraws from the program for which 
the award was made before the completion of 
such program; 

(D) declares that the individual does not 
intend to fulfill the service obligation under 
this section; 

(E) fails to fulfill the service obligation of 
the individual under this section; or 

(F) loses a security clearance or becomes 
ineligible for a security clearance. 

(2) REPAYMENT AMOUNTS.— 
(A) LESS THAN 1 YEAR OF SERVICE.—If a cir-

cumstance under paragraph (1) occurs before 
the completion of 1 year of a service obliga-
tion under this section, the total amount of 
awards received by the individual under this 
section shall be repaid. 

(B) ONE OR MORE YEARS OF SERVICE.—If a 
circumstance described in subparagraph (D) 
or (E) of paragraph (1) occurs after the com-
pletion of 1 year of a service obligation under 
this section, the total amount of scholarship 
awards received by the individual under this 
section, reduced by the ratio of the number 
of years of service completed divided by the 
number of years of service required, shall be 
repaid. 

(f) EVALUATION AND REPORT.—The Director 
of the National Science Foundation shall— 

(1) evaluate the success of recruiting indi-
viduals for scholarships under this section 
and of hiring and retaining those individuals 
in the public sector workforce, including the 
annual cost and an assessment of how the 
program actually improves the Federal 
workforce; and 

(2) periodically report the findings under 
paragraph (1) to Congress. 

(g) AUTHORIZATION OF APPROPRIATIONS.— 
From amounts made available under section 
503 of the America COMPETES Reauthoriza-
tion Act of 2010 (124 Stat. 4005), the Director 
may use funds to carry out the requirements 
of this section for fiscal years 2012 through 
2013. 
SEC. 407. STUDY AND ANALYSIS OF CERTIFI-

CATION AND TRAINING OF INFOR-
MATION INFRASTRUCTURE PROFES-
SIONALS. 

(a) STUDY.—The President shall enter into 
an agreement with the National Academies 
to conduct a comprehensive study of govern-
ment, academic, and private-sector accredi-
tation, training, and certification programs 
for personnel working in information infra-
structure. The agreement shall require the 
National Academies to consult with sector 
coordinating councils and relevant govern-
mental agencies, regulatory entities, and 
nongovernmental organizations in the course 
of the study. 

(b) SCOPE.—The study shall include— 
(1) an evaluation of the body of knowledge 

and various skills that specific categories of 
personnel working in information infrastruc-
ture should possess in order to secure infor-
mation systems; 

(2) an assessment of whether existing gov-
ernment, academic, and private-sector ac-
creditation, training, and certification pro-
grams provide the body of knowledge and 
various skills described in paragraph (1); 

(3) an analysis of any barriers to the Fed-
eral Government recruiting and hiring cy-
bersecurity talent, including barriers relat-
ing to compensation, the hiring process, job 
classification, and hiring flexibility; and 

(4) an analysis of the sources and avail-
ability of cybersecurity talent, a comparison 
of the skills and expertise sought by the Fed-
eral Government and the private sector, an 
examination of the current and future capac-
ity of United States institutions of higher 
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education, including community colleges, to 
provide current and future cybersecurity 
professionals, through education and train-
ing activities, with those skills sought by 
the Federal Government, State and local en-
tities, and the private sector. 

(c) REPORT.—Not later than 1 year after 
the date of enactment of this Act, the Na-
tional Academies shall submit to the Presi-
dent and Congress a report on the results of 
the study. The report shall include— 

(1) findings regarding the state of informa-
tion infrastructure accreditation, training, 
and certification programs, including spe-
cific areas of deficiency and demonstrable 
progress; and 

(2) recommendations for the improvement 
of information infrastructure accreditation, 
training, and certification programs. 
SEC. 408. INTERNATIONAL CYBERSECURITY 

TECHNICAL STANDARDS. 
(a) IN GENERAL.—The Director of the Na-

tional Institute of Standards and Tech-
nology, in coordination with appropriate 
Federal authorities, shall— 

(1) as appropriate, ensure coordination of 
Federal agencies engaged in the development 
of international technical standards related 
to information system security; and 

(2) not later than 1 year after the date of 
enactment of this Act, develop and transmit 
to Congress a plan for ensuring such Federal 
agency coordination. 

(b) CONSULTATION WITH THE PRIVATE SEC-
TOR.—In carrying out the activities under 
subsection (a)(1), the Director shall ensure 
consultation with appropriate private sector 
stakeholders. 
SEC. 409. IDENTITY MANAGEMENT RESEARCH 

AND DEVELOPMENT. 
The Director of the National Institute of 

Standards and Technology shall continue a 
program to support the development of tech-
nical standards, metrology, testbeds, and 
conformance criteria, taking into account 
appropriate user concerns— 

(1) to improve interoperability among 
identity management technologies; 

(2) to strengthen authentication methods 
of identity management systems; 

(3) to improve privacy protection in iden-
tity management systems, including health 
information technology systems, through 
authentication and security protocols; and 

(4) to improve the usability of identity 
management systems. 
SEC. 410. FEDERAL CYBERSECURITY RESEARCH 

AND DEVELOPMENT. 
(a) NATIONAL SCIENCE FOUNDATION COM-

PUTER AND NETWORK SECURITY RESEARCH 
GRANT AREAS.—Section 4(a)(1) of the Cyber 
Security Research and Development Act (15 
U.S.C. 7403(a)(1)) is amended— 

(1) in subparagraph (H), by striking ‘‘and’’ 
after the semicolon; 

(2) in subparagraph (I), by striking ‘‘prop-
erty.’’ and inserting ‘‘property;’’; and 

(3) by adding at the end the following: 
‘‘(J) secure fundamental protocols that are 

at the heart of inter-network communica-
tions and data exchange; 

‘‘(K) system security that addresses the 
building of secure systems from trusted and 
untrusted components; 

‘‘(L) monitoring and detection; and 
‘‘(M) resiliency and rapid recovery meth-

ods.’’. 
(b) NATIONAL SCIENCE FOUNDATION COM-

PUTER AND NETWORK SECURITY GRANTS.—Sec-
tion 4(a)(3) of the Cyber Security Research 
and Development Act (15 U.S.C. 7403(a)(3)) is 
amended— 

(1) in subparagraph (D), by striking ‘‘and’’; 
(2) in subparagraph (E), by striking ‘‘2007.’’ 

and inserting ‘‘2007;’’; and 
(3) by adding at the end the following: 
‘‘(F) such funds from amounts made avail-

able under section 503 of the America COM-

PETES Reauthorization Act of 2010 (124 Stat. 
4005), as the Director finds necessary to 
carry out the requirements of this sub-
section for fiscal years 2012 through 2013.’’. 

(c) COMPUTER AND NETWORK SECURITY CEN-
TERS.—Section 4(b)(7) of the Cyber Security 
Research and Development Act (15 U.S.C. 
7403(b)(7)) is amended— 

(1) in subparagraph (D), by striking ‘‘and’’; 
(2) in subparagraph (E), by striking ‘‘2007.’’ 

and inserting ‘‘2007;’’; and 
(3) by adding at the end the following: 
‘‘(F) such funds from amounts made avail-

able under section 503 of the America COM-
PETES Reauthorization Act of 2010 (124 Stat. 
4005), as the Director finds necessary to 
carry out the requirements of this sub-
section for fiscal years 2012 through 2013.’’. 

(d) COMPUTER AND NETWORK SECURITY CA-
PACITY BUILDING GRANTS.—Section 5(a)(6) of 
the Cyber Security Research and Develop-
ment Act (15 U.S.C. 7404(a)(6)) is amended— 

(1) in subparagraph (D), by striking ‘‘and’’; 
(2) in subparagraph (E), by striking ‘‘2007.’’ 

and inserting ‘‘2007;’’; and 
(3) by adding at the end the following: 
‘‘(F) such funds from amounts made avail-

able under section 503 of the America COM-
PETES Reauthorization Act of 2010 (124 Stat. 
4005), as the Director finds necessary to 
carry out the requirements of this sub-
section for fiscal years 2012 through 2013.’’. 

(e) SCIENTIFIC AND ADVANCED TECHNOLOGY 
ACT GRANTS.—Section 5(b)(2) of the Cyber 
Security Research and Development Act (15 
U.S.C. 7404(b)(2)) is amended— 

(1) in subparagraph (D), by striking ‘‘and’’; 
(2) in subparagraph (E), by striking ‘‘2007.’’ 

and inserting ‘‘2007;’’; and 
(3) by adding at the end the following: 
‘‘(F) such funds from amounts made avail-

able under section 503 of the America COM-
PETES Reauthorization Act of 2010 (124 Stat. 
4005), as the Director finds necessary to 
carry out the requirements of this sub-
section for fiscal years 2012 through 2013.’’. 

(f) GRADUATE TRAINEESHIPS IN COMPUTER 
AND NETWORK SECURITY RESEARCH.—Section 
5(c)(7) of the Cyber Security Research and 
Development Act (15 U.S.C. 7404(c)(7)) is 
amended— 

(1) in subparagraph (D), by striking ‘‘and’’; 
(2) in subparagraph (E), by striking ‘‘2007.’’ 

and inserting ‘‘2007;’’; and 
(3) by adding at the end the following: 
‘‘(F) such funds from amounts made avail-

able under section 503 of the America COM-
PETES Reauthorization Act of 2010 (124 Stat. 
4005), as the Director finds necessary to 
carry out the requirements of this sub-
section for fiscal years 2012 through 2013.’’. 

SA 2614. Mrs. HUTCHISON (for her-
self, Mr. MCCAIN, Mr. CHAMBLISS, Mr. 
GRASSLEY, Ms. MURKOWSKI, Mr. COATS, 
Mr. BURR, and Mr. JOHNSON of Wis-
consin) submitted an amendment in-
tended to be proposed by her to the bill 
S. 3414, to enhance the security and re-
siliency of the cyber and communica-
tions infrastructure of the United 
States; which was ordered to lie on the 
table; as follows: 

Strike all after the enacting clause and in-
sert the following: 
SECTION 1. SHORT TITLE; TABLE OF CONTENTS. 

(a) SHORT TITLE.—This Act may be cited as 
the ‘‘Strengthening and Enhancing Cyberse-
curity by Using Research, Education, Infor-
mation, and Technology Act of 2012’’ or ‘‘SE-
CURE IT’’. 

(b) TABLE OF CONTENTS.—The table of con-
tents of this Act is as follows: 
Sec. 1. Short title; table of contents. 

TITLE I—FACILITATING SHARING OF 
CYBER THREAT INFORMATION 

Sec. 101. Definitions. 

Sec. 102. Authorization to share cyber 
threat information. 

Sec. 103. Information sharing by the Federal 
government. 

Sec. 104. Construction. 
Sec. 105. Report on implementation. 
Sec. 106. Inspector General review. 
Sec. 107. Technical amendments. 
Sec. 108. Access to classified information. 

TITLE II—COORDINATION OF FEDERAL 
INFORMATION SECURITY POLICY 

Sec. 201. Coordination of Federal informa-
tion security policy. 

Sec. 202. Management of information tech-
nology. 

Sec. 203. No new funding. 
Sec. 204. Technical and conforming amend-

ments. 
Sec. 205. Clarification of authorities. 

TITLE III—CRIMINAL PENALTIES 
Sec. 301. Penalties for fraud and related ac-

tivity in connection with com-
puters. 

Sec. 302. Trafficking in passwords. 
Sec. 303. Conspiracy and attempted com-

puter fraud offenses. 
Sec. 304. Criminal and civil forfeiture for 

fraud and related activity in 
connection with computers. 

Sec. 305. Damage to critical infrastructure 
computers. 

Sec. 306. Limitation on actions involving 
unauthorized use. 

Sec. 307. No new funding. 
TITLE IV—CYBERSECURITY RESEARCH 

AND DEVELOPMENT 
Sec. 401. National High-Performance Com-

puting Program planning and 
coordination. 

Sec. 402. Research in areas of national im-
portance. 

Sec. 403. Program improvements. 
Sec. 404. Improving education of networking 

and information technology, in-
cluding high performance com-
puting. 

Sec. 405. Conforming and technical amend-
ments to the High-Performance 
Computing Act of 1991. 

Sec. 406. Federal cyber scholarship-for-serv-
ice program. 

Sec. 407. Study and analysis of certification 
and training of information in-
frastructure professionals. 

Sec. 408. International cybersecurity tech-
nical standards. 

Sec. 409. Identity management research and 
development. 

Sec. 410. Federal cybersecurity research and 
development. 

TITLE I—FACILITATING SHARING OF 
CYBER THREAT INFORMATION 

SEC. 101. DEFINITIONS. 
In this title: 
(1) AGENCY.—The term ‘‘agency’’ has the 

meaning given the term in section 3502 of 
title 44, United States Code. 

(2) ANTITRUST LAWS.—The term ‘‘antitrust 
laws’’— 

(A) has the meaning given the term in sec-
tion 1(a) of the Clayton Act (15 U.S.C. 12(a)); 

(B) includes section 5 of the Federal Trade 
Commission Act (15 U.S.C. 45) to the extent 
that section 5 of that Act applies to unfair 
methods of competition; and 

(C) includes any State law that has the 
same intent and effect as the laws under sub-
paragraphs (A) and (B). 

(3) COUNTERMEASURE.—The term ‘‘counter-
measure’’ means an automated or a manual 
action with defensive intent to mitigate 
cyber threats. 

(4) CYBER THREAT INFORMATION.—The term 
‘‘cyber threat information’’ means informa-
tion that indicates or describes— 

(A) a technical or operation vulnerability 
or a cyber threat mitigation measure; 
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(B) an action or operation to mitigate a 

cyber threat; 
(C) malicious reconnaissance, including 

anomalous patterns of network activity that 
appear to be transmitted for the purpose of 
gathering technical information related to a 
cybersecurity threat; 

(D) a method of defeating a technical con-
trol; 

(E) a method of defeating an operational 
control; 

(F) network activity or protocols known to 
be associated with a malicious cyber actor or 
that signify malicious cyber intent; 

(G) a method of causing a user with legiti-
mate access to an information system or in-
formation that is stored on, processed by, or 
transiting an information system to inad-
vertently enable the defeat of a technical or 
operational control; 

(H) any other attribute of a cybersecurity 
threat or cyber defense information that 
would foster situational awareness of the 
United States cybersecurity posture, if dis-
closure of such attribute or information is 
not otherwise prohibited by law; 

(I) the actual or potential harm caused by 
a cyber incident, including information 
exfiltrated when it is necessary in order to 
identify or describe a cybersecurity threat; 
or 

(J) any combination of subparagraphs (A) 
through (I). 

(5) CYBERSECURITY CENTER.—The term ‘‘cy-
bersecurity center’’ means the Department 
of Defense Cyber Crime Center, the Intel-
ligence Community Incident Response Cen-
ter, the United States Cyber Command Joint 
Operations Center, the National Cyber Inves-
tigative Joint Task Force, the National Se-
curity Agency/Central Security Service 
Threat Operations Center, the National Cy-
bersecurity and Communications Integration 
Center, and any successor center. 

(6) CYBERSECURITY SYSTEM.—The term ‘‘cy-
bersecurity system’’ means a system de-
signed or employed to ensure the integrity, 
confidentiality, or availability of, or to safe-
guard, a system or network, including meas-
ures intended to protect a system or network 
from— 

(A) efforts to degrade, disrupt, or destroy 
such system or network; or 

(B) theft or misappropriations of private or 
government information, intellectual prop-
erty, or personally identifiable information. 

(7) ENTITY.— 
(A) IN GENERAL.—The term ‘‘entity’’ means 

any private entity, non-Federal government 
agency or department, or State, tribal, or 
local government agency or department (in-
cluding an officer, employee, or agent there-
of). 

(B) INCLUSIONS.—The term ‘‘entity’’ in-
cludes a government agency or department 
(including an officer, employee, or agent 
thereof) of the District of Columbia, the 
Commonwealth of Puerto Rico, the Virgin 
Islands, Guam, American Samoa, the North-
ern Mariana Islands, and any other territory 
or possession of the United States. 

(8) FEDERAL INFORMATION SYSTEM.—The 
term ‘‘Federal information system’’ means 
an information system of a Federal depart-
ment or agency used or operated by an exec-
utive agency, by a contractor of an executive 
agency, or by another organization on behalf 
of an executive agency. 

(9) INFORMATION SECURITY.—The term ‘‘in-
formation security’’ means protecting infor-
mation and information systems from dis-
ruption or unauthorized access, use, disclo-
sure, modification, or destruction in order to 
provide— 

(A) integrity, by guarding against im-
proper information modification or destruc-
tion, including by ensuring information non-
repudiation and authenticity; 

(B) confidentiality, by preserving author-
ized restrictions on access and disclosure, in-
cluding means for protecting personal pri-
vacy and proprietary information; or 

(C) availability, by ensuring timely and re-
liable access to and use of information. 

(10) INFORMATION SYSTEM.—The term ‘‘in-
formation system’’ has the meaning given 
the term in section 3502 of title 44, United 
States Code. 

(11) LOCAL GOVERNMENT.—The term ‘‘local 
government’’ means any borough, city, coun-
ty, parish, town, township, village, or other 
general purpose political subdivision of a 
State. 

(12) MALICIOUS RECONNAISSANCE.—The term 
‘‘malicious reconnaissance’’ means a method 
for actively probing or passively monitoring 
an information system for the purpose of dis-
cerning technical vulnerabilities of the in-
formation system, if such method is associ-
ated with a known or suspected cybersecu-
rity threat. 

(13) OPERATIONAL CONTROL.—The term 
‘‘operational control’’ means a security con-
trol for an information system that pri-
marily is implemented and executed by peo-
ple. 

(14) OPERATIONAL VULNERABILITY.—The 
term ‘‘operational vulnerability’’ means any 
attribute of policy, process, or procedure 
that could enable or facilitate the defeat of 
an operational control. 

(15) PRIVATE ENTITY.—The term ‘‘private 
entity’’ means any individual or any private 
group, organization, or corporation, includ-
ing an officer, employee, or agent thereof. 

(16) SIGNIFICANT CYBER INCIDENT.—The 
term ‘‘significant cyber incident’’ means a 
cyber incident resulting in, or an attempted 
cyber incident that, if successful, would have 
resulted in— 

(A) the exfiltration from a Federal infor-
mation system of data that is essential to 
the operation of the Federal information sys-
tem; or 

(B) an incident in which an operational or 
technical control essential to the security or 
operation of a Federal information system 
was defeated. 

(17) TECHNICAL CONTROL.—The term ‘‘tech-
nical control’’ means a hardware or software 
restriction on, or audit of, access or use of an 
information system or information that is 
stored on, processed by, or transiting an in-
formation system that is intended to ensure 
the confidentiality, integrity, or availability 
of that system. 

(18) TECHNICAL VULNERABILITY.—The term 
‘‘technical vulnerability’’ means any at-
tribute of hardware or software that could 
enable or facilitate the defeat of a technical 
control. 

(19) TRIBAL.—The term ‘‘tribal’’ has the 
meaning given the term ‘‘Indian tribe’’ in 
section 4 of the Indian Self-Determination 
and Education Assistance Act (25 U.S.C. 
450b). 
SEC. 102. AUTHORIZATION TO SHARE CYBER 

THREAT INFORMATION. 
(a) VOLUNTARY DISCLOSURE.— 
(1) PRIVATE ENTITIES.—Notwithstanding 

any other provision of law, a private entity 
may, for the purpose of preventing, inves-
tigating, or otherwise mitigating threats to 
information security, on its own networks, 
or as authorized by another entity, on such 
entity’s networks, employ countermeasures 
and use cybersecurity systems in order to 
obtain, identify, or otherwise possess cyber 
threat information. 

(2) ENTITIES.—Notwithstanding any other 
provision of law, an entity may disclose 
cyber threat information to— 

(A) a cybersecurity center; or 
(B) any other entity in order to assist with 

preventing, investigating, or otherwise miti-
gating threats to information security. 

(3) INFORMATION SECURITY PROVIDERS.—If 
the cyber threat information described in 
paragraph (1) is obtained, identified, or oth-
erwise possessed in the course of providing 
information security products or services 
under contract to another entity, that entity 
shall be given, at any time prior to disclo-
sure of such information, a reasonable oppor-
tunity to authorize or prevent such disclo-
sure, to request anonymization of such infor-
mation, or to request that reasonable efforts 
be made to safeguard such information that 
identifies specific persons from unauthorized 
access or disclosure. 

(b) SIGNIFICANT CYBER INCIDENTS INVOLVING 
FEDERAL INFORMATION SYSTEMS.— 

(1) IN GENERAL.—An entity providing elec-
tronic communication services, remote com-
puting services, or information security 
services to a Federal department or agency 
shall inform the Federal department or agen-
cy of a significant cyber incident involving 
the Federal information system of that Fed-
eral department or agency that— 

(A) is directly known to the entity as a re-
sult of providing such services; 

(B) is directly related to the provision of 
such services by the entity; and 

(C) as determined by the entity, has im-
peded or will impede the performance of a 
critical mission of the Federal department 
or agency. 

(2) ADVANCE COORDINATION.—A Federal de-
partment or agency receiving the services 
described in paragraph (1) shall coordinate in 
advance with an entity described in para-
graph (1) to develop the parameters of any 
information that may be provided under 
paragraph (1), including clarification of the 
type of significant cyber incident that will 
impede the performance of a critical mission 
of the Federal department or agency. 

(3) REPORT.—A Federal department or 
agency shall report information provided 
under this subsection to a cybersecurity cen-
ter. 

(4) CONSTRUCTION.—Any information pro-
vided to a cybersecurity center under para-
graph (3) shall be treated in the same man-
ner as information provided to a cybersecu-
rity center under subsection (a). 

(c) INFORMATION SHARED WITH OR PROVIDED 
TO A CYBERSECURITY CENTER.—Cyber threat 
information provided to a cybersecurity cen-
ter under this section— 

(1) may be disclosed to, retained by, and 
used by, consistent with otherwise applicable 
Federal law, any Federal agency or depart-
ment, component, officer, employee, or 
agent of the Federal government for a cyber-
security purpose, a national security pur-
pose, or in order to prevent, investigate, or 
prosecute any of the offenses listed in sec-
tion 2516 of title 18, United States Code, and 
such information shall not be disclosed to, 
retained by, or used by any Federal agency 
or department for any use not permitted 
under this paragraph; 

(2) may, with the prior written consent of 
the entity submitting such information, be 
disclosed to and used by a State, tribal, or 
local government or government agency for 
the purpose of protecting information sys-
tems, or in furtherance of preventing, inves-
tigating, or prosecuting a criminal act, ex-
cept that if the need for immediate disclo-
sure prevents obtaining written consent, 
such consent may be provided orally with 
subsequent documentation of such consent; 

(3) shall be considered the commercial, fi-
nancial, or proprietary information of the 
entity providing such information to the 
Federal government and any disclosure out-
side the Federal government may only be 
made upon the prior written consent by such 
entity and shall not constitute a waiver of 
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any applicable privilege or protection pro-
vided by law, except that if the need for im-
mediate disclosure prevents obtaining writ-
ten consent, such consent may be provided 
orally with subsequent documentation of 
such consent; 

(4) shall be deemed voluntarily shared in-
formation and exempt from disclosure under 
section 552 of title 5, United States Code, and 
any State, tribal, or local law requiring dis-
closure of information or records; 

(5) shall be, without discretion, withheld 
from the public under section 552(b)(3)(B) of 
title 5, United States Code, and any State, 
tribal, or local law requiring disclosure of in-
formation or records; 

(6) shall not be subject to the rules of any 
Federal agency or department or any judi-
cial doctrine regarding ex parte communica-
tions with a decision-making official; 

(7) shall not, if subsequently provided to a 
State, tribal, or local government or govern-
ment agency, otherwise be disclosed or dis-
tributed to any entity by such State, tribal, 
or local government or government agency 
without the prior written consent of the en-
tity submitting such information, notwith-
standing any State, tribal, or local law re-
quiring disclosure of information or records, 
except that if the need for immediate disclo-
sure prevents obtaining written consent, 
such consent may be provided orally with 
subsequent documentation of such consent; 
and 

(8) shall not be directly used by any Fed-
eral, State, tribal, or local department or 
agency to regulate the lawful activities of an 
entity, including activities relating to ob-
taining, identifying, or otherwise possessing 
cyber threat information, except that the 
procedures required to be developed and im-
plemented under this title shall not be con-
sidered regulations within the meaning of 
this paragraph. 

(d) PROCEDURES RELATING TO INFORMATION 
SHARING WITH A CYBERSECURITY CENTER.— 
Not later than 60 days after the date of en-
actment of this Act, the heads of each de-
partment or agency containing a cybersecu-
rity center shall jointly develop, promul-
gate, and submit to Congress procedures to 
ensure that cyber threat information shared 
with or provided to— 

(1) a cybersecurity center under this sec-
tion— 

(A) may be submitted to a cybersecurity 
center by an entity, to the greatest extent 
possible, through a uniform, publicly avail-
able process or format that is easily acces-
sible on the website of such cybersecurity 
center, and that includes the ability to pro-
vide relevant details about the cyber threat 
information and written consent to any sub-
sequent disclosures authorized by this para-
graph; 

(B) shall immediately be further shared 
with each cybersecurity center in order to 
prevent, investigate, or otherwise mitigate 
threats to information security across the 
Federal government; 

(C) is handled by the Federal government 
in a reasonable manner, including consider-
ation of the need to protect the privacy and 
civil liberties of individuals through 
anonymization or other appropriate meth-
ods, while fully accomplishing the objectives 
of this title, and the Federal government 
may undertake efforts consistent with this 
subparagraph to limit the impact on privacy 
and civil liberties of the sharing of cyber 
threat information with the Federal govern-
ment; and 

(D) except as provided in this section, shall 
only be used, disclosed, or handled in accord-
ance with the provisions of subsection (c); 
and 

(2) a Federal agency or department under 
subsection (b) is provided immediately to a 

cybersecurity center in order to prevent, in-
vestigate, or otherwise mitigate threats to 
information security across the Federal gov-
ernment. 

(e) INFORMATION SHARED BETWEEN ENTI-
TIES.— 

(1) IN GENERAL.—An entity sharing cyber 
threat information with another entity 
under this title may restrict the use or shar-
ing of such information by such other entity. 

(2) FURTHER SHARING.—Cyber threat infor-
mation shared by any entity with another 
entity under this title— 

(A) shall only be further shared in accord-
ance with any restrictions placed on the 
sharing of such information by the entity 
authorizing such sharing, such as appro-
priate anonymization of such information; 
and 

(B) may not be used by any entity to gain 
an unfair competitive advantage to the det-
riment of the entity authorizing the sharing 
of such information, except that the conduct 
described in paragraph (3) shall not con-
stitute unfair competitive conduct. 

(3) INFORMATION SHARED WITH STATE, TRIB-
AL, OR LOCAL GOVERNMENT OR GOVERNMENT 
AGENCY.—Cyber threat information shared 
with a State, tribal, or local government or 
government agency under this title— 

(A) may, with the prior written consent of 
the entity sharing such information, be dis-
closed to and used by a State, tribal, or local 
government or government agency for the 
purpose of protecting information systems, 
or in furtherance of preventing, inves-
tigating, or prosecuting a criminal act, ex-
cept if the need for immediate disclosure 
prevents obtaining written consent, consent 
may be provided orally with subsequent doc-
umentation of the consent; 

(B) shall be deemed voluntarily shared in-
formation and exempt from disclosure under 
any State, tribal, or local law requiring dis-
closure of information or records; 

(C) shall not be disclosed or distributed to 
any entity by the State, tribal, or local gov-
ernment or government agency without the 
prior written consent of the entity submit-
ting such information, notwithstanding any 
State, tribal, or local law requiring disclo-
sure of information or records, except if the 
need for immediate disclosure prevents ob-
taining written consent, consent may be pro-
vided orally with subsequent documentation 
of the consent; and 

(D) shall not be directly used by any State, 
tribal, or local department or agency to reg-
ulate the lawful activities of an entity, in-
cluding activities relating to obtaining, 
identifying, or otherwise possessing cyber 
threat information, except that the proce-
dures required to be developed and imple-
mented under this title shall not be consid-
ered regulations within the meaning of this 
subparagraph. 

(4) ANTITRUST EXEMPTION.—The exchange 
or provision of cyber threat information or 
assistance between 2 or more private entities 
under this title shall not be considered a vio-
lation of any provision of antitrust laws if 
exchanged or provided in order to assist 
with— 

(A) facilitating the prevention, investiga-
tion, or mitigation of threats to information 
security; or 

(B) communicating or disclosing of cyber 
threat information to help prevent, inves-
tigate or otherwise mitigate the effects of a 
threat to information security. 

(5) NO RIGHT OR BENEFIT.—The provision of 
cyber threat information to an entity under 
this section shall not create a right or a ben-
efit to similar information by such entity or 
any other entity. 

(f) FEDERAL PREEMPTION.— 
(1) IN GENERAL.—This section supersedes 

any statute or other law of a State or polit-

ical subdivision of a State that restricts or 
otherwise expressly regulates an activity au-
thorized under this section. 

(2) STATE LAW ENFORCEMENT.—Nothing in 
this section shall be construed to supersede 
any statute or other law of a State or polit-
ical subdivision of a State concerning the 
use of authorized law enforcement tech-
niques. 

(3) PUBLIC DISCLOSURE.—No information 
shared with or provided to a State, tribal, or 
local government or government agency pur-
suant to this section shall be made publicly 
available pursuant to any State, tribal, or 
local law requiring disclosure of information 
or records. 

(g) CIVIL AND CRIMINAL LIABILITY.— 
(1) GENERAL PROTECTIONS.— 
(A) PRIVATE ENTITIES.—No cause of action 

shall lie or be maintained in any court 
against any private entity for— 

(i) the use of countermeasures and cyberse-
curity systems as authorized by this title; 

(ii) the use, receipt, or disclosure of any 
cyber threat information as authorized by 
this title; or 

(iii) the subsequent actions or inactions of 
any lawful recipient of cyber threat informa-
tion provided by such private entity. 

(B) ENTITIES.—No cause of action shall lie 
or be maintained in any court against any 
entity for— 

(i) the use, receipt, or disclosure of any 
cyber threat information as authorized by 
this title; or 

(ii) the subsequent actions or inactions of 
any lawful recipient of cyber threat informa-
tion provided by such entity. 

(2) CONSTRUCTION.—Nothing in this sub-
section shall be construed as creating any 
immunity against, or otherwise affecting, 
any action brought by the Federal govern-
ment, or any agency or department thereof, 
to enforce any law, executive order, or proce-
dure governing the appropriate handling, dis-
closure, and use of classified information. 

(h) OTHERWISE LAWFUL DISCLOSURES.— 
Nothing in this section shall be construed to 
limit or prohibit otherwise lawful disclo-
sures of communications, records, or other 
information by a private entity to any other 
governmental or private entity not covered 
under this section. 

(i) WHISTLEBLOWER PROTECTION.—Nothing 
in this Act shall be construed to preempt or 
preclude any employee from exercising 
rights currently provided under any whistle-
blower law, rule, or regulation. 

(j) RELATIONSHIP TO OTHER LAWS.—The 
submission of cyber threat information 
under this section to a cybersecurity center 
shall not affect any requirement under any 
other provision of law for an entity to pro-
vide information to the Federal government. 
SEC. 103. INFORMATION SHARING BY THE FED-

ERAL GOVERNMENT. 
(a) CLASSIFIED INFORMATION.— 
(1) PROCEDURES.—Consistent with the pro-

tection of intelligence sources and methods, 
and as otherwise determined appropriate, the 
Director of National Intelligence and the 
Secretary of Defense, in consultation with 
the heads of the appropriate Federal depart-
ments or agencies, shall develop and promul-
gate procedures to facilitate and promote— 

(A) the immediate sharing, through the cy-
bersecurity centers, of classified cyber 
threat information in the possession of the 
Federal government with appropriately 
cleared representatives of any appropriate 
entity; and 

(B) the declassification and immediate 
sharing, through the cybersecurity centers, 
with any entity or, if appropriate, public 
availability of cyber threat information in 
the possession of the Federal government; 

(2) HANDLING OF CLASSIFIED INFORMATION.— 
The procedures developed under paragraph 
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(1) shall ensure that each entity receiving 
classified cyber threat information pursuant 
to this section has acknowledged in writing 
the ongoing obligation to comply with all 
laws, executive orders, and procedures con-
cerning the appropriate handling, disclosure, 
or use of classified information. 

(b) UNCLASSIFIED CYBER THREAT INFORMA-
TION.—The heads of each department or 
agency containing a cybersecurity center 
shall jointly develop and promulgate proce-
dures that ensure that, consistent with the 
provisions of this section, unclassified, in-
cluding controlled unclassified, cyber threat 
information in the possession of the Federal 
government— 

(1) is shared, through the cybersecurity 
centers, in an immediate and adequate man-
ner with appropriate entities; and 

(2) if appropriate, is made publicly avail-
able. 

(c) DEVELOPMENT OF PROCEDURES.— 
(1) IN GENERAL.—The procedures developed 

under this section shall incorporate, to the 
greatest extent possible, existing processes 
utilized by sector specific information shar-
ing and analysis centers. 

(2) COORDINATION WITH ENTITIES.—In devel-
oping the procedures required under this sec-
tion, the Director of National Intelligence 
and the heads of each department or agency 
containing a cybersecurity center shall co-
ordinate with appropriate entities to ensure 
that protocols are implemented that will fa-
cilitate and promote the sharing of cyber 
threat information by the Federal govern-
ment. 

(d) ADDITIONAL RESPONSIBILITIES OF CYBER-
SECURITY CENTERS.—Consistent with section 
102, a cybersecurity center shall— 

(1) facilitate information sharing, inter-
action, and collaboration among and be-
tween cybersecurity centers and— 

(A) other Federal entities; 
(B) any entity; and 
(C) international partners, in consultation 

with the Secretary of State; 
(2) disseminate timely and actionable cy-

bersecurity threat, vulnerability, mitiga-
tion, and warning information, including 
alerts, advisories, indicators, signatures, and 
mitigation and response measures, to im-
prove the security and protection of informa-
tion systems; and 

(3) coordinate with other Federal entities, 
as appropriate, to integrate information 
from across the Federal government to pro-
vide situational awareness of the cybersecu-
rity posture of the United States. 

(e) SHARING WITHIN THE FEDERAL GOVERN-
MENT.—The heads of appropriate Federal de-
partments and agencies shall ensure that 
cyber threat information in the possession of 
such Federal departments or agencies that 
relates to the prevention, investigation, or 
mitigation of threats to information secu-
rity across the Federal government is shared 
effectively with the cybersecurity centers. 

(f) SUBMISSION TO CONGRESS.—Not later 
than 60 days after the date of enactment of 
this Act, the Director of National Intel-
ligence, in coordination with the appropriate 
head of a department or an agency con-
taining a cybersecurity center, shall submit 
the procedures required by this section to 
Congress. 
SEC. 104. CONSTRUCTION. 

(a) INFORMATION SHARING RELATIONSHIPS.— 
Nothing in this title shall be construed— 

(1) to limit or modify an existing informa-
tion sharing relationship; 

(2) to prohibit a new information sharing 
relationship; 

(3) to require a new information sharing re-
lationship between any entity and the Fed-
eral government, except as specified under 
section 102(b); or 

(4) to modify the authority of a depart-
ment or agency of the Federal government 
to protect sources and methods and the na-
tional security of the United States. 

(b) ANTI-TASKING RESTRICTION.—Nothing in 
this title shall be construed to permit the 
Federal government— 

(1) to require an entity to share informa-
tion with the Federal government, except as 
expressly provided under section 102(b); or 

(2) to condition the sharing of cyber threat 
information with an entity on such entity’s 
provision of cyber threat information to the 
Federal government. 

(c) NO LIABILITY FOR NON-PARTICIPATION.— 
Nothing in this title shall be construed to 
subject any entity to liability for choosing 
not to engage in the voluntary activities au-
thorized under this title. 

(d) USE AND RETENTION OF INFORMATION.— 
Nothing in this title shall be construed to 
authorize, or to modify any existing author-
ity of, a department or agency of the Federal 
government to retain or use any information 
shared under section 102 for any use other 
than a use permitted under subsection 
102(c)(1). 

(e) NO NEW FUNDING.—An applicable Fed-
eral agency shall carry out the provisions of 
this title with existing facilities and funds 
otherwise available, through such means as 
the head of the agency considers appropriate. 
SEC. 105. REPORT ON IMPLEMENTATION. 

(a) CONTENT OF REPORT.—Not later than 1 
year after the date of enactment of this Act, 
and biennially thereafter, the heads of each 
department or agency containing a cyberse-
curity center shall jointly submit, in coordi-
nation with the privacy and civil liberties of-
ficials of such departments or agencies and 
the Privacy and Civil Liberties Oversight 
Board, a detailed report to Congress con-
cerning the implementation of this title, in-
cluding— 

(1) an assessment of the sufficiency of the 
procedures developed under section 103 of 
this Act in ensuring that cyber threat infor-
mation in the possession of the Federal gov-
ernment is provided in an immediate and 
adequate manner to appropriate entities or, 
if appropriate, is made publicly available; 

(2) an assessment of whether information 
has been appropriately classified and an ac-
counting of the number of security clear-
ances authorized by the Federal government 
for purposes of this title; 

(3) a review of the type of cyber threat in-
formation shared with a cybersecurity cen-
ter under section 102 of this Act, including 
whether such information meets the defini-
tion of cyber threat information under sec-
tion 101, the degree to which such informa-
tion may impact the privacy and civil lib-
erties of individuals, any appropriate 
metrics to determine any impact of the shar-
ing of such information with the Federal 
government on privacy and civil liberties, 
and the adequacy of any steps taken to re-
duce such impact; 

(4) a review of actions taken by the Federal 
government based on information provided 
to a cybersecurity center under section 102 of 
this Act, including the appropriateness of 
any subsequent use under section 102(c)(1) of 
this Act and whether there was inappro-
priate stovepiping within the Federal gov-
ernment of any such information; 

(5) a description of any violations of the re-
quirements of this title by the Federal gov-
ernment; 

(6) a classified list of entities that received 
classified information from the Federal gov-
ernment under section 103 of this Act and a 
description of any indication that such infor-
mation may not have been appropriately 
handled; 

(7) a summary of any breach of informa-
tion security, if known, attributable to a 

specific failure by any entity or the Federal 
government to act on cyber threat informa-
tion in the possession of such entity or the 
Federal government that resulted in sub-
stantial economic harm or injury to a spe-
cific entity or the Federal government; and 

(8) any recommendation for improvements 
or modifications to the authorities under 
this title. 

(b) FORM OF REPORT.—The report under 
subsection (a) shall be submitted in unclassi-
fied form, but shall include a classified 
annex. 
SEC. 106. INSPECTOR GENERAL REVIEW. 

(a) IN GENERAL.—The Council of the In-
spectors General on Integrity and Efficiency 
are authorized to review compliance by the 
cybersecurity centers, and by any Federal 
department or agency receiving cyber threat 
information from such cybersecurity cen-
ters, with the procedures required under sec-
tion 102 of this Act. 

(b) SCOPE OF REVIEW.—The review under 
subsection (a) shall consider whether the 
Federal government has handled such cyber 
threat information in a reasonable manner, 
including consideration of the need to pro-
tect the privacy and civil liberties of individ-
uals through anonymization or other appro-
priate methods, while fully accomplishing 
the objectives of this title. 

(c) REPORT TO CONGRESS.—Each review 
conducted under this section shall be pro-
vided to Congress not later than 30 days after 
the date of completion of the review. 
SEC. 107. TECHNICAL AMENDMENTS. 

Section 552(b) of title 5, United States 
Code, is amended— 

(1) in paragraph (8), by striking ‘‘or’’; 
(2) in paragraph (9), by striking ‘‘wells.’’ 

and inserting ‘‘wells; or’’; and 
(3) by adding at the end the following: 
‘‘(10) information shared with or provided 

to a cybersecurity center under section 102 of 
title I of the Strengthening and Enhancing 
Cybersecurity by Using Research, Education, 
Information, and Technology Act of 2012.’’. 
SEC. 108. ACCESS TO CLASSIFIED INFORMATION. 

(a) AUTHORIZATION REQUIRED.—No person 
shall be provided with access to classified in-
formation (as defined in section 6.1 of Execu-
tive Order 13526 (50 U.S.C. 435 note; relating 
to classified national security information)) 
relating to cyber security threats or cyber 
security vulnerabilities under this title with-
out the appropriate security clearances. 

(b) SECURITY CLEARANCES.—The appro-
priate Federal agencies or departments 
shall, consistent with applicable procedures 
and requirements, and if otherwise deemed 
appropriate, assist an individual in timely 
obtaining an appropriate security clearance 
where such individual has been determined 
to be eligible for such clearance and has a 
need-to-know (as defined in section 6.1 of 
that Executive Order) classified information 
to carry out this title. 

TITLE II—COORDINATION OF FEDERAL 
INFORMATION SECURITY POLICY 

SEC. 201. COORDINATION OF FEDERAL INFORMA-
TION SECURITY POLICY. 

(a) IN GENERAL.—Chapter 35 of title 44, 
United States Code, is amended by striking 
subchapters II and III and inserting the fol-
lowing: 

‘‘SUBCHAPTER II—INFORMATION 
SECURITY 

‘‘§ 3551. Purposes 
‘‘The purposes of this subchapter are— 
‘‘(1) to provide a comprehensive framework 

for ensuring the effectiveness of information 
security controls over information resources 
that support Federal operations and assets; 

‘‘(2) to recognize the highly networked na-
ture of the current Federal computing envi-
ronment and provide effective government- 
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wide management of policies, directives, 
standards, and guidelines, as well as effec-
tive and nimble oversight of and response to 
information security risks, including coordi-
nation of information security efforts 
throughout the Federal civilian, national se-
curity, and law enforcement communities; 

‘‘(3) to provide for development and main-
tenance of controls required to protect agen-
cy information and information systems and 
contribute to the overall improvement of 
agency information security posture; 

‘‘(4) to provide for the development of tools 
and methods to assess and respond to real- 
time situational risk for Federal informa-
tion system operations and assets; and 

‘‘(5) to provide a mechanism for improving 
agency information security programs 
through continuous monitoring of agency in-
formation systems and streamlined report-
ing requirements rather than overly pre-
scriptive manual reporting. 
‘‘§ 3552. Definitions 

‘‘In this subchapter: 
‘‘(1) ADEQUATE SECURITY.—The term ‘ade-

quate security’ means security commensu-
rate with the risk and magnitude of the 
harm resulting from the unauthorized access 
to or loss, misuse, destruction, or modifica-
tion of information. 

‘‘(2) AGENCY.—The term ‘agency’ has the 
meaning given the term in section 3502 of 
title 44. 

‘‘(3) CYBERSECURITY CENTER.—The term 
‘cybersecurity center’ means the Depart-
ment of Defense Cyber Crime Center, the In-
telligence Community Incident Response 
Center, the United States Cyber Command 
Joint Operations Center, the National Cyber 
Investigative Joint Task Force, the National 
Security Agency/Central Security Service 
Threat Operations Center, the National Cy-
bersecurity and Communications Integration 
Center, and any successor center. 

‘‘(4) CYBER THREAT INFORMATION.—The 
term ‘cyber threat information’ means infor-
mation that indicates or describes— 

‘‘(A) a technical or operation vulnerability 
or a cyber threat mitigation measure; 

‘‘(B) an action or operation to mitigate a 
cyber threat; 

‘‘(C) malicious reconnaissance, including 
anomalous patterns of network activity that 
appear to be transmitted for the purpose of 
gathering technical information related to a 
cybersecurity threat; 

‘‘(D) a method of defeating a technical con-
trol; 

‘‘(E) a method of defeating an operational 
control; 

‘‘(F) network activity or protocols known 
to be associated with a malicious cyber actor 
or that signify malicious cyber intent; 

‘‘(G) a method of causing a user with le-
gitimate access to an information system or 
information that is stored on, processed by, 
or transiting an information system to inad-
vertently enable the defeat of a technical or 
operational control; 

‘‘(H) any other attribute of a cybersecurity 
threat or cyber defense information that 
would foster situational awareness of the 
United States cybersecurity posture, if dis-
closure of such attribute or information is 
not otherwise prohibited by law; 

‘‘(I) the actual or potential harm caused by 
a cyber incident, including information 
exfiltrated when it is necessary in order to 
identify or describe a cybersecurity threat; 
or 

‘‘(J) any combination of subparagraphs (A) 
through (I). 

‘‘(5) DIRECTOR.—The term ‘Director’ means 
the Director of the Office of Management 
and Budget unless otherwise specified. 

‘‘(6) ENVIRONMENT OF OPERATION.—The 
term ‘environment of operation’ means the 

information system and environment in 
which those systems operate, including 
changing threats, vulnerabilities, tech-
nologies, and missions and business prac-
tices. 

‘‘(7) FEDERAL INFORMATION SYSTEM.—The 
term ‘Federal information system’ means an 
information system used or operated by an 
executive agency, by a contractor of an exec-
utive agency, or by another organization on 
behalf of an executive agency. 

‘‘(8) INCIDENT.—The term ‘incident’ means 
an occurrence that— 

‘‘(A) actually or imminently jeopardizes 
the integrity, confidentiality, or availability 
of an information system or the information 
that system controls, processes, stores, or 
transmits; or 

‘‘(B) constitutes a violation of law or an 
imminent threat of violation of a law, a se-
curity policy, a security procedure, or an ac-
ceptable use policy. 

‘‘(9) INFORMATION RESOURCES.—The term 
‘information resources’ has the meaning 
given the term in section 3502 of title 44. 

‘‘(10) INFORMATION SECURITY.—The term 
‘information security’ means protecting in-
formation and information systems from dis-
ruption or unauthorized access, use, disclo-
sure, modification, or destruction in order to 
provide— 

‘‘(A) integrity, by guarding against im-
proper information modification or destruc-
tion, including by ensuring information non-
repudiation and authenticity; 

‘‘(B) confidentiality, by preserving author-
ized restrictions on access and disclosure, in-
cluding means for protecting personal pri-
vacy and proprietary information; or 

‘‘(C) availability, by ensuring timely and 
reliable access to and use of information. 

‘‘(11) INFORMATION SYSTEM.—The term ‘in-
formation system’ has the meaning given the 
term in section 3502 of title 44. 

‘‘(12) INFORMATION TECHNOLOGY.—The term 
‘information technology’ has the meaning 
given the term in section 11101 of title 40. 

‘‘(13) MALICIOUS RECONNAISSANCE.—The 
term ‘malicious reconnaissance’ means a 
method for actively probing or passively 
monitoring an information system for the 
purpose of discerning technical 
vulnerabilities of the information system, if 
such method is associated with a known or 
suspected cybersecurity threat. 

‘‘(14) NATIONAL SECURITY SYSTEM.— 
‘‘(A) IN GENERAL.—The term ‘national secu-

rity system’ means any information system 
(including any telecommunications system) 
used or operated by an agency or by a con-
tractor of an agency, or other organization 
on behalf of an agency— 

‘‘(i) the function, operation, or use of 
which— 

‘‘(I) involves intelligence activities; 
‘‘(II) involves cryptologic activities related 

to national security; 
‘‘(III) involves command and control of 

military forces; 
‘‘(IV) involves equipment that is an inte-

gral part of a weapon or weapons system; or 
‘‘(V) subject to subparagraph (B), is crit-

ical to the direct fulfillment of military or 
intelligence missions; or 

‘‘(ii) is protected at all times by procedures 
established for information that have been 
specifically authorized under criteria estab-
lished by an Executive Order or an Act of 
Congress to be kept classified in the interest 
of national defense or foreign policy. 

‘‘(B) LIMITATION.—Subparagraph (A)(i)(V) 
does not include a system that is to be used 
for routine administrative and business ap-
plications (including payroll, finance, logis-
tics, and personnel management applica-
tions). 

‘‘(15) OPERATIONAL CONTROL.—The term 
‘operational control’ means a security con-

trol for an information system that pri-
marily is implemented and executed by peo-
ple. 

‘‘(16) PERSON.—The term ‘person’ has the 
meaning given the term in section 3502 of 
title 44. 

‘‘(17) SECRETARY.—The term ‘Secretary’ 
means the Secretary of Commerce unless 
otherwise specified. 

‘‘(18) SECURITY CONTROL.—The term ‘secu-
rity control’ means the management, oper-
ational, and technical controls, including 
safeguards or countermeasures, prescribed 
for an information system to protect the 
confidentiality, integrity, and availability of 
the system and its information. 

‘‘(19) SIGNIFICANT CYBER INCIDENT.—The 
term ‘significant cyber incident’ means a 
cyber incident resulting in, or an attempted 
cyber incident that, if successful, would have 
resulted in— 

‘‘(A) the exfiltration from a Federal infor-
mation system of data that is essential to 
the operation of the Federal information sys-
tem; or 

‘‘(B) an incident in which an operational or 
technical control essential to the security or 
operation of a Federal information system 
was defeated. 

‘‘(20) TECHNICAL CONTROL.—The term ‘tech-
nical control’ means a hardware or software 
restriction on, or audit of, access or use of an 
information system or information that is 
stored on, processed by, or transiting an in-
formation system that is intended to ensure 
the confidentiality, integrity, or availability 
of that system. 
‘‘§ 3553. Federal information security author-

ity and coordination 
‘‘(a) IN GENERAL.—The Secretary, in con-

sultation with the Secretary of Homeland 
Security, shall— 

‘‘(1) issue compulsory and binding policies 
and directives governing agency information 
security operations, and require implemen-
tation of such policies and directives, includ-
ing— 

‘‘(A) policies and directives consistent with 
the standards and guidelines promulgated 
under section 11331 of title 40 to identify and 
provide information security protections 
prioritized and commensurate with the risk 
and impact resulting from the unauthorized 
access, use, disclosure, disruption, modifica-
tion, or destruction of— 

‘‘(i) information collected or maintained 
by or on behalf of an agency; or 

‘‘(ii) information systems used or operated 
by an agency or by a contractor of an agency 
or other organization on behalf of an agency; 

‘‘(B) minimum operational requirements 
for Federal Government to protect agency 
information systems and provide common 
situational awareness across all agency in-
formation systems; 

‘‘(C) reporting requirements, consistent 
with relevant law, regarding information se-
curity incidents and cyber threat informa-
tion; 

‘‘(D) requirements for agencywide informa-
tion security programs; 

‘‘(E) performance requirements and 
metrics for the security of agency informa-
tion systems; 

‘‘(F) training requirements to ensure that 
agencies are able to fully and timely comply 
with the policies and directives issued by the 
Secretary under this subchapter; 

‘‘(G) training requirements regarding pri-
vacy, civil rights, and civil liberties, and in-
formation oversight for agency information 
security personnel; 

‘‘(H) requirements for the annual reports 
to the Secretary under section 3554(d); 

‘‘(I) any other information security oper-
ations or information security requirements 
as determined by the Secretary in coordina-
tion with relevant agency heads; and 
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‘‘(J) coordinating the development of 

standards and guidelines under section 20 of 
the National Institute of Standards and 
Technology Act (15 U.S.C. 278g–3) with agen-
cies and offices operating or exercising con-
trol of national security systems (including 
the National Security Agency) to assure, to 
the maximum extent feasible, that such 
standards and guidelines are complementary 
with standards and guidelines developed for 
national security systems; 

‘‘(2) review the agencywide information se-
curity programs under section 3554; and 

‘‘(3) designate an individual or an entity at 
each cybersecurity center, among other re-
sponsibilities— 

‘‘(A) to receive reports and information 
about information security incidents, cyber 
threat information, and deterioration of se-
curity control affecting agency information 
systems; and 

‘‘(B) to act on or share the information 
under subparagraph (A) in accordance with 
this subchapter. 

‘‘(b) CONSIDERATIONS.—When issuing poli-
cies and directives under subsection (a), the 
Secretary shall consider any applicable 
standards or guidelines developed by the Na-
tional Institute of Standards and Technology 
under section 11331 of title 40. 

‘‘(c) LIMITATION OF AUTHORITY.—The au-
thorities of the Secretary under this section 
shall not apply to national security systems. 
Information security policies, directives, 
standards and guidelines for national secu-
rity systems shall be overseen as directed by 
the President and, in accordance with that 
direction, carried out under the authority of 
the heads of agencies that operate or exer-
cise authority over such national security 
systems. 

‘‘(d) STATUTORY CONSTRUCTION.—Nothing 
in this subchapter shall be construed to alter 
or amend any law regarding the authority of 
any head of an agency over such agency. 
‘‘§ 3554. Agency responsibilities 

‘‘(a) IN GENERAL.—The head of each agency 
shall— 

‘‘(1) be responsible for— 
‘‘(A) complying with the policies and direc-

tives issued under section 3553; 
‘‘(B) providing information security pro-

tections commensurate with the risk result-
ing from unauthorized access, use, disclo-
sure, disruption, modification, or destruction 
of— 

‘‘(i) information collected or maintained 
by the agency or by a contractor of an agen-
cy or other organization on behalf of an 
agency; and 

‘‘(ii) information systems used or operated 
by an agency or by a contractor of an agency 
or other organization on behalf of an agency; 

‘‘(C) complying with the requirements of 
this subchapter, including— 

‘‘(i) information security standards and 
guidelines promulgated under section 11331 
of title 40; 

‘‘(ii) for any national security systems op-
erated or controlled by that agency, infor-
mation security policies, directives, stand-
ards and guidelines issued as directed by the 
President; and 

‘‘(iii) for any non-national security sys-
tems operated or controlled by that agency, 
information security policies, directives, 
standards and guidelines issued under sec-
tion 3553; 

‘‘(D) ensuring that information security 
management processes are integrated with 
agency strategic and operational planning 
processes; 

‘‘(E) reporting and sharing, for an agency 
operating or exercising control of a national 
security system, information about informa-
tion security incidents, cyber threat infor-
mation, and deterioration of security con-

trols to the individual or entity designated 
at each cybersecurity center and to other ap-
propriate entities consistent with policies 
and directives for national security systems 
issued as directed by the President; and 

‘‘(F) reporting and sharing, for those agen-
cies operating or exercising control of non- 
national security systems, information 
about information security incidents, cyber 
threat information, and deterioration of se-
curity controls to the individual or entity 
designated at each cybersecurity center and 
to other appropriate entities consistent with 
policies and directives for non-national secu-
rity systems as prescribed under section 
3553(a), including information to assist the 
entity designated under section 3555(a) with 
the ongoing security analysis under section 
3555; 

‘‘(2) ensure that each senior agency official 
provides information security for the infor-
mation and information systems that sup-
port the operations and assets under the sen-
ior agency official’s control, including by— 

‘‘(A) assessing the risk and impact that 
could result from the unauthorized access, 
use, disclosure, disruption, modification, or 
destruction of such information or informa-
tion systems; 

‘‘(B) determining the level of information 
security appropriate to protect such infor-
mation and information systems in accord-
ance with policies and directives issued 
under section 3553(a), and standards and 
guidelines promulgated under section 11331 
of title 40 for information security classifica-
tions and related requirements; 

‘‘(C) implementing policies, procedures, 
and capabilities to reduce risks to an accept-
able level in a cost-effective manner; 

‘‘(D) actively monitoring the effective im-
plementation of information security con-
trols and techniques; and 

‘‘(E) reporting information about informa-
tion security incidents, cyber threat infor-
mation, and deterioration of security con-
trols in a timely and adequate manner to the 
entity designated under section 3553(a)(3) in 
accordance with paragraph (1); 

‘‘(3) assess and maintain the resiliency of 
information technology systems critical to 
agency mission and operations; 

‘‘(4) designate the agency Inspector Gen-
eral (or an independent entity selected in 
consultation with the Director and the Coun-
cil of Inspectors General on Integrity and Ef-
ficiency if the agency does not have an In-
spector General) to conduct the annual inde-
pendent evaluation required under section 
3556, and allow the agency Inspector General 
to contract with an independent entity to 
perform such evaluation; 

‘‘(5) delegate to the Chief Information Offi-
cer or equivalent (or to a senior agency offi-
cial who reports to the Chief Information Of-
ficer or equivalent)— 

‘‘(A) the authority and primary responsi-
bility to implement an agencywide informa-
tion security program; and 

‘‘(B) the authority to provide information 
security for the information collected and 
maintained by the agency (or by a con-
tractor, other agency, or other source on be-
half of the agency) and for the information 
systems that support the operations, assets, 
and mission of the agency (including any in-
formation system provided or managed by a 
contractor, other agency, or other source on 
behalf of the agency); 

‘‘(6) delegate to the appropriate agency of-
ficial (who is responsible for a particular 
agency system or subsystem) the responsi-
bility to ensure and enforce compliance with 
all requirements of the agency’s agencywide 
information security program in coordina-
tion with the Chief Information Officer or 
equivalent (or the senior agency official who 

reports to the Chief Information Officer or 
equivalent) under paragraph (5); 

‘‘(7) ensure that an agency has trained per-
sonnel who have obtained any necessary se-
curity clearances to permit them to assist 
the agency in complying with this sub-
chapter; 

‘‘(8) ensure that the Chief Information Offi-
cer or equivalent (or the senior agency offi-
cial who reports to the Chief Information Of-
ficer or equivalent) under paragraph (5), in 
coordination with other senior agency offi-
cials, reports to the agency head on the ef-
fectiveness of the agencywide information 
security program, including the progress of 
any remedial actions; and 

‘‘(9) ensure that the Chief Information Offi-
cer or equivalent (or the senior agency offi-
cial who reports to the Chief Information Of-
ficer or equivalent) under paragraph (5) has 
the necessary qualifications to administer 
the functions described in this subchapter 
and has information security duties as a pri-
mary duty of that official. 

‘‘(b) CHIEF INFORMATION OFFICERS.—Each 
Chief Information Officer or equivalent (or 
the senior agency official who reports to the 
Chief Information Officer or equivalent) 
under subsection (a)(5) shall— 

‘‘(1) establish and maintain an enterprise 
security operations capability that on a con-
tinuous basis— 

‘‘(A) detects, reports, contains, mitigates, 
and responds to information security inci-
dents that impair adequate security of the 
agency’s information or information system 
in a timely manner and in accordance with 
the policies and directives under section 3553; 
and 

‘‘(B) reports any information security inci-
dent under subparagraph (A) to the entity 
designated under section 3555; 

‘‘(2) develop, maintain, and oversee an 
agencywide information security program; 

‘‘(3) develop, maintain, and oversee infor-
mation security policies, procedures, and 
control techniques to address applicable re-
quirements, including requirements under 
section 3553 of this title and section 11331 of 
title 40; and 

‘‘(4) train and oversee the agency personnel 
who have significant responsibility for infor-
mation security with respect to that respon-
sibility. 

‘‘(c) AGENCYWIDE INFORMATION SECURITY 
PROGRAMS.— 

‘‘(1) IN GENERAL.—Each agencywide infor-
mation security program under subsection 
(b)(2) shall include— 

‘‘(A) relevant security risk assessments, 
including technical assessments and others 
related to the acquisition process; 

‘‘(B) security testing commensurate with 
risk and impact; 

‘‘(C) mitigation of deterioration of security 
controls commensurate with risk and im-
pact; 

‘‘(D) risk-based continuous monitoring and 
threat assessment of the operational status 
and security of agency information systems 
to enable evaluation of the effectiveness of 
and compliance with information security 
policies, procedures, and practices, including 
a relevant and appropriate selection of secu-
rity controls of information systems identi-
fied in the inventory under section 3505(c); 

‘‘(E) operation of appropriate technical ca-
pabilities in order to detect, mitigate, re-
port, and respond to information security in-
cidents, cyber threat information, and dete-
rioration of security controls in a manner 
that is consistent with the policies and di-
rectives under section 3553, including— 

‘‘(i) mitigating risks associated with such 
information security incidents; 

‘‘(ii) notifying and consulting with the en-
tity designated under section 3555; and 
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‘‘(iii) notifying and consulting with, as ap-

propriate— 
‘‘(I) law enforcement and the relevant Of-

fice of the Inspector General; and 
‘‘(II) any other entity, in accordance with 

law and as directed by the President; 
‘‘(F) a process to ensure that remedial ac-

tion is taken to address any deficiencies in 
the information security policies, proce-
dures, and practices of the agency; and 

‘‘(G) a plan and procedures to ensure the 
continuity of operations for information sys-
tems that support the operations and assets 
of the agency. 

‘‘(2) RISK MANAGEMENT STRATEGIES.—Each 
agencywide information security program 
under subsection (b)(2) shall include the de-
velopment and maintenance of a risk man-
agement strategy for information security. 
The risk management strategy shall in-
clude— 

‘‘(A) consideration of information security 
incidents, cyber threat information, and de-
terioration of security controls; and 

‘‘(B) consideration of the consequences 
that could result from the unauthorized ac-
cess, use, disclosure, disruption, modifica-
tion, or destruction of information and infor-
mation systems that support the operations 
and assets of the agency, including any in-
formation system provided or managed by a 
contractor, other agency, or other source on 
behalf of the agency; 

‘‘(3) POLICIES AND PROCEDURES.—Each agen-
cywide information security program under 
subsection (b)(2) shall include policies and 
procedures that— 

‘‘(A) are based on the risk management 
strategy under paragraph (2); 

‘‘(B) reduce information security risks to 
an acceptable level in a cost-effective man-
ner; 

‘‘(C) ensure that cost-effective and ade-
quate information security is addressed as 
part of the acquisition and ongoing manage-
ment of each agency information system; 
and 

‘‘(D) ensure compliance with— 
‘‘(i) this subchapter; and 
‘‘(ii) any other applicable requirements. 
‘‘(4) TRAINING REQUIREMENTS.—Each agen-

cywide information security program under 
subsection (b)(2) shall include information 
security, privacy, civil rights, civil liberties, 
and information oversight training that 
meets any applicable requirements under 
section 3553. The training shall inform each 
information security personnel that has ac-
cess to agency information systems (includ-
ing contractors and other users of informa-
tion systems that support the operations and 
assets of the agency) of— 

‘‘(A) the information security risks associ-
ated with the information security person-
nel’s activities; and 

‘‘(B) the individual’s responsibility to com-
ply with the agency policies and procedures 
that reduce the risks under subparagraph 
(A). 

‘‘(d) ANNUAL REPORT.—Each agency shall 
submit a report annually to the Secretary of 
Homeland Security on its agencywide infor-
mation security program and information 
systems. 
‘‘§ 3555. Multiagency ongoing threat assess-

ment 
‘‘(a) IMPLEMENTATION.—The Director of the 

Office of Management and Budget, in coordi-
nation with the Secretary of Homeland Secu-
rity, shall designate an entity to implement 
ongoing security analysis concerning agency 
information systems— 

‘‘(1) based on cyber threat information; 
‘‘(2) based on agency information system 

and environment of operation changes, in-
cluding— 

‘‘(A) an ongoing evaluation of the informa-
tion system security controls; and 

‘‘(B) the security state, risk level, and en-
vironment of operation of an agency infor-
mation system, including— 

‘‘(i) a change in risk level due to a new 
cyber threat; 

‘‘(ii) a change resulting from a new tech-
nology; 

‘‘(iii) a change resulting from the agency’s 
mission; and 

‘‘(iv) a change resulting from the business 
practice; and 

‘‘(3) using automated processes to the max-
imum extent possible— 

‘‘(A) to increase information system secu-
rity; 

‘‘(B) to reduce paper-based reporting re-
quirements; and 

‘‘(C) to maintain timely and actionable 
knowledge of the state of the information 
system security. 

‘‘(b) STANDARDS.—The National Institute 
of Standards and Technology may promul-
gate standards, in coordination with the Sec-
retary of Homeland Security, to assist an 
agency with its duties under this section. 

‘‘(c) COMPLIANCE.—The head of each appro-
priate department and agency shall be re-
sponsible for ensuring compliance and imple-
menting necessary procedures to comply 
with this section. The head of each appro-
priate department and agency, in consulta-
tion with the Director of the Office of Man-
agement and Budget and the Secretary of 
Homeland Security, shall— 

‘‘(1) monitor compliance under this sec-
tion; 

‘‘(2) develop a timeline and implement for 
the department or agency— 

‘‘(A) adoption of any technology, system, 
or method that facilitates continuous moni-
toring and threat assessments of an agency 
information system; 

‘‘(B) adoption or updating of any tech-
nology, system, or method that prevents, de-
tects, or remediates a significant cyber inci-
dent to a Federal information system of the 
department or agency that has impeded, or 
is reasonably likely to impede, the perform-
ance of a critical mission of the department 
or agency; and 

‘‘(C) adoption of any technology, system, 
or method that satisfies a requirement under 
this section. 

‘‘(d) LIMITATION OF AUTHORITY.—The au-
thorities of the Director of the Office of Man-
agement and Budget and of the Secretary of 
Homeland Security under this section shall 
not apply to national security systems. 

‘‘(e) REPORT.—Not later than 6 months 
after the date of enactment of the Strength-
ening and Enhancing Cybersecurity by Using 
Research, Education, Information, and Tech-
nology Act of 2012, the Government Account-
ability Office shall issue a report evaluating 
each agency’s status toward implementing 
this section. 
‘‘§ 3556. Independent evaluations 

‘‘(a) IN GENERAL.—The Council of the In-
spectors General on Integrity and Efficiency, 
in consultation with the Director and the 
Secretary of Homeland Security, the Sec-
retary of Commerce, and the Secretary of 
Defense, shall issue and maintain criteria for 
the timely, cost-effective, risk-based, and 
independent evaluation of each agencywide 
information security program (and prac-
tices) to determine the effectiveness of the 
agencywide information security program 
(and practices). The criteria shall include 
measures to assess any conflicts of interest 
in the performance of the evaluation and 
whether the agencywide information secu-
rity program includes appropriate safeguards 
against disclosure of information where such 
disclosure may adversely affect information 
security. 

‘‘(b) ANNUAL INDEPENDENT EVALUATIONS.— 
Each agency shall perform an annual inde-

pendent evaluation of its agencywide infor-
mation security program (and practices) in 
accordance with the criteria under sub-
section (a). 

‘‘(c) DISTRIBUTION OF REPORTS.—Not later 
than 30 days after receiving an independent 
evaluation under subsection (b), each agency 
head shall transmit a copy of the inde-
pendent evaluation to the Secretary of 
Homeland Security, the Secretary of Com-
merce, and the Secretary of Defense. 

‘‘(d) NATIONAL SECURITY SYSTEMS.—Eval-
uations involving national security systems 
shall be conducted as directed by President. 
‘‘§ 3557. National security systems. 

‘‘The head of each agency operating or ex-
ercising control of a national security sys-
tem shall be responsible for ensuring that 
the agency— 

‘‘(1) provides information security protec-
tions commensurate with the risk and mag-
nitude of the harm resulting from the unau-
thorized access, use, disclosure, disruption, 
modification, or destruction of the informa-
tion contained in such system; and 

‘‘(2) implements information security poli-
cies and practices as required by standards 
and guidelines for national security systems, 
issued in accordance with law and as di-
rected by the President.’’. 

(b) SAVINGS PROVISIONS.— 
(1) POLICY AND COMPLIANCE GUIDANCE.—Pol-

icy and compliance guidance issued by the 
Director before the date of enactment of this 
Act under section 3543(a)(1) of title 44, United 
States Code (as in effect on the day before 
the date of enactment of this Act), shall con-
tinue in effect, according to its terms, until 
modified, terminated, superseded, or re-
pealed pursuant to section 3553(a)(1) of title 
44, United States Code. 

(2) STANDARDS AND GUIDELINES.—Standards 
and guidelines issued by the Secretary of 
Commerce or by the Director before the date 
of enactment of this Act under section 
11331(a)(1) of title 40, United States Code, (as 
in effect on the day before the date of enact-
ment of this Act) shall continue in effect, ac-
cording to their terms, until modified, ter-
minated, superseded, or repealed pursuant to 
section 11331(a)(1) of title 40, United States 
Code, as amended by this Act. 

(c) TECHNICAL AND CONFORMING AMEND-
MENTS.— 

(1) CHAPTER ANALYSIS.—The chapter anal-
ysis for chapter 35 of title 44, United States 
Code, is amended— 

(A) by striking the items relating to sec-
tions 3531 through 3538; 

(B) by striking the items relating to sec-
tions 3541 through 3549; and 

(C) by inserting the following: 
‘‘3551. Purposes. 
‘‘3552. Definitions. 
‘‘3553. Federal information security author-

ity and coordination. 
‘‘3554. Agency responsibilities. 
‘‘3555. Multiagency ongoing threat assess-

ment. 
‘‘3556. Independent evaluations. 
‘‘3557. National security systems.’’. 

(2) OTHER REFERENCES.— 
(A) Section 1001(c)(1)(A) of the Homeland 

Security Act of 2002 (6 U.S.C. 511(1)(A)) is 
amended by striking ‘‘section 3532(3)’’ and in-
serting ‘‘section 3552’’. 

(B) Section 2222(j)(5) of title 10, United 
States Code, is amended by striking ‘‘section 
3542(b)(2)’’ and inserting ‘‘section 3552’’. 

(C) Section 2223(c)(3) of title 10, United 
States Code, is amended, by striking ‘‘sec-
tion 3542(b)(2)’’ and inserting ‘‘section 3552’’. 

(D) Section 2315 of title 10, United States 
Code, is amended by striking ‘‘section 
3542(b)(2)’’ and inserting ‘‘section 3552’’. 

(E) Section 20 of the National Institute of 
Standards and Technology Act (15 U.S.C. 
278g–3) is amended— 

VerDate Mar 15 2010 06:47 Jul 27, 2012 Jkt 019060 PO 00000 Frm 00179 Fmt 4624 Sfmt 0634 E:\CR\FM\A26JY6.140 S26JYPT1jb
el

l o
n 

D
S

K
7S

P
T

V
N

1P
R

O
D

 w
ith

 S
E

N
A

T
E



CONGRESSIONAL RECORD — SENATES5598 July 26, 2012 
(i) in subsection (a)(2), by striking ‘‘section 

3532(b)(2)’’ and inserting ‘‘section 3552’’; 
(ii) in subsection (c)(3), by striking ‘‘Direc-

tor of the Office of Management and Budget’’ 
and inserting ‘‘Secretary of Commerce’’; 

(iii) in subsection (d)(1), by striking ‘‘Di-
rector of the Office of Management and 
Budget’’ and inserting ‘‘Secretary of Com-
merce’’; 

(iv) in subsection (d)(8) by striking ‘‘Direc-
tor of the Office of Management and Budget’’ 
and inserting ‘‘Secretary of Commerce’’; 

(v) in subsection (d)(8), by striking ‘‘sub-
mitted to the Director’’ and inserting ‘‘sub-
mitted to the Secretary’’; 

(vi) in subsection (e)(2), by striking ‘‘sec-
tion 3532(1) of such title’’ and inserting ‘‘sec-
tion 3552 of title 44’’; and 

(vii) in subsection (e)(5), by striking ‘‘sec-
tion 3532(b)(2) of such title’’ and inserting 
‘‘section 3552 of title 44’’. 

(F) Section 8(d)(1) of the Cyber Security 
Research and Development Act (15 U.S.C. 
7406(d)(1)) is amended by striking ‘‘section 
3534(b)’’ and inserting ‘‘section 3554(b)(2)’’. 
SEC. 202. MANAGEMENT OF INFORMATION TECH-

NOLOGY. 
(a) IN GENERAL.—Section 11331 of title 40, 

United States Code, is amended to read as 
follows: 
‘‘§ 11331. Responsibilities for Federal informa-

tion systems standards 
‘‘(a) STANDARDS AND GUIDELINES.— 
‘‘(1) AUTHORITY TO PRESCRIBE.—Except as 

provided under paragraph (2), the Secretary 
of Commerce shall prescribe standards and 
guidelines pertaining to Federal information 
systems— 

‘‘(A) in consultation with the Secretary of 
Homeland Security; and 

‘‘(B) on the basis of standards and guide-
lines developed by the National Institute of 
Standards and Technology under paragraphs 
(2) and (3) of section 20(a) of the National In-
stitute of Standards and Technology Act (15 
U.S.C. 278g–3(a)(2) and (a)(3)). 

‘‘(2) NATIONAL SECURITY SYSTEMS.—Stand-
ards and guidelines for national security sys-
tems shall be developed, prescribed, en-
forced, and overseen as otherwise authorized 
by law and as directed by the President. 

‘‘(b) MANDATORY STANDARDS AND GUIDE-
LINES.— 

‘‘(1) AUTHORITY TO MAKE MANDATORY STAND-
ARDS AND GUIDELINES.—The Secretary of 
Commerce shall make standards and guide-
lines under subsection (a)(1) compulsory and 
binding to the extent determined necessary 
by the Secretary of Commerce to improve 
the efficiency of operation or security of 
Federal information systems. 

‘‘(2) REQUIRED MANDATORY STANDARDS AND 
GUIDELINES.— 

‘‘(A) IN GENERAL.—Standards and guide-
lines under subsection (a)(1) shall include in-
formation security standards that— 

‘‘(i) provide minimum information security 
requirements as determined under section 
20(b) of the National Institute of Standards 
and Technology Act (15 U.S.C. 278g–3(b)); and 

‘‘(ii) are otherwise necessary to improve 
the security of Federal information and in-
formation systems. 

‘‘(B) BINDING EFFECT.—Information secu-
rity standards under subparagraph (A) shall 
be compulsory and binding. 

‘‘(c) EXERCISE OF AUTHORITY.—To ensure 
fiscal and policy consistency, the Secretary 
of Commerce shall exercise the authority 
conferred by this section subject to direction 
by the President and in coordination with 
the Director. 

‘‘(d) APPLICATION OF MORE STRINGENT 
STANDARDS AND GUIDELINES.—The head of an 
executive agency may employ standards for 
the cost-effective information security for 
information systems within or under the su-

pervision of that agency that are more strin-
gent than the standards and guidelines the 
Secretary of Commerce prescribes under this 
section if the more stringent standards and 
guidelines— 

‘‘(1) contain at least the applicable stand-
ards and guidelines made compulsory and 
binding by the Secretary of Commerce; and 

‘‘(2) are otherwise consistent with the poli-
cies, directives, and implementation memo-
randa issued under section 3553(a) of title 44. 

‘‘(e) DECISIONS ON PROMULGATION OF STAND-
ARDS AND GUIDELINES.—The decision by the 
Secretary of Commerce regarding the pro-
mulgation of any standard or guideline 
under this section shall occur not later than 
6 months after the date of submission of the 
proposed standard to the Secretary of Com-
merce by the National Institute of Standards 
and Technology under section 20 of the Na-
tional Institute of Standards and Technology 
Act (15 U.S.C. 278g–3). 

‘‘(f) NOTICE AND COMMENT.—A decision by 
the Secretary of Commerce to significantly 
modify, or not promulgate, a proposed stand-
ard submitted to the Secretary by the Na-
tional Institute of Standards and Technology 
under section 20 of the National Institute of 
Standards and Technology Act (15 U.S.C. 
278g–3) shall be made after the public is given 
an opportunity to comment on the Sec-
retary’s proposed decision. 

‘‘(g) DEFINITIONS.—In this section: 
‘‘(1) FEDERAL INFORMATION SYSTEM.—The 

term ‘Federal information system’ has the 
meaning given the term in section 3552 of 
title 44. 

‘‘(2) INFORMATION SECURITY.—The term ‘in-
formation security’ has the meaning given 
the term in section 3552 of title 44. 

‘‘(3) NATIONAL SECURITY SYSTEM.—The term 
‘national security system’ has the meaning 
given the term in section 3552 of title 44.’’. 
SEC. 203. NO NEW FUNDING. 

An applicable Federal agency shall carry 
out the provisions of this title with existing 
facilities and funds otherwise available, 
through such means as the head of the agen-
cy considers appropriate. 
SEC. 204. TECHNICAL AND CONFORMING AMEND-

MENTS. 
Section 21(b) of the National Institute of 

Standards and Technology Act (15 U.S.C. 
278g–4(b)) is amended— 

(1) in paragraph (2), by striking ‘‘and the 
Director of the Office of Management and 
Budget’’ and inserting ‘‘, the Secretary of 
Commerce, and the Secretary of Homeland 
Security’’; and 

(2) in paragraph (3), by inserting ‘‘, the 
Secretary of Homeland Security,’’ after ‘‘the 
Secretary of Commerce’’. 
SEC. 205. CLARIFICATION OF AUTHORITIES. 

Nothing in this title shall be construed to 
convey any new regulatory authority to any 
government entity implementing or com-
plying with any provision of this title. 

TITLE III—CRIMINAL PENALTIES 
SEC. 301. PENALTIES FOR FRAUD AND RELATED 

ACTIVITY IN CONNECTION WITH 
COMPUTERS. 

Section 1030(c) of title 18, United States 
Code, is amended to read as follows: 

‘‘(c) The punishment for an offense under 
subsection (a) or (b) of this section is— 

‘‘(1) a fine under this title or imprisonment 
for not more than 20 years, or both, in the 
case of an offense under subsection (a)(1) of 
this section; 

‘‘(2)(A) except as provided in subparagraph 
(B), a fine under this title or imprisonment 
for not more than 3 years, or both, in the 
case of an offense under subsection (a)(2); or 

‘‘(B) a fine under this title or imprison-
ment for not more than ten years, or both, in 
the case of an offense under subsection (a)(2) 
of this section, if— 

‘‘(i) the offense was committed for pur-
poses of commercial advantage or private fi-
nancial gain; 

‘‘(ii) the offense was committed in the fur-
therance of any criminal or tortious act in 
violation of the Constitution or laws of the 
United States, or of any State; or 

‘‘(iii) the value of the information ob-
tained, or that would have been obtained if 
the offense was completed, exceeds $5,000; 

‘‘(3) a fine under this title or imprisonment 
for not more than 10 years, or both, in the 
case of an offense under subsection (a)(3) of 
this section; 

‘‘(4) a fine under this title or imprisonment 
of not more than 20 years, or both, in the 
case of an offense under subsection (a)(4) of 
this section; 

‘‘(5)(A) except as provided in subparagraph 
(C), a fine under this title, imprisonment for 
not more than 20 years, or both, in the case 
of an offense under subsection (a)(5)(A) of 
this section, if the offense caused— 

‘‘(i) loss to 1 or more persons during any 1- 
year period (and, for purposes of an inves-
tigation, prosecution, or other proceeding 
brought by the United States only, loss re-
sulting from a related course of conduct af-
fecting 1 or more other protected computers) 
aggregating at least $5,000 in value; 

‘‘(ii) the modification or impairment, or 
potential modification or impairment, of the 
medical examination, diagnosis, treatment, 
or care of 1 or more individuals; 

‘‘(iii) physical injury to any person; 
‘‘(iv) a threat to public health or safety; 
‘‘(v) damage affecting a computer used by, 

or on behalf of, an entity of the United 
States Government in furtherance of the ad-
ministration of justice, national defense, or 
national security; or 

‘‘(vi) damage affecting 10 or more pro-
tected computers during any 1-year period; 

‘‘(B) a fine under this title, imprisonment 
for not more than 20 years, or both, in the 
case of an offense under subsection (a)(5)(B), 
if the offense caused a harm provided in 
clause (i) through (vi) of subparagraph (A) of 
this subsection; 

‘‘(C) if the offender attempts to cause or 
knowingly or recklessly causes death from 
conduct in violation of subsection (a)(5)(A), a 
fine under this title, imprisonment for any 
term of years or for life, or both; 

‘‘(D) a fine under this title, imprisonment 
for not more than 10 years, or both, for any 
other offense under subsection (a)(5); 

‘‘(E) a fine under this title or imprison-
ment for not more than 10 years, or both, in 
the case of an offense under subsection (a)(6) 
of this section; or 

‘‘(F) a fine under this title or imprison-
ment for not more than 10 years, or both, in 
the case of an offense under subsection (a)(7) 
of this section.’’. 
SEC. 302. TRAFFICKING IN PASSWORDS. 

Section 1030(a)(6) of title 18, United States 
Code, is amended to read as follows: 

‘‘(6) knowingly and with intent to defraud 
traffics (as defined in section 1029) in any 
password or similar information or means of 
access through which a protected computer 
(as defined in subparagraphs (A) and (B) of 
subsection (e)(2)) may be accessed without 
authorization.’’. 
SEC. 303. CONSPIRACY AND ATTEMPTED COM-

PUTER FRAUD OFFENSES. 
Section 1030(b) of title 18, United States 

Code, is amended by inserting ‘‘as if for the 
completed offense’’ after ‘‘punished as pro-
vided’’. 
SEC. 304. CRIMINAL AND CIVIL FORFEITURE FOR 

FRAUD AND RELATED ACTIVITY IN 
CONNECTION WITH COMPUTERS. 

Section 1030 of title 18, United States Code, 
is amended by striking subsections (i) and (j) 
and inserting the following: 
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‘‘(i) CRIMINAL FORFEITURE.— 
‘‘(1) The court, in imposing sentence on 

any person convicted of a violation of this 
section, or convicted of conspiracy to violate 
this section, shall order, in addition to any 
other sentence imposed and irrespective of 
any provision of State law, that such person 
forfeit to the United States— 

‘‘(A) such persons interest in any property, 
real or personal, that was used, or intended 
to be used, to commit or facilitate the com-
mission of such violation; and 

‘‘(B) any property, real or personal, consti-
tuting or derived from any gross proceeds, or 
any property traceable to such property, 
that such person obtained, directly or indi-
rectly, as a result of such violation. 

‘‘(2) The criminal forfeiture of property 
under this subsection, including any seizure 
and disposition of the property, and any re-
lated judicial or administrative proceeding, 
shall be governed by the provisions of sec-
tion 413 of the Comprehensive Drug Abuse 
Prevention and Control Act of 1970 (21 U.S.C. 
853), except subsection (d) of that section. 

‘‘(j) CIVIL FORFEITURE.— 
‘‘(1) The following shall be subject to for-

feiture to the United States and no property 
right, real or personal, shall exist in them: 

‘‘(A) Any property, real or personal, that 
was used, or intended to be used, to commit 
or facilitate the commission of any violation 
of this section, or a conspiracy to violate 
this section. 

‘‘(B) Any property, real or personal, consti-
tuting or derived from any gross proceeds ob-
tained directly or indirectly, or any property 
traceable to such property, as a result of the 
commission of any violation of this section, 
or a conspiracy to violate this section. 

‘‘(2) Seizures and forfeitures under this 
subsection shall be governed by the provi-
sions in chapter 46 relating to civil forfeit-
ures, except that such duties as are imposed 
on the Secretary of the Treasury under the 
customs laws described in section 981(d) shall 
be performed by such officers, agents and 
other persons as may be designated for that 
purpose by the Secretary of Homeland Secu-
rity or the Attorney General.’’. 
SEC. 305. DAMAGE TO CRITICAL INFRASTRUC-

TURE COMPUTERS. 
(a) IN GENERAL.—Chapter 47 of title 18, 

United States Code, is amended by inserting 
after section 1030 the following: 
‘‘§ 1030A. Aggravated damage to a critical in-

frastructure computer 
‘‘(a) DEFINITIONS.—In this section— 
‘‘(1) the term ‘computer’ has the meaning 

given the term in section 1030; 
‘‘(2) the term ‘critical infrastructure com-

puter’ means a computer that manages or 
controls systems or assets vital to national 
defense, national security, national eco-
nomic security, public health or safety, or 
any combination of those matters, whether 
publicly or privately owned or operated, in-
cluding— 

‘‘(A) oil and gas production, storage, con-
version, and delivery systems; 

‘‘(B) water supply systems; 
‘‘(C) telecommunication networks; 
‘‘(D) electrical power generation and deliv-

ery systems; 
‘‘(E) finance and banking systems; 
‘‘(F) emergency services; 
‘‘(G) transportation systems and services; 

and 
‘‘(H) government operations that provide 

essential services to the public; and 
‘‘(3) the term ‘damage’ has the meaning 

given the term in section 1030. 
‘‘(b) OFFENSE.—It shall be unlawful, during 

and in relation to a felony violation of sec-
tion 1030, to knowingly cause or attempt to 
cause damage to a critical infrastructure 
computer if the damage results in (or, in the 

case of an attempt, if completed, would have 
resulted in) the substantial impairment— 

‘‘(1) of the operation of the critical infra-
structure computer; or 

‘‘(2) of the critical infrastructure associ-
ated with the computer. 

‘‘(c) PENALTY.—Any person who violates 
subsection (b) shall be— 

‘‘(1) fined under this title; 
‘‘(2) imprisoned for not less than 3 years 

but not more than 20 years; or 
‘‘(3) penalized under paragraphs (1) and (2). 
‘‘(d) CONSECUTIVE SENTENCE.—Notwith-

standing any other provision of law— 
‘‘(1) a court shall not place on probation 

any person convicted of a violation of this 
section; 

‘‘(2) except as provided in paragraph (4), no 
term of imprisonment imposed on a person 
under this section shall run concurrently 
with any other term of imprisonment, in-
cluding any term of imprisonment imposed 
on the person under any other provision of 
law, including any term of imprisonment im-
posed for a felony violation of section 1030; 

‘‘(3) in determining any term of imprison-
ment to be imposed for a felony violation of 
section 1030, a court shall not in any way re-
duce the term to be imposed for such crime 
so as to compensate for, or otherwise take 
into account, any separate term of imprison-
ment imposed or to be imposed for a viola-
tion of this section; and 

‘‘(4) a term of imprisonment imposed on a 
person for a violation of this section may, in 
the discretion of the court, run concurrently, 
in whole or in part, only with another term 
of imprisonment that is imposed by the 
court at the same time on that person for an 
additional violation of this section, provided 
that such discretion shall be exercised in ac-
cordance with any applicable guidelines and 
policy statements issued by the United 
States Sentencing Commission pursuant to 
section 994 of title 28.’’. 

(b) TECHNICAL AND CONFORMING AMEND-
MENT.—The chapter analysis for chapter 47 of 
title 18, United States Code, is amended by 
inserting after the item relating to section 
1030 the following: 
‘‘1030A. Aggravated damage to a critical in-

frastructure computer.’’. 
SEC. 306. LIMITATION ON ACTIONS INVOLVING 

UNAUTHORIZED USE. 
Section 1030(e)(6) of title 18, United States 

Code, is amended by striking ‘‘alter;’’ and in-
serting ‘‘alter, but does not include access in 
violation of a contractual obligation or 
agreement, such as an acceptable use policy 
or terms of service agreement, with an Inter-
net service provider, Internet website, or 
non-government employer, if such violation 
constitutes the sole basis for determining 
that access to a protected computer is unau-
thorized;’’. 
SEC. 307. NO NEW FUNDING. 

An applicable Federal agency shall carry 
out the provisions of this title with existing 
facilities and funds otherwise available, 
through such means as the head of the agen-
cy considers appropriate. 

TITLE IV—CYBERSECURITY RESEARCH 
AND DEVELOPMENT 

SEC. 401. NATIONAL HIGH-PERFORMANCE COM-
PUTING PROGRAM PLANNING AND 
COORDINATION. 

(a) GOALS AND PRIORITIES.—Section 101 of 
the High-Performance Computing Act of 1991 
(15 U.S.C. 5511) is amended by adding at the 
end the following: 

‘‘(d) GOALS AND PRIORITIES.—The goals and 
priorities for Federal high-performance com-
puting research, development, networking, 
and other activities under subsection 
(a)(2)(A) shall include— 

‘‘(1) encouraging and supporting mecha-
nisms for interdisciplinary research and de-

velopment in networking and information 
technology, including— 

‘‘(A) through collaborations across agen-
cies; 

‘‘(B) through collaborations across Pro-
gram Component Areas; 

‘‘(C) through collaborations with industry; 
‘‘(D) through collaborations with institu-

tions of higher education; 
‘‘(E) through collaborations with Federal 

laboratories (as defined in section 4 of the 
Stevenson-Wydler Technology Innovation 
Act of 1980 (15 U.S.C. 3703)); and 

‘‘(F) through collaborations with inter-
national organizations; 

‘‘(2) addressing national, multi-agency, 
multi-faceted challenges of national impor-
tance; and 

‘‘(3) fostering the transfer of research and 
development results into new technologies 
and applications for the benefit of society.’’. 

(b) DEVELOPMENT OF STRATEGIC PLAN.— 
Section 101 of the High-Performance Com-
puting Act of 1991 (15 U.S.C. 5511) is amended 
by adding at the end the following: 

‘‘(e) STRATEGIC PLAN.— 
‘‘(1) IN GENERAL.—Not later than 1 year 

after the date of enactment of the Strength-
ening and Enhancing Cybersecurity by Using 
Research, Education, Information, and Tech-
nology Act of 2012, the agencies under sub-
section (a)(3)(B), working through the Na-
tional Science and Technology Council and 
with the assistance of the Office of Science 
and Technology Policy shall develop a 5-year 
strategic plan to guide the activities under 
subsection (a)(1). 

‘‘(2) CONTENTS.—The strategic plan shall 
specify— 

‘‘(A) the near-term objectives for the Pro-
gram; 

‘‘(B) the long-term objectives for the Pro-
gram; 

‘‘(C) the anticipated time frame for achiev-
ing the near-term objectives; 

‘‘(D) the metrics that will be used to assess 
any progress made toward achieving the 
near-term objectives and the long-term ob-
jectives; and 

‘‘(E) how the Program will achieve the 
goals and priorities under subsection (d). 

‘‘(3) IMPLEMENTATION ROADMAP.— 
‘‘(A) IN GENERAL.—The agencies under sub-

section (a)(3)(B) shall develop and annually 
update an implementation roadmap for the 
strategic plan. 

‘‘(B) REQUIREMENTS.—The information in 
the implementation roadmap shall be coordi-
nated with the database under section 102(c) 
and the annual report under section 101(a)(3). 
The implementation roadmap shall— 

‘‘(i) specify the role of each Federal agency 
in carrying out or sponsoring research and 
development to meet the research objectives 
of the strategic plan, including a description 
of how progress toward the research objec-
tives will be evaluated, with consideration of 
any relevant recommendations of the advi-
sory committee; 

‘‘(ii) specify the funding allocated to each 
major research objective of the strategic 
plan and the source of funding by agency for 
the current fiscal year; and 

‘‘(iii) estimate the funding required for 
each major research objective of the stra-
tegic plan for the next 3 fiscal years. 

‘‘(4) RECOMMENDATIONS.—The agencies 
under subsection (a)(3)(B) shall take into 
consideration when developing the strategic 
plan under paragraph (1) the recommenda-
tions of— 

‘‘(A) the advisory committee under sub-
section (b); and 

‘‘(B) the stakeholders under section 
102(a)(3). 

‘‘(5) REPORT TO CONGRESS.—The Director of 
the Office of Science and Technology Policy 
shall transmit the strategic plan under this 
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subsection, including the implementation 
roadmap and any updates under paragraph 
(3), to— 

‘‘(A) the advisory committee under sub-
section (b); 

‘‘(B) the Committee on Commerce, 
Science, and Transportation of the Senate; 
and 

‘‘(C) the Committee on Science and Tech-
nology of the House of Representatives.’’. 

(c) PERIODIC REVIEWS.—Section 101 of the 
High-Performance Computing Act of 1991 (15 
U.S.C. 5511) is amended by adding at the end 
the following: 

‘‘(f) PERIODIC REVIEWS.—The agencies 
under subsection (a)(3)(B) shall— 

‘‘(1) periodically assess the contents and 
funding levels of the Program Component 
Areas and restructure the Program when 
warranted, taking into consideration any 
relevant recommendations of the advisory 
committee under subsection (b); and 

‘‘(2) ensure that the Program includes na-
tional, multi-agency, multi-faceted research 
and development activities, including activi-
ties described in section 104.’’. 

(d) ADDITIONAL RESPONSIBILITIES OF DIREC-
TOR.—Section 101(a)(2) of the High-Perform-
ance Computing Act of 1991 (15 U.S.C. 
5511(a)(2)) is amended— 

(1) by redesignating subparagraphs (E) and 
(F) as subparagraphs (G) and (H), respec-
tively; and 

(2) by inserting after subparagraph (D) the 
following: 

‘‘(E) encourage and monitor the efforts of 
the agencies participating in the Program to 
allocate the level of resources and manage-
ment attention necessary— 

‘‘(i) to ensure that the strategic plan under 
subsection (e) is developed and executed ef-
fectively; and 

‘‘(ii) to ensure that the objectives of the 
Program are met; 

‘‘(F) working with the Office of Manage-
ment and Budget and in coordination with 
the creation of the database under section 
102(c), direct the Office of Science and Tech-
nology Policy and the agencies participating 
in the Program to establish a mechanism 
(consistent with existing law) to track all 
ongoing and completed research and develop-
ment projects and associated funding;’’. 

(e) ADVISORY COMMITTEE.—Section 101(b) of 
the High-Performance Computing Act of 1991 
(15 U.S.C. 5511(b)) is amended— 

(1) in paragraph (1)— 
(A) by inserting after the first sentence the 

following: ‘‘The co-chairs of the advisory 
committee shall meet the qualifications of 
committee members and may be members of 
the Presidents Council of Advisors on 
Science and Technology.’’; and 

(B) by striking ‘‘high-performance’’ in sub-
paragraph (D) and inserting ‘‘high-end’’; and 

(2) by amending paragraph (2) to read as 
follows: 

‘‘(2) In addition to the duties under para-
graph (1), the advisory committee shall con-
duct periodic evaluations of the funding, 
management, coordination, implementation, 
and activities of the Program. The advisory 
committee shall report its findings and rec-
ommendations not less frequently than once 
every 3 fiscal years to the Committee on 
Commerce, Science, and Transportation of 
the Senate and the Committee on Science 
and Technology of the House of Representa-
tives. The report shall be submitted in con-
junction with the update of the strategic 
plan.’’. 

(f) REPORT.—Section 101(a)(3) of the High- 
Performance Computing Act of 1991 (15 
U.S.C. 5511(a)(3)) is amended— 

(1) in subparagraph (C)— 
(A) by striking ‘‘is submitted,’’ and insert-

ing ‘‘is submitted, the levels for the previous 
fiscal year,’’; and 

(B) by striking ‘‘each Program Component 
Area’’ and inserting ‘‘each Program Compo-
nent Area and each research area supported 
in accordance with section 104’’; 

(2) in subparagraph (D)— 
(A) by striking ‘‘each Program Component 

Area,’’ and inserting ‘‘each Program Compo-
nent Area and each research area supported 
in accordance with section 104,’’; 

(B) by striking ‘‘is submitted,’’ and insert-
ing ‘‘is submitted, the levels for the previous 
fiscal year,’’; and 

(C) by striking ‘‘and’’ after the semicolon; 
(3) by redesignating subparagraph (E) as 

subparagraph (G); and 
(4) by inserting after subparagraph (D) the 

following: 
‘‘(E) include a description of how the objec-

tives for each Program Component Area, and 
the objectives for activities that involve 
multiple Program Component Areas, relate 
to the objectives of the Program identified 
in the strategic plan under subsection (e); 

‘‘(F) include— 
‘‘(i) a description of the funding required 

by the Office of Science and Technology Pol-
icy to perform the functions under sub-
sections (a) and (c) of section 102 for the next 
fiscal year by category of activity; 

‘‘(ii) a description of the funding required 
by the Office of Science and Technology Pol-
icy to perform the functions under sub-
sections (a) and (c) of section 102 for the cur-
rent fiscal year by category of activity; and 

‘‘(iii) the amount of funding provided for 
the Office of Science and Technology Policy 
for the current fiscal year by each agency 
participating in the Program; and’’. 

(g) DEFINITIONS.—Section 4 of the High- 
Performance Computing Act of 1991 (15 
U.S.C. 5503) is amended— 

(1) by redesignating paragraphs (1) and (2) 
as paragraphs (2) and (3), respectively; 

(2) by redesignating paragraph (3) as para-
graph (6); 

(3) by redesignating paragraphs (6) and (7) 
as paragraphs (7) and (8), respectively; 

(4) by inserting before paragraph (2), as re-
designated, the following: 

‘‘(1) ‘cyber-physical systems’ means phys-
ical or engineered systems whose networking 
and information technology functions and 
physical elements are deeply integrated and 
are actively connected to the physical world 
through sensors, actuators, or other means 
to perform monitoring and control func-
tions;’’; 

(5) in paragraph (3), as redesignated, by 
striking ‘‘high-performance computing’’ and 
inserting ‘‘networking and information tech-
nology’’; 

(6) in paragraph (6), as redesignated— 
(A) by striking ‘‘high-performance com-

puting’’ and inserting ‘‘networking and in-
formation technology’’; and 

(B) by striking ‘‘supercomputer’’ and in-
serting ‘‘high-end computing’’; 

(7) in paragraph (5), by striking ‘‘network 
referred to as’’ and all that follows through 
the semicolon and inserting ‘‘network, in-
cluding advanced computer networks of Fed-
eral agencies and departments’’; and 

(8) in paragraph (7), as redesignated, by 
striking ‘‘National High-Performance Com-
puting Program’’ and inserting ‘‘networking 
and information technology research and de-
velopment program’’. 
SEC. 402. RESEARCH IN AREAS OF NATIONAL IM-

PORTANCE. 
(a) RESEARCH IN AREAS OF NATIONAL IMPOR-

TANCE.—Title I of the High-Performance 
Computing Act of 1991 (15 U.S.C. 5511 et seq.) 
is amended by adding at the end the fol-
lowing: 
‘‘SEC. 104. RESEARCH IN AREAS OF NATIONAL IM-

PORTANCE. 
‘‘(a) IN GENERAL.—The Program shall en-

courage agencies under section 101(a)(3)(B) to 

support, maintain, and improve national, 
multi-agency, multi-faceted, research and 
development activities in networking and in-
formation technology directed toward appli-
cation areas that have the potential for sig-
nificant contributions to national economic 
competitiveness and for other significant so-
cietal benefits. 

‘‘(b) TECHNICAL SOLUTIONS.—An activity 
under subsection (a) shall be designed to ad-
vance the development of research discov-
eries by demonstrating technical solutions 
to important problems in areas including— 

‘‘(1) cybersecurity; 
‘‘(2) health care; 
‘‘(3) energy management and low-power 

systems and devices; 
‘‘(4) transportation, including surface and 

air transportation; 
‘‘(5) cyber-physical systems; 
‘‘(6) large-scale data analysis and modeling 

of physical phenomena; 
‘‘(7) large scale data analysis and modeling 

of behavioral phenomena; 
‘‘(8) supply chain quality and security; and 
‘‘(9) privacy protection and protected dis-

closure of confidential data. 
‘‘(c) RECOMMENDATIONS.—The advisory 

committee under section 101(b) shall make 
recommendations to the Program for can-
didate research and development areas for 
support under this section. 

‘‘(d) CHARACTERISTICS.— 
‘‘(1) IN GENERAL.—Research and develop-

ment activities under this section— 
‘‘(A) shall include projects selected on the 

basis of applications for support through a 
competitive, merit-based process; 

‘‘(B) shall leverage, when possible, Federal 
investments through collaboration with re-
lated State initiatives; 

‘‘(C) shall include a plan for fostering the 
transfer of research discoveries and the re-
sults of technology demonstration activities, 
including from institutions of higher edu-
cation and Federal laboratories, to industry 
for commercial development; 

‘‘(D) shall involve collaborations among re-
searchers in institutions of higher education 
and industry; and 

‘‘(E) may involve collaborations among 
nonprofit research institutions and Federal 
laboratories, as appropriate. 

‘‘(2) COST-SHARING.—In selecting applica-
tions for support, the agencies under section 
101(a)(3)(B) shall give special consideration 
to projects that include cost sharing from 
non-Federal sources. 

‘‘(3) MULTIDISCIPLINARY RESEARCH CEN-
TERS.—Research and development activities 
under this section shall be supported 
through multidisciplinary research centers, 
including Federal laboratories, that are or-
ganized to investigate basic research ques-
tions and carry out technology demonstra-
tion activities in areas described in sub-
section (a). Research may be carried out 
through existing multidisciplinary centers, 
including those authorized under section 
7024(b)(2) of the America COMPETES Act (42 
U.S.C. 1862o–10(2)).’’. 

(b) CYBER-PHYSICAL SYSTEMS.—Section 
101(a)(1) of the High-Performance Computing 
Act of 1991 (15 U.S.C. 5511(a)(1)) is amended— 

(1) in subparagraph (H), by striking ‘‘and’’ 
after the semicolon; 

(2) in subparagraph (I), by striking the pe-
riod at the end and inserting a semicolon; 
and 

(3) by adding at the end the following: 
‘‘(J) provide for increased understanding of 

the scientific principles of cyber-physical 
systems and improve the methods available 
for the design, development, and operation of 
cyber-physical systems that are character-
ized by high reliability, safety, and security; 
and 
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‘‘(K) provide for research and development 

on human-computer interactions, visualiza-
tion, and big data.’’. 

(c) TASK FORCE.—Title I of the High-Per-
formance Computing Act of 1991 (15 U.S.C. 
5511 et seq.), as amended by section 402(a) of 
this Act, is amended by adding at the end 
the following: 
‘‘SEC. 105. TASK FORCE. 

‘‘(a) ESTABLISHMENT.—Not later than 180 
days after the date of enactment of the 
Strengthening and Enhancing Cybersecurity 
by Using Research, Education, Information, 
and Technology Act of 2012, the Director of 
the Office of Science and Technology Policy 
under section 102 shall convene a task force 
to explore mechanisms for carrying out col-
laborative research and development activi-
ties for cyber-physical systems (including 
the related technologies required to enable 
these systems) through a consortium or 
other appropriate entity with participants 
from institutions of higher education, Fed-
eral laboratories, and industry. 

‘‘(b) FUNCTIONS.—The task force shall— 
‘‘(1) develop options for a collaborative 

model and an organizational structure for 
such entity under which the joint research 
and development activities could be planned, 
managed, and conducted effectively, includ-
ing mechanisms for the allocation of re-
sources among the participants in such enti-
ty for support of such activities; 

‘‘(2) propose a process for developing a re-
search and development agenda for such en-
tity, including guidelines to ensure an appro-
priate scope of work focused on nationally 
significant challenges and requiring collabo-
ration and to ensure the development of re-
lated scientific and technological mile-
stones; 

‘‘(3) define the roles and responsibilities for 
the participants from institutions of higher 
education, Federal laboratories, and indus-
try in such entity; 

‘‘(4) propose guidelines for assigning intel-
lectual property rights and for transferring 
research results to the private sector; and 

‘‘(5) make recommendations for how such 
entity could be funded from Federal, State, 
and non-governmental sources. 

‘‘(c) COMPOSITION.—In establishing the task 
force under subsection (a), the Director of 
the Office of Science and Technology Policy 
shall appoint an equal number of individuals 
from institutions of higher education and 
from industry with knowledge and expertise 
in cyber-physical systems, and may appoint 
not more than 2 individuals from Federal 
laboratories. 

‘‘(d) REPORT.—Not later than 1 year after 
the date of enactment of the Strengthening 
and Enhancing Cybersecurity by Using Re-
search, Education, Information, and Tech-
nology Act of 2012, the Director of the Office 
of Science and Technology Policy shall 
transmit to the Committee on Commerce, 
Science, and Transportation of the Senate 
and the Committee on Science and Tech-
nology of the House of Representatives a re-
port describing the findings and rec-
ommendations of the task force. 

‘‘(e) TERMINATION.—The task force shall 
terminate upon transmittal of the report re-
quired under subsection (d). 

‘‘(f) COMPENSATION AND EXPENSES.—Mem-
bers of the task force shall serve without 
compensation.’’. 
SEC. 403. PROGRAM IMPROVEMENTS. 

Section 102 of the High-Performance Com-
puting Act of 1991 (15 U.S.C. 5512) is amended 
to read as follows: 
‘‘SEC. 102. PROGRAM IMPROVEMENTS. 

‘‘(a) FUNCTIONS.—The Director of the Office 
of Science and Technology Policy shall con-
tinue— 

‘‘(1) to provide technical and administra-
tive support to— 

‘‘(A) the agencies participating in planning 
and implementing the Program, including 
support needed to develop the strategic plan 
under section 101(e); and 

‘‘(B) the advisory committee under section 
101(b); 

‘‘(2) to serve as the primary point of con-
tact on Federal networking and information 
technology activities for government agen-
cies, academia, industry, professional soci-
eties, State computing and networking tech-
nology programs, interested citizen groups, 
and others to exchange technical and pro-
grammatic information; 

‘‘(3) to solicit input and recommendations 
from a wide range of stakeholders during the 
development of each strategic plan under 
section 101(e) by convening at least 1 work-
shop with invitees from academia, industry, 
Federal laboratories, and other relevant or-
ganizations and institutions; 

‘‘(4) to conduct public outreach, including 
the dissemination of the advisory commit-
tee’s findings and recommendations, as ap-
propriate; 

‘‘(5) to promote access to and early appli-
cation of the technologies, innovations, and 
expertise derived from Program activities to 
agency missions and systems across the Fed-
eral Government and to United States indus-
try; 

‘‘(6) to ensure accurate and detailed budget 
reporting of networking and information 
technology research and development invest-
ment; and 

‘‘(7) to encourage agencies participating in 
the Program to use existing programs and 
resources to strengthen networking and in-
formation technology education and train-
ing, and increase participation in such fields, 
including by women and underrepresented 
minorities. 

‘‘(b) SOURCE OF FUNDING.— 
‘‘(1) IN GENERAL.—The functions under this 

section shall be supported by funds from 
each agency participating in the Program. 

‘‘(2) SPECIFICATIONS.—The portion of the 
total budget of the Office of Science and 
Technology Policy that is provided by each 
agency participating in the Program for each 
fiscal year shall be in the same proportion as 
each agency’s share of the total budget for 
the Program for the previous fiscal year, as 
specified in the database under section 
102(c). 

‘‘(c) DATABASE.— 
‘‘(1) IN GENERAL.—The Director of the Of-

fice of Science and Technology Policy shall 
develop and maintain a database of projects 
funded by each agency for the fiscal year for 
each Program Component Area. 

‘‘(2) PUBLIC ACCESSIBILITY.—The Director of 
the Office of Science and Technology Policy 
shall make the database accessible to the 
public. 

‘‘(3) DATABASE CONTENTS.—The database 
shall include, for each project in the data-
base— 

‘‘(A) a description of the project; 
‘‘(B) each agency, industry, institution of 

higher education, Federal laboratory, or 
international institution involved in the 
project; 

‘‘(C) the source funding of the project (set 
forth by agency); 

‘‘(D) the funding history of the project; and 
‘‘(E) whether the project has been com-

pleted.’’. 
SEC. 404. IMPROVING EDUCATION OF NET-

WORKING AND INFORMATION TECH-
NOLOGY, INCLUDING HIGH PER-
FORMANCE COMPUTING. 

Section 201(a) of the High-Performance 
Computing Act of 1991 (15 U.S.C. 5521(a)) is 
amended— 

(1) by redesignating paragraphs (2) through 
(4) as paragraphs (3) through (5), respec-
tively; and 

(2) by inserting after paragraph (1) the fol-
lowing: 

‘‘(2) the National Science Foundation shall 
use its existing programs, in collaboration 
with other agencies, as appropriate, to im-
prove the teaching and learning of net-
working and information technology at all 
levels of education and to increase participa-
tion in networking and information tech-
nology fields;’’. 
SEC. 405. CONFORMING AND TECHNICAL AMEND-

MENTS TO THE HIGH-PERFORM-
ANCE COMPUTING ACT OF 1991. 

(a) SECTION 3.—Section 3 of the High-Per-
formance Computing Act of 1991 (15 U.S.C. 
5502) is amended— 

(1) in the matter preceding paragraph (1), 
by striking ‘‘high-performance computing’’ 
and inserting ‘‘networking and information 
technology’’; 

(2) in paragraph (1)— 
(A) in the matter preceding subparagraph 

(A), by striking ‘‘high-performance com-
puting’’ and inserting ‘‘networking and in-
formation technology’’; 

(B) in subparagraphs (A), (F), and (G), by 
striking ‘‘high-performance computing’’ 
each place it appears and inserting ‘‘net-
working and information technology’’; and 

(C) in subparagraph (H), by striking ‘‘high- 
performance’’ and inserting ‘‘high-end’’; and 

(3) in paragraph (2)— 
(A) by striking ‘‘high-performance com-

puting and’’ and inserting ‘‘networking and 
information technology, and’’; and 

(B) by striking ‘‘high-performance com-
puting network’’ and inserting ‘‘networking 
and information technology’’. 

(b) TITLE HEADING.—The heading of title I 
of the High-Performance Computing Act of 
1991 (105 Stat. 1595) is amended by striking 
‘‘HIGH-PERFORMANCE COMPUTING’’ and 
inserting ‘‘NETWORKING AND INFORMA-
TION TECHNOLOGY’’. 

(c) SECTION 101.—Section 101 of the High- 
Performance Computing Act of 1991 (15 
U.S.C. 5511) is amended— 

(1) in the section heading, by striking 
‘‘HIGH-PERFORMANCE COMPUTING’’ and insert-
ing ‘‘NETWORKING AND INFORMATION TECH-
NOLOGY RESEARCH AND DEVELOPMENT’’; 

(2) in subsection (a)— 
(A) in the subsection heading, by striking 

‘‘NATIONAL HIGH-PERFORMANCE COMPUTING’’ 
and inserting ‘‘NETWORKING AND INFORMATION 
TECHNOLOGY RESEARCH AND DEVELOPMENT’’; 

(B) in paragraph (1)— 
(i) by striking ‘‘National High-Perform-

ance Computing Program’’ and inserting 
‘‘networking and information technology re-
search and development program’’; 

(ii) in subparagraph (A), by striking ‘‘high- 
performance computing, including net-
working’’ and inserting ‘‘networking and in-
formation technology’’; 

(iii) in subparagraphs (B) and (G), by strik-
ing ‘‘high-performance’’ each place it ap-
pears and inserting ‘‘high-end’’; and 

(iv) in subparagraph (C), by striking ‘‘high- 
performance computing and networking’’ 
and inserting ‘‘high-end computing, distrib-
uted, and networking’’; and 

(C) in paragraph (2)— 
(i) in subparagraphs (A) and (C)— 
(I) by striking ‘‘high-performance com-

puting’’ each place it appears and inserting 
‘‘networking and information technology’’; 
and 

(II) by striking ‘‘development, net-
working,’’ each place it appears and insert-
ing ‘‘development,’’; and 

(ii) in subparagraphs (G) and (H), as redes-
ignated by section 401(d) of this Act, by 
striking ‘‘high-performance’’ each place it 
appears and inserting ‘‘high-end’’; 

(3) in subsection (b)(1), in the matter pre-
ceding subparagraph (A), by striking ‘‘high- 
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performance computing’’ each place it ap-
pears and inserting ‘‘networking and infor-
mation technology’’; and 

(4) in subsection (c)(1)(A), by striking 
‘‘high-performance computing’’ and insert-
ing ‘‘networking and information tech-
nology’’. 

(d) SECTION 201.—Section 201(a)(1) of the 
High-Performance Computing Act of 1991 (15 
U.S.C. 5521(a)(1)) is amended by striking 
‘‘high-performance computing and advanced 
high-speed computer networking’’ and in-
serting ‘‘networking and information tech-
nology research and development’’. 

(e) SECTION 202.—Section 202(a) of the High- 
Performance Computing Act of 1991 (15 
U.S.C. 5522(a)) is amended by striking ‘‘high- 
performance computing’’ and inserting ‘‘net-
working and information technology’’. 

(f) SECTION 203.—Section 203(a) of the High- 
Performance Computing Act of 1991 (15 
U.S.C. 5523(a)) is amended— 

(1) in paragraph (1), by striking ‘‘high-per-
formance computing and networking’’ and 
inserting ‘‘networking and information tech-
nology’’; and 

(2) in paragraph (2)(A), by striking ‘‘high- 
performance’’ and inserting ‘‘high-end’’. 

(g) SECTION 204.—Section 204 of the High- 
Performance Computing Act of 1991 (15 
U.S.C. 5524) is amended— 

(1) in subsection (a)(1)— 
(A) in subparagraph (A), by striking ‘‘high- 

performance computing systems and net-
works’’ and inserting ‘‘networking and infor-
mation technology systems and capabili-
ties’’; 

(B) in subparagraph (B), by striking ‘‘inter-
operability of high-performance computing 
systems in networks and for common user 
interfaces to systems’’ and inserting ‘‘inter-
operability and usability of networking and 
information technology systems’’; and 

(C) in subparagraph (C), by striking ‘‘high- 
performance computing’’ and inserting ‘‘net-
working and information technology’’; and 

(2) in subsection (b)— 
(A) by striking ‘‘HIGH-PERFORMANCE COM-

PUTING AND NETWORK’’ in the heading and in-
serting ‘‘NETWORKING AND INFORMATION 
TECHNOLOGY’’; and 

(B) by striking ‘‘sensitive’’. 
(h) SECTION 205.—Section 205(a) of the 

High-Performance Computing Act of 1991 (15 
U.S.C. 5525(a)) is amended by striking ‘‘com-
putational’’ and inserting ‘‘networking and 
information technology’’. 

(i) SECTION 206.—Section 206(a) of the High- 
Performance Computing Act of 1991 (15 
U.S.C. 5526(a)) is amended by striking ‘‘com-
putational research’’ and inserting ‘‘net-
working and information technology re-
search’’. 

(j) SECTION 207.—Section 207 of the High- 
Performance Computing Act of 1991 (15 
U.S.C. 5527) is amended by striking ‘‘high- 
performance computing’’ and inserting ‘‘net-
working and information technology’’. 

(k) SECTION 208.—Section 208 of the High- 
Performance Computing Act of 1991 (15 
U.S.C. 5528) is amended— 

(1) in the section heading, by striking 
‘‘HIGH-PERFORMANCE COMPUTING’’ and 
inserting ‘‘NETWORKING AND INFORMA-
TION TECHNOLOGY’’; and 

(2) in subsection (a)— 
(A) in paragraph (1), by striking ‘‘High-per-

formance computing and associated’’ and in-
serting ‘‘Networking and information’’; 

(B) in paragraph (2), by striking ‘‘high-per-
formance computing’’ and inserting ‘‘net-
working and information technologies’’; 

(C) in paragraph (3), by striking ‘‘high-per-
formance’’ and inserting ‘‘high-end’’; 

(D) in paragraph (4), by striking ‘‘high-per-
formance computers and associated’’ and in-
serting ‘‘networking and information’’; and 

(E) in paragraph (5), by striking ‘‘high-per-
formance computing and associated’’ and in-
serting ‘‘networking and information’’. 
SEC. 406. FEDERAL CYBER SCHOLARSHIP-FOR- 

SERVICE PROGRAM. 
(a) IN GENERAL.—The Director of the Na-

tional Science Foundation, in coordination 
with the Secretary of Homeland Security, 
shall carry out a Federal cyber scholarship- 
for-service program to recruit and train the 
next generation of information technology 
professionals and security managers to meet 
the needs of the cybersecurity mission for 
the Federal government. 

(b) PROGRAM DESCRIPTION AND COMPO-
NENTS.—The program shall— 

(1) annually assess the workforce needs of 
the Federal government for cybersecurity 
professionals, including network engineers, 
software engineers, and other experts in 
order to determine how many scholarships 
should be awarded annually to ensure that 
the workforce needs following graduation 
match the number of scholarships awarded; 

(2) provide scholarships for up to 1,000 stu-
dents per year in their pursuit of under-
graduate or graduate degrees in the cyberse-
curity field, in an amount that may include 
coverage for full tuition, fees, and a stipend; 

(3) require each scholarship recipient, as a 
condition of receiving a scholarship under 
the program, to serve in a Federal informa-
tion technology workforce for a period equal 
to one and one-half times each year, or par-
tial year, of scholarship received, in addition 
to an internship in the cybersecurity field, if 
applicable, following graduation; 

(4) provide a procedure for the National 
Science Foundation or a Federal agency, 
consistent with regulations of the Office of 
Personnel Management, to request and fund 
a security clearance for a scholarship recipi-
ent, including providing for clearance during 
a summer internship and upon graduation; 
and 

(5) provide opportunities for students to re-
ceive temporary appointments for meaning-
ful employment in the Federal information 
technology workforce during school vacation 
periods and for internships. 

(c) HIRING AUTHORITY.— 
(1) IN GENERAL.—For purposes of any law or 

regulation governing the appointment of an 
individual in the Federal civil service, upon 
the successful completion of the student’s 
studies, a student receiving a scholarship 
under the program may— 

(A) be hired under section 213.3102(r) of 
title 5, Code of Federal Regulations; and 

(B) be exempt from competitive service. 
(2) COMPETITIVE SERVICE.—Upon satisfac-

tory fulfillment of the service term under 
paragraph (1), an individual may be con-
verted to a competitive service position 
without competition if the individual meets 
the requirements for that position. 

(d) ELIGIBILITY.—The eligibility require-
ments for a scholarship under this section 
shall include that a scholarship applicant— 

(1) be a citizen of the United States; 
(2) be eligible to be granted a security 

clearance; 
(3) maintain a grade point average of 3.2 or 

above on a 4.0 scale for undergraduate study 
or a 3.5 or above on a 4.0 scale for post-
graduate study; 

(4) demonstrate a commitment to a career 
in improving the security of the information 
infrastructure; and 

(5) has demonstrated a level of proficiency 
in math or computer sciences. 

(e) FAILURE TO COMPLETE SERVICE OBLIGA-
TION.— 

(1) IN GENERAL.—A scholarship recipient 
under this section shall be liable to the 
United States under paragraph (2) if the 
scholarship recipient— 

(A) fails to maintain an acceptable level of 
academic standing in the educational insti-
tution in which the individual is enrolled, as 
determined by the Director; 

(B) is dismissed from such educational in-
stitution for disciplinary reasons; 

(C) withdraws from the program for which 
the award was made before the completion of 
such program; 

(D) declares that the individual does not 
intend to fulfill the service obligation under 
this section; 

(E) fails to fulfill the service obligation of 
the individual under this section; or 

(F) loses a security clearance or becomes 
ineligible for a security clearance. 

(2) REPAYMENT AMOUNTS.— 
(A) LESS THAN 1 YEAR OF SERVICE.—If a cir-

cumstance under paragraph (1) occurs before 
the completion of 1 year of a service obliga-
tion under this section, the total amount of 
awards received by the individual under this 
section shall be repaid. 

(B) ONE OR MORE YEARS OF SERVICE.—If a 
circumstance described in subparagraph (D) 
or (E) of paragraph (1) occurs after the com-
pletion of 1 year of a service obligation under 
this section, the total amount of scholarship 
awards received by the individual under this 
section, reduced by the ratio of the number 
of years of service completed divided by the 
number of years of service required, shall be 
repaid. 

(f) EVALUATION AND REPORT.—The Director 
of the National Science Foundation shall— 

(1) evaluate the success of recruiting indi-
viduals for scholarships under this section 
and of hiring and retaining those individuals 
in the public sector workforce, including the 
annual cost and an assessment of how the 
program actually improves the Federal 
workforce; and 

(2) periodically report the findings under 
paragraph (1) to Congress. 

(g) AUTHORIZATION OF APPROPRIATIONS.— 
From amounts made available under section 
503 of the America COMPETES Reauthoriza-
tion Act of 2010 (124 Stat. 4005), the Director 
may use funds to carry out the requirements 
of this section for fiscal years 2012 through 
2013. 
SEC. 407. STUDY AND ANALYSIS OF CERTIFI-

CATION AND TRAINING OF INFOR-
MATION INFRASTRUCTURE PROFES-
SIONALS. 

(a) STUDY.—The President shall enter into 
an agreement with the National Academies 
to conduct a comprehensive study of govern-
ment, academic, and private-sector accredi-
tation, training, and certification programs 
for personnel working in information infra-
structure. The agreement shall require the 
National Academies to consult with sector 
coordinating councils and relevant govern-
mental agencies, regulatory entities, and 
nongovernmental organizations in the course 
of the study. 

(b) SCOPE.—The study shall include— 
(1) an evaluation of the body of knowledge 

and various skills that specific categories of 
personnel working in information infrastruc-
ture should possess in order to secure infor-
mation systems; 

(2) an assessment of whether existing gov-
ernment, academic, and private-sector ac-
creditation, training, and certification pro-
grams provide the body of knowledge and 
various skills described in paragraph (1); 

(3) an analysis of any barriers to the Fed-
eral Government recruiting and hiring cy-
bersecurity talent, including barriers relat-
ing to compensation, the hiring process, job 
classification, and hiring flexibility; and 

(4) an analysis of the sources and avail-
ability of cybersecurity talent, a comparison 
of the skills and expertise sought by the Fed-
eral Government and the private sector, an 
examination of the current and future capac-
ity of United States institutions of higher 
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education, including community colleges, to 
provide current and future cybersecurity 
professionals, through education and train-
ing activities, with those skills sought by 
the Federal Government, State and local en-
tities, and the private sector. 

(c) REPORT.—Not later than 1 year after 
the date of enactment of this Act, the Na-
tional Academies shall submit to the Presi-
dent and Congress a report on the results of 
the study. The report shall include— 

(1) findings regarding the state of informa-
tion infrastructure accreditation, training, 
and certification programs, including spe-
cific areas of deficiency and demonstrable 
progress; and 

(2) recommendations for the improvement 
of information infrastructure accreditation, 
training, and certification programs. 
SEC. 408. INTERNATIONAL CYBERSECURITY 

TECHNICAL STANDARDS. 
(a) IN GENERAL.—The Director of the Na-

tional Institute of Standards and Tech-
nology, in coordination with appropriate 
Federal authorities, shall— 

(1) as appropriate, ensure coordination of 
Federal agencies engaged in the development 
of international technical standards related 
to information system security; and 

(2) not later than 1 year after the date of 
enactment of this Act, develop and transmit 
to Congress a plan for ensuring such Federal 
agency coordination. 

(b) CONSULTATION WITH THE PRIVATE SEC-
TOR.—In carrying out the activities under 
subsection (a)(1), the Director shall ensure 
consultation with appropriate private sector 
stakeholders. 
SEC. 409. IDENTITY MANAGEMENT RESEARCH 

AND DEVELOPMENT. 
The Director of the National Institute of 

Standards and Technology shall continue a 
program to support the development of tech-
nical standards, metrology, testbeds, and 
conformance criteria, taking into account 
appropriate user concerns— 

(1) to improve interoperability among 
identity management technologies; 

(2) to strengthen authentication methods 
of identity management systems; 

(3) to improve privacy protection in iden-
tity management systems, including health 
information technology systems, through 
authentication and security protocols; and 

(4) to improve the usability of identity 
management systems. 
SEC. 410. FEDERAL CYBERSECURITY RESEARCH 

AND DEVELOPMENT. 
(a) NATIONAL SCIENCE FOUNDATION COM-

PUTER AND NETWORK SECURITY RESEARCH 
GRANT AREAS.—Section 4(a)(1) of the Cyber 
Security Research and Development Act (15 
U.S.C. 7403(a)(1)) is amended— 

(1) in subparagraph (H), by striking ‘‘and’’ 
after the semicolon; 

(2) in subparagraph (I), by striking ‘‘prop-
erty.’’ and inserting ‘‘property;’’; and 

(3) by adding at the end the following: 
‘‘(J) secure fundamental protocols that are 

at the heart of inter-network communica-
tions and data exchange; 

‘‘(K) system security that addresses the 
building of secure systems from trusted and 
untrusted components; 

‘‘(L) monitoring and detection; and 
‘‘(M) resiliency and rapid recovery meth-

ods.’’. 
(b) NATIONAL SCIENCE FOUNDATION COM-

PUTER AND NETWORK SECURITY GRANTS.—Sec-
tion 4(a)(3) of the Cyber Security Research 
and Development Act (15 U.S.C. 7403(a)(3)) is 
amended— 

(1) in subparagraph (D), by striking ‘‘and’’; 
(2) in subparagraph (E), by striking ‘‘2007.’’ 

and inserting ‘‘2007;’’; and 
(3) by adding at the end the following: 
‘‘(F) such funds from amounts made avail-

able under section 503 of the America COM-

PETES Reauthorization Act of 2010 (124 Stat. 
4005), as the Director finds necessary to 
carry out the requirements of this sub-
section for fiscal years 2012 through 2013.’’. 

(c) COMPUTER AND NETWORK SECURITY CEN-
TERS.—Section 4(b)(7) of the Cyber Security 
Research and Development Act (15 U.S.C. 
7403(b)(7)) is amended— 

(1) in subparagraph (D), by striking ‘‘and’’; 
(2) in subparagraph (E), by striking ‘‘2007.’’ 

and inserting ‘‘2007;’’; and 
(3) by adding at the end the following: 
‘‘(F) such funds from amounts made avail-

able under section 503 of the America COM-
PETES Reauthorization Act of 2010 (124 Stat. 
4005), as the Director finds necessary to 
carry out the requirements of this sub-
section for fiscal years 2012 through 2013.’’. 

(d) COMPUTER AND NETWORK SECURITY CA-
PACITY BUILDING GRANTS.—Section 5(a)(6) of 
the Cyber Security Research and Develop-
ment Act (15 U.S.C. 7404(a)(6)) is amended— 

(1) in subparagraph (D), by striking ‘‘and’’; 
(2) in subparagraph (E), by striking ‘‘2007.’’ 

and inserting ‘‘2007;’’; and 
(3) by adding at the end the following: 
‘‘(F) such funds from amounts made avail-

able under section 503 of the America COM-
PETES Reauthorization Act of 2010 (124 Stat. 
4005), as the Director finds necessary to 
carry out the requirements of this sub-
section for fiscal years 2012 through 2013.’’. 

(e) SCIENTIFIC AND ADVANCED TECHNOLOGY 
ACT GRANTS.—Section 5(b)(2) of the Cyber 
Security Research and Development Act (15 
U.S.C. 7404(b)(2)) is amended— 

(1) in subparagraph (D), by striking ‘‘and’’; 
(2) in subparagraph (E), by striking ‘‘2007.’’ 

and inserting ‘‘2007;’’; and 
(3) by adding at the end the following: 
‘‘(F) such funds from amounts made avail-

able under section 503 of the America COM-
PETES Reauthorization Act of 2010 (124 Stat. 
4005), as the Director finds necessary to 
carry out the requirements of this sub-
section for fiscal years 2012 through 2013.’’. 

(f) GRADUATE TRAINEESHIPS IN COMPUTER 
AND NETWORK SECURITY RESEARCH.—Section 
5(c)(7) of the Cyber Security Research and 
Development Act (15 U.S.C. 7404(c)(7)) is 
amended— 

(1) in subparagraph (D), by striking ‘‘and’’; 
(2) in subparagraph (E), by striking ‘‘2007.’’ 

and inserting ‘‘2007;’’; and 
(3) by adding at the end the following: 
‘‘(F) such funds from amounts made avail-

able under section 503 of the America COM-
PETES Reauthorization Act of 2010 (124 Stat. 
4005), as the Director finds necessary to 
carry out the requirements of this sub-
section for fiscal years 2012 through 2013.’’. 

SA 2615. Mrs. HUTCHISON submitted 
an amendment intended to be proposed 
by her to the bill S. 3414, to enhance 
the security and resiliency of the cyber 
and communications infrastructure of 
the United States; which was ordered 
to lie on the table; as follows: 

Beginning on page 45, strike line 1 and all 
that follows through page 212, line 6, and in-
sert the following: 

TITLE II—FACILITATING SHARING OF 
CYBER THREAT INFORMATION 

SEC. 201. DEFINITIONS. 
In this title: 
(1) AGENCY.—The term ‘‘agency’’ has the 

meaning given the term in section 3502 of 
title 44, United States Code. 

(2) ANTITRUST LAWS.—The term ‘‘antitrust 
laws’’— 

(A) has the meaning given the term in sec-
tion 1(a) of the Clayton Act (15 U.S.C. 12(a)); 

(B) includes section 5 of the Federal Trade 
Commission Act (15 U.S.C. 45) to the extent 
that section 5 of that Act applies to unfair 
methods of competition; and 

(C) includes any State law that has the 
same intent and effect as the laws under sub-
paragraphs (A) and (B). 

(3) COUNTERMEASURE.—The term ‘‘counter-
measure’’ means an automated or a manual 
action with defensive intent to mitigate 
cyber threats. 

(4) CYBER THREAT INFORMATION.—The term 
‘‘cyber threat information’’ means informa-
tion that indicates or describes— 

(A) a technical or operation vulnerability 
or a cyber threat mitigation measure; 

(B) an action or operation to mitigate a 
cyber threat; 

(C) malicious reconnaissance, including 
anomalous patterns of network activity that 
appear to be transmitted for the purpose of 
gathering technical information related to a 
cybersecurity threat; 

(D) a method of defeating a technical con-
trol; 

(E) a method of defeating an operational 
control; 

(F) network activity or protocols known to 
be associated with a malicious cyber actor or 
that signify malicious cyber intent; 

(G) a method of causing a user with legiti-
mate access to an information system or in-
formation that is stored on, processed by, or 
transiting an information system to inad-
vertently enable the defeat of a technical or 
operational control; 

(H) any other attribute of a cybersecurity 
threat or cyber defense information that 
would foster situational awareness of the 
United States cybersecurity posture, if dis-
closure of such attribute or information is 
not otherwise prohibited by law; 

(I) the actual or potential harm caused by 
a cyber incident, including information 
exfiltrated when it is necessary in order to 
identify or describe a cybersecurity threat; 
or 

(J) any combination of subparagraphs (A) 
through (I). 

(5) CYBERSECURITY CENTER.—The term ‘‘cy-
bersecurity center’’ means the Department 
of Defense Cyber Crime Center, the Intel-
ligence Community Incident Response Cen-
ter, the United States Cyber Command Joint 
Operations Center, the National Cyber Inves-
tigative Joint Task Force, the National Se-
curity Agency/Central Security Service 
Threat Operations Center, the National Cy-
bersecurity and Communications Integration 
Center, and any successor center. 

(6) CYBERSECURITY SYSTEM.—The term ‘‘cy-
bersecurity system’’ means a system de-
signed or employed to ensure the integrity, 
confidentiality, or availability of, or to safe-
guard, a system or network, including meas-
ures intended to protect a system or network 
from— 

(A) efforts to degrade, disrupt, or destroy 
such system or network; or 

(B) theft or misappropriations of private or 
government information, intellectual prop-
erty, or personally identifiable information. 

(7) ENTITY.— 
(A) IN GENERAL.—The term ‘‘entity’’ means 

any private entity, non-Federal government 
agency or department, or State, tribal, or 
local government agency or department (in-
cluding an officer, employee, or agent there-
of). 

(B) INCLUSIONS.—The term ‘‘entity’’ in-
cludes a government agency or department 
(including an officer, employee, or agent 
thereof) of the District of Columbia, the 
Commonwealth of Puerto Rico, the Virgin 
Islands, Guam, American Samoa, the North-
ern Mariana Islands, and any other territory 
or possession of the United States. 

(8) FEDERAL INFORMATION SYSTEM.—The 
term ‘‘Federal information system’’ means 
an information system of a Federal depart-
ment or agency used or operated by an exec-
utive agency, by a contractor of an executive 
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agency, or by another organization on behalf 
of an executive agency. 

(9) INFORMATION SECURITY.—The term ‘‘in-
formation security’’ means protecting infor-
mation and information systems from dis-
ruption or unauthorized access, use, disclo-
sure, modification, or destruction in order to 
provide— 

(A) integrity, by guarding against im-
proper information modification or destruc-
tion, including by ensuring information non-
repudiation and authenticity; 

(B) confidentiality, by preserving author-
ized restrictions on access and disclosure, in-
cluding means for protecting personal pri-
vacy and proprietary information; or 

(C) availability, by ensuring timely and re-
liable access to and use of information. 

(10) INFORMATION SYSTEM.—The term ‘‘in-
formation system’’ has the meaning given 
the term in section 3502 of title 44, United 
States Code. 

(11) LOCAL GOVERNMENT.—The term ‘‘local 
government’’ means any borough, city, coun-
ty, parish, town, township, village, or other 
general purpose political subdivision of a 
State. 

(12) MALICIOUS RECONNAISSANCE.—The term 
‘‘malicious reconnaissance’’ means a method 
for actively probing or passively monitoring 
an information system for the purpose of dis-
cerning technical vulnerabilities of the in-
formation system, if such method is associ-
ated with a known or suspected cybersecu-
rity threat. 

(13) OPERATIONAL CONTROL.—The term 
‘‘operational control’’ means a security con-
trol for an information system that pri-
marily is implemented and executed by peo-
ple. 

(14) OPERATIONAL VULNERABILITY.—The 
term ‘‘operational vulnerability’’ means any 
attribute of policy, process, or procedure 
that could enable or facilitate the defeat of 
an operational control. 

(15) PRIVATE ENTITY.—The term ‘‘private 
entity’’ means any individual or any private 
group, organization, or corporation, includ-
ing an officer, employee, or agent thereof. 

(16) SIGNIFICANT CYBER INCIDENT.—The 
term ‘‘significant cyber incident’’ means a 
cyber incident resulting in, or an attempted 
cyber incident that, if successful, would have 
resulted in— 

(A) the exfiltration from a Federal infor-
mation system of data that is essential to 
the operation of the Federal information sys-
tem; or 

(B) an incident in which an operational or 
technical control essential to the security or 
operation of a Federal information system 
was defeated. 

(17) TECHNICAL CONTROL.—The term ‘‘tech-
nical control’’ means a hardware or software 
restriction on, or audit of, access or use of an 
information system or information that is 
stored on, processed by, or transiting an in-
formation system that is intended to ensure 
the confidentiality, integrity, or availability 
of that system. 

(18) TECHNICAL VULNERABILITY.—The term 
‘‘technical vulnerability’’ means any at-
tribute of hardware or software that could 
enable or facilitate the defeat of a technical 
control. 

(19) TRIBAL.—The term ‘‘tribal’’ has the 
meaning given the term ‘‘Indian tribe’’ in 
section 4 of the Indian Self-Determination 
and Education Assistance Act (25 U.S.C. 
450b). 
SEC. 202. AUTHORIZATION TO SHARE CYBER 

THREAT INFORMATION. 
(a) VOLUNTARY DISCLOSURE.— 
(1) PRIVATE ENTITIES.—Notwithstanding 

any other provision of law, a private entity 
may, for the purpose of preventing, inves-
tigating, or otherwise mitigating threats to 
information security, on its own networks, 

or as authorized by another entity, on such 
entity’s networks, employ countermeasures 
and use cybersecurity systems in order to 
obtain, identify, or otherwise possess cyber 
threat information. 

(2) ENTITIES.—Notwithstanding any other 
provision of law, an entity may disclose 
cyber threat information to— 

(A) a cybersecurity center; or 
(B) any other entity in order to assist with 

preventing, investigating, or otherwise miti-
gating threats to information security. 

(3) INFORMATION SECURITY PROVIDERS.—If 
the cyber threat information described in 
paragraph (1) is obtained, identified, or oth-
erwise possessed in the course of providing 
information security products or services 
under contract to another entity, that entity 
shall be given, at any time prior to disclo-
sure of such information, a reasonable oppor-
tunity to authorize or prevent such disclo-
sure, to request anonymization of such infor-
mation, or to request that reasonable efforts 
be made to safeguard such information that 
identifies specific persons from unauthorized 
access or disclosure. 

(b) SIGNIFICANT CYBER INCIDENTS INVOLVING 
FEDERAL INFORMATION SYSTEMS.— 

(1) IN GENERAL.—An entity providing elec-
tronic communication services, remote com-
puting services, or information security 
services to a Federal department or agency 
shall inform the Federal department or agen-
cy of a significant cyber incident involving 
the Federal information system of that Fed-
eral department or agency that— 

(A) is directly known to the entity as a re-
sult of providing such services; 

(B) is directly related to the provision of 
such services by the entity; and 

(C) as determined by the entity, has im-
peded or will impede the performance of a 
critical mission of the Federal department 
or agency. 

(2) ADVANCE COORDINATION.—A Federal de-
partment or agency receiving the services 
described in paragraph (1) shall coordinate in 
advance with an entity described in para-
graph (1) to develop the parameters of any 
information that may be provided under 
paragraph (1), including clarification of the 
type of significant cyber incident that will 
impede the performance of a critical mission 
of the Federal department or agency. 

(3) REPORT.—A Federal department or 
agency shall report information provided 
under this subsection to a cybersecurity cen-
ter. 

(4) CONSTRUCTION.—Any information pro-
vided to a cybersecurity center under para-
graph (3) shall be treated in the same man-
ner as information provided to a cybersecu-
rity center under subsection (a). 

(c) INFORMATION SHARED WITH OR PROVIDED 
TO A CYBERSECURITY CENTER.—Cyber threat 
information provided to a cybersecurity cen-
ter under this section— 

(1) may be disclosed to, retained by, and 
used by, consistent with otherwise applicable 
Federal law, any Federal agency or depart-
ment, component, officer, employee, or 
agent of the Federal government for a cyber-
security purpose, a national security pur-
pose, or in order to prevent, investigate, or 
prosecute any of the offenses listed in sec-
tion 2516 of title 18, United States Code, and 
such information shall not be disclosed to, 
retained by, or used by any Federal agency 
or department for any use not permitted 
under this paragraph; 

(2) may, with the prior written consent of 
the entity submitting such information, be 
disclosed to and used by a State, tribal, or 
local government or government agency for 
the purpose of protecting information sys-
tems, or in furtherance of preventing, inves-
tigating, or prosecuting a criminal act, ex-
cept that if the need for immediate disclo-

sure prevents obtaining written consent, 
such consent may be provided orally with 
subsequent documentation of such consent; 

(3) shall be considered the commercial, fi-
nancial, or proprietary information of the 
entity providing such information to the 
Federal government and any disclosure out-
side the Federal government may only be 
made upon the prior written consent by such 
entity and shall not constitute a waiver of 
any applicable privilege or protection pro-
vided by law, except that if the need for im-
mediate disclosure prevents obtaining writ-
ten consent, such consent may be provided 
orally with subsequent documentation of 
such consent; 

(4) shall be deemed voluntarily shared in-
formation and exempt from disclosure under 
section 552 of title 5, United States Code, and 
any State, tribal, or local law requiring dis-
closure of information or records; 

(5) shall be, without discretion, withheld 
from the public under section 552(b)(3)(B) of 
title 5, United States Code, and any State, 
tribal, or local law requiring disclosure of in-
formation or records; 

(6) shall not be subject to the rules of any 
Federal agency or department or any judi-
cial doctrine regarding ex parte communica-
tions with a decision-making official; 

(7) shall not, if subsequently provided to a 
State, tribal, or local government or govern-
ment agency, otherwise be disclosed or dis-
tributed to any entity by such State, tribal, 
or local government or government agency 
without the prior written consent of the en-
tity submitting such information, notwith-
standing any State, tribal, or local law re-
quiring disclosure of information or records, 
except that if the need for immediate disclo-
sure prevents obtaining written consent, 
such consent may be provided orally with 
subsequent documentation of such consent; 
and 

(8) shall not be directly used by any Fed-
eral, State, tribal, or local department or 
agency to regulate the lawful activities of an 
entity, including activities relating to ob-
taining, identifying, or otherwise possessing 
cyber threat information, except that the 
procedures required to be developed and im-
plemented under this title shall not be con-
sidered regulations within the meaning of 
this paragraph. 

(d) PROCEDURES RELATING TO INFORMATION 
SHARING WITH A CYBERSECURITY CENTER.— 
Not later than 60 days after the date of en-
actment of this Act, the heads of each de-
partment or agency containing a cybersecu-
rity center shall jointly develop, promul-
gate, and submit to Congress procedures to 
ensure that cyber threat information shared 
with or provided to— 

(1) a cybersecurity center under this sec-
tion— 

(A) may be submitted to a cybersecurity 
center by an entity, to the greatest extent 
possible, through a uniform, publicly avail-
able process or format that is easily acces-
sible on the website of such cybersecurity 
center, and that includes the ability to pro-
vide relevant details about the cyber threat 
information and written consent to any sub-
sequent disclosures authorized by this para-
graph; 

(B) shall immediately be further shared 
with each cybersecurity center in order to 
prevent, investigate, or otherwise mitigate 
threats to information security across the 
Federal government; 

(C) is handled by the Federal government 
in a reasonable manner, including consider-
ation of the need to protect the privacy and 
civil liberties of individuals through 
anonymization or other appropriate meth-
ods, while fully accomplishing the objectives 
of this title, and the Federal government 
may undertake efforts consistent with this 
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subparagraph to limit the impact on privacy 
and civil liberties of the sharing of cyber 
threat information with the Federal govern-
ment; and 

(D) except as provided in this section, shall 
only be used, disclosed, or handled in accord-
ance with the provisions of subsection (c); 
and 

(2) a Federal agency or department under 
subsection (b) is provided immediately to a 
cybersecurity center in order to prevent, in-
vestigate, or otherwise mitigate threats to 
information security across the Federal gov-
ernment. 

(e) INFORMATION SHARED BETWEEN ENTI-
TIES.— 

(1) IN GENERAL.—An entity sharing cyber 
threat information with another entity 
under this title may restrict the use or shar-
ing of such information by such other entity. 

(2) FURTHER SHARING.—Cyber threat infor-
mation shared by any entity with another 
entity under this title— 

(A) shall only be further shared in accord-
ance with any restrictions placed on the 
sharing of such information by the entity 
authorizing such sharing, such as appro-
priate anonymization of such information; 
and 

(B) may not be used by any entity to gain 
an unfair competitive advantage to the det-
riment of the entity authorizing the sharing 
of such information, except that the conduct 
described in paragraph (3) shall not con-
stitute unfair competitive conduct. 

(3) INFORMATION SHARED WITH STATE, TRIB-
AL, OR LOCAL GOVERNMENT OR GOVERNMENT 
AGENCY.—Cyber threat information shared 
with a State, tribal, or local government or 
government agency under this title— 

(A) may, with the prior written consent of 
the entity sharing such information, be dis-
closed to and used by a State, tribal, or local 
government or government agency for the 
purpose of protecting information systems, 
or in furtherance of preventing, inves-
tigating, or prosecuting a criminal act, ex-
cept if the need for immediate disclosure 
prevents obtaining written consent, consent 
may be provided orally with subsequent doc-
umentation of the consent; 

(B) shall be deemed voluntarily shared in-
formation and exempt from disclosure under 
any State, tribal, or local law requiring dis-
closure of information or records; 

(C) shall not be disclosed or distributed to 
any entity by the State, tribal, or local gov-
ernment or government agency without the 
prior written consent of the entity submit-
ting such information, notwithstanding any 
State, tribal, or local law requiring disclo-
sure of information or records, except if the 
need for immediate disclosure prevents ob-
taining written consent, consent may be pro-
vided orally with subsequent documentation 
of the consent; and 

(D) shall not be directly used by any State, 
tribal, or local department or agency to reg-
ulate the lawful activities of an entity, in-
cluding activities relating to obtaining, 
identifying, or otherwise possessing cyber 
threat information, except that the proce-
dures required to be developed and imple-
mented under this title shall not be consid-
ered regulations within the meaning of this 
subparagraph. 

(4) ANTITRUST EXEMPTION.—The exchange 
or provision of cyber threat information or 
assistance between 2 or more private entities 
under this title shall not be considered a vio-
lation of any provision of antitrust laws if 
exchanged or provided in order to assist 
with— 

(A) facilitating the prevention, investiga-
tion, or mitigation of threats to information 
security; or 

(B) communicating or disclosing of cyber 
threat information to help prevent, inves-

tigate or otherwise mitigate the effects of a 
threat to information security. 

(5) NO RIGHT OR BENEFIT.—The provision of 
cyber threat information to an entity under 
this section shall not create a right or a ben-
efit to similar information by such entity or 
any other entity. 

(f) FEDERAL PREEMPTION.— 
(1) IN GENERAL.—This section supersedes 

any statute or other law of a State or polit-
ical subdivision of a State that restricts or 
otherwise expressly regulates an activity au-
thorized under this section. 

(2) STATE LAW ENFORCEMENT.—Nothing in 
this section shall be construed to supersede 
any statute or other law of a State or polit-
ical subdivision of a State concerning the 
use of authorized law enforcement tech-
niques. 

(3) PUBLIC DISCLOSURE.—No information 
shared with or provided to a State, tribal, or 
local government or government agency pur-
suant to this section shall be made publicly 
available pursuant to any State, tribal, or 
local law requiring disclosure of information 
or records. 

(g) CIVIL AND CRIMINAL LIABILITY.— 
(1) GENERAL PROTECTIONS.— 
(A) PRIVATE ENTITIES.—No cause of action 

shall lie or be maintained in any court 
against any private entity for— 

(i) the use of countermeasures and cyberse-
curity systems as authorized by this title; 

(ii) the use, receipt, or disclosure of any 
cyber threat information as authorized by 
this title; or 

(iii) the subsequent actions or inactions of 
any lawful recipient of cyber threat informa-
tion provided by such private entity. 

(B) ENTITIES.—No cause of action shall lie 
or be maintained in any court against any 
entity for— 

(i) the use, receipt, or disclosure of any 
cyber threat information as authorized by 
this title; or 

(ii) the subsequent actions or inactions of 
any lawful recipient of cyber threat informa-
tion provided by such entity. 

(2) CONSTRUCTION.—Nothing in this sub-
section shall be construed as creating any 
immunity against, or otherwise affecting, 
any action brought by the Federal govern-
ment, or any agency or department thereof, 
to enforce any law, executive order, or proce-
dure governing the appropriate handling, dis-
closure, and use of classified information. 

(h) OTHERWISE LAWFUL DISCLOSURES.— 
Nothing in this section shall be construed to 
limit or prohibit otherwise lawful disclo-
sures of communications, records, or other 
information by a private entity to any other 
governmental or private entity not covered 
under this section. 

(i) WHISTLEBLOWER PROTECTION.—Nothing 
in this Act shall be construed to preempt or 
preclude any employee from exercising 
rights currently provided under any whistle-
blower law, rule, or regulation. 

(j) RELATIONSHIP TO OTHER LAWS.—The 
submission of cyber threat information 
under this section to a cybersecurity center 
shall not affect any requirement under any 
other provision of law for an entity to pro-
vide information to the Federal government. 
SEC. 203. INFORMATION SHARING BY THE FED-

ERAL GOVERNMENT. 
(a) CLASSIFIED INFORMATION.— 
(1) PROCEDURES.—Consistent with the pro-

tection of intelligence sources and methods, 
and as otherwise determined appropriate, the 
Director of National Intelligence and the 
Secretary of Defense, in consultation with 
the heads of the appropriate Federal depart-
ments or agencies, shall develop and promul-
gate procedures to facilitate and promote— 

(A) the immediate sharing, through the cy-
bersecurity centers, of classified cyber 
threat information in the possession of the 

Federal government with appropriately 
cleared representatives of any appropriate 
entity; and 

(B) the declassification and immediate 
sharing, through the cybersecurity centers, 
with any entity or, if appropriate, public 
availability of cyber threat information in 
the possession of the Federal government; 

(2) HANDLING OF CLASSIFIED INFORMATION.— 
The procedures developed under paragraph 
(1) shall ensure that each entity receiving 
classified cyber threat information pursuant 
to this section has acknowledged in writing 
the ongoing obligation to comply with all 
laws, executive orders, and procedures con-
cerning the appropriate handling, disclosure, 
or use of classified information. 

(b) UNCLASSIFIED CYBER THREAT INFORMA-
TION.—The heads of each department or 
agency containing a cybersecurity center 
shall jointly develop and promulgate proce-
dures that ensure that, consistent with the 
provisions of this section, unclassified, in-
cluding controlled unclassified, cyber threat 
information in the possession of the Federal 
government— 

(1) is shared, through the cybersecurity 
centers, in an immediate and adequate man-
ner with appropriate entities; and 

(2) if appropriate, is made publicly avail-
able. 

(c) DEVELOPMENT OF PROCEDURES.— 
(1) IN GENERAL.—The procedures developed 

under this section shall incorporate, to the 
greatest extent possible, existing processes 
utilized by sector specific information shar-
ing and analysis centers. 

(2) COORDINATION WITH ENTITIES.—In devel-
oping the procedures required under this sec-
tion, the Director of National Intelligence 
and the heads of each department or agency 
containing a cybersecurity center shall co-
ordinate with appropriate entities to ensure 
that protocols are implemented that will fa-
cilitate and promote the sharing of cyber 
threat information by the Federal govern-
ment. 

(d) ADDITIONAL RESPONSIBILITIES OF CYBER-
SECURITY CENTERS.—Consistent with section 
202, a cybersecurity center shall— 

(1) facilitate information sharing, inter-
action, and collaboration among and be-
tween cybersecurity centers and— 

(A) other Federal entities; 
(B) any entity; and 
(C) international partners, in consultation 

with the Secretary of State; 
(2) disseminate timely and actionable cy-

bersecurity threat, vulnerability, mitiga-
tion, and warning information, including 
alerts, advisories, indicators, signatures, and 
mitigation and response measures, to im-
prove the security and protection of informa-
tion systems; and 

(3) coordinate with other Federal entities, 
as appropriate, to integrate information 
from across the Federal government to pro-
vide situational awareness of the cybersecu-
rity posture of the United States. 

(e) SHARING WITHIN THE FEDERAL GOVERN-
MENT.—The heads of appropriate Federal de-
partments and agencies shall ensure that 
cyber threat information in the possession of 
such Federal departments or agencies that 
relates to the prevention, investigation, or 
mitigation of threats to information secu-
rity across the Federal government is shared 
effectively with the cybersecurity centers. 

(f) SUBMISSION TO CONGRESS.—Not later 
than 60 days after the date of enactment of 
this Act, the Director of National Intel-
ligence, in coordination with the appropriate 
head of a department or an agency con-
taining a cybersecurity center, shall submit 
the procedures required by this section to 
Congress. 
SEC. 204. CONSTRUCTION. 

(a) INFORMATION SHARING RELATIONSHIPS.— 
Nothing in this title shall be construed— 
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(1) to limit or modify an existing informa-

tion sharing relationship; 
(2) to prohibit a new information sharing 

relationship; 
(3) to require a new information sharing re-

lationship between any entity and the Fed-
eral government, except as specified under 
section 202(b); or 

(4) to modify the authority of a depart-
ment or agency of the Federal government 
to protect sources and methods and the na-
tional security of the United States. 

(b) ANTI-TASKING RESTRICTION.—Nothing in 
this title shall be construed to permit the 
Federal government— 

(1) to require an entity to share informa-
tion with the Federal government, except as 
expressly provided under section 202(b); or 

(2) to condition the sharing of cyber threat 
information with an entity on such entity’s 
provision of cyber threat information to the 
Federal government. 

(c) NO LIABILITY FOR NON-PARTICIPATION.— 
Nothing in this title shall be construed to 
subject any entity to liability for choosing 
not to engage in the voluntary activities au-
thorized under this title. 

(d) USE AND RETENTION OF INFORMATION.— 
Nothing in this title shall be construed to 
authorize, or to modify any existing author-
ity of, a department or agency of the Federal 
government to retain or use any information 
shared under section 202 for any use other 
than a use permitted under section 202(c)(1). 

(e) NO NEW FUNDING.—An applicable Fed-
eral agency shall carry out the provisions of 
this title with existing facilities and funds 
otherwise available, through such means as 
the head of the agency considers appropriate. 
SEC. 205. REPORT ON IMPLEMENTATION. 

(a) CONTENT OF REPORT.—Not later than 1 
year after the date of enactment of this Act, 
and biennially thereafter, the heads of each 
department or agency containing a cyberse-
curity center shall jointly submit, in coordi-
nation with the privacy and civil liberties of-
ficials of such departments or agencies and 
the Privacy and Civil Liberties Oversight 
Board, a detailed report to Congress con-
cerning the implementation of this title, in-
cluding— 

(1) an assessment of the sufficiency of the 
procedures developed under section 203 of 
this Act in ensuring that cyber threat infor-
mation in the possession of the Federal gov-
ernment is provided in an immediate and 
adequate manner to appropriate entities or, 
if appropriate, is made publicly available; 

(2) an assessment of whether information 
has been appropriately classified and an ac-
counting of the number of security clear-
ances authorized by the Federal government 
for purposes of this title; 

(3) a review of the type of cyber threat in-
formation shared with a cybersecurity cen-
ter under section 202 of this Act, including 
whether such information meets the defini-
tion of cyber threat information under sec-
tion 201, the degree to which such informa-
tion may impact the privacy and civil lib-
erties of individuals, any appropriate 
metrics to determine any impact of the shar-
ing of such information with the Federal 
government on privacy and civil liberties, 
and the adequacy of any steps taken to re-
duce such impact; 

(4) a review of actions taken by the Federal 
government based on information provided 
to a cybersecurity center under section 202 of 
this Act, including the appropriateness of 
any subsequent use under section 202(c)(1) of 
this Act and whether there was inappro-
priate stovepiping within the Federal gov-
ernment of any such information; 

(5) a description of any violations of the re-
quirements of this title by the Federal gov-
ernment; 

(6) a classified list of entities that received 
classified information from the Federal gov-
ernment under section 203 of this Act and a 
description of any indication that such infor-
mation may not have been appropriately 
handled; 

(7) a summary of any breach of informa-
tion security, if known, attributable to a 
specific failure by any entity or the Federal 
government to act on cyber threat informa-
tion in the possession of such entity or the 
Federal government that resulted in sub-
stantial economic harm or injury to a spe-
cific entity or the Federal government; and 

(8) any recommendation for improvements 
or modifications to the authorities under 
this title. 

(b) FORM OF REPORT.—The report under 
subsection (a) shall be submitted in unclassi-
fied form, but shall include a classified 
annex. 
SEC. 206. INSPECTOR GENERAL REVIEW. 

(a) IN GENERAL.—The Council of the In-
spectors General on Integrity and Efficiency 
are authorized to review compliance by the 
cybersecurity centers, and by any Federal 
department or agency receiving cyber threat 
information from such cybersecurity cen-
ters, with the procedures required under sec-
tion 202 of this Act. 

(b) SCOPE OF REVIEW.—The review under 
subsection (a) shall consider whether the 
Federal government has handled such cyber 
threat information in a reasonable manner, 
including consideration of the need to pro-
tect the privacy and civil liberties of individ-
uals through anonymization or other appro-
priate methods, while fully accomplishing 
the objectives of this title. 

(c) REPORT TO CONGRESS.—Each review 
conducted under this section shall be pro-
vided to Congress not later than 30 days after 
the date of completion of the review. 
SEC. 207. TECHNICAL AMENDMENTS. 

Section 552(b) of title 5, United States 
Code, is amended— 

(1) in paragraph (8), by striking ‘‘or’’; 
(2) in paragraph (9), by striking ‘‘wells.’’ 

and inserting ‘‘wells; or’’; and 
(3) by adding at the end the following: 
‘‘(10) information shared with or provided 

to a cybersecurity center under section 202 of 
title II of the Cybersecurity Act of 2012.’’. 
SEC. 208. ACCESS TO CLASSIFIED INFORMATION. 

(a) AUTHORIZATION REQUIRED.—No person 
shall be provided with access to classified in-
formation (as defined in section 6.1 of Execu-
tive Order 13526 (50 U.S.C. 435 note; relating 
to classified national security information)) 
relating to cyber security threats or cyber 
security vulnerabilities under this title with-
out the appropriate security clearances. 

(b) SECURITY CLEARANCES.—The appro-
priate Federal agencies or departments 
shall, consistent with applicable procedures 
and requirements, and if otherwise deemed 
appropriate, assist an individual in timely 
obtaining an appropriate security clearance 
where such individual has been determined 
to be eligible for such clearance and has a 
need-to-know (as defined in section 6.1 of 
that Executive Order) classified information 
to carry out this title. 

TITLE III—COORDINATION OF FEDERAL 
INFORMATION SECURITY POLICY 

SEC. 301. COORDINATION OF FEDERAL INFORMA-
TION SECURITY POLICY. 

(a) IN GENERAL.—Chapter 35 of title 44, 
United States Code, is amended by striking 
subchapters II and III and inserting the fol-
lowing: 

‘‘SUBCHAPTER II—INFORMATION 
SECURITY 

‘‘§ 3551. Purposes 
‘‘The purposes of this subchapter are— 
‘‘(1) to provide a comprehensive framework 

for ensuring the effectiveness of information 

security controls over information resources 
that support Federal operations and assets; 

‘‘(2) to recognize the highly networked na-
ture of the current Federal computing envi-
ronment and provide effective government- 
wide management of policies, directives, 
standards, and guidelines, as well as effec-
tive and nimble oversight of and response to 
information security risks, including coordi-
nation of information security efforts 
throughout the Federal civilian, national se-
curity, and law enforcement communities; 

‘‘(3) to provide for development and main-
tenance of controls required to protect agen-
cy information and information systems and 
contribute to the overall improvement of 
agency information security posture; 

‘‘(4) to provide for the development of tools 
and methods to assess and respond to real- 
time situational risk for Federal informa-
tion system operations and assets; and 

‘‘(5) to provide a mechanism for improving 
agency information security programs 
through continuous monitoring of agency in-
formation systems and streamlined report-
ing requirements rather than overly pre-
scriptive manual reporting. 
‘‘§ 3552. Definitions 

‘‘In this subchapter: 
‘‘(1) ADEQUATE SECURITY.—The term ‘ade-

quate security’ means security commensu-
rate with the risk and magnitude of the 
harm resulting from the unauthorized access 
to or loss, misuse, destruction, or modifica-
tion of information. 

‘‘(2) AGENCY.—The term ‘agency’ has the 
meaning given the term in section 3502 of 
title 44. 

‘‘(3) CYBERSECURITY CENTER.—The term 
‘cybersecurity center’ means the Depart-
ment of Defense Cyber Crime Center, the In-
telligence Community Incident Response 
Center, the United States Cyber Command 
Joint Operations Center, the National Cyber 
Investigative Joint Task Force, the National 
Security Agency/Central Security Service 
Threat Operations Center, the National Cy-
bersecurity and Communications Integration 
Center, and any successor center. 

‘‘(4) CYBER THREAT INFORMATION.—The 
term ‘cyber threat information’ means infor-
mation that indicates or describes— 

‘‘(A) a technical or operation vulnerability 
or a cyber threat mitigation measure; 

‘‘(B) an action or operation to mitigate a 
cyber threat; 

‘‘(C) malicious reconnaissance, including 
anomalous patterns of network activity that 
appear to be transmitted for the purpose of 
gathering technical information related to a 
cybersecurity threat; 

‘‘(D) a method of defeating a technical con-
trol; 

‘‘(E) a method of defeating an operational 
control; 

‘‘(F) network activity or protocols known 
to be associated with a malicious cyber actor 
or that signify malicious cyber intent; 

‘‘(G) a method of causing a user with le-
gitimate access to an information system or 
information that is stored on, processed by, 
or transiting an information system to inad-
vertently enable the defeat of a technical or 
operational control; 

‘‘(H) any other attribute of a cybersecurity 
threat or cyber defense information that 
would foster situational awareness of the 
United States cybersecurity posture, if dis-
closure of such attribute or information is 
not otherwise prohibited by law; 

‘‘(I) the actual or potential harm caused by 
a cyber incident, including information 
exfiltrated when it is necessary in order to 
identify or describe a cybersecurity threat; 
or 

‘‘(J) any combination of subparagraphs (A) 
through (I). 
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‘‘(5) DIRECTOR.—The term ‘Director’ means 

the Director of the Office of Management 
and Budget unless otherwise specified. 

‘‘(6) ENVIRONMENT OF OPERATION.—The 
term ‘environment of operation’ means the 
information system and environment in 
which those systems operate, including 
changing threats, vulnerabilities, tech-
nologies, and missions and business prac-
tices. 

‘‘(7) FEDERAL INFORMATION SYSTEM.—The 
term ‘Federal information system’ means an 
information system used or operated by an 
executive agency, by a contractor of an exec-
utive agency, or by another organization on 
behalf of an executive agency. 

‘‘(8) INCIDENT.—The term ‘incident’ means 
an occurrence that— 

‘‘(A) actually or imminently jeopardizes 
the integrity, confidentiality, or availability 
of an information system or the information 
that system controls, processes, stores, or 
transmits; or 

‘‘(B) constitutes a violation of law or an 
imminent threat of violation of a law, a se-
curity policy, a security procedure, or an ac-
ceptable use policy. 

‘‘(9) INFORMATION RESOURCES.—The term 
‘information resources’ has the meaning 
given the term in section 3502 of title 44. 

‘‘(10) INFORMATION SECURITY.—The term 
‘information security’ means protecting in-
formation and information systems from dis-
ruption or unauthorized access, use, disclo-
sure, modification, or destruction in order to 
provide— 

‘‘(A) integrity, by guarding against im-
proper information modification or destruc-
tion, including by ensuring information non-
repudiation and authenticity; 

‘‘(B) confidentiality, by preserving author-
ized restrictions on access and disclosure, in-
cluding means for protecting personal pri-
vacy and proprietary information; or 

‘‘(C) availability, by ensuring timely and 
reliable access to and use of information. 

‘‘(11) INFORMATION SYSTEM.—The term ‘in-
formation system’ has the meaning given the 
term in section 3502 of title 44. 

‘‘(12) INFORMATION TECHNOLOGY.—The term 
‘information technology’ has the meaning 
given the term in section 11101 of title 40. 

‘‘(13) MALICIOUS RECONNAISSANCE.—The 
term ‘malicious reconnaissance’ means a 
method for actively probing or passively 
monitoring an information system for the 
purpose of discerning technical 
vulnerabilities of the information system, if 
such method is associated with a known or 
suspected cybersecurity threat. 

‘‘(14) NATIONAL SECURITY SYSTEM.— 
‘‘(A) IN GENERAL.—The term ‘national secu-

rity system’ means any information system 
(including any telecommunications system) 
used or operated by an agency or by a con-
tractor of an agency, or other organization 
on behalf of an agency— 

‘‘(i) the function, operation, or use of 
which— 

‘‘(I) involves intelligence activities; 
‘‘(II) involves cryptologic activities related 

to national security; 
‘‘(III) involves command and control of 

military forces; 
‘‘(IV) involves equipment that is an inte-

gral part of a weapon or weapons system; or 
‘‘(V) subject to subparagraph (B), is crit-

ical to the direct fulfillment of military or 
intelligence missions; or 

‘‘(ii) is protected at all times by procedures 
established for information that have been 
specifically authorized under criteria estab-
lished by an Executive Order or an Act of 
Congress to be kept classified in the interest 
of national defense or foreign policy. 

‘‘(B) LIMITATION.—Subparagraph (A)(i)(V) 
does not include a system that is to be used 
for routine administrative and business ap-

plications (including payroll, finance, logis-
tics, and personnel management applica-
tions). 

‘‘(15) OPERATIONAL CONTROL.—The term 
‘operational control’ means a security con-
trol for an information system that pri-
marily is implemented and executed by peo-
ple. 

‘‘(16) PERSON.—The term ‘person’ has the 
meaning given the term in section 3502 of 
title 44. 

‘‘(17) SECRETARY.—The term ‘Secretary’ 
means the Secretary of Commerce unless 
otherwise specified. 

‘‘(18) SECURITY CONTROL.—The term ‘secu-
rity control’ means the management, oper-
ational, and technical controls, including 
safeguards or countermeasures, prescribed 
for an information system to protect the 
confidentiality, integrity, and availability of 
the system and its information. 

‘‘(19) SIGNIFICANT CYBER INCIDENT.—The 
term ‘significant cyber incident’ means a 
cyber incident resulting in, or an attempted 
cyber incident that, if successful, would have 
resulted in— 

‘‘(A) the exfiltration from a Federal infor-
mation system of data that is essential to 
the operation of the Federal information sys-
tem; or 

‘‘(B) an incident in which an operational or 
technical control essential to the security or 
operation of a Federal information system 
was defeated. 

‘‘(20) TECHNICAL CONTROL.—The term ‘tech-
nical control’ means a hardware or software 
restriction on, or audit of, access or use of an 
information system or information that is 
stored on, processed by, or transiting an in-
formation system that is intended to ensure 
the confidentiality, integrity, or availability 
of that system. 
‘‘§ 3553. Federal information security author-

ity and coordination 
‘‘(a) IN GENERAL.—The Secretary, in con-

sultation with the Secretary of Homeland 
Security, shall— 

‘‘(1) issue compulsory and binding policies 
and directives governing agency information 
security operations, and require implemen-
tation of such policies and directives, includ-
ing— 

‘‘(A) policies and directives consistent with 
the standards and guidelines promulgated 
under section 11331 of title 40 to identify and 
provide information security protections 
prioritized and commensurate with the risk 
and impact resulting from the unauthorized 
access, use, disclosure, disruption, modifica-
tion, or destruction of— 

‘‘(i) information collected or maintained 
by or on behalf of an agency; or 

‘‘(ii) information systems used or operated 
by an agency or by a contractor of an agency 
or other organization on behalf of an agency; 

‘‘(B) minimum operational requirements 
for Federal Government to protect agency 
information systems and provide common 
situational awareness across all agency in-
formation systems; 

‘‘(C) reporting requirements, consistent 
with relevant law, regarding information se-
curity incidents and cyber threat informa-
tion; 

‘‘(D) requirements for agencywide informa-
tion security programs; 

‘‘(E) performance requirements and 
metrics for the security of agency informa-
tion systems; 

‘‘(F) training requirements to ensure that 
agencies are able to fully and timely comply 
with the policies and directives issued by the 
Secretary under this subchapter; 

‘‘(G) training requirements regarding pri-
vacy, civil rights, and civil liberties, and in-
formation oversight for agency information 
security personnel; 

‘‘(H) requirements for the annual reports 
to the Secretary under section 3554(d); 

‘‘(I) any other information security oper-
ations or information security requirements 
as determined by the Secretary in coordina-
tion with relevant agency heads; and 

‘‘(J) coordinating the development of 
standards and guidelines under section 20 of 
the National Institute of Standards and 
Technology Act (15 U.S.C. 278g–3) with agen-
cies and offices operating or exercising con-
trol of national security systems (including 
the National Security Agency) to assure, to 
the maximum extent feasible, that such 
standards and guidelines are complementary 
with standards and guidelines developed for 
national security systems; 

‘‘(2) review the agencywide information se-
curity programs under section 3554; and 

‘‘(3) designate an individual or an entity at 
each cybersecurity center, among other re-
sponsibilities— 

‘‘(A) to receive reports and information 
about information security incidents, cyber 
threat information, and deterioration of se-
curity control affecting agency information 
systems; and 

‘‘(B) to act on or share the information 
under subparagraph (A) in accordance with 
this subchapter. 

‘‘(b) CONSIDERATIONS.—When issuing poli-
cies and directives under subsection (a), the 
Secretary shall consider any applicable 
standards or guidelines developed by the Na-
tional Institute of Standards and Technology 
under section 11331 of title 40. 

‘‘(c) LIMITATION OF AUTHORITY.—The au-
thorities of the Secretary under this section 
shall not apply to national security systems. 
Information security policies, directives, 
standards and guidelines for national secu-
rity systems shall be overseen as directed by 
the President and, in accordance with that 
direction, carried out under the authority of 
the heads of agencies that operate or exer-
cise authority over such national security 
systems. 

‘‘(d) STATUTORY CONSTRUCTION.—Nothing 
in this subchapter shall be construed to alter 
or amend any law regarding the authority of 
any head of an agency over such agency. 
‘‘§ 3554. Agency responsibilities 

‘‘(a) IN GENERAL.—The head of each agency 
shall— 

‘‘(1) be responsible for— 
‘‘(A) complying with the policies and direc-

tives issued under section 3553; 
‘‘(B) providing information security pro-

tections commensurate with the risk result-
ing from unauthorized access, use, disclo-
sure, disruption, modification, or destruction 
of— 

‘‘(i) information collected or maintained 
by the agency or by a contractor of an agen-
cy or other organization on behalf of an 
agency; and 

‘‘(ii) information systems used or operated 
by an agency or by a contractor of an agency 
or other organization on behalf of an agency; 

‘‘(C) complying with the requirements of 
this subchapter, including— 

‘‘(i) information security standards and 
guidelines promulgated under section 11331 
of title 40; 

‘‘(ii) for any national security systems op-
erated or controlled by that agency, infor-
mation security policies, directives, stand-
ards and guidelines issued as directed by the 
President; and 

‘‘(iii) for any non-national security sys-
tems operated or controlled by that agency, 
information security policies, directives, 
standards and guidelines issued under sec-
tion 3553; 

‘‘(D) ensuring that information security 
management processes are integrated with 
agency strategic and operational planning 
processes; 
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‘‘(E) reporting and sharing, for an agency 

operating or exercising control of a national 
security system, information about informa-
tion security incidents, cyber threat infor-
mation, and deterioration of security con-
trols to the individual or entity designated 
at each cybersecurity center and to other ap-
propriate entities consistent with policies 
and directives for national security systems 
issued as directed by the President; and 

‘‘(F) reporting and sharing, for those agen-
cies operating or exercising control of non- 
national security systems, information 
about information security incidents, cyber 
threat information, and deterioration of se-
curity controls to the individual or entity 
designated at each cybersecurity center and 
to other appropriate entities consistent with 
policies and directives for non-national secu-
rity systems as prescribed under section 
3553(a), including information to assist the 
entity designated under section 3555(a) with 
the ongoing security analysis under section 
3555; 

‘‘(2) ensure that each senior agency official 
provides information security for the infor-
mation and information systems that sup-
port the operations and assets under the sen-
ior agency official’s control, including by— 

‘‘(A) assessing the risk and impact that 
could result from the unauthorized access, 
use, disclosure, disruption, modification, or 
destruction of such information or informa-
tion systems; 

‘‘(B) determining the level of information 
security appropriate to protect such infor-
mation and information systems in accord-
ance with policies and directives issued 
under section 3553(a), and standards and 
guidelines promulgated under section 11331 
of title 40 for information security classifica-
tions and related requirements; 

‘‘(C) implementing policies, procedures, 
and capabilities to reduce risks to an accept-
able level in a cost-effective manner; 

‘‘(D) actively monitoring the effective im-
plementation of information security con-
trols and techniques; and 

‘‘(E) reporting information about informa-
tion security incidents, cyber threat infor-
mation, and deterioration of security con-
trols in a timely and adequate manner to the 
entity designated under section 3553(a)(3) in 
accordance with paragraph (1); 

‘‘(3) assess and maintain the resiliency of 
information technology systems critical to 
agency mission and operations; 

‘‘(4) designate the agency Inspector Gen-
eral (or an independent entity selected in 
consultation with the Director and the Coun-
cil of Inspectors General on Integrity and Ef-
ficiency if the agency does not have an In-
spector General) to conduct the annual inde-
pendent evaluation required under section 
3556, and allow the agency Inspector General 
to contract with an independent entity to 
perform such evaluation; 

‘‘(5) delegate to the Chief Information Offi-
cer or equivalent (or to a senior agency offi-
cial who reports to the Chief Information Of-
ficer or equivalent)— 

‘‘(A) the authority and primary responsi-
bility to implement an agencywide informa-
tion security program; and 

‘‘(B) the authority to provide information 
security for the information collected and 
maintained by the agency (or by a con-
tractor, other agency, or other source on be-
half of the agency) and for the information 
systems that support the operations, assets, 
and mission of the agency (including any in-
formation system provided or managed by a 
contractor, other agency, or other source on 
behalf of the agency); 

‘‘(6) delegate to the appropriate agency of-
ficial (who is responsible for a particular 
agency system or subsystem) the responsi-
bility to ensure and enforce compliance with 

all requirements of the agency’s agencywide 
information security program in coordina-
tion with the Chief Information Officer or 
equivalent (or the senior agency official who 
reports to the Chief Information Officer or 
equivalent) under paragraph (5); 

‘‘(7) ensure that an agency has trained per-
sonnel who have obtained any necessary se-
curity clearances to permit them to assist 
the agency in complying with this sub-
chapter; 

‘‘(8) ensure that the Chief Information Offi-
cer or equivalent (or the senior agency offi-
cial who reports to the Chief Information Of-
ficer or equivalent) under paragraph (5), in 
coordination with other senior agency offi-
cials, reports to the agency head on the ef-
fectiveness of the agencywide information 
security program, including the progress of 
any remedial actions; and 

‘‘(9) ensure that the Chief Information Offi-
cer or equivalent (or the senior agency offi-
cial who reports to the Chief Information Of-
ficer or equivalent) under paragraph (5) has 
the necessary qualifications to administer 
the functions described in this subchapter 
and has information security duties as a pri-
mary duty of that official. 

‘‘(b) CHIEF INFORMATION OFFICERS.—Each 
Chief Information Officer or equivalent (or 
the senior agency official who reports to the 
Chief Information Officer or equivalent) 
under subsection (a)(5) shall— 

‘‘(1) establish and maintain an enterprise 
security operations capability that on a con-
tinuous basis— 

‘‘(A) detects, reports, contains, mitigates, 
and responds to information security inci-
dents that impair adequate security of the 
agency’s information or information system 
in a timely manner and in accordance with 
the policies and directives under section 3553; 
and 

‘‘(B) reports any information security inci-
dent under subparagraph (A) to the entity 
designated under section 3555; 

‘‘(2) develop, maintain, and oversee an 
agencywide information security program; 

‘‘(3) develop, maintain, and oversee infor-
mation security policies, procedures, and 
control techniques to address applicable re-
quirements, including requirements under 
section 3553 of this title and section 11331 of 
title 40; and 

‘‘(4) train and oversee the agency personnel 
who have significant responsibility for infor-
mation security with respect to that respon-
sibility. 

‘‘(c) AGENCYWIDE INFORMATION SECURITY 
PROGRAMS.— 

‘‘(1) IN GENERAL.—Each agencywide infor-
mation security program under subsection 
(b)(2) shall include— 

‘‘(A) relevant security risk assessments, 
including technical assessments and others 
related to the acquisition process; 

‘‘(B) security testing commensurate with 
risk and impact; 

‘‘(C) mitigation of deterioration of security 
controls commensurate with risk and im-
pact; 

‘‘(D) risk-based continuous monitoring and 
threat assessment of the operational status 
and security of agency information systems 
to enable evaluation of the effectiveness of 
and compliance with information security 
policies, procedures, and practices, including 
a relevant and appropriate selection of secu-
rity controls of information systems identi-
fied in the inventory under section 3505(c); 

‘‘(E) operation of appropriate technical ca-
pabilities in order to detect, mitigate, re-
port, and respond to information security in-
cidents, cyber threat information, and dete-
rioration of security controls in a manner 
that is consistent with the policies and di-
rectives under section 3553, including— 

‘‘(i) mitigating risks associated with such 
information security incidents; 

‘‘(ii) notifying and consulting with the en-
tity designated under section 3555; and 

‘‘(iii) notifying and consulting with, as ap-
propriate— 

‘‘(I) law enforcement and the relevant Of-
fice of the Inspector General; and 

‘‘(II) any other entity, in accordance with 
law and as directed by the President; 

‘‘(F) a process to ensure that remedial ac-
tion is taken to address any deficiencies in 
the information security policies, proce-
dures, and practices of the agency; and 

‘‘(G) a plan and procedures to ensure the 
continuity of operations for information sys-
tems that support the operations and assets 
of the agency. 

‘‘(2) RISK MANAGEMENT STRATEGIES.—Each 
agencywide information security program 
under subsection (b)(2) shall include the de-
velopment and maintenance of a risk man-
agement strategy for information security. 
The risk management strategy shall in-
clude— 

‘‘(A) consideration of information security 
incidents, cyber threat information, and de-
terioration of security controls; and 

‘‘(B) consideration of the consequences 
that could result from the unauthorized ac-
cess, use, disclosure, disruption, modifica-
tion, or destruction of information and infor-
mation systems that support the operations 
and assets of the agency, including any in-
formation system provided or managed by a 
contractor, other agency, or other source on 
behalf of the agency; 

‘‘(3) POLICIES AND PROCEDURES.—Each agen-
cywide information security program under 
subsection (b)(2) shall include policies and 
procedures that— 

‘‘(A) are based on the risk management 
strategy under paragraph (2); 

‘‘(B) reduce information security risks to 
an acceptable level in a cost-effective man-
ner; 

‘‘(C) ensure that cost-effective and ade-
quate information security is addressed as 
part of the acquisition and ongoing manage-
ment of each agency information system; 
and 

‘‘(D) ensure compliance with— 
‘‘(i) this subchapter; and 
‘‘(ii) any other applicable requirements. 
‘‘(4) TRAINING REQUIREMENTS.—Each agen-

cywide information security program under 
subsection (b)(2) shall include information 
security, privacy, civil rights, civil liberties, 
and information oversight training that 
meets any applicable requirements under 
section 3553. The training shall inform each 
information security personnel that has ac-
cess to agency information systems (includ-
ing contractors and other users of informa-
tion systems that support the operations and 
assets of the agency) of— 

‘‘(A) the information security risks associ-
ated with the information security person-
nel’s activities; and 

‘‘(B) the individual’s responsibility to com-
ply with the agency policies and procedures 
that reduce the risks under subparagraph 
(A). 

‘‘(d) ANNUAL REPORT.—Each agency shall 
submit a report annually to the Secretary of 
Homeland Security on its agencywide infor-
mation security program and information 
systems. 
‘‘§ 3555. Multiagency ongoing threat assess-

ment 
‘‘(a) IMPLEMENTATION.—The Director of the 

Office of Management and Budget, in coordi-
nation with the Secretary of Homeland Secu-
rity, shall designate an entity to implement 
ongoing security analysis concerning agency 
information systems— 

‘‘(1) based on cyber threat information; 
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‘‘(2) based on agency information system 

and environment of operation changes, in-
cluding— 

‘‘(A) an ongoing evaluation of the informa-
tion system security controls; and 

‘‘(B) the security state, risk level, and en-
vironment of operation of an agency infor-
mation system, including— 

‘‘(i) a change in risk level due to a new 
cyber threat; 

‘‘(ii) a change resulting from a new tech-
nology; 

‘‘(iii) a change resulting from the agency’s 
mission; and 

‘‘(iv) a change resulting from the business 
practice; and 

‘‘(3) using automated processes to the max-
imum extent possible— 

‘‘(A) to increase information system secu-
rity; 

‘‘(B) to reduce paper-based reporting re-
quirements; and 

‘‘(C) to maintain timely and actionable 
knowledge of the state of the information 
system security. 

‘‘(b) STANDARDS.—The National Institute 
of Standards and Technology may promul-
gate standards, in coordination with the Sec-
retary of Homeland Security, to assist an 
agency with its duties under this section. 

‘‘(c) COMPLIANCE.—The head of each appro-
priate department and agency shall be re-
sponsible for ensuring compliance and imple-
menting necessary procedures to comply 
with this section. The head of each appro-
priate department and agency, in consulta-
tion with the Director of the Office of Man-
agement and Budget and the Secretary of 
Homeland Security, shall— 

‘‘(1) monitor compliance under this sec-
tion; 

‘‘(2) develop a timeline and implement for 
the department or agency— 

‘‘(A) adoption of any technology, system, 
or method that facilitates continuous moni-
toring and threat assessments of an agency 
information system; 

‘‘(B) adoption or updating of any tech-
nology, system, or method that prevents, de-
tects, or remediates a significant cyber inci-
dent to a Federal information system of the 
department or agency that has impeded, or 
is reasonably likely to impede, the perform-
ance of a critical mission of the department 
or agency; and 

‘‘(C) adoption of any technology, system, 
or method that satisfies a requirement under 
this section. 

‘‘(d) LIMITATION OF AUTHORITY.—The au-
thorities of the Director of the Office of Man-
agement and Budget and of the Secretary of 
Homeland Security under this section shall 
not apply to national security systems. 

‘‘(e) REPORT.—Not later than 6 months 
after the date of enactment of the Cyberse-
curity Act of 2012, the Government Account-
ability Office shall issue a report evaluating 
each agency’s status toward implementing 
this section. 
‘‘§ 3556. Independent evaluations 

‘‘(a) IN GENERAL.—The Council of the In-
spectors General on Integrity and Efficiency, 
in consultation with the Director and the 
Secretary of Homeland Security, the Sec-
retary of Commerce, and the Secretary of 
Defense, shall issue and maintain criteria for 
the timely, cost-effective, risk-based, and 
independent evaluation of each agencywide 
information security program (and prac-
tices) to determine the effectiveness of the 
agencywide information security program 
(and practices). The criteria shall include 
measures to assess any conflicts of interest 
in the performance of the evaluation and 
whether the agencywide information secu-
rity program includes appropriate safeguards 
against disclosure of information where such 

disclosure may adversely affect information 
security. 

‘‘(b) ANNUAL INDEPENDENT EVALUATIONS.— 
Each agency shall perform an annual inde-
pendent evaluation of its agencywide infor-
mation security program (and practices) in 
accordance with the criteria under sub-
section (a). 

‘‘(c) DISTRIBUTION OF REPORTS.—Not later 
than 30 days after receiving an independent 
evaluation under subsection (b), each agency 
head shall transmit a copy of the inde-
pendent evaluation to the Secretary of 
Homeland Security, the Secretary of Com-
merce, and the Secretary of Defense. 

‘‘(d) NATIONAL SECURITY SYSTEMS.—Eval-
uations involving national security systems 
shall be conducted as directed by President. 

‘‘§ 3557. National security systems. 
‘‘The head of each agency operating or ex-

ercising control of a national security sys-
tem shall be responsible for ensuring that 
the agency— 

‘‘(1) provides information security protec-
tions commensurate with the risk and mag-
nitude of the harm resulting from the unau-
thorized access, use, disclosure, disruption, 
modification, or destruction of the informa-
tion contained in such system; and 

‘‘(2) implements information security poli-
cies and practices as required by standards 
and guidelines for national security systems, 
issued in accordance with law and as di-
rected by the President.’’. 

(b) SAVINGS PROVISIONS.— 
(1) POLICY AND COMPLIANCE GUIDANCE.—Pol-

icy and compliance guidance issued by the 
Director before the date of enactment of this 
Act under section 3543(a)(1) of title 44, United 
States Code (as in effect on the day before 
the date of enactment of this Act), shall con-
tinue in effect, according to its terms, until 
modified, terminated, superseded, or re-
pealed pursuant to section 3553(a)(1) of title 
44, United States Code. 

(2) STANDARDS AND GUIDELINES.—Standards 
and guidelines issued by the Secretary of 
Commerce or by the Director before the date 
of enactment of this Act under section 
11331(a)(1) of title 40, United States Code, (as 
in effect on the day before the date of enact-
ment of this Act) shall continue in effect, ac-
cording to their terms, until modified, ter-
minated, superseded, or repealed pursuant to 
section 11331(a)(1) of title 40, United States 
Code, as amended by this Act. 

(c) TECHNICAL AND CONFORMING AMEND-
MENTS.— 

(1) CHAPTER ANALYSIS.—The chapter anal-
ysis for chapter 35 of title 44, United States 
Code, is amended— 

(A) by striking the items relating to sec-
tions 3531 through 3538; 

(B) by striking the items relating to sec-
tions 3541 through 3549; and 

(C) by inserting the following: 

‘‘3551. Purposes. 
‘‘3552. Definitions. 
‘‘3553. Federal information security author-

ity and coordination. 
‘‘3554. Agency responsibilities. 
‘‘3555. Multiagency ongoing threat assess-

ment. 
‘‘3556. Independent evaluations. 
‘‘3557. National security systems.’’. 

(2) OTHER REFERENCES.— 
(A) Section 1001(c)(1)(A) of the Homeland 

Security Act of 2002 (6 U.S.C. 511(1)(A)) is 
amended by striking ‘‘section 3532(3)’’ and in-
serting ‘‘section 3552’’. 

(B) Section 2222(j)(5) of title 10, United 
States Code, is amended by striking ‘‘section 
3542(b)(2)’’ and inserting ‘‘section 3552’’. 

(C) Section 2223(c)(3) of title 10, United 
States Code, is amended, by striking ‘‘sec-
tion 3542(b)(2)’’ and inserting ‘‘section 3552’’. 

(D) Section 2315 of title 10, United States 
Code, is amended by striking ‘‘section 
3542(b)(2)’’ and inserting ‘‘section 3552’’. 

(E) Section 20 of the National Institute of 
Standards and Technology Act (15 U.S.C. 
278g–3) is amended— 

(i) in subsection (a)(2), by striking ‘‘section 
3532(b)(2)’’ and inserting ‘‘section 3552’’; 

(ii) in subsection (c)(3), by striking ‘‘Direc-
tor of the Office of Management and Budget’’ 
and inserting ‘‘Secretary of Commerce’’; 

(iii) in subsection (d)(1), by striking ‘‘Di-
rector of the Office of Management and 
Budget’’ and inserting ‘‘Secretary of Com-
merce’’; 

(iv) in subsection (d)(8) by striking ‘‘Direc-
tor of the Office of Management and Budget’’ 
and inserting ‘‘Secretary of Commerce’’; 

(v) in subsection (d)(8), by striking ‘‘sub-
mitted to the Director’’ and inserting ‘‘sub-
mitted to the Secretary’’; 

(vi) in subsection (e)(2), by striking ‘‘sec-
tion 3532(1) of such title’’ and inserting ‘‘sec-
tion 3552 of title 44’’; and 

(vii) in subsection (e)(5), by striking ‘‘sec-
tion 3532(b)(2) of such title’’ and inserting 
‘‘section 3552 of title 44’’. 

(F) Section 8(d)(1) of the Cyber Security 
Research and Development Act (15 U.S.C. 
7406(d)(1)) is amended by striking ‘‘section 
3534(b)’’ and inserting ‘‘section 3554(b)(2)’’. 
SEC. 302. MANAGEMENT OF INFORMATION TECH-

NOLOGY. 
(a) IN GENERAL.—Section 11331 of title 40, 

United States Code, is amended to read as 
follows: 
‘‘§ 11331. Responsibilities for Federal informa-

tion systems standards 
‘‘(a) STANDARDS AND GUIDELINES.— 
‘‘(1) AUTHORITY TO PRESCRIBE.—Except as 

provided under paragraph (2), the Secretary 
of Commerce shall prescribe standards and 
guidelines pertaining to Federal information 
systems— 

‘‘(A) in consultation with the Secretary of 
Homeland Security; and 

‘‘(B) on the basis of standards and guide-
lines developed by the National Institute of 
Standards and Technology under paragraphs 
(2) and (3) of section 20(a) of the National In-
stitute of Standards and Technology Act (15 
U.S.C. 278g–3(a)(2) and (a)(3)). 

‘‘(2) NATIONAL SECURITY SYSTEMS.—Stand-
ards and guidelines for national security sys-
tems shall be developed, prescribed, en-
forced, and overseen as otherwise authorized 
by law and as directed by the President. 

‘‘(b) MANDATORY STANDARDS AND GUIDE-
LINES.— 

‘‘(1) AUTHORITY TO MAKE MANDATORY STAND-
ARDS AND GUIDELINES.—The Secretary of 
Commerce shall make standards and guide-
lines under subsection (a)(1) compulsory and 
binding to the extent determined necessary 
by the Secretary of Commerce to improve 
the efficiency of operation or security of 
Federal information systems. 

‘‘(2) REQUIRED MANDATORY STANDARDS AND 
GUIDELINES.— 

‘‘(A) IN GENERAL.—Standards and guide-
lines under subsection (a)(1) shall include in-
formation security standards that— 

‘‘(i) provide minimum information security 
requirements as determined under section 
20(b) of the National Institute of Standards 
and Technology Act (15 U.S.C. 278g–3(b)); and 

‘‘(ii) are otherwise necessary to improve 
the security of Federal information and in-
formation systems. 

‘‘(B) BINDING EFFECT.—Information secu-
rity standards under subparagraph (A) shall 
be compulsory and binding. 

‘‘(c) EXERCISE OF AUTHORITY.—To ensure 
fiscal and policy consistency, the Secretary 
of Commerce shall exercise the authority 
conferred by this section subject to direction 
by the President and in coordination with 
the Director. 
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‘‘(d) APPLICATION OF MORE STRINGENT 

STANDARDS AND GUIDELINES.—The head of an 
executive agency may employ standards for 
the cost-effective information security for 
information systems within or under the su-
pervision of that agency that are more strin-
gent than the standards and guidelines the 
Secretary of Commerce prescribes under this 
section if the more stringent standards and 
guidelines— 

‘‘(1) contain at least the applicable stand-
ards and guidelines made compulsory and 
binding by the Secretary of Commerce; and 

‘‘(2) are otherwise consistent with the poli-
cies, directives, and implementation memo-
randa issued under section 3553(a) of title 44. 

‘‘(e) DECISIONS ON PROMULGATION OF STAND-
ARDS AND GUIDELINES.—The decision by the 
Secretary of Commerce regarding the pro-
mulgation of any standard or guideline 
under this section shall occur not later than 
6 months after the date of submission of the 
proposed standard to the Secretary of Com-
merce by the National Institute of Standards 
and Technology under section 20 of the Na-
tional Institute of Standards and Technology 
Act (15 U.S.C. 278g–3). 

‘‘(f) NOTICE AND COMMENT.—A decision by 
the Secretary of Commerce to significantly 
modify, or not promulgate, a proposed stand-
ard submitted to the Secretary by the Na-
tional Institute of Standards and Technology 
under section 20 of the National Institute of 
Standards and Technology Act (15 U.S.C. 
278g–3) shall be made after the public is given 
an opportunity to comment on the Sec-
retary’s proposed decision. 

‘‘(g) DEFINITIONS.—In this section: 
‘‘(1) FEDERAL INFORMATION SYSTEM.—The 

term ‘Federal information system’ has the 
meaning given the term in section 3552 of 
title 44. 

‘‘(2) INFORMATION SECURITY.—The term ‘in-
formation security’ has the meaning given 
the term in section 3552 of title 44. 

‘‘(3) NATIONAL SECURITY SYSTEM.—The term 
‘national security system’ has the meaning 
given the term in section 3552 of title 44.’’. 
SEC. 303. NO NEW FUNDING. 

An applicable Federal agency shall carry 
out the provisions of this title with existing 
facilities and funds otherwise available, 
through such means as the head of the agen-
cy considers appropriate. 
SEC. 304. TECHNICAL AND CONFORMING AMEND-

MENTS. 
Section 21(b) of the National Institute of 

Standards and Technology Act (15 U.S.C. 
278g–4(b)) is amended— 

(1) in paragraph (2), by striking ‘‘and the 
Director of the Office of Management and 
Budget’’ and inserting ‘‘, the Secretary of 
Commerce, and the Secretary of Homeland 
Security’’; and 

(2) in paragraph (3), by inserting ‘‘, the 
Secretary of Homeland Security,’’ after ‘‘the 
Secretary of Commerce’’. 
SEC. 305. CLARIFICATION OF AUTHORITIES. 

Nothing in this title shall be construed to 
convey any new regulatory authority to any 
government entity implementing or com-
plying with any provision of this title. 

TITLE IV—CRIMINAL PENALTIES 
SEC. 401. PENALTIES FOR FRAUD AND RELATED 

ACTIVITY IN CONNECTION WITH 
COMPUTERS. 

Section 1030(c) of title 18, United States 
Code, is amended to read as follows: 

‘‘(c) The punishment for an offense under 
subsection (a) or (b) of this section is— 

‘‘(1) a fine under this title or imprisonment 
for not more than 20 years, or both, in the 
case of an offense under subsection (a)(1) of 
this section; 

‘‘(2)(A) except as provided in subparagraph 
(B), a fine under this title or imprisonment 
for not more than 3 years, or both, in the 
case of an offense under subsection (a)(2); or 

‘‘(B) a fine under this title or imprison-
ment for not more than ten years, or both, in 
the case of an offense under subsection (a)(2) 
of this section, if— 

‘‘(i) the offense was committed for pur-
poses of commercial advantage or private fi-
nancial gain; 

‘‘(ii) the offense was committed in the fur-
therance of any criminal or tortious act in 
violation of the Constitution or laws of the 
United States, or of any State; or 

‘‘(iii) the value of the information ob-
tained, or that would have been obtained if 
the offense was completed, exceeds $5,000; 

‘‘(3) a fine under this title or imprisonment 
for not more than 10 years, or both, in the 
case of an offense under subsection (a)(3) of 
this section; 

‘‘(4) a fine under this title or imprisonment 
of not more than 20 years, or both, in the 
case of an offense under subsection (a)(4) of 
this section; 

‘‘(5)(A) except as provided in subparagraph 
(C), a fine under this title, imprisonment for 
not more than 20 years, or both, in the case 
of an offense under subsection (a)(5)(A) of 
this section, if the offense caused— 

‘‘(i) loss to 1 or more persons during any 1- 
year period (and, for purposes of an inves-
tigation, prosecution, or other proceeding 
brought by the United States only, loss re-
sulting from a related course of conduct af-
fecting 1 or more other protected computers) 
aggregating at least $5,000 in value; 

‘‘(ii) the modification or impairment, or 
potential modification or impairment, of the 
medical examination, diagnosis, treatment, 
or care of 1 or more individuals; 

‘‘(iii) physical injury to any person; 
‘‘(iv) a threat to public health or safety; 
‘‘(v) damage affecting a computer used by, 

or on behalf of, an entity of the United 
States Government in furtherance of the ad-
ministration of justice, national defense, or 
national security; or 

‘‘(vi) damage affecting 10 or more pro-
tected computers during any 1-year period; 

‘‘(B) a fine under this title, imprisonment 
for not more than 20 years, or both, in the 
case of an offense under subsection (a)(5)(B), 
if the offense caused a harm provided in 
clause (i) through (vi) of subparagraph (A) of 
this subsection; 

‘‘(C) if the offender attempts to cause or 
knowingly or recklessly causes death from 
conduct in violation of subsection (a)(5)(A), a 
fine under this title, imprisonment for any 
term of years or for life, or both; 

‘‘(D) a fine under this title, imprisonment 
for not more than 10 years, or both, for any 
other offense under subsection (a)(5); 

‘‘(E) a fine under this title or imprison-
ment for not more than 10 years, or both, in 
the case of an offense under subsection (a)(6) 
of this section; or 

‘‘(F) a fine under this title or imprison-
ment for not more than 10 years, or both, in 
the case of an offense under subsection (a)(7) 
of this section.’’. 

SEC. 402. TRAFFICKING IN PASSWORDS. 

Section 1030(a)(6) of title 18, United States 
Code, is amended to read as follows: 

‘‘(6) knowingly and with intent to defraud 
traffics (as defined in section 1029) in any 
password or similar information or means of 
access through which a protected computer 
(as defined in subparagraphs (A) and (B) of 
subsection (e)(2)) may be accessed without 
authorization.’’. 

SEC. 403. CONSPIRACY AND ATTEMPTED COM-
PUTER FRAUD OFFENSES. 

Section 1030(b) of title 18, United States 
Code, is amended by inserting ‘‘as if for the 
completed offense’’ after ‘‘punished as pro-
vided’’. 

SEC. 404. CRIMINAL AND CIVIL FORFEITURE FOR 
FRAUD AND RELATED ACTIVITY IN 
CONNECTION WITH COMPUTERS. 

Section 1030 of title 18, United States Code, 
is amended by striking subsections (i) and (j) 
and inserting the following: 

‘‘(i) CRIMINAL FORFEITURE.— 
‘‘(1) The court, in imposing sentence on 

any person convicted of a violation of this 
section, or convicted of conspiracy to violate 
this section, shall order, in addition to any 
other sentence imposed and irrespective of 
any provision of State law, that such person 
forfeit to the United States— 

‘‘(A) such persons interest in any property, 
real or personal, that was used, or intended 
to be used, to commit or facilitate the com-
mission of such violation; and 

‘‘(B) any property, real or personal, consti-
tuting or derived from any gross proceeds, or 
any property traceable to such property, 
that such person obtained, directly or indi-
rectly, as a result of such violation. 

‘‘(2) The criminal forfeiture of property 
under this subsection, including any seizure 
and disposition of the property, and any re-
lated judicial or administrative proceeding, 
shall be governed by the provisions of sec-
tion 413 of the Comprehensive Drug Abuse 
Prevention and Control Act of 1970 (21 U.S.C. 
853), except subsection (d) of that section. 

‘‘(j) CIVIL FORFEITURE.— 
‘‘(1) The following shall be subject to for-

feiture to the United States and no property 
right, real or personal, shall exist in them: 

‘‘(A) Any property, real or personal, that 
was used, or intended to be used, to commit 
or facilitate the commission of any violation 
of this section, or a conspiracy to violate 
this section. 

‘‘(B) Any property, real or personal, consti-
tuting or derived from any gross proceeds ob-
tained directly or indirectly, or any property 
traceable to such property, as a result of the 
commission of any violation of this section, 
or a conspiracy to violate this section. 

‘‘(2) Seizures and forfeitures under this 
subsection shall be governed by the provi-
sions in chapter 46 relating to civil forfeit-
ures, except that such duties as are imposed 
on the Secretary of the Treasury under the 
customs laws described in section 981(d) shall 
be performed by such officers, agents and 
other persons as may be designated for that 
purpose by the Secretary of Homeland Secu-
rity or the Attorney General.’’. 
SEC. 405. DAMAGE TO CRITICAL INFRASTRUC-

TURE COMPUTERS. 
(a) IN GENERAL.—Chapter 47 of title 18, 

United States Code, is amended by inserting 
after section 1030 the following: 
‘‘§ 1030A. Aggravated damage to a critical in-

frastructure computer 
‘‘(a) DEFINITIONS.—In this section— 
‘‘(1) the term ‘computer’ has the meaning 

given the term in section 1030; 
‘‘(2) the term ‘critical infrastructure com-

puter’ means a computer that manages or 
controls systems or assets vital to national 
defense, national security, national eco-
nomic security, public health or safety, or 
any combination of those matters, whether 
publicly or privately owned or operated, in-
cluding— 

‘‘(A) oil and gas production, storage, con-
version, and delivery systems; 

‘‘(B) water supply systems; 
‘‘(C) telecommunication networks; 
‘‘(D) electrical power generation and deliv-

ery systems; 
‘‘(E) finance and banking systems; 
‘‘(F) emergency services; 
‘‘(G) transportation systems and services; 

and 
‘‘(H) government operations that provide 

essential services to the public; and 
‘‘(3) the term ‘damage’ has the meaning 

given the term in section 1030. 
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‘‘(b) OFFENSE.—It shall be unlawful, during 

and in relation to a felony violation of sec-
tion 1030, to knowingly cause or attempt to 
cause damage to a critical infrastructure 
computer if the damage results in (or, in the 
case of an attempt, if completed, would have 
resulted in) the substantial impairment— 

‘‘(1) of the operation of the critical infra-
structure computer; or 

‘‘(2) of the critical infrastructure associ-
ated with the computer. 

‘‘(c) PENALTY.—Any person who violates 
subsection (b) shall be— 

‘‘(1) fined under this title; 
‘‘(2) imprisoned for not less than 3 years 

but not more than 20 years; or 
‘‘(3) penalized under paragraphs (1) and (2). 
‘‘(d) CONSECUTIVE SENTENCE.—Notwith-

standing any other provision of law— 
‘‘(1) a court shall not place on probation 

any person convicted of a violation of this 
section; 

‘‘(2) except as provided in paragraph (4), no 
term of imprisonment imposed on a person 
under this section shall run concurrently 
with any other term of imprisonment, in-
cluding any term of imprisonment imposed 
on the person under any other provision of 
law, including any term of imprisonment im-
posed for a felony violation of section 1030; 

‘‘(3) in determining any term of imprison-
ment to be imposed for a felony violation of 
section 1030, a court shall not in any way re-
duce the term to be imposed for such crime 
so as to compensate for, or otherwise take 
into account, any separate term of imprison-
ment imposed or to be imposed for a viola-
tion of this section; and 

‘‘(4) a term of imprisonment imposed on a 
person for a violation of this section may, in 
the discretion of the court, run concurrently, 
in whole or in part, only with another term 
of imprisonment that is imposed by the 
court at the same time on that person for an 
additional violation of this section, provided 
that such discretion shall be exercised in ac-
cordance with any applicable guidelines and 
policy statements issued by the United 
States Sentencing Commission pursuant to 
section 994 of title 28.’’. 

(b) TECHNICAL AND CONFORMING AMEND-
MENT.—The chapter analysis for chapter 47 of 
title 18, United States Code, is amended by 
inserting after the item relating to section 
1030 the following: 
‘‘1030A. Aggravated damage to a critical in-

frastructure computer.’’. 
SEC. 406. LIMITATION ON ACTIONS INVOLVING 

UNAUTHORIZED USE. 
Section 1030(e)(6) of title 18, United States 

Code, is amended by striking ‘‘alter;’’ and in-
serting ‘‘alter, but does not include access in 
violation of a contractual obligation or 
agreement, such as an acceptable use policy 
or terms of service agreement, with an Inter-
net service provider, Internet website, or 
non-government employer, if such violation 
constitutes the sole basis for determining 
that access to a protected computer is unau-
thorized;’’. 
SEC. 407. NO NEW FUNDING. 

An applicable Federal agency shall carry 
out the provisions of this title with existing 
facilities and funds otherwise available, 
through such means as the head of the agen-
cy considers appropriate. 

TITLE V—CYBERSECURITY RESEARCH 
AND DEVELOPMENT 

SEC. 501. NATIONAL HIGH-PERFORMANCE COM-
PUTING PROGRAM PLANNING AND 
COORDINATION. 

(a) GOALS AND PRIORITIES.—Section 101 of 
the High-Performance Computing Act of 1991 
(15 U.S.C. 5511) is amended by adding at the 
end the following: 

‘‘(d) GOALS AND PRIORITIES.—The goals and 
priorities for Federal high-performance com-

puting research, development, networking, 
and other activities under subsection 
(a)(2)(A) shall include— 

‘‘(1) encouraging and supporting mecha-
nisms for interdisciplinary research and de-
velopment in networking and information 
technology, including— 

‘‘(A) through collaborations across agen-
cies; 

‘‘(B) through collaborations across Pro-
gram Component Areas; 

‘‘(C) through collaborations with industry; 
‘‘(D) through collaborations with institu-

tions of higher education; 
‘‘(E) through collaborations with Federal 

laboratories (as defined in section 4 of the 
Stevenson-Wydler Technology Innovation 
Act of 1980 (15 U.S.C. 3703)); and 

‘‘(F) through collaborations with inter-
national organizations; 

‘‘(2) addressing national, multi-agency, 
multi-faceted challenges of national impor-
tance; and 

‘‘(3) fostering the transfer of research and 
development results into new technologies 
and applications for the benefit of society.’’. 

(b) DEVELOPMENT OF STRATEGIC PLAN.— 
Section 101 of the High-Performance Com-
puting Act of 1991 (15 U.S.C. 5511) is amended 
by adding at the end the following: 

‘‘(e) STRATEGIC PLAN.— 
‘‘(1) IN GENERAL.—Not later than 1 year 

after the date of enactment of the Cyberse-
curity Act of 2012, the agencies under sub-
section (a)(3)(B), working through the Na-
tional Science and Technology Council and 
with the assistance of the Office of Science 
and Technology Policy shall develop a 5-year 
strategic plan to guide the activities under 
subsection (a)(1). 

‘‘(2) CONTENTS.—The strategic plan shall 
specify— 

‘‘(A) the near-term objectives for the Pro-
gram; 

‘‘(B) the long-term objectives for the Pro-
gram; 

‘‘(C) the anticipated time frame for achiev-
ing the near-term objectives; 

‘‘(D) the metrics that will be used to assess 
any progress made toward achieving the 
near-term objectives and the long-term ob-
jectives; and 

‘‘(E) how the Program will achieve the 
goals and priorities under subsection (d). 

‘‘(3) IMPLEMENTATION ROADMAP.— 
‘‘(A) IN GENERAL.—The agencies under sub-

section (a)(3)(B) shall develop and annually 
update an implementation roadmap for the 
strategic plan. 

‘‘(B) REQUIREMENTS.—The information in 
the implementation roadmap shall be coordi-
nated with the database under section 102(c) 
and the annual report under section 101(a)(3). 
The implementation roadmap shall— 

‘‘(i) specify the role of each Federal agency 
in carrying out or sponsoring research and 
development to meet the research objectives 
of the strategic plan, including a description 
of how progress toward the research objec-
tives will be evaluated, with consideration of 
any relevant recommendations of the advi-
sory committee; 

‘‘(ii) specify the funding allocated to each 
major research objective of the strategic 
plan and the source of funding by agency for 
the current fiscal year; and 

‘‘(iii) estimate the funding required for 
each major research objective of the stra-
tegic plan for the next 3 fiscal years. 

‘‘(4) RECOMMENDATIONS.—The agencies 
under subsection (a)(3)(B) shall take into 
consideration when developing the strategic 
plan under paragraph (1) the recommenda-
tions of— 

‘‘(A) the advisory committee under sub-
section (b); and 

‘‘(B) the stakeholders under section 
102(a)(3). 

‘‘(5) REPORT TO CONGRESS.—The Director of 
the Office of Science and Technology Policy 
shall transmit the strategic plan under this 
subsection, including the implementation 
roadmap and any updates under paragraph 
(3), to— 

‘‘(A) the advisory committee under sub-
section (b); 

‘‘(B) the Committee on Commerce, 
Science, and Transportation of the Senate; 
and 

‘‘(C) the Committee on Science and Tech-
nology of the House of Representatives.’’. 

(c) PERIODIC REVIEWS.—Section 101 of the 
High-Performance Computing Act of 1991 (15 
U.S.C. 5511) is amended by adding at the end 
the following: 

‘‘(f) PERIODIC REVIEWS.—The agencies 
under subsection (a)(3)(B) shall— 

‘‘(1) periodically assess the contents and 
funding levels of the Program Component 
Areas and restructure the Program when 
warranted, taking into consideration any 
relevant recommendations of the advisory 
committee under subsection (b); and 

‘‘(2) ensure that the Program includes na-
tional, multi-agency, multi-faceted research 
and development activities, including activi-
ties described in section 104.’’. 

(d) ADDITIONAL RESPONSIBILITIES OF DIREC-
TOR.—Section 101(a)(2) of the High-Perform-
ance Computing Act of 1991 (15 U.S.C. 
5511(a)(2)) is amended— 

(1) by redesignating subparagraphs (E) and 
(F) as subparagraphs (G) and (H), respec-
tively; and 

(2) by inserting after subparagraph (D) the 
following: 

‘‘(E) encourage and monitor the efforts of 
the agencies participating in the Program to 
allocate the level of resources and manage-
ment attention necessary— 

‘‘(i) to ensure that the strategic plan under 
subsection (e) is developed and executed ef-
fectively; and 

‘‘(ii) to ensure that the objectives of the 
Program are met; 

‘‘(F) working with the Office of Manage-
ment and Budget and in coordination with 
the creation of the database under section 
102(c), direct the Office of Science and Tech-
nology Policy and the agencies participating 
in the Program to establish a mechanism 
(consistent with existing law) to track all 
ongoing and completed research and develop-
ment projects and associated funding;’’. 

(e) ADVISORY COMMITTEE.—Section 101(b) of 
the High-Performance Computing Act of 1991 
(15 U.S.C. 5511(b)) is amended— 

(1) in paragraph (1)— 
(A) by inserting after the first sentence the 

following: ‘‘The co-chairs of the advisory 
committee shall meet the qualifications of 
committee members and may be members of 
the Presidents Council of Advisors on 
Science and Technology.’’; and 

(B) by striking ‘‘high-performance’’ in sub-
paragraph (D) and inserting ‘‘high-end’’; and 

(2) by amending paragraph (2) to read as 
follows: 

‘‘(2) In addition to the duties under para-
graph (1), the advisory committee shall con-
duct periodic evaluations of the funding, 
management, coordination, implementation, 
and activities of the Program. The advisory 
committee shall report its findings and rec-
ommendations not less frequently than once 
every 3 fiscal years to the Committee on 
Commerce, Science, and Transportation of 
the Senate and the Committee on Science 
and Technology of the House of Representa-
tives. The report shall be submitted in con-
junction with the update of the strategic 
plan.’’. 

(f) REPORT.—Section 101(a)(3) of the High- 
Performance Computing Act of 1991 (15 
U.S.C. 5511(a)(3)) is amended— 

(1) in subparagraph (C)— 
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(A) by striking ‘‘is submitted,’’ and insert-

ing ‘‘is submitted, the levels for the previous 
fiscal year,’’; and 

(B) by striking ‘‘each Program Component 
Area’’ and inserting ‘‘each Program Compo-
nent Area and each research area supported 
in accordance with section 104’’; 

(2) in subparagraph (D)— 
(A) by striking ‘‘each Program Component 

Area,’’ and inserting ‘‘each Program Compo-
nent Area and each research area supported 
in accordance with section 104,’’; 

(B) by striking ‘‘is submitted,’’ and insert-
ing ‘‘is submitted, the levels for the previous 
fiscal year,’’; and 

(C) by striking ‘‘and’’ after the semicolon; 
(3) by redesignating subparagraph (E) as 

subparagraph (G); and 
(4) by inserting after subparagraph (D) the 

following: 
‘‘(E) include a description of how the objec-

tives for each Program Component Area, and 
the objectives for activities that involve 
multiple Program Component Areas, relate 
to the objectives of the Program identified 
in the strategic plan under subsection (e); 

‘‘(F) include— 
‘‘(i) a description of the funding required 

by the Office of Science and Technology Pol-
icy to perform the functions under sub-
sections (a) and (c) of section 102 for the next 
fiscal year by category of activity; 

‘‘(ii) a description of the funding required 
by the Office of Science and Technology Pol-
icy to perform the functions under sub-
sections (a) and (c) of section 102 for the cur-
rent fiscal year by category of activity; and 

‘‘(iii) the amount of funding provided for 
the Office of Science and Technology Policy 
for the current fiscal year by each agency 
participating in the Program; and’’. 

(g) DEFINITIONS.—Section 4 of the High- 
Performance Computing Act of 1991 (15 
U.S.C. 5503) is amended— 

(1) by redesignating paragraphs (1) and (2) 
as paragraphs (2) and (3), respectively; 

(2) by redesignating paragraph (3) as para-
graph (6); 

(3) by redesignating paragraphs (6) and (7) 
as paragraphs (7) and (8), respectively; 

(4) by inserting before paragraph (2), as re-
designated, the following: 

‘‘(1) ‘cyber-physical systems’ means phys-
ical or engineered systems whose networking 
and information technology functions and 
physical elements are deeply integrated and 
are actively connected to the physical world 
through sensors, actuators, or other means 
to perform monitoring and control func-
tions;’’; 

(5) in paragraph (3), as redesignated, by 
striking ‘‘high-performance computing’’ and 
inserting ‘‘networking and information tech-
nology’’; 

(6) in paragraph (6), as redesignated— 
(A) by striking ‘‘high-performance com-

puting’’ and inserting ‘‘networking and in-
formation technology’’; and 

(B) by striking ‘‘supercomputer’’ and in-
serting ‘‘high-end computing’’; 

(7) in paragraph (5), by striking ‘‘network 
referred to as’’ and all that follows through 
the semicolon and inserting ‘‘network, in-
cluding advanced computer networks of Fed-
eral agencies and departments’’; and 

(8) in paragraph (7), as redesignated, by 
striking ‘‘National High-Performance Com-
puting Program’’ and inserting ‘‘networking 
and information technology research and de-
velopment program’’. 
SEC. 502. RESEARCH IN AREAS OF NATIONAL IM-

PORTANCE. 

(a) RESEARCH IN AREAS OF NATIONAL IMPOR-
TANCE.—Title I of the High-Performance 
Computing Act of 1991 (15 U.S.C. 5511 et seq.) 
is amended by adding at the end the fol-
lowing: 

‘‘SEC. 104. RESEARCH IN AREAS OF NATIONAL IM-
PORTANCE. 

‘‘(a) IN GENERAL.—The Program shall en-
courage agencies under section 101(a)(3)(B) to 
support, maintain, and improve national, 
multi-agency, multi-faceted, research and 
development activities in networking and in-
formation technology directed toward appli-
cation areas that have the potential for sig-
nificant contributions to national economic 
competitiveness and for other significant so-
cietal benefits. 

‘‘(b) TECHNICAL SOLUTIONS.—An activity 
under subsection (a) shall be designed to ad-
vance the development of research discov-
eries by demonstrating technical solutions 
to important problems in areas including— 

‘‘(1) cybersecurity; 
‘‘(2) health care; 
‘‘(3) energy management and low-power 

systems and devices; 
‘‘(4) transportation, including surface and 

air transportation; 
‘‘(5) cyber-physical systems; 
‘‘(6) large-scale data analysis and modeling 

of physical phenomena; 
‘‘(7) large scale data analysis and modeling 

of behavioral phenomena; 
‘‘(8) supply chain quality and security; and 
‘‘(9) privacy protection and protected dis-

closure of confidential data. 
‘‘(c) RECOMMENDATIONS.—The advisory 

committee under section 101(b) shall make 
recommendations to the Program for can-
didate research and development areas for 
support under this section. 

‘‘(d) CHARACTERISTICS.— 
‘‘(1) IN GENERAL.—Research and develop-

ment activities under this section— 
‘‘(A) shall include projects selected on the 

basis of applications for support through a 
competitive, merit-based process; 

‘‘(B) shall leverage, when possible, Federal 
investments through collaboration with re-
lated State initiatives; 

‘‘(C) shall include a plan for fostering the 
transfer of research discoveries and the re-
sults of technology demonstration activities, 
including from institutions of higher edu-
cation and Federal laboratories, to industry 
for commercial development; 

‘‘(D) shall involve collaborations among re-
searchers in institutions of higher education 
and industry; and 

‘‘(E) may involve collaborations among 
nonprofit research institutions and Federal 
laboratories, as appropriate. 

‘‘(2) COST-SHARING.—In selecting applica-
tions for support, the agencies under section 
101(a)(3)(B) shall give special consideration 
to projects that include cost sharing from 
non-Federal sources. 

‘‘(3) MULTIDISCIPLINARY RESEARCH CEN-
TERS.—Research and development activities 
under this section shall be supported 
through multidisciplinary research centers, 
including Federal laboratories, that are or-
ganized to investigate basic research ques-
tions and carry out technology demonstra-
tion activities in areas described in sub-
section (a). Research may be carried out 
through existing multidisciplinary centers, 
including those authorized under section 
7024(b)(2) of the America COMPETES Act (42 
U.S.C. 1862o–10(2)).’’. 

(b) CYBER-PHYSICAL SYSTEMS.—Section 
101(a)(1) of the High-Performance Computing 
Act of 1991 (15 U.S.C. 5511(a)(1)) is amended— 

(1) in subparagraph (H), by striking ‘‘and’’ 
after the semicolon; 

(2) in subparagraph (I), by striking the pe-
riod at the end and inserting a semicolon; 
and 

(3) by adding at the end the following: 
‘‘(J) provide for increased understanding of 

the scientific principles of cyber-physical 
systems and improve the methods available 
for the design, development, and operation of 

cyber-physical systems that are character-
ized by high reliability, safety, and security; 
and 

‘‘(K) provide for research and development 
on human-computer interactions, visualiza-
tion, and big data.’’. 

(c) TASK FORCE.—Title I of the High-Per-
formance Computing Act of 1991 (15 U.S.C. 
5511 et seq.), as amended by section 502(a) of 
this Act, is amended by adding at the end 
the following: 
‘‘SEC. 105. TASK FORCE. 

‘‘(a) ESTABLISHMENT.—Not later than 180 
days after the date of enactment the Cyber-
security Act of 2012, the Director of the Of-
fice of Science and Technology Policy under 
section 102 shall convene a task force to ex-
plore mechanisms for carrying out collabo-
rative research and development activities 
for cyber-physical systems (including the re-
lated technologies required to enable these 
systems) through a consortium or other ap-
propriate entity with participants from in-
stitutions of higher education, Federal lab-
oratories, and industry. 

‘‘(b) FUNCTIONS.—The task force shall— 
‘‘(1) develop options for a collaborative 

model and an organizational structure for 
such entity under which the joint research 
and development activities could be planned, 
managed, and conducted effectively, includ-
ing mechanisms for the allocation of re-
sources among the participants in such enti-
ty for support of such activities; 

‘‘(2) propose a process for developing a re-
search and development agenda for such en-
tity, including guidelines to ensure an appro-
priate scope of work focused on nationally 
significant challenges and requiring collabo-
ration and to ensure the development of re-
lated scientific and technological mile-
stones; 

‘‘(3) define the roles and responsibilities for 
the participants from institutions of higher 
education, Federal laboratories, and indus-
try in such entity; 

‘‘(4) propose guidelines for assigning intel-
lectual property rights and for transferring 
research results to the private sector; and 

‘‘(5) make recommendations for how such 
entity could be funded from Federal, State, 
and non-governmental sources. 

‘‘(c) COMPOSITION.—In establishing the task 
force under subsection (a), the Director of 
the Office of Science and Technology Policy 
shall appoint an equal number of individuals 
from institutions of higher education and 
from industry with knowledge and expertise 
in cyber-physical systems, and may appoint 
not more than 2 individuals from Federal 
laboratories. 

‘‘(d) REPORT.—Not later than 1 year after 
the date of enactment of the Cybersecurity 
Act of 2012, the Director of the Office of 
Science and Technology Policy shall trans-
mit to the Committee on Commerce, 
Science, and Transportation of the Senate 
and the Committee on Science and Tech-
nology of the House of Representatives a re-
port describing the findings and rec-
ommendations of the task force. 

‘‘(e) TERMINATION.—The task force shall 
terminate upon transmittal of the report re-
quired under subsection (d). 

‘‘(f) COMPENSATION AND EXPENSES.—Mem-
bers of the task force shall serve without 
compensation.’’. 
SEC. 503. PROGRAM IMPROVEMENTS. 

Section 102 of the High-Performance Com-
puting Act of 1991 (15 U.S.C. 5512) is amended 
to read as follows: 
‘‘SEC. 102. PROGRAM IMPROVEMENTS. 

‘‘(a) FUNCTIONS.—The Director of the Office 
of Science and Technology Policy shall con-
tinue— 

‘‘(1) to provide technical and administra-
tive support to— 
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‘‘(A) the agencies participating in planning 

and implementing the Program, including 
support needed to develop the strategic plan 
under section 101(e); and 

‘‘(B) the advisory committee under section 
101(b); 

‘‘(2) to serve as the primary point of con-
tact on Federal networking and information 
technology activities for government agen-
cies, academia, industry, professional soci-
eties, State computing and networking tech-
nology programs, interested citizen groups, 
and others to exchange technical and pro-
grammatic information; 

‘‘(3) to solicit input and recommendations 
from a wide range of stakeholders during the 
development of each strategic plan under 
section 101(e) by convening at least 1 work-
shop with invitees from academia, industry, 
Federal laboratories, and other relevant or-
ganizations and institutions; 

‘‘(4) to conduct public outreach, including 
the dissemination of the advisory commit-
tee’s findings and recommendations, as ap-
propriate; 

‘‘(5) to promote access to and early appli-
cation of the technologies, innovations, and 
expertise derived from Program activities to 
agency missions and systems across the Fed-
eral Government and to United States indus-
try; 

‘‘(6) to ensure accurate and detailed budget 
reporting of networking and information 
technology research and development invest-
ment; and 

‘‘(7) to encourage agencies participating in 
the Program to use existing programs and 
resources to strengthen networking and in-
formation technology education and train-
ing, and increase participation in such fields, 
including by women and underrepresented 
minorities. 

‘‘(b) SOURCE OF FUNDING.— 
‘‘(1) IN GENERAL.—The functions under this 

section shall be supported by funds from 
each agency participating in the Program. 

‘‘(2) SPECIFICATIONS.—The portion of the 
total budget of the Office of Science and 
Technology Policy that is provided by each 
agency participating in the Program for each 
fiscal year shall be in the same proportion as 
each agency’s share of the total budget for 
the Program for the previous fiscal year, as 
specified in the database under section 
102(c). 

‘‘(c) DATABASE.— 
‘‘(1) IN GENERAL.—The Director of the Of-

fice of Science and Technology Policy shall 
develop and maintain a database of projects 
funded by each agency for the fiscal year for 
each Program Component Area. 

‘‘(2) PUBLIC ACCESSIBILITY.—The Director of 
the Office of Science and Technology Policy 
shall make the database accessible to the 
public. 

‘‘(3) DATABASE CONTENTS.—The database 
shall include, for each project in the data-
base— 

‘‘(A) a description of the project; 
‘‘(B) each agency, industry, institution of 

higher education, Federal laboratory, or 
international institution involved in the 
project; 

‘‘(C) the source funding of the project (set 
forth by agency); 

‘‘(D) the funding history of the project; and 
‘‘(E) whether the project has been com-

pleted.’’. 
SEC. 504. IMPROVING EDUCATION OF NET-

WORKING AND INFORMATION TECH-
NOLOGY, INCLUDING HIGH PER-
FORMANCE COMPUTING. 

Section 201(a) of the High-Performance 
Computing Act of 1991 (15 U.S.C. 5521(a)) is 
amended— 

(1) by redesignating paragraphs (2) through 
(4) as paragraphs (3) through (5), respec-
tively; and 

(2) by inserting after paragraph (1) the fol-
lowing: 

‘‘(2) the National Science Foundation shall 
use its existing programs, in collaboration 
with other agencies, as appropriate, to im-
prove the teaching and learning of net-
working and information technology at all 
levels of education and to increase participa-
tion in networking and information tech-
nology fields;’’. 
SEC. 505. CONFORMING AND TECHNICAL AMEND-

MENTS TO THE HIGH-PERFORM-
ANCE COMPUTING ACT OF 1991. 

(a) SECTION 3.—Section 3 of the High-Per-
formance Computing Act of 1991 (15 U.S.C. 
5502) is amended— 

(1) in the matter preceding paragraph (1), 
by striking ‘‘high-performance computing’’ 
and inserting ‘‘networking and information 
technology’’; 

(2) in paragraph (1)— 
(A) in the matter preceding subparagraph 

(A), by striking ‘‘high-performance com-
puting’’ and inserting ‘‘networking and in-
formation technology’’; 

(B) in subparagraphs (A), (F), and (G), by 
striking ‘‘high-performance computing’’ 
each place it appears and inserting ‘‘net-
working and information technology’’; and 

(C) in subparagraph (H), by striking ‘‘high- 
performance’’ and inserting ‘‘high-end’’; and 

(3) in paragraph (2)— 
(A) by striking ‘‘high-performance com-

puting and’’ and inserting ‘‘networking and 
information technology, and’’; and 

(B) by striking ‘‘high-performance com-
puting network’’ and inserting ‘‘networking 
and information technology’’. 

(b) TITLE HEADING.—The heading of title I 
of the High-Performance Computing Act of 
1991 (105 Stat. 1595) is amended by striking 
‘‘HIGH-PERFORMANCE COMPUTING’’ and 
inserting ‘‘NETWORKING AND INFORMA-
TION TECHNOLOGY’’. 

(c) SECTION 101.—Section 101 of the High- 
Performance Computing Act of 1991 (15 
U.S.C. 5511) is amended— 

(1) in the section heading, by striking 
‘‘HIGH-PERFORMANCE COMPUTING’’ and insert-
ing ‘‘NETWORKING AND INFORMATION TECH-
NOLOGY RESEARCH AND DEVELOPMENT’’; 

(2) in subsection (a)— 
(A) in the subsection heading, by striking 

‘‘NATIONAL HIGH-PERFORMANCE COMPUTING’’ 
and inserting ‘‘NETWORKING AND INFORMATION 
TECHNOLOGY RESEARCH AND DEVELOPMENT’’; 

(B) in paragraph (1)— 
(i) by striking ‘‘National High-Perform-

ance Computing Program’’ and inserting 
‘‘networking and information technology re-
search and development program’’; 

(ii) in subparagraph (A), by striking ‘‘high- 
performance computing, including net-
working’’ and inserting ‘‘networking and in-
formation technology’’; 

(iii) in subparagraphs (B) and (G), by strik-
ing ‘‘high-performance’’ each place it ap-
pears and inserting ‘‘high-end’’; and 

(iv) in subparagraph (C), by striking ‘‘high- 
performance computing and networking’’ 
and inserting ‘‘high-end computing, distrib-
uted, and networking’’; and 

(C) in paragraph (2)— 
(i) in subparagraphs (A) and (C)— 
(I) by striking ‘‘high-performance com-

puting’’ each place it appears and inserting 
‘‘networking and information technology’’; 
and 

(II) by striking ‘‘development, net-
working,’’ each place it appears and insert-
ing ‘‘development,’’; and 

(ii) in subparagraphs (G) and (H), as redes-
ignated by section 501(d) of this Act, by 
striking ‘‘high-performance’’ each place it 
appears and inserting ‘‘high-end’’; 

(3) in subsection (b)(1), in the matter pre-
ceding subparagraph (A), by striking ‘‘high- 
performance computing’’ each place it ap-

pears and inserting ‘‘networking and infor-
mation technology’’; and 

(4) in subsection (c)(1)(A), by striking 
‘‘high-performance computing’’ and insert-
ing ‘‘networking and information tech-
nology’’. 

(d) SECTION 201.—Section 201(a)(1) of the 
High-Performance Computing Act of 1991 (15 
U.S.C. 5521(a)(1)) is amended by striking 
‘‘high-performance computing and advanced 
high-speed computer networking’’ and in-
serting ‘‘networking and information tech-
nology research and development’’. 

(e) SECTION 202.—Section 202(a) of the High- 
Performance Computing Act of 1991 (15 
U.S.C. 5522(a)) is amended by striking ‘‘high- 
performance computing’’ and inserting ‘‘net-
working and information technology’’. 

(f) SECTION 203.—Section 203(a) of the High- 
Performance Computing Act of 1991 (15 
U.S.C. 5523(a)) is amended— 

(1) in paragraph (1), by striking ‘‘high-per-
formance computing and networking’’ and 
inserting ‘‘networking and information tech-
nology’’; and 

(2) in paragraph (2)(A), by striking ‘‘high- 
performance’’ and inserting ‘‘high-end’’. 

(g) SECTION 204.—Section 204 of the High- 
Performance Computing Act of 1991 (15 
U.S.C. 5524) is amended— 

(1) in subsection (a)(1)— 
(A) in subparagraph (A), by striking ‘‘high- 

performance computing systems and net-
works’’ and inserting ‘‘networking and infor-
mation technology systems and capabili-
ties’’; 

(B) in subparagraph (B), by striking ‘‘inter-
operability of high-performance computing 
systems in networks and for common user 
interfaces to systems’’ and inserting ‘‘inter-
operability and usability of networking and 
information technology systems’’; and 

(C) in subparagraph (C), by striking ‘‘high- 
performance computing’’ and inserting ‘‘net-
working and information technology’’; and 

(2) in subsection (b)— 
(A) by striking ‘‘HIGH-PERFORMANCE COM-

PUTING AND NETWORK’’ in the heading and in-
serting ‘‘NETWORKING AND INFORMATION 
TECHNOLOGY’’; and 

(B) by striking ‘‘sensitive’’. 
(h) SECTION 205.—Section 205(a) of the 

High-Performance Computing Act of 1991 (15 
U.S.C. 5525(a)) is amended by striking ‘‘com-
putational’’ and inserting ‘‘networking and 
information technology’’. 

(i) SECTION 206.—Section 206(a) of the High- 
Performance Computing Act of 1991 (15 
U.S.C. 5526(a)) is amended by striking ‘‘com-
putational research’’ and inserting ‘‘net-
working and information technology re-
search’’. 

(j) SECTION 207.—Section 207 of the High- 
Performance Computing Act of 1991 (15 
U.S.C. 5527) is amended by striking ‘‘high- 
performance computing’’ and inserting ‘‘net-
working and information technology’’. 

(k) SECTION 208.—Section 208 of the High- 
Performance Computing Act of 1991 (15 
U.S.C. 5528) is amended— 

(1) in the section heading, by striking 
‘‘HIGH-PERFORMANCE COMPUTING’’ and 
inserting ‘‘NETWORKING AND INFORMA-
TION TECHNOLOGY’’; and 

(2) in subsection (a)— 
(A) in paragraph (1), by striking ‘‘High-per-

formance computing and associated’’ and in-
serting ‘‘Networking and information’’; 

(B) in paragraph (2), by striking ‘‘high-per-
formance computing’’ and inserting ‘‘net-
working and information technologies’’; 

(C) in paragraph (3), by striking ‘‘high-per-
formance’’ and inserting ‘‘high-end’’; 

(D) in paragraph (4), by striking ‘‘high-per-
formance computers and associated’’ and in-
serting ‘‘networking and information’’; and 

(E) in paragraph (5), by striking ‘‘high-per-
formance computing and associated’’ and in-
serting ‘‘networking and information’’. 
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SEC. 506. FEDERAL CYBER SCHOLARSHIP-FOR- 

SERVICE PROGRAM. 
(a) IN GENERAL.—The Director of the Na-

tional Science Foundation, in coordination 
with the Secretary of Homeland Security, 
shall carry out a Federal cyber scholarship- 
for-service program to recruit and train the 
next generation of information technology 
professionals and security managers to meet 
the needs of the cybersecurity mission for 
the Federal government. 

(b) PROGRAM DESCRIPTION AND COMPO-
NENTS.—The program shall— 

(1) annually assess the workforce needs of 
the Federal government for cybersecurity 
professionals, including network engineers, 
software engineers, and other experts in 
order to determine how many scholarships 
should be awarded annually to ensure that 
the workforce needs following graduation 
match the number of scholarships awarded; 

(2) provide scholarships for up to 1,000 stu-
dents per year in their pursuit of under-
graduate or graduate degrees in the cyberse-
curity field, in an amount that may include 
coverage for full tuition, fees, and a stipend; 

(3) require each scholarship recipient, as a 
condition of receiving a scholarship under 
the program, to serve in a Federal informa-
tion technology workforce for a period equal 
to one and one-half times each year, or par-
tial year, of scholarship received, in addition 
to an internship in the cybersecurity field, if 
applicable, following graduation; 

(4) provide a procedure for the National 
Science Foundation or a Federal agency, 
consistent with regulations of the Office of 
Personnel Management, to request and fund 
a security clearance for a scholarship recipi-
ent, including providing for clearance during 
a summer internship and upon graduation; 
and 

(5) provide opportunities for students to re-
ceive temporary appointments for meaning-
ful employment in the Federal information 
technology workforce during school vacation 
periods and for internships. 

(c) HIRING AUTHORITY.— 
(1) IN GENERAL.—For purposes of any law or 

regulation governing the appointment of an 
individual in the Federal civil service, upon 
the successful completion of the student’s 
studies, a student receiving a scholarship 
under the program may— 

(A) be hired under section 213.3102(r) of 
title 5, Code of Federal Regulations; and 

(B) be exempt from competitive service. 
(2) COMPETITIVE SERVICE.—Upon satisfac-

tory fulfillment of the service term under 
paragraph (1), an individual may be con-
verted to a competitive service position 
without competition if the individual meets 
the requirements for that position. 

(d) ELIGIBILITY.—The eligibility require-
ments for a scholarship under this section 
shall include that a scholarship applicant— 

(1) be a citizen of the United States; 
(2) be eligible to be granted a security 

clearance; 
(3) maintain a grade point average of 3.2 or 

above on a 4.0 scale for undergraduate study 
or a 3.5 or above on a 4.0 scale for post-
graduate study; 

(4) demonstrate a commitment to a career 
in improving the security of the information 
infrastructure; and 

(5) has demonstrated a level of proficiency 
in math or computer sciences. 

(e) FAILURE TO COMPLETE SERVICE OBLIGA-
TION.— 

(1) IN GENERAL.—A scholarship recipient 
under this section shall be liable to the 
United States under paragraph (2) if the 
scholarship recipient— 

(A) fails to maintain an acceptable level of 
academic standing in the educational insti-
tution in which the individual is enrolled, as 
determined by the Director; 

(B) is dismissed from such educational in-
stitution for disciplinary reasons; 

(C) withdraws from the program for which 
the award was made before the completion of 
such program; 

(D) declares that the individual does not 
intend to fulfill the service obligation under 
this section; 

(E) fails to fulfill the service obligation of 
the individual under this section; or 

(F) loses a security clearance or becomes 
ineligible for a security clearance. 

(2) REPAYMENT AMOUNTS.— 
(A) LESS THAN 1 YEAR OF SERVICE.—If a cir-

cumstance under paragraph (1) occurs before 
the completion of 1 year of a service obliga-
tion under this section, the total amount of 
awards received by the individual under this 
section shall be repaid. 

(B) ONE OR MORE YEARS OF SERVICE.—If a 
circumstance described in subparagraph (D) 
or (E) of paragraph (1) occurs after the com-
pletion of 1 year of a service obligation under 
this section, the total amount of scholarship 
awards received by the individual under this 
section, reduced by the ratio of the number 
of years of service completed divided by the 
number of years of service required, shall be 
repaid. 

(f) EVALUATION AND REPORT.—The Director 
of the National Science Foundation shall— 

(1) evaluate the success of recruiting indi-
viduals for scholarships under this section 
and of hiring and retaining those individuals 
in the public sector workforce, including the 
annual cost and an assessment of how the 
program actually improves the Federal 
workforce; and 

(2) periodically report the findings under 
paragraph (1) to Congress. 

(g) AUTHORIZATION OF APPROPRIATIONS.— 
From amounts made available under section 
503 of the America COMPETES Reauthoriza-
tion Act of 2010 (124 Stat. 4005), the Director 
may use funds to carry out the requirements 
of this section for fiscal years 2012 through 
2013. 
SEC. 507. STUDY AND ANALYSIS OF CERTIFI-

CATION AND TRAINING OF INFOR-
MATION INFRASTRUCTURE PROFES-
SIONALS. 

(a) STUDY.—The President shall enter into 
an agreement with the National Academies 
to conduct a comprehensive study of govern-
ment, academic, and private-sector accredi-
tation, training, and certification programs 
for personnel working in information infra-
structure. The agreement shall require the 
National Academies to consult with sector 
coordinating councils and relevant govern-
mental agencies, regulatory entities, and 
nongovernmental organizations in the course 
of the study. 

(b) SCOPE.—The study shall include— 
(1) an evaluation of the body of knowledge 

and various skills that specific categories of 
personnel working in information infrastruc-
ture should possess in order to secure infor-
mation systems; 

(2) an assessment of whether existing gov-
ernment, academic, and private-sector ac-
creditation, training, and certification pro-
grams provide the body of knowledge and 
various skills described in paragraph (1); 

(3) an analysis of any barriers to the Fed-
eral Government recruiting and hiring cy-
bersecurity talent, including barriers relat-
ing to compensation, the hiring process, job 
classification, and hiring flexibility; and 

(4) an analysis of the sources and avail-
ability of cybersecurity talent, a comparison 
of the skills and expertise sought by the Fed-
eral Government and the private sector, an 
examination of the current and future capac-
ity of United States institutions of higher 
education, including community colleges, to 
provide current and future cybersecurity 
professionals, through education and train-

ing activities, with those skills sought by 
the Federal Government, State and local en-
tities, and the private sector. 

(c) REPORT.—Not later than 1 year after 
the date of enactment of this Act, the Na-
tional Academies shall submit to the Presi-
dent and Congress a report on the results of 
the study. The report shall include— 

(1) findings regarding the state of informa-
tion infrastructure accreditation, training, 
and certification programs, including spe-
cific areas of deficiency and demonstrable 
progress; and 

(2) recommendations for the improvement 
of information infrastructure accreditation, 
training, and certification programs. 
SEC. 508. INTERNATIONAL CYBERSECURITY 

TECHNICAL STANDARDS. 
(a) IN GENERAL.—The Director of the Na-

tional Institute of Standards and Tech-
nology, in coordination with appropriate 
Federal authorities, shall— 

(1) as appropriate, ensure coordination of 
Federal agencies engaged in the development 
of international technical standards related 
to information system security; and 

(2) not later than 1 year after the date of 
enactment of this Act, develop and transmit 
to Congress a plan for ensuring such Federal 
agency coordination. 

(b) CONSULTATION WITH THE PRIVATE SEC-
TOR.—In carrying out the activities under 
subsection (a)(1), the Director shall ensure 
consultation with appropriate private sector 
stakeholders. 
SEC. 509. IDENTITY MANAGEMENT RESEARCH 

AND DEVELOPMENT. 
The Director of the National Institute of 

Standards and Technology shall continue a 
program to support the development of tech-
nical standards, metrology, testbeds, and 
conformance criteria, taking into account 
appropriate user concerns— 

(1) to improve interoperability among 
identity management technologies; 

(2) to strengthen authentication methods 
of identity management systems; 

(3) to improve privacy protection in iden-
tity management systems, including health 
information technology systems, through 
authentication and security protocols; and 

(4) to improve the usability of identity 
management systems. 
SEC. 510. FEDERAL CYBERSECURITY RESEARCH 

AND DEVELOPMENT. 
(a) NATIONAL SCIENCE FOUNDATION COM-

PUTER AND NETWORK SECURITY RESEARCH 
GRANT AREAS.—Section 4(a)(1) of the Cyber 
Security Research and Development Act (15 
U.S.C. 7403(a)(1)) is amended— 

(1) in subparagraph (H), by striking ‘‘and’’ 
after the semicolon; 

(2) in subparagraph (I), by striking ‘‘prop-
erty.’’ and inserting ‘‘property;’’; and 

(3) by adding at the end the following: 
‘‘(J) secure fundamental protocols that are 

at the heart of inter-network communica-
tions and data exchange; 

‘‘(K) system security that addresses the 
building of secure systems from trusted and 
untrusted components; 

‘‘(L) monitoring and detection; and 
‘‘(M) resiliency and rapid recovery meth-

ods.’’. 
(b) NATIONAL SCIENCE FOUNDATION COM-

PUTER AND NETWORK SECURITY GRANTS.—Sec-
tion 4(a)(3) of the Cyber Security Research 
and Development Act (15 U.S.C. 7403(a)(3)) is 
amended— 

(1) in subparagraph (D), by striking ‘‘and’’; 
(2) in subparagraph (E), by striking ‘‘2007.’’ 

and inserting ‘‘2007;’’; and 
(3) by adding at the end the following: 
‘‘(F) such funds from amounts made avail-

able under section 503 of the America COM-
PETES Reauthorization Act of 2010 (124 Stat. 
4005), as the Director finds necessary to 
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carry out the requirements of this sub-
section for fiscal years 2012 through 2013.’’. 

(c) COMPUTER AND NETWORK SECURITY CEN-
TERS.—Section 4(b)(7) of the Cyber Security 
Research and Development Act (15 U.S.C. 
7403(b)(7)) is amended— 

(1) in subparagraph (D), by striking ‘‘and’’; 
(2) in subparagraph (E), by striking ‘‘2007.’’ 

and inserting ‘‘2007;’’; and 
(3) by adding at the end the following: 
‘‘(F) such funds from amounts made avail-

able under section 503 of the America COM-
PETES Reauthorization Act of 2010 (124 Stat. 
4005), as the Director finds necessary to 
carry out the requirements of this sub-
section for fiscal years 2012 through 2013.’’. 

(d) COMPUTER AND NETWORK SECURITY CA-
PACITY BUILDING GRANTS.—Section 5(a)(6) of 
the Cyber Security Research and Develop-
ment Act (15 U.S.C. 7404(a)(6)) is amended— 

(1) in subparagraph (D), by striking ‘‘and’’; 
(2) in subparagraph (E), by striking ‘‘2007.’’ 

and inserting ‘‘2007;’’; and 
(3) by adding at the end the following: 
‘‘(F) such funds from amounts made avail-

able under section 503 of the America COM-
PETES Reauthorization Act of 2010 (124 Stat. 
4005), as the Director finds necessary to 
carry out the requirements of this sub-
section for fiscal years 2012 through 2013.’’. 

(e) SCIENTIFIC AND ADVANCED TECHNOLOGY 
ACT GRANTS.—Section 5(b)(2) of the Cyber 
Security Research and Development Act (15 
U.S.C. 7404(b)(2)) is amended— 

(1) in subparagraph (D), by striking ‘‘and’’; 
(2) in subparagraph (E), by striking ‘‘2007.’’ 

and inserting ‘‘2007;’’; and 
(3) by adding at the end the following: 
‘‘(F) such funds from amounts made avail-

able under section 503 of the America COM-
PETES Reauthorization Act of 2010 (124 Stat. 
4005), as the Director finds necessary to 
carry out the requirements of this sub-
section for fiscal years 2012 through 2013.’’. 

(f) GRADUATE TRAINEESHIPS IN COMPUTER 
AND NETWORK SECURITY RESEARCH.—Section 
5(c)(7) of the Cyber Security Research and 
Development Act (15 U.S.C. 7404(c)(7)) is 
amended— 

(1) in subparagraph (D), by striking ‘‘and’’; 
(2) in subparagraph (E), by striking ‘‘2007.’’ 

and inserting ‘‘2007;’’; and 
(3) by adding at the end the following: 
‘‘(F) such funds from amounts made avail-

able under section 503 of the America COM-
PETES Reauthorization Act of 2010 (124 Stat. 
4005), as the Director finds necessary to 
carry out the requirements of this sub-
section for fiscal years 2012 through 2013.’’. 

SA 2616. Mrs. SHAHEEN (for herself 
and Mr. PORTMAN) submitted an 
amendment intended to be proposed by 
him to the bill S. 3414, to enhance the 
security and resiliency of the cyber and 
communications infrastructure of the 
United States; which was ordered to lie 
on the table; as follows: 

At the end of the bill, add the following: 
TITLE VIII—ENERGY SAVINGS AND 

INDUSTRIAL COMPETITIVENESS 
SEC. 801. SHORT TITLE. 

This title may be cited as the ‘‘Energy 
Savings and Industrial Competitiveness Act 
of 2012’’. 

Subtitle A—Buildings 
PART I—BUILDING ENERGY CODES 

SEC. 811. GREATER ENERGY EFFICIENCY IN 
BUILDING CODES. 

(a) DEFINITIONS.—Section 303 of the Energy 
Conservation and Production Act (42 U.S.C. 
6832) is amended— 

(1) by striking paragraph (14) and inserting 
the following: 

‘‘(14) MODEL BUILDING ENERGY CODE.—The 
term ‘model building energy code’ means a 

voluntary building energy code and stand-
ards developed and updated through a con-
sensus process among interested persons, 
such as the IECC or the code used by— 

‘‘(A) the Council of American Building Of-
ficials; 

‘‘(B) the American Society of Heating, Re-
frigerating, and Air-Conditioning Engineers; 
or 

‘‘(C) other appropriate organizations.’’; and 
(2) by adding at the end the following: 
‘‘(17) IECC.—The term ‘IECC’ means the 

International Energy Conservation Code. 
‘‘(18) INDIAN TRIBE.—The term ‘Indian 

tribe’ has the meaning given the term in sec-
tion 4 of the Native American Housing As-
sistance and Self-Determination Act of 1996 
(25 U.S.C. 4103).’’. 

(b) STATE BUILDING ENERGY EFFICIENCY 
CODES.—Section 304 of the Energy Conserva-
tion and Production Act (42 U.S.C. 6833) is 
amended to read as follows: 
‘‘SEC. 304. UPDATING STATE BUILDING ENERGY 

EFFICIENCY CODES. 
‘‘(a) IN GENERAL.—The Secretary shall— 
‘‘(1) encourage and support the adoption of 

building energy codes by States, Indian 
tribes, and, as appropriate, by local govern-
ments that meet or exceed the model build-
ing energy codes, or achieve equivalent or 
greater energy savings; and 

‘‘(2) support full compliance with the State 
and local codes. 

‘‘(b) STATE AND INDIAN TRIBE CERTIFI-
CATION OF BUILDING ENERGY CODE UPDATES.— 

‘‘(1) REVIEW AND UPDATING OF CODES BY 
EACH STATE AND INDIAN TRIBE.— 

‘‘(A) IN GENERAL.—Not later than 2 years 
after the date on which a model building en-
ergy code is updated, each State or Indian 
tribe shall certify whether or not the State 
or Indian tribe, respectively, has reviewed 
and updated the energy provisions of the 
building code of the State or Indian tribe, re-
spectively. 

‘‘(B) DEMONSTRATION.—The certification 
shall include a demonstration of whether or 
not the energy savings for the code provi-
sions that are in effect throughout the State 
or Indian tribal territory meet or exceed— 

‘‘(i) the energy savings of the updated 
model building energy code; or 

‘‘(ii) the targets established under section 
307(b)(2). 

‘‘(C) NO MODEL BUILDING ENERGY CODE UP-
DATE.—If a model building energy code is not 
updated by a target date established under 
section 307(b)(2)(D), each State or Indian 
tribe shall, not later than 2 years after the 
specified date, certify whether or not the 
State or Indian tribe, respectively, has re-
viewed and updated the energy provisions of 
the building code of the State or Indian 
tribe, respectively, to meet or exceed the 
target in section 307(b)(2). 

‘‘(2) VALIDATION BY SECRETARY.—Not later 
than 90 days after a State or Indian tribe 
certification under paragraph (1), the Sec-
retary shall— 

‘‘(A) determine whether the code provi-
sions of the State or Indian tribe, respec-
tively, meet the criteria specified in para-
graph (1); and 

‘‘(B) if the determination is positive, vali-
date the certification. 

‘‘(c) IMPROVEMENTS IN COMPLIANCE WITH 
BUILDING ENERGY CODES.— 

‘‘(1) REQUIREMENT.— 
‘‘(A) IN GENERAL.—Not later than 3 years 

after the date of a certification under sub-
section (b), each State and Indian tribe shall 
certify whether or not the State and Indian 
tribe, respectively, has— 

‘‘(i) achieved full compliance under para-
graph (3) with the applicable certified State 
and Indian tribe building energy code or with 
the associated model building energy code; 
or 

‘‘(ii) made significant progress under para-
graph (4) toward achieving compliance with 
the applicable certified State and Indian 
tribe building energy code or with the associ-
ated model building energy code. 

‘‘(B) REPEAT CERTIFICATIONS.—If the State 
or Indian tribe certifies progress toward 
achieving compliance, the State or Indian 
tribe shall repeat the certification until the 
State or Indian tribe certifies that the State 
or Indian tribe has achieved full compliance, 
respectively. 

‘‘(2) MEASUREMENT OF COMPLIANCE.—A cer-
tification under paragraph (1) shall include 
documentation of the rate of compliance 
based on— 

‘‘(A) independent inspections of a random 
sample of the buildings covered by the code 
in the preceding year; or 

‘‘(B) an alternative method that yields an 
accurate measure of compliance. 

‘‘(3) ACHIEVEMENT OF COMPLIANCE.—A State 
or Indian tribe shall be considered to achieve 
full compliance under paragraph (1) if— 

‘‘(A) at least 90 percent of building space 
covered by the code in the preceding year 
substantially meets all the requirements of 
the applicable code specified in paragraph 
(1), or achieves equivalent or greater energy 
savings level; or 

‘‘(B) the estimated excess energy use of 
buildings that did not meet the applicable 
code specified in paragraph (1) in the pre-
ceding year, compared to a baseline of com-
parable buildings that meet this code, is not 
more than 5 percent of the estimated energy 
use of all buildings covered by this code dur-
ing the preceding year. 

‘‘(4) SIGNIFICANT PROGRESS TOWARD 
ACHIEVEMENT OF COMPLIANCE.—A State or In-
dian tribe shall be considered to have made 
significant progress toward achieving com-
pliance for purposes of paragraph (1) if the 
State or Indian tribe— 

‘‘(A) has developed and is implementing a 
plan for achieving compliance during the 8- 
year-period beginning on the date of enact-
ment of this paragraph, including annual 
targets for compliance and active training 
and enforcement programs; and 

‘‘(B) has met the most recent target under 
subparagraph (A). 

‘‘(5) VALIDATION BY SECRETARY.—Not later 
than 90 days after a State or Indian tribe 
certification under paragraph (1), the Sec-
retary shall— 

‘‘(A) determine whether the State or In-
dian tribe has demonstrated meeting the cri-
teria of this subsection, including accurate 
measurement of compliance; and 

‘‘(B) if the determination is positive, vali-
date the certification. 

‘‘(d) STATES OR INDIAN TRIBES THAT DO NOT 
ACHIEVE COMPLIANCE.— 

‘‘(1) REPORTING.—A State or Indian tribe 
that has not made a certification required 
under subsection (b) or (c) by the applicable 
deadline shall submit to the Secretary a re-
port on— 

‘‘(A) the status of the State or Indian tribe 
with respect to meeting the requirements 
and submitting the certification; and 

‘‘(B) a plan for meeting the requirements 
and submitting the certification. 

‘‘(2) FEDERAL SUPPORT.—For any State or 
Indian tribe for which the Secretary has not 
validated a certification by a deadline under 
subsection (b) or (c), the lack of the certifi-
cation may be a consideration for Federal 
support authorized under this section for 
code adoption and compliance activities. 

‘‘(3) LOCAL GOVERNMENT.—In any State or 
Indian tribe for which the Secretary has not 
validated a certification under subsection (b) 
or (c), a local government may be eligible for 
Federal support by meeting the certification 
requirements of subsections (b) and (c). 

‘‘(4) ANNUAL REPORTS BY SECRETARY.— 
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‘‘(A) IN GENERAL.—The Secretary shall an-

nually submit to Congress, and publish in 
the Federal Register, a report on— 

‘‘(i) the status of model building energy 
codes; 

‘‘(ii) the status of code adoption and com-
pliance in the States and Indian tribes; 

‘‘(iii) implementation of this section; and 
‘‘(iv) improvements in energy savings over 

time as result of the targets established 
under section 307(b)(2). 

‘‘(B) IMPACTS.—The report shall include es-
timates of impacts of past action under this 
section, and potential impacts of further ac-
tion, on— 

‘‘(i) upfront financial and construction 
costs, cost benefits and returns (using in-
vestment analysis), and lifetime energy use 
for buildings; 

‘‘(ii) resulting energy costs to individuals 
and businesses; and 

‘‘(iii) resulting overall annual building 
ownership and operating costs. 

‘‘(e) TECHNICAL ASSISTANCE TO STATES AND 
INDIAN TRIBES.—The Secretary shall provide 
technical assistance to States and Indian 
tribes to implement the goals and require-
ments of this section, including procedures 
and technical analysis for States and Indian 
tribes— 

‘‘(1) to improve and implement State resi-
dential and commercial building energy 
codes; 

‘‘(2) to demonstrate that the code provi-
sions of the States and Indian tribes achieve 
equivalent or greater energy savings than 
the model building energy codes and targets; 

‘‘(3) to document the rate of compliance 
with a building energy code; and 

‘‘(4) to otherwise promote the design and 
construction of energy efficient buildings. 

‘‘(f) AVAILABILITY OF INCENTIVE FUNDING.— 
‘‘(1) IN GENERAL.—The Secretary shall pro-

vide incentive funding to States and Indian 
tribes— 

‘‘(A) to implement the requirements of this 
section; 

‘‘(B) to improve and implement residential 
and commercial building energy codes, in-
cluding increasing and verifying compliance 
with the codes and training of State, tribal, 
and local building code officials to imple-
ment and enforce the codes; and 

‘‘(C) to promote building energy efficiency 
through the use of the codes. 

‘‘(2) ADDITIONAL FUNDING.—Additional 
funding shall be provided under this sub-
section for implementation of a plan to 
achieve and document full compliance with 
residential and commercial building energy 
codes under subsection (c)— 

‘‘(A) to a State or Indian tribe for which 
the Secretary has validated a certification 
under subsection (b) or (c); and 

‘‘(B) in a State or Indian tribe that is not 
eligible under subparagraph (A), to a local 
government that is eligible under this sec-
tion. 

‘‘(3) TRAINING.—Of the amounts made 
available under this subsection, the State 
may use amounts required, but not to exceed 
$750,000 for a State, to train State and local 
building code officials to implement and en-
force codes described in paragraph (2). 

‘‘(4) LOCAL GOVERNMENTS.—States may 
share grants under this subsection with local 
governments that implement and enforce the 
codes. 

‘‘(g) STRETCH CODES AND ADVANCED STAND-
ARDS.— 

‘‘(1) IN GENERAL.—The Secretary shall pro-
vide technical and financial support for the 
development of stretch codes and advanced 
standards for residential and commercial 
buildings for use as— 

‘‘(A) an option for adoption as a building 
energy code by local, tribal, or State govern-
ments; and 

‘‘(B) guidelines for energy-efficient build-
ing design. 

‘‘(2) TARGETS.—The stretch codes and ad-
vanced standards shall be designed— 

‘‘(A) to achieve substantial energy savings 
compared to the model building energy 
codes; and 

‘‘(B) to meet targets under section 307(b), if 
available, at least 3 to 6 years in advance of 
the target years. 

‘‘(h) STUDIES.—The Secretary, in consulta-
tion with building science experts from the 
National Laboratories and institutions of 
higher education, designers and builders of 
energy-efficient residential and commercial 
buildings, code officials, and other stake-
holders, shall undertake a study of the feasi-
bility, impact, economics, and merit of— 

‘‘(1) code improvements that would require 
that buildings be designed, sited, and con-
structed in a manner that makes the build-
ings more adaptable in the future to become 
zero-net-energy after initial construction, as 
advances are achieved in energy-saving tech-
nologies; 

‘‘(2) code procedures to incorporate meas-
ured lifetimes, not just first-year energy use, 
in trade-offs and performance calculations; 
and 

‘‘(3) legislative options for increasing en-
ergy savings from building energy codes, in-
cluding additional incentives for effective 
State and local action, and verification of 
compliance with and enforcement of a code 
other than by a State or local government. 

‘‘(i) EFFECT ON OTHER LAWS.—Nothing in 
this section or section 307 supersedes or 
modifies the application of sections 321 
through 346 of the Energy Policy and Con-
servation Act (42 U.S.C. 6291 et seq.). 

‘‘(j) AUTHORIZATION OF APPROPRIATIONS.— 
There are authorized to be appropriated to 
carry out this section and section 307 
$200,000,000, to remain available until ex-
pended.’’. 

(c) FEDERAL BUILDING ENERGY EFFICIENCY 
STANDARDS.—Section 305 of the Energy Con-
servation and Production Act (42 U.S.C. 6834) 
is amended by striking ‘‘voluntary building 
energy code’’ each place it appears in sub-
sections (a)(2)(B) and (b) and inserting 
‘‘model building energy code’’. 

(d) MODEL BUILDING ENERGY CODES.—Sec-
tion 307 of the Energy Conservation and Pro-
duction Act (42 U.S.C. 6836) is amended to 
read as follows: 
‘‘SEC. 307. SUPPORT FOR MODEL BUILDING EN-

ERGY CODES. 
‘‘(a) IN GENERAL.—The Secretary shall sup-

port the updating of model building energy 
codes. 

‘‘(b) TARGETS.— 
‘‘(1) IN GENERAL.—The Secretary shall sup-

port the updating of the model building en-
ergy codes to enable the achievement of ag-
gregate energy savings targets established 
under paragraph (2). 

‘‘(2) TARGETS.— 
‘‘(A) IN GENERAL.—The Secretary shall 

work with State, Indian tribes, local govern-
ments, nationally recognized code and stand-
ards developers, and other interested parties 
to support the updating of model building 
energy codes by establishing 1 or more ag-
gregate energy savings targets to achieve 
the purposes of this section. 

‘‘(B) SEPARATE TARGETS.—The Secretary 
may establish separate targets for commer-
cial and residential buildings. 

‘‘(C) BASELINES.—The baseline for updating 
model building energy codes shall be the 2009 
IECC for residential buildings and ASHRAE 
Standard 90.1–2010 for commercial buildings. 

‘‘(D) SPECIFIC YEARS.— 
‘‘(i) IN GENERAL.—Targets for specific years 

shall be established and revised by the Sec-
retary through rulemaking and coordinated 
with nationally recognized code and stand-
ards developers at a level that— 

‘‘(I) is at the maximum level of energy effi-
ciency that is technologically feasible and 
life-cycle cost effective, while accounting for 
the economic considerations under para-
graph (4); 

‘‘(II) is higher than the preceding target; 
and 

‘‘(III) promotes the achievement of com-
mercial and residential high-performance 
buildings through high performance energy 
efficiency (within the meaning of section 401 
of the Energy Independence and Security Act 
of 2007 (42 U.S.C. 17061)). 

‘‘(ii) INITIAL TARGETS.—Not later than 1 
year after the date of enactment of this 
clause, the Secretary shall establish initial 
targets under this subparagraph. 

‘‘(iii) DIFFERENT TARGET YEARS.—Subject 
to clause (i), prior to the applicable year, the 
Secretary may set a later target year for any 
of the model building energy codes described 
in subparagraph (A) if the Secretary deter-
mines that a target cannot be met. 

‘‘(iv) SMALL BUSINESS.—When establishing 
targets under this paragraph through rule-
making, the Secretary shall ensure compli-
ance with the Small Business Regulatory 
Enforcement Fairness Act of 1996 (5 U.S.C. 
601 note; Public Law 104–121). 

‘‘(3) APPLIANCE STANDARDS AND OTHER FAC-
TORS AFFECTING BUILDING ENERGY USE.—In es-
tablishing building code targets under para-
graph (2), the Secretary shall develop and ad-
just the targets in recognition of potential 
savings and costs relating to— 

‘‘(A) efficiency gains made in appliances, 
lighting, windows, insulation, and building 
envelope sealing; 

‘‘(B) advancement of distributed genera-
tion and on-site renewable power generation 
technologies; 

‘‘(C) equipment improvements for heating, 
cooling, and ventilation systems; 

‘‘(D) building management systems and 
SmartGrid technologies to reduce energy 
use; and 

‘‘(E) other technologies, practices, and 
building systems that the Secretary con-
siders appropriate regarding building plug 
load and other energy uses. 

‘‘(4) ECONOMIC CONSIDERATIONS.—In estab-
lishing and revising building code targets 
under paragraph (2), the Secretary shall con-
sider the economic feasibility of achieving 
the proposed targets established under this 
section and the potential costs and savings 
for consumers and building owners, including 
a return on investment analysis. 

‘‘(c) TECHNICAL ASSISTANCE TO MODEL 
BUILDING ENERGY CODE-SETTING AND STAND-
ARD DEVELOPMENT ORGANIZATIONS.— 

‘‘(1) IN GENERAL.—The Secretary shall, on a 
timely basis, provide technical assistance to 
model building energy code-setting and 
standard development organizations con-
sistent with the goals of this section. 

‘‘(2) ASSISTANCE.—The assistance shall in-
clude, as requested by the organizations, 
technical assistance in— 

‘‘(A) evaluating code or standards pro-
posals or revisions; 

‘‘(B) building energy analysis and design 
tools; 

‘‘(C) building demonstrations; 
‘‘(D) developing definitions of energy use 

intensity and building types for use in model 
building energy codes to evaluate the effi-
ciency impacts of the model building energy 
codes; 

‘‘(E) performance-based standards; 
‘‘(F) evaluating economic considerations 

under subsection (b)(4); and 
‘‘(G) developing model building energy 

codes by Indian tribes in accordance with 
tribal law. 

‘‘(3) AMENDMENT PROPOSALS.—The Sec-
retary may submit timely model building 
energy code amendment proposals to the 
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model building energy code-setting and 
standard development organizations, with 
supporting evidence, sufficient to enable the 
model building energy codes to meet the tar-
gets established under subsection (b)(2). 

‘‘(4) ANALYSIS METHODOLOGY.—The Sec-
retary shall make publicly available the en-
tire calculation methodology (including 
input assumptions and data) used by the Sec-
retary to estimate the energy savings of code 
or standard proposals and revisions. 

‘‘(d) DETERMINATION.— 
‘‘(1) REVISION OF MODEL BUILDING ENERGY 

CODES.—If the provisions of the IECC or 
ASHRAE Standard 90.1 regarding building 
energy use are revised, the Secretary shall 
make a preliminary determination not later 
than 90 days after the date of the revision, 
and a final determination not later than 15 
months after the date of the revision, on 
whether or not the revision will— 

‘‘(A) improve energy efficiency in buildings 
compared to the existing model building en-
ergy code; and 

‘‘(B) meet the applicable targets under sub-
section (b)(2). 

‘‘(2) CODES OR STANDARDS NOT MEETING TAR-
GETS.— 

‘‘(A) IN GENERAL.—If the Secretary makes 
a preliminary determination under para-
graph (1)(B) that a code or standard does not 
meet the targets established under sub-
section (b)(2), the Secretary may at the same 
time provide the model building energy code 
or standard developer with proposed changes 
that would result in a model building energy 
code that meets the targets and with sup-
porting evidence, taking into consider-
ation— 

‘‘(i) whether the modified code is tech-
nically feasible and life-cycle cost effective; 

‘‘(ii) available appliances, technologies, 
materials, and construction practices; and 

‘‘(iii) the economic considerations under 
subsection (b)(4). 

‘‘(B) INCORPORATION OF CHANGES.— 
‘‘(i) IN GENERAL.—On receipt of the pro-

posed changes, the model building energy 
code or standard developer shall have an ad-
ditional 270 days to accept or reject the pro-
posed changes of the Secretary to the model 
building energy code or standard for the Sec-
retary to make a final determination. 

‘‘(ii) FINAL DETERMINATION.—A final deter-
mination under paragraph (1) shall be on the 
modified model building energy code or 
standard. 

‘‘(e) ADMINISTRATION.—In carrying out this 
section, the Secretary shall— 

‘‘(1) publish notice of targets and sup-
porting analysis and determinations under 
this section in the Federal Register to pro-
vide an explanation of and the basis for such 
actions, including any supporting modeling, 
data, assumptions, protocols, and cost-ben-
efit analysis, including return on invest-
ment; and 

‘‘(2) provide an opportunity for public com-
ment on targets and supporting analysis and 
determinations under this section. 

‘‘(f) VOLUNTARY CODES AND STANDARDS.— 
Nothwithstanding any other provision of 
this section, any model building code or 
standard established under this section shall 
not be binding on a State, local government, 
or Indian tribe as a matter of Federal law.’’. 

PART II—WORKER TRAINING AND 
CAPACITY BUILDING 

SEC. 821. BUILDING TRAINING AND ASSESSMENT 
CENTERS. 

(a) IN GENERAL.—The Secretary of Energy 
shall provide grants to institutions of higher 
education (as defined in section 101 of the 
Higher Education Act of 1965 (20 U.S.C. 1001)) 
and Tribal Colleges or Universities (as de-
fined in section 316(b) of that Act (20 U.S.C. 
1059c(b)) to establish building training and 
assessment centers— 

(1) to identify opportunities for optimizing 
energy efficiency and environmental per-
formance in buildings; 

(2) to promote the application of emerging 
concepts and technologies in commercial and 
institutional buildings; 

(3) to train engineers, architects, building 
scientists, building energy permitting and 
enforcement officials, and building techni-
cians in energy-efficient design and oper-
ation; 

(4) to assist institutions of higher edu-
cation and Tribal Colleges or Universities in 
training building technicians; 

(5) to promote research and development 
for the use of alternative energy sources and 
distributed generation to supply heat and 
power for buildings, particularly energy-in-
tensive buildings; and 

(6) to coordinate with and assist State-ac-
credited technical training centers, commu-
nity colleges, Tribal Colleges or Universities, 
and local offices of the National Institute of 
Food and Agriculture and ensure appropriate 
services are provided under this section to 
each region of the United States. 

(b) COORDINATION AND NONDUPLICATION.— 
(1) IN GENERAL.—The Secretary shall co-

ordinate the program with the Industrial As-
sessment Centers program and with other 
Federal programs to avoid duplication of ef-
fort. 

(2) COLLOCATION.—To the maximum extent 
practicable, building, training, and assess-
ment centers established under this section 
shall be collocated with Industrial Assess-
ment Centers. 

Subtitle B—Building Efficiency Finance 
SEC. 831. LOAN PROGRAM FOR ENERGY EFFI-

CIENCY UPGRADES TO EXISTING 
BUILDINGS. 

Title XVII of the Energy Policy Act of 2005 
(42 U.S.C. 16511 et seq.) is amended by adding 
at the end the following: 
‘‘SEC. 1706. BUILDING RETROFIT FINANCING PRO-

GRAM. 
‘‘(a) DEFINITIONS.—In this section: 
‘‘(1) CREDIT SUPPORT.—The term ‘credit 

support’ means a guarantee or commitment 
to issue a guarantee or other forms of credit 
enhancement to ameliorate risks for effi-
ciency obligations. 

‘‘(2) EFFICIENCY OBLIGATION.—The term ‘ef-
ficiency obligation’ means a debt or repay-
ment obligation incurred in connection with 
financing a project, or a portfolio of such 
debt or payment obligations. 

‘‘(3) PROJECT.—The term ‘project’ means 
the installation and implementation of effi-
ciency, advanced metering, distributed gen-
eration, or renewable energy technologies 
and measures in a building (or in multiple 
buildings on a given property) that are ex-
pected to increase the energy efficiency of 
the building (including fixtures) in accord-
ance with criteria established by the Sec-
retary. 

‘‘(b) ELIGIBLE PROJECTS.— 
‘‘(1) IN GENERAL.—Notwithstanding sec-

tions 1703 and 1705, the Secretary may pro-
vide credit support under this section, in ac-
cordance with section 1702. 

‘‘(2) INCLUSIONS.—Buildings eligible for 
credit support under this section include 
commercial, multifamily residential, indus-
trial, municipal, government, institution of 
higher education, school, and hospital facili-
ties that satisfy criteria established by the 
Secretary. 

‘‘(c) GUIDELINES.— 
‘‘(1) IN GENERAL.—Not later than 180 days 

after the date of enactment of this section, 
the Secretary shall— 

‘‘(A) establish guidelines for credit support 
provided under this section; and 

‘‘(B) publish the guidelines in the Federal 
Register; and 

‘‘(C) provide for an opportunity for public 
comment on the guidelines. 

‘‘(2) REQUIREMENTS.—The guidelines estab-
lished by the Secretary under this subsection 
shall include— 

‘‘(A) standards for assessing the energy 
savings that could reasonably be expected to 
result from a project; 

‘‘(B) examples of financing mechanisms 
(and portfolios of such financing mecha-
nisms) that qualify as efficiency obligations; 

‘‘(C) the threshold levels of energy savings 
that a project, at the time of issuance of 
credit support, shall be reasonably expected 
to achieve to be eligible for credit support; 

‘‘(D) the eligibility criteria the Secretary 
determines to be necessary for making credit 
support available under this section; and 

‘‘(E) notwithstanding subsections (d)(3) and 
(g)(2)(B) of section 1702, any lien priority re-
quirements that the Secretary determines to 
be necessary, in consultation with the Direc-
tor of the Office of Management and Budget, 
which may include— 

‘‘(i) requirements to preserve priority lien 
status of secured lenders and creditors in 
buildings eligible for credit support; 

‘‘(ii) remedies available to the Secretary 
under chapter 176 of title 28, United States 
Code, in the event of default on the effi-
ciency obligation by the borrower; and 

‘‘(iii) measures to limit the exposure of the 
Secretary to financial risk in the event of 
default, such as— 

‘‘(I) the collection of a credit subsidy fee 
from the borrower as a loan loss reserve, 
taking into account the limitation on credit 
support under subsection (d); 

‘‘(II) minimum debt-to-income levels of the 
borrower; 

‘‘(III) minimum levels of value relative to 
outstanding mortgage or other debt on a 
building eligible for credit support; 

‘‘(IV) allowable thresholds for the percent 
of the efficiency obligation relative to the 
amount of any mortgage or other debt on an 
eligible building; 

‘‘(V) analysis of historic and anticipated 
occupancy levels and rental income of an eli-
gible building; 

‘‘(VI) requirements of third-party contrac-
tors to guarantee energy savings that will 
result from a retrofit project, and whether fi-
nancing on the efficiency obligation will am-
ortize from the energy savings; 

‘‘(VII) requirements that the retrofit 
project incorporate protocols to measure and 
verify energy savings; and 

‘‘(VIII) recovery of payments equally by 
the Secretary and the retrofit. 

‘‘(3) EFFICIENCY OBLIGATIONS.—The financ-
ing mechanisms qualified by the Secretary 
under paragraph (2)(B) may include— 

‘‘(A) loans, including loans made by the 
Federal Financing Bank; 

‘‘(B) power purchase agreements, including 
energy efficiency power purchase agree-
ments; 

‘‘(C) energy services agreements, including 
energy performance contracts; 

‘‘(D) property assessed clean energy bonds 
and other tax assessment-based financing 
mechanisms; 

‘‘(E) aggregate on-meter agreements that 
finance retrofit projects; and 

‘‘(F) any other efficiency obligations the 
Secretary determines to be appropriate. 

‘‘(4) PRIORITIES.—In carrying out this sec-
tion, the Secretary shall prioritize— 

‘‘(A) the maximization of energy savings 
with the available credit support funding; 

‘‘(B) the establishment of a clear applica-
tion and approval process that allows private 
building owners, lenders, and investors to 
reasonably expect to receive credit support 
for projects that conform to guidelines; 

‘‘(C) the distribution of projects receiving 
credit support under this section across 
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States or geographical regions of the United 
States; and 

‘‘(D) projects designed to achieve whole- 
building retrofits. 

‘‘(d) LIMITATION.—Notwithstanding section 
1702(c), the Secretary shall not issue credit 
support under this section in an amount that 
exceeds— 

‘‘(1) 90 percent of the principal amount of 
the efficiency obligation that is the subject 
of the credit support; or 

‘‘(2) $10,000,000 for any single project. 
‘‘(e) AGGREGATION OF PROJECTS.—To the 

extent provided in the guidelines developed 
in accordance with subsection (c), the Sec-
retary may issue credit support on a port-
folio, or pool of projects, that are not re-
quired to be geographically contiguous, if 
each efficiency obligation in the pool fulfills 
the requirements described in this section. 

‘‘(f) APPLICATION.— 
‘‘(1) IN GENERAL.—To be eligible to receive 

credit support under this section, the appli-
cant shall submit to the Secretary an appli-
cation at such time, in such manner, and 
containing such information as the Sec-
retary determines to be necessary. 

‘‘(2) CONTENTS.—An application submitted 
under this section shall include assurances 
by the applicant that— 

‘‘(A) each contractor carrying out the 
project meets minimum experience level cri-
teria, including local retrofit experience, as 
determined by the Secretary; 

‘‘(B) the project is reasonably expected to 
achieve energy savings, as set forth in the 
application using any methodology that 
meets the standards described in the pro-
gram guidelines; 

‘‘(C) the project meets any technical cri-
teria described in the program guidelines; 

‘‘(D) the recipient of the credit support and 
the parties to the efficiency obligation will 
provide the Secretary with— 

‘‘(i) any information the Secretary re-
quests to assess the energy savings that re-
sult from the project, including historical 
energy usage data, a simulation-based 
benchmark, and detailed descriptions of the 
building work, as described in the program 
guidelines; and 

‘‘(ii) permission to access information re-
lating to building operations and usage for 
the period described in the program guide-
lines; and 

‘‘(E) any other assurances that the Sec-
retary determines to be necessary. 

‘‘(3) DETERMINATION.—Not later than 90 
days after receiving an application, the Sec-
retary shall make a final determination on 
the application, which may include requests 
for additional information. 

‘‘(g) FEES.— 
‘‘(1) IN GENERAL.—In addition to the fees 

required by section 1702(h)(1), the Secretary 
may charge reasonable fees for credit sup-
port provided under this section. 

‘‘(2) AVAILABILITY.—Fees collected under 
this section shall be subject to section 
1702(h)(2). 

‘‘(h) UNDERWRITING.—The Secretary may 
delegate the underwriting activities under 
this section to 1 or more entities that the 
Secretary determines to be qualified. 

‘‘(i) REPORT.—Not later than 1 year after 
commencement of the program, the Sec-
retary shall submit to the appropriate com-
mittees of Congress a report that describes 
in reasonable detail— 

‘‘(1) the manner in which this section is 
being carried out; 

‘‘(2) the number and type of projects sup-
ported; 

‘‘(3) the types of funding mechanisms used 
to provide credit support to projects; 

‘‘(4) the energy savings expected to result 
from projects supported by this section; 

‘‘(5) any tracking efforts the Secretary is 
using to calculate the actual energy savings 
produced by the projects; and 

‘‘(6) any plans to improve the tracking ef-
forts described in paragraph (5). 

‘‘(j) FUNDING.— 
‘‘(1) AUTHORIZATION OF APPROPRIATIONS.— 

There is authorized to be appropriated to the 
Secretary to carry out this section 
$400,000,000 for the period of fiscal years 2012 
through 2021, to remain available until ex-
pended. 

‘‘(2) ADMINISTRATIVE COSTS.—Not more 
than 1 percent of any amounts made avail-
able to the Secretary under paragraph (1) 
may be used by the Secretary for adminis-
trative costs incurred in carrying out this 
section.’’. 

Subtitle C—Industrial Efficiency and 
Competitiveness 

PART I—MANUFACTURING ENERGY 
EFFICIENCY 

SEC. 841. STATE PARTNERSHIP INDUSTRIAL EN-
ERGY EFFICIENCY REVOLVING LOAN 
PROGRAM. 

Section 399A of the Energy Policy and Con-
servation Act (42 U.S.C. 6371h–1) is amend-
ed— 

(1) in the section heading, by inserting 
‘‘AND INDUSTRY’’ before the period at the 
end; 

(2) by redesignating subsections (h) and (i) 
as subsections (i) and (j), respectively; and 

(3) by inserting after subsection (g) the fol-
lowing: 

‘‘(h) STATE PARTNERSHIP INDUSTRIAL EN-
ERGY EFFICIENCY REVOLVING LOAN PRO-
GRAM.— 

‘‘(1) IN GENERAL.—The Secretary shall 
carry out a program under which the Sec-
retary shall provide grants to eligible lend-
ers to pay the Federal share of creating a re-
volving loan program under which loans are 
provided to commercial and industrial man-
ufacturers to implement commercially avail-
able technologies or processes that signifi-
cantly— 

‘‘(A) reduce systems energy intensity, in-
cluding the use of energy-intensive feed-
stocks; and 

‘‘(B) improve the industrial competitive-
ness of the United States. 

‘‘(2) ELIGIBLE LENDERS.—To be eligible to 
receive cost-matched Federal funds under 
this subsection, a lender shall— 

‘‘(A) be a community and economic devel-
opment lender that the Secretary certifies 
meets the requirements of this subsection; 

‘‘(B) lead a partnership that includes par-
ticipation by, at a minimum— 

‘‘(i) a State government agency; and 
‘‘(ii) a private financial institution or 

other provider of loan capital; 
‘‘(C) submit an application to the Sec-

retary, and receive the approval of the Sec-
retary, for cost-matched Federal funds to 
carry out a loan program described in para-
graph (1); and 

‘‘(D) ensure that non-Federal funds are 
provided to match, on at least a dollar-for- 
dollar basis, the amount of Federal funds 
that are provided to carry out a revolving 
loan program described in paragraph (1). 

‘‘(3) AWARD.—The amount of cost-matched 
Federal funds provided to an eligible lender 
shall not exceed $100,000,000 for any fiscal 
year. 

‘‘(4) RECAPTURE OF AWARDS.— 
‘‘(A) IN GENERAL.—An eligible lender that 

receives an award under paragraph (1) shall 
be required to repay to the Secretary an 
amount of cost-match Federal funds, as de-
termined by the Secretary under subpara-
graph (B), if the eligible lender is unable or 
unwilling to operate a program described in 
this subsection for a period of not less than 
10 years beginning on the date on which the 

eligible lender first receives funds made 
available through the award. 

‘‘(B) DETERMINATION BY SECRETARY.—The 
Secretary shall determine the amount of 
cost-match Federal funds that an eligible 
lender shall be required to repay to the Sec-
retary under subparagraph (A) based on the 
consideration by the Secretary of— 

‘‘(i) the amount of non-Federal funds 
matched by the eligible lender; 

‘‘(ii) the amount of loan losses incurred by 
the revolving loan program described in 
paragraph (1); and 

‘‘(iii) any other appropriate factor, as de-
termined by the Secretary. 

‘‘(C) USE OF RECAPTURED COST-MATCH FED-
ERAL FUNDS.—The Secretary may distribute 
to eligible lenders under this subsection each 
amount received by the Secretary under this 
paragraph. 

‘‘(5) ELIGIBLE PROJECTS.—A program for 
which cost-matched Federal funds are pro-
vided under this subsection shall be designed 
to accelerate the implementation of indus-
trial and commercial applications of tech-
nologies or processes (including distributed 
generation, applications or technologies that 
use sensors, meters, software, and informa-
tion networks, controls, and drives or that 
have been installed pursuant to an energy 
savings performance contract, project, or 
strategy) that— 

‘‘(A) improve energy efficiency, including 
improvements in efficiency and use of water, 
power factor, or load management; 

‘‘(B) enhance the industrial competitive-
ness of the United States; and 

‘‘(C) achieve such other goals as the Sec-
retary determines to be appropriate. 

‘‘(6) EVALUATION.—The Secretary shall 
evaluate applications for cost-matched Fed-
eral funds under this subsection on the basis 
of— 

‘‘(A) the description of the program to be 
carried out with the cost-matched Federal 
funds; 

‘‘(B) the commitment to provide non-Fed-
eral funds in accordance with paragraph 
(2)(D); 

‘‘(C) program sustainability over a 10-year 
period; 

‘‘(D) the capability of the applicant; 
‘‘(E) the quantity of energy savings or en-

ergy feedstock minimization; 
‘‘(F) the advancement of the goal under 

this Act of 25-percent energy avoidance; 
‘‘(G) the ability to fund energy efficient 

projects not later than 120 days after the 
date of the grant award; and 

‘‘(H) such other factors as the Secretary 
determines appropriate. 

‘‘(7) AUTHORIZATION OF APPROPRIATIONS.— 
There are authorized to be appropriated to 
carry out this subsection, $400,000,000 for the 
period of fiscal years 2012 through 2021.’’. 

SEC. 842. COORDINATION OF RESEARCH AND DE-
VELOPMENT OF ENERGY EFFICIENT 
TECHNOLOGIES FOR INDUSTRY. 

(a) IN GENERAL.—As part of the research 
and development activities of the Industrial 
Technologies Program of the Department of 
Energy, the Secretary shall establish, as ap-
propriate, collaborative research and devel-
opment partnerships with other programs 
within the Office of Energy Efficiency and 
Renewable Energy (including the Building 
Technologies Program), the Office of Elec-
tricity Delivery and Energy Reliability, and 
the Office of Science that— 

(1) leverage the research and development 
expertise of those programs to promote early 
stage energy efficiency technology develop-
ment; 

(2) support the use of innovative manufac-
turing processes and applied research for de-
velopment, demonstration, and commer-
cialization of new technologies and processes 
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to improve efficiency (including improve-
ments in efficient use of water), reduce emis-
sions, reduce industrial waste, and improve 
industrial cost-competitiveness; and 

(3) apply the knowledge and expertise of 
the Industrial Technologies Program to help 
achieve the program goals of the other pro-
grams. 

(b) REPORTS.—Not later than 2 years after 
the date of enactment of this Act and bienni-
ally thereafter, the Secretary shall submit 
to Congress a report that describes actions 
taken to carry out subsection (a) and the re-
sults of those actions. 
SEC. 843. REDUCING BARRIERS TO THE DEPLOY-

MENT OF INDUSTRIAL ENERGY EFFI-
CIENCY. 

(a) DEFINITIONS.—In this section: 
(1) INDUSTRIAL ENERGY EFFICIENCY.—The 

term ‘‘industrial energy efficiency’’ means 
the energy efficiency derived from commer-
cial technologies and measures to improve 
energy efficiency or to generate or transmit 
electric power and heat, including electric 
motor efficiency improvements, demand re-
sponse, direct or indirect combined heat and 
power, and waste heat recovery. 

(2) INDUSTRIAL SECTOR.—The term ‘‘indus-
trial sector’’ means any subsector of the 
manufacturing sector (as defined in North 
American Industry Classification System 
codes 31-33 (as in effect on the date of enact-
ment of this Act)) establishments of which 
have, or could have, thermal host facilities 
with electricity requirements met in whole, 
or in part, by onsite electricity generation, 
including direct and indirect combined heat 
and power or waste recovery. 

(3) SECRETARY.—The term ‘‘Secretary’’ 
means the Secretary of Energy. 

(b) REPORT ON THE DEPLOYMENT OF INDUS-
TRIAL ENERGY EFFICIENCY.— 

(1) IN GENERAL.—Not later than 1 year after 
the date of enactment of this Act, the Sec-
retary shall submit to the Committee on En-
ergy and Commerce of the House of Rep-
resentatives and the Committee on Energy 
and Natural Resources of the Senate a report 
describing— 

(A) the results of the study conducted 
under paragraph (2); and 

(B) recommendations and guidance devel-
oped under paragraph (3). 

(2) STUDY.—The Secretary, in coordination 
with the industrial sector, shall conduct a 
study of the following: 

(A) The legal, regulatory, and economic 
barriers to the deployment of industrial en-
ergy efficiency in all electricity markets (in-
cluding organized wholesale electricity mar-
kets, and regulated electricity markets), in-
cluding, as applicable, the following: 

(i) Transmission and distribution inter-
connection requirements. 

(ii) Standby, back-up, and maintenance 
fees (including demand ratchets). 

(iii) Exit fees. 
(iv) Life of contract demand ratchets. 
(v) Net metering. 
(vi) Calculation of avoided cost rates. 
(vii) Power purchase agreements. 
(viii) Energy market structures. 
(ix) Capacity market structures. 
(x) Other barriers as may be identified by 

the Secretary, in coordination with the in-
dustrial sector. 

(B) Examples of — 
(i) successful State and Federal policies 

that resulted in greater use of industrial en-
ergy efficiency; 

(ii) successful private initiatives that re-
sulted in greater use of industrial energy ef-
ficiency; and 

(iii) cost-effective policies used by foreign 
countries to foster industrial energy effi-
ciency. 

(C) The estimated economic benefits to the 
national economy of providing the industrial 

sector with Federal energy efficiency match-
ing grants of $5,000,000,000 for 5- and 10-year 
periods, including benefits relating to— 

(i) estimated energy and emission reduc-
tions; 

(ii) direct and indirect jobs saved or cre-
ated; 

(iii) direct and indirect capital investment; 
(iv) the gross domestic product; and 
(v) trade balance impacts. 
(D) The estimated energy savings available 

from increased use of recycled material in 
energy-intensive manufacturing processes. 

(3) RECOMMENDATIONS AND GUIDANCE.—The 
Secretary, in coordination with the indus-
trial sector, shall develop policy rec-
ommendations regarding the deployment of 
industrial energy efficiency, including pro-
posed regulatory guidance to States and rel-
evant Federal agencies to address barriers to 
deployment. 
SEC. 844. FUTURE OF INDUSTRY PROGRAM. 

(a) IN GENERAL.—Section 452 of the Energy 
Independence and Security Act of 2007 (42 
U.S.C. 17111) is amended by striking the sec-
tion heading and inserting the following: 
‘‘FUTURE OF INDUSTRY PROGRAM’’. 

(b) DEFINITION OF ENERGY SERVICE PRO-
VIDER.—Section 452(a) of the Energy Inde-
pendence and Security Act of 2007 (42 U.S.C. 
17111(a)) is amended— 

(1) by redesignating paragraphs (3) through 
(5) as paragraphs (4) through (6), respec-
tively; and 

(2) by inserting after paragraph (3): 
‘‘(5) ENERGY SERVICE PROVIDER.—The term 

‘energy service provider’ means any private 
company or similar entity providing tech-
nology or services to improve energy effi-
ciency in an energy-intensive industry.’’. 

(c) INDUSTRIAL RESEARCH AND ASSESSMENT 
CENTERS.— 

(1) IN GENERAL.—Section 452(e) of the En-
ergy Independence and Security Act of 2007 
(42 U.S.C. 17111(e)) is amended— 

(A) by redesignating paragraphs (1) 
through (5) as subparagraphs (A) through (E), 
respectively, and indenting appropriately; 

(B) by striking ‘‘The Secretary’’ and in-
serting the following: 

‘‘(1) IN GENERAL.—The Secretary’’; 
(C) in subparagraph (A) (as redesignated by 

subparagraph (A)), by inserting before the 
semicolon at the end the following: ‘‘, includ-
ing assessments of sustainable manufac-
turing goals and the implementation of in-
formation technology advancements for sup-
ply chain analysis, logistics, system moni-
toring, industrial and manufacturing proc-
esses, and other purposes’’; and 

(D) by adding at the end the following: 
‘‘(2) CENTERS OF EXCELLENCE.— 
‘‘(A) IN GENERAL.—The Secretary shall es-

tablish a Center of Excellence at up to 10 of 
the highest performing industrial research 
and assessment centers, as determined by 
the Secretary. 

‘‘(B) DUTIES.—A Center of Excellence shall 
coordinate with and advise the industrial re-
search and assessment centers located in the 
region of the Center of Excellence. 

‘‘(C) FUNDING.—Subject to the availability 
of appropriations, of the funds made avail-
able under subsection (f), the Secretary shall 
use to support each Center of Excellence not 
less than $500,000 for fiscal year 2012 and each 
fiscal year thereafter, as determined by the 
Secretary. 

‘‘(3) EXPANSION OF CENTERS.—The Sec-
retary shall provide funding to establish ad-
ditional industrial research and assessment 
centers at institutions of higher education 
that do not have industrial research and as-
sessment centers established under para-
graph (1), taking into account the size of, 
and potential energy efficiency savings for, 
the manufacturing base within the region of 
the proposed center. 

‘‘(4) COORDINATION.— 
‘‘(A) IN GENERAL.—To increase the value 

and capabilities of the industrial research 
and assessment centers, the centers shall— 

‘‘(i) coordinate with Manufacturing Exten-
sion Partnership Centers of the National In-
stitute of Standards and Technology; 

‘‘(ii) coordinate with the Building Tech-
nologies Program of the Department of En-
ergy to provide building assessment services 
to manufacturers; 

‘‘(iii) increase partnerships with the Na-
tional Laboratories of the Department of En-
ergy to leverage the expertise and tech-
nologies of the National Laboratories for na-
tional industrial and manufacturing needs; 

‘‘(iv) increase partnerships with energy 
service providers and technology providers 
to leverage private sector expertise and ac-
celerate deployment of new and existing 
technologies and processes for energy effi-
ciency, power factor, and load management; 

‘‘(v) identify opportunities for reducing 
greenhouse gas emissions; and 

‘‘(vi) promote sustainable manufacturing 
practices for small- and medium-sized manu-
facturers. 

‘‘(5) OUTREACH.—The Secretary shall pro-
vide funding for— 

‘‘(A) outreach activities by the industrial 
research and assessment centers to inform 
small- and medium-sized manufacturers of 
the information, technologies, and services 
available; and 

‘‘(B) a full-time equivalent employee at 
each center of excellence whose primary mis-
sion shall be to coordinate and leverage the 
efforts of the center with— 

‘‘(i) Federal and State efforts; 
‘‘(ii) the efforts of utilities and energy 

service providers; 
‘‘(iii) the efforts of regional energy effi-

ciency organizations; and 
‘‘(iv) the efforts of other centers in the re-

gion of the center of excellence. 
‘‘(6) WORKFORCE TRAINING.— 
‘‘(A) IN GENERAL.—The Secretary shall pay 

the Federal share of associated internship 
programs under which students work with or 
for industries, manufacturers, and energy 
service providers to implement the rec-
ommendations of industrial research and as-
sessment centers. 

‘‘(B) FEDERAL SHARE.—The Federal share of 
the cost of carrying out internship programs 
described in subparagraph (A) shall be 50 per-
cent. 

‘‘(C) FUNDING.—Subject to the availability 
of appropriations, of the funds made avail-
able under subsection (f), the Secretary shall 
use to carry out this paragraph not less than 
$5,000,000 for fiscal year 2012 and each fiscal 
year thereafter. 

‘‘(7) SMALL BUSINESS LOANS.—The Adminis-
trator of the Small Business Administration 
shall, to the maximum practicable, expedite 
consideration of applications from eligible 
small business concerns for loans under the 
Small Business Act (15 U.S.C. 631 et seq.) to 
implement recommendations of industrial 
research and assessment centers established 
under paragraph (1).’’. 
SEC. 845. SUSTAINABLE MANUFACTURING INITIA-

TIVE. 
(a) IN GENERAL.—Part E of title III of the 

Energy Policy and Conservation Act (42 
U.S.C. 6341) is amended by adding at the end 
the following: 
‘‘SEC. 376. SUSTAINABLE MANUFACTURING INI-

TIATIVE. 
‘‘(a) IN GENERAL.—As part of the Industrial 

Technologies Program of the Department of 
Energy, the Secretary shall carry out a sus-
tainable manufacturing initiative under 
which the Secretary, on the request of a 
manufacturer, shall conduct onsite technical 
assessments to identify opportunities for— 
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‘‘(1) maximizing the energy efficiency of 

industrial processes and cross-cutting sys-
tems; 

‘‘(2) preventing pollution and minimizing 
waste; 

‘‘(3) improving efficient use of water in 
manufacturing processes; 

‘‘(4) conserving natural resources; and 
‘‘(5) achieving such other goals as the Sec-

retary determines to be appropriate. 
‘‘(b) COORDINATION.—The Secretary shall 

carry out the initiative in coordination with 
the private sector and appropriate agencies, 
including the National Institute of Stand-
ards and Technology to accelerate adoption 
of new and existing technologies or processes 
that improve energy efficiency. 

‘‘(c) RESEARCH AND DEVELOPMENT PROGRAM 
FOR SUSTAINABLE MANUFACTURING AND IN-
DUSTRIAL TECHNOLOGIES AND PROCESSES.—As 
part of the Industrial Technologies Program 
of the Department of Energy, the Secretary 
shall carry out a joint industry-government 
partnership program to research, develop, 
and demonstrate new sustainable manufac-
turing and industrial technologies and proc-
esses that maximize the energy efficiency of 
industrial systems, reduce pollution, and 
conserve natural resources. 

‘‘(d) AUTHORIZATION OF APPROPRIATIONS.— 
There is authorized to be to carry out this 
section $10,000,000 for the period of fiscal 
years 2012 through 2021.’’. 

(b) TABLE OF CONTENTS.—The table of con-
tents of the Energy Policy and Conservation 
Act (42 U.S.C. prec. 6201) is amended by add-
ing at the end of the items relating to part 
E of title III the following: 

‘‘Sec. 376. Sustainable manufacturing initia-
tive.’’. 

SEC. 846. STUDY OF ADVANCED ENERGY TECH-
NOLOGY MANUFACTURING CAPA-
BILITIES IN THE UNITED STATES. 

(a) IN GENERAL.—Not later than 60 days 
after the date of enactment of this Act, the 
Secretary shall enter into an arrangement 
with the National Academy of Sciences 
under which the Academy shall conduct a 
study of the development of advanced manu-
facturing capabilities for various energy 
technologies, including— 

(1) an assessment of the manufacturing 
supply chains of established and emerging 
industries; 

(2) an analysis of— 
(A) the manner in which supply chains 

have changed over the 25-year period ending 
on the date of enactment of this Act; 

(B) current trends in supply chains; and 
(C) the energy intensity of each part of the 

supply chain and opportunities for improve-
ment; 

(3) for each technology or manufacturing 
sector, an analysis of which sections of the 
supply chain are critical for the United 
States to retain or develop to be competitive 
in the manufacturing of the technology; 

(4) an assessment of which emerging en-
ergy technologies the United States should 
focus on to create or enhance manufacturing 
capabilities; and 

(5) recommendations on leveraging the ex-
pertise of energy efficiency and renewable 
energy user facilities so that best materials 
and manufacturing practices are designed 
and implemented. 

(b) REPORT.—Not later than 2 years after 
the date on which the Secretary enters into 
the agreement with the Academy described 
in subsection (a), the Academy shall submit 
to the Committee on Energy and Natural Re-
sources of the Senate, the Committee on En-
ergy and Commerce of the House of Rep-
resentatives, and the Secretary a report de-
scribing the results of the study required 
under this section, including any findings 
and recommendations. 

SEC. 847. INDUSTRIAL TECHNOLOGIES STEERING 
COMMITTEE. 

The Secretary shall establish an advisory 
steering committee that includes national 
trade associations representing energy-in-
tensive industries or energy service pro-
viders to provide recommendations to the 
Secretary on planning and implementation 
of the Industrial Technologies Program of 
the Department of Energy. 

PART II—SUPPLY STAR 
SEC. 851. SUPPLY STAR. 

Part B of title III of the Energy Policy and 
Conservation Act (42 U.S.C. 6291) is amended 
by inserting after section 324A (42 U.S.C. 
6294a) the following: 
‘‘SEC. 324B. SUPPLY STAR PROGRAM. 

‘‘(a) IN GENERAL.—There is established 
within the Department of Energy a Supply 
Star program to identify and promote prac-
tices, recognize companies, and, as appro-
priate, recognize products that use highly ef-
ficient supply chains in a manner that con-
serves energy, water, and other resources. 

‘‘(b) COORDINATION.—In carrying out the 
program described in subsection (a), the Sec-
retary shall— 

‘‘(1) consult with other appropriate agen-
cies; and 

‘‘(2) coordinate efforts with the Energy 
Star program established under section 324A. 

‘‘(c) DUTIES.—In carrying out the Supply 
Star program described in subsection (a), the 
Secretary shall— 

‘‘(1) promote practices, recognize compa-
nies, and, as appropriate, recognize products 
that comply with the Supply Star program 
as the preferred practices, companies, and 
products in the marketplace for maximizing 
supply chain efficiency; 

‘‘(2) work to enhance industry and public 
awareness of the Supply Star program; 

‘‘(3) collect and disseminate data on supply 
chain energy resource consumption; 

‘‘(4) develop and disseminate metrics, proc-
esses, and analytical tools (including soft-
ware) for evaluating supply chain energy re-
source use; 

‘‘(5) develop guidance at the sector level 
for improving supply chain efficiency; 

‘‘(6) work with domestic and international 
organizations to harmonize approaches to 
analyzing supply chain efficiency, including 
the development of a consistent set of tools, 
templates, calculators, and databases; and 

‘‘(7) work with industry, including small 
businesses, to improve supply chain effi-
ciency through activities that include— 

‘‘(A) developing and sharing best practices; 
and 

‘‘(B) providing opportunities to benchmark 
supply chain efficiency. 

‘‘(d) EVALUATION.—In any evaluation of 
supply chain efficiency carried out by the 
Secretary with respect to a specific product, 
the Secretary shall consider energy con-
sumption and resource use throughout the 
entire lifecycle of a product, including pro-
duction, transport, packaging, use, and dis-
posal. 

‘‘(e) GRANTS AND INCENTIVES.— 
‘‘(1) IN GENERAL.—The Secretary may 

award grants or other forms of incentives on 
a competitive basis to eligible entities, as 
determined by the Secretary, for the pur-
poses of— 

‘‘(A) studying supply chain energy resource 
efficiency; and 

‘‘(B) demonstrating and achieving reduc-
tions in the energy resource consumption of 
commercial products through changes and 
improvements to the production supply and 
distribution chain of the products. 

‘‘(2) USE OF INFORMATION.—Any informa-
tion or data generated as a result of the 
grants or incentives described in paragraph 
(1) shall be used to inform the development 
of the Supply Star Program. 

‘‘(f) TRAINING.—The Secretary shall use 
funds to support professional training pro-
grams to develop and communicate methods, 
practices, and tools for improving supply 
chain efficiency. 

‘‘(g) EFFECT OF IMPACT ON CLIMATE 
CHANGE.—For purposes of this section, the 
impact on climate change shall not be a fac-
tor in determining supply chain efficiency. 

‘‘(h) EFFECT OF OUTSOURCING OF AMERICAN 
JOBS.—For purposes of this section, the out-
sourcing of American jobs in the production 
of a product shall not count as a positive fac-
tor in determining supply chain efficiency. 

‘‘(i) AUTHORIZATION OF APPROPRIATIONS.— 
There are authorized to be appropriated to 
carry out this section $10,000,000 for the pe-
riod of fiscal years 2012 through 2021.’’. 

PART III—ELECTRIC MOTOR REBATE 
PROGRAM 

SEC. 861. ENERGY SAVING MOTOR CONTROL RE-
BATE PROGRAM. 

(a) ESTABLISHMENT.—Not later than Janu-
ary 1, 2012, the Secretary of Energy (referred 
to in this section as the ‘‘Secretary’’) shall 
establish a program to provide rebates for 
expenditures made by entities for the pur-
chase and installation of a new constant 
speed electric motor control that reduces 
motor energy use by not less than 5 percent. 

(b) REQUIREMENTS.— 
(1) APPLICATION.—To be eligible to receive 

a rebate under this section, an entity shall 
submit to the Secretary an application in 
such form, at such time, and containing such 
information as the Secretary may require, 
including— 

(A) demonstrated evidence that the entity 
purchased a constant speed electric motor 
control that reduces motor energy use by 
not less than 5 percent; and 

(B) the physical nameplate of the installed 
motor of the entity to which the energy sav-
ing motor control is attached. 

(2) AUTHORIZED AMOUNT OF REBATE.—The 
Secretary may provide to an entity that 
meets the requirements of paragraph (1) a re-
bate the amount of which shall be equal to 
the product obtained by multiplying— 

(A) the nameplate horsepower of the elec-
tric motor to which the energy saving motor 
control is attached; and 

(B) $25. 
(c) AUTHORIZATION OF APPROPRIATIONS.— 

There is authorized to be appropriated to 
carry out this section $5,000,000 for each of 
fiscal years 2012 and 2013, to remain available 
until expended. 

PART IV—TRANSFORMER REBATE 
PROGRAM 

SEC. 871. ENERGY EFFICIENT TRANSFORMER RE-
BATE PROGRAM. 

(a) DEFINITION OF QUALIFIED TRANS-
FORMER.—In this section, the term ‘‘qualified 
transformer’’ means a transformer that 
meets or exceeds the National Electrical 
Manufacturers Association (NEMA) Pre-
mium Efficiency designation, calculated to 2 
decimal points, as having 30 percent fewer 
losses than the NEMA TP-1-2002 efficiency 
standard for a transformer of the same num-
ber of phases and capacity, as measured in 
kilovolt-amperes. 

(b) ESTABLISHMENT.—Not later than Janu-
ary 1, 2012, the Secretary of Energy (referred 
to in this section as the ‘‘Secretary’’) shall 
establish a program to provide rebates for 
expenditures made by owners of commercial 
buildings and multifamily residential build-
ings for the purchase and installation of a 
new energy efficient transformers. 

(c) REQUIREMENTS.— 
(1) APPLICATION.—To be eligible to receive 

a rebate under this section, an owner shall 
submit to the Secretary an application in 
such form, at such time, and containing such 
information as the Secretary may require, 
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including demonstrated evidence that the 
owner purchased a qualified transformer. 

(2) AUTHORIZED AMOUNT OF REBATE.—For 
qualified transformers, rebates, in dollars 
per kilovolt-ampere (referred to in this para-
graph as ‘‘kVA’’) shall be— 

(A) for 3-phase transformers— 
(i) with a capacity of not greater than 10 

kVA, $15; 
(ii) with a capacity of not less than 10 kVA 

and not greater than 100 kVA, the difference 
between 15 and the quotient obtained by di-
viding— 

(I) the difference between— 
(aa) the capacity of the transformer in 

kVA; and 
(bb) 10; by 
(II) 9; and 
(iii) with a capacity greater than or equal 

to 100 kVA, $5; and 
(B) for single-phase transformers, 75 per-

cent of the rebate for a 3-phase transformer 
of the same capacity. 

(d) AUTHORIZATION OF APPROPRIATIONS.— 
There is authorized to be appropriated to 
carry out this section $5,000,000 for each of 
fiscal years 2012 and 2013, to remain available 
until expended. 

Subtitle D—Federal Agency Energy 
Efficiency 

SEC. 881. ADOPTION OF PERSONAL COMPUTER 
POWER SAVINGS TECHNIQUES BY 
FEDERAL AGENCIES. 

(a) IN GENERAL.—Not later than 360 days 
after the date of enactment of this Act, the 
Secretary of Energy, in consultation with 
the Secretary of Defense, the Secretary of 
Veterans Affairs, and the Administrator of 
General Services, shall issue guidance for 
Federal agencies to employ advanced tools 
allowing energy savings through the use of 
computer hardware, energy efficiency soft-
ware, and power management tools. 

(b) REPORTS ON PLANS AND SAVINGS.—Not 
later than 180 days after the date of the 
issuance of the guidance under subsection 
(a), each Federal agency shall submit to the 
Secretary of Energy a report that describes— 

(1) the plan of the agency for implementing 
the guidance within the agency; and 

(2) estimated energy and financial savings 
from employing the tools described in sub-
section (a). 
SEC. 882. AVAILABILITY OF FUNDS FOR DESIGN 

UPDATES. 
Section 3307 of title 40, United States Code, 

is amended— 
(1) by redesignating subsections (d) 

through (h) as subsections (e) through (i), re-
spectively; and 

(2) by inserting after subsection (c) the fol-
lowing: 

‘‘(d) AVAILABILITY OF FUNDS FOR DESIGN 
UPDATES.— 

‘‘(1) IN GENERAL.—Subject to paragraph (2), 
for any project for which congressional ap-
proval is received under subsection (a) and 
for which the design has been substantially 
completed but construction has not begun, 
the Administrator of General Services may 
use appropriated funds to update the project 
design to meet applicable Federal building 
energy efficiency standards established 
under section 305 of the Energy Conservation 
and Production Act (42 U.S.C. 6834) and other 
requirements established under section 3312. 

‘‘(2) LIMITATION.—The use of funds under 
paragraph (1) shall not exceed 125 percent of 
the estimated energy or other cost savings 
associated with the updates as determined 
by a life-cycle cost analysis under section 544 
of the National Energy Conservation Policy 
Act (42 U.S.C. 8254).’’. 
SEC. 883. BEST PRACTICES FOR ADVANCED ME-

TERING. 
Section 543(e) of the National Energy Con-

servation Policy Act (42 U.S.C. 8253(e) is 

amended by striking paragraph (3) and in-
serting the following: 

‘‘(3) PLAN.— 
‘‘(A) IN GENERAL.—Not later than 180 days 

after the date on which guidelines are estab-
lished under paragraph (2), in a report sub-
mitted by the agency under section 548(a), 
each agency shall submit to the Secretary a 
plan describing the manner in which the 
agency will implement the requirements of 
paragraph (1), including— 

‘‘(i) how the agency will designate per-
sonnel primarily responsible for achieving 
the requirements; and 

‘‘(ii) a demonstration by the agency, com-
plete with documentation, of any finding 
that advanced meters or advanced metering 
devices (as those terms are used in paragraph 
(1)), are not practicable. 

‘‘(B) UPDATES.—Reports submitted under 
subparagraph (A) shall be updated annually. 

‘‘(4) BEST PRACTICES REPORT.— 
‘‘(A) IN GENERAL.—Not later than 180 days 

after the date of enactment of the Energy 
Savings and Industrial Competitiveness Act 
of 2012, the Secretary of Energy, in consulta-
tion with the Secretary of Defense and the 
Administrator of General Services, shall de-
velop, and issue a report on, best practices 
for the use of advanced metering of energy 
use in Federal facilities, buildings, and 
equipment by Federal agencies. 

‘‘(B) UPDATING.—The report described 
under subparagraph (A) shall be updated an-
nually. 

‘‘(C) COMPONENTS.—The report shall in-
clude, at a minimum— 

‘‘(i) summaries and analysis of the reports 
by agencies under paragraph (3); 

‘‘(ii) recommendations on standard re-
quirements or guidelines for automated en-
ergy management systems, including— 

‘‘(I) potential common communications 
standards to allow data sharing and report-
ing; 

‘‘(II) means of facilitating continuous com-
missioning of buildings and evidence-based 
maintenance of buildings and building sys-
tems; and 

‘‘(III) standards for sufficient levels of se-
curity and protection against cyber threats 
to ensure systems cannot be controlled by 
unauthorized persons; and 

‘‘(iii) an analysis of— 
‘‘(I) the types of advanced metering and 

monitoring systems being piloted, tested, or 
installed in Federal buildings; and 

‘‘(II) existing techniques used within the 
private sector or other non-Federal govern-
ment buildings.’’. 

SEC. 884. FEDERAL ENERGY MANAGEMENT AND 
DATA COLLECTION STANDARD. 

Section 543 of the National Energy Con-
servation Policy Act (42 U.S.C. 8253) is 
amended— 

(1) by redesignating the second subsection 
(f) (as added by section 434(a) of Public Law 
110–140 (121 Stat. 1614)) as subsection (g); and 

(2) in subsection (f)(7), by striking subpara-
graph (A) and inserting the following: 

‘‘(A) IN GENERAL.—For each facility that 
meets the criteria established by the Sec-
retary under paragraph (2)(B), the energy 
manager shall use the web-based tracking 
system under subparagraph (B)— 

‘‘(i) to certify compliance with the require-
ments for— 

‘‘(I) energy and water evaluations under 
paragraph (3); 

‘‘(II) implementation of identified energy 
and water measures under paragraph (4); and 

‘‘(III) follow-up on implemented measures 
under paragraph (5); and 

‘‘(ii) to publish energy and water consump-
tion data on an individual facility basis.’’. 

SEC. 885. ELECTRIC VEHICLE CHARGING INFRA-
STRUCTURE. 

Section 804(4) of the National Energy Con-
servation Policy Act (42 U.S.C. 8287c(4)) is 
amended— 

(1) in subparagraph (A), by striking ‘‘or’’ 
after the semicolon; 

(2) in subparagraph (B), by striking the pe-
riod at the end and inserting ‘‘; or’’; and 

(3) by adding at the end the following: 
‘‘(C) a measure to support the use of elec-

tric vehicles or the fueling or charging infra-
structure necessary for electric vehicles.’’. 
SEC. 886. FEDERAL PURCHASE REQUIREMENT. 

Section 203 of the Energy Policy Act of 
2005 (42 U.S.C. 15852) is amended— 

(1) in subsections (a) and (b)(2), by striking 
‘‘electric energy’’ each place it appears and 
inserting ‘‘electric, direct, and thermal en-
ergy’’; 

(2) in subsection (b)(2)— 
(A) by inserting ‘‘, or avoided by,’’ after 

‘‘generated from’’; and 
(B) by inserting ‘‘(including ground-source, 

reclaimed, and ground water)’’after ‘‘geo-
thermal’’; 

(3) by redesignating subsection (d) as sub-
section (e); and 

(4) by inserting after subsection (c) the fol-
lowing: 

‘‘(d) SEPARATE CALCULATION.—Renewable 
energy produced at a Federal facility, on 
Federal land, or on Indian land (as defined in 
section 2601 of the Energy Policy Act of 1992 
(25 U.S.C. 3501))— 

‘‘(1) shall be calculated (on a BTU-equiva-
lent basis) separately from renewable energy 
used; and 

‘‘(2) may be used individually or in com-
bination to comply with subsection (a).’’. 
SEC. 887. STUDY ON FEDERAL DATA CENTER 

CONSOLIDATION. 
(a) IN GENERAL.—The Secretary of Energy 

shall conduct a study on the feasibility of a 
government-wide data center consolidation, 
with an overall Federal target of a minimum 
of 800 Federal data center closures by Octo-
ber 1, 2015. 

(b) COORDINATION.—In conducting the 
study, the Secretary shall coordinate with 
Federal data center program managers, fa-
cilities managers, and sustainability offi-
cers. 

(c) REPORT.—Not later than 1 year after 
the date of enactment of this Act, the Sec-
retary shall submit to Congress a report that 
describes the results of the study, including 
a description of agency best practices in data 
center consolidation. 

Subtitle E—Miscellaneous 
SEC. 891. OFFSETS. 

(a) ZERO-NET ENERGY COMMERCIAL BUILD-
INGS INITIATIVE.—Section 422(f) of the Energy 
Independence and Security Act of 2007 (42 
U.S.C. 17082(f)) is amended by striking para-
graphs (2) through (4) and inserting the fol-
lowing: 

‘‘(2) $50,000,000 for each of fiscal years 2009 
through 2012; 

‘‘(3) $100,000,000 for fiscal year 2013; and 
‘‘(4) $200,000,000 for each of fiscal years 2014 

through 2018.’’. 
(b) ENERGY SUSTAINABILITY AND EFFICIENCY 

GRANTS AND LOANS FOR INSTITUTIONS.—Sub-
section (j) of section 399A of the Energy Pol-
icy and Conservation Act (42 U.S.C. 6371h–1) 
(as redesignated by section 841(2)) is amend-
ed— 

(1) in paragraph (1), by striking ‘‘through 
2013’’ and inserting ‘‘and 2010, $100,000,000 for 
each of fiscal years 2011 and 2012, and 
$250,000,000 for fiscal year 2013’’; and 

(2) in paragraph (2), by striking ‘‘through 
2013’’ and inserting ‘‘and 2010, $100,000,000 for 
each of fiscal years 2011 and 2012, and 
$425,000,000 for fiscal year 2013’’. 

(c) WASTE ENERGY RECOVERY INCENTIVE 
PROGRAM.—Section 373(f)(1) of the Energy 
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Policy and Conservation Act (42 U.S.C. 
6343(f)(1)) is amended— 

(1) by redesignating subparagraph (B) as 
subparagraph (D); and 

(2) by striking subparagraph (A) and in-
serting the following: 

‘‘(A) $100,000,000 for fiscal year 2008; 
‘‘(B) $200,000,000 for each of fiscal years 2009 

and 2010; 
‘‘(C) $100,000,000 for each of fiscal years 2011 

and 2012; and’’. 
(d) ENERGY-INTENSIVE INDUSTRIES PRO-

GRAM.—Section 452(f)(1) of the Energy Inde-
pendence and Security Act of 2007 (42 U.S.C. 
17111(f)(1)) is amended— 

(1) in subparagraph (D), by striking 
‘‘$202,000,000’’ and inserting ‘‘$102,000,000’’; 
and 

(2) in subparagraph (E), by striking 
‘‘$208,000,000’’ and inserting ‘‘$108,000,000’’. 
SEC. 892. ADVANCE APPROPRIATIONS REQUIRED. 

The authorization of amounts under this 
title and the amendments made by this title 
shall be effective for any fiscal year only to 
the extent and in the amount provided in ad-
vance in appropriations Acts. 

SA 2617. Mr. COONS (for himself, Mr. 
WYDEN, Mr. AKAKA, Mr. FRANKEN, Mr. 
UDALL of New Mexico, and Mr. SAND-
ERS) submitted an amendment in-
tended to be proposed by him to the 
bill S. 3414, to enhance the security and 
resiliency of the cyber and communica-
tions infrastructure of the United 
States; which was ordered to lie on the 
table; as follows: 

At the end of title VII, add the following: 
SEC. 709. SUNSET. 

(a) IN GENERAL.—Except as provided in 
subsection (b), this title shall cease to have 
effect five years after the date of enactment 
of this Act. 

(b) EXCEPTION.—With respect to any par-
ticular disclosure or sharing that occurred 
before the date on which the provisions re-
ferred to in subsection (a) cease to have ef-
fect, such provisions shall continue in effect. 

SA 2618. Mr. AKAKA (for himself, Mr. 
BLUMENTHAL, Mr. COONS, Mr. FRANKEN, 
Mr. SANDERS, Mr. UDALL of New Mex-
ico, and Mr. WYDEN) submitted an 
amendment intended to be proposed by 
him to the bill S. 3414, to enhance the 
security and resiliency of the cyber and 
communications infrastructure of the 
United States; which was ordered to lie 
on the table; as follows: 

On page 105, after the end of the matter be-
tween lines 11 and 12, insert the following: 
SEC. 205. PRIVACY BREACH REQUIREMENTS. 

(a) IN GENERAL.—Subchapter II of chapter 
35 of title 44, United States Code, as amended 
by section 201 of this Act, is amended by add-
ing at the end the following: 
‘‘§ 3559. Privacy breach requirements 

‘‘(a) POLICIES AND PROCEDURES.—The Sec-
retary shall establish and oversee policies 
and procedures for agencies to follow in the 
event of a breach of information security in-
volving the disclosure of personally identifi-
able information, including requirements 
for— 

‘‘(1) timely notice to the individuals whose 
personally identifiable information could be 
compromised as a result of such breach; 

‘‘(2) timely reporting to a Federal cyberse-
curity center (as defined in section 708 of the 
Cybersecurity Act of 2012), as designated by 
the Secretary; and 

‘‘(3) additional actions as necessary and ap-
propriate, including data breach analysis, 
fraud resolution services, identity theft in-

surance, and credit protection or monitoring 
services. 

‘‘(b) REQUIRED AGENCY ACTION.—The head 
of each agency shall ensure that actions 
taken in response to a breach of information 
security involving the disclosure of person-
ally identifiable information under the au-
thority or control of the agency comply with 
policies and procedures established by the 
Secretary under subsection (a). 

‘‘(c) REPORT.—Not later than March 1 of 
each year, the Secretary shall report to Con-
gress on agency compliance with the policies 
and procedures established under subsection 
(a).’’. 

(b) TECHNICAL AND CONFORMING AMEND-
MENT.—The table of sections for subtitle II 
for chapter 35 of title 44, United States Code, 
as amended by section 201 of this Act, is 
amended by adding at the end the following: 
‘‘3559. Privacy breach requirements.’’. 
SEC. 206. AMENDMENTS TO THE E-GOVERNMENT 

ACT OF 2002. 
Section 208(b)(1)(A) of the E-Government 

Act of 2002 (44 U.S.C. 3501 note; Public Law 
107–347) is amended— 

(1) in clause (i), by striking ‘‘or’’ at the 
end; 

(2) in clause (ii), by striking the period at 
the end and inserting ‘‘; or’’; and 

(3) by adding at the end the following: 
‘‘(iii) using information in an identifiable 

form purchased, or subscribed to for a fee, 
from a commercial data source.’’. 
SEC. 207. AUTHORITY OF THE DIRECTOR OF THE 

OFFICE OF MANAGEMENT AND 
BUDGET WITH RESPECT TO FED-
ERAL INFORMATION POLICY. 

Section 3504(g) of title 44, United States 
Code, is amended— 

(1) paragraph (1), by striking ‘‘and’’ at the 
end; 

(2) in paragraph (2), by striking the period 
at the end and inserting ‘‘; and’’; and 

(3) by adding at the end the following: 
‘‘(3) designate a Federal Chief Privacy Offi-

cer within the Office of Management and 
Budget who is a noncareer appointee in a 
Senior Executive Service position and who is 
a trained and experienced privacy profes-
sional to carry out the responsibilities of the 
Director with regard to privacy.’’. 
SEC. 208. CIVIL REMEDIES UNDER THE PRIVACY 

ACT. 
Section 552a(g)(4)(A) of title 5, United 

States Code, is amended— 
(1) by striking ‘‘actual damages’’ and in-

serting ‘‘provable damages, including dam-
ages that are not pecuniary damages,’’; and 

(2) by striking ‘‘, but in no case shall a per-
son entitled to recovery receive less than the 
sum of $1,000’’ and inserting ‘‘or the sum of 
$1,000, whichever is greater.’’. 

On page 188, lines 5 through 7, strike ‘‘the 
Chief Privacy and Civil Liberties Officer of 
the Department of Justice and the Chief Pri-
vacy Officer of the Department’’ and insert 
‘‘the Federal Chief Privacy Officer’’. 

On page 191, line 19, strike ‘‘actual dam-
ages’’ and insert ‘‘provable damages, includ-
ing damages that are not pecuniary dam-
ages,’’ 

SA 2619. Mr. DEMINT submitted an 
amendment intended to be proposed by 
him to the bill S. 3414, to enhance the 
security and resiliency of the cyber and 
communications infrastructure of the 
United States; which was ordered to lie 
on the table; as follows: 

At the appropriate place, insert the fol-
lowing: 
SEC. ll. RIGHT TO WORK. 

(a) AMENDMENTS TO THE NATIONAL LABOR 
RELATIONS ACT.— 

(1) RIGHTS OF EMPLOYEES.—Section 7 of the 
National Labor Relations Act (29 U.S.C. 157) 

is amended by striking ‘‘except to’’ and all 
that follows through ‘‘authorized in section 
8(a)(3)’’. 

(2) UNFAIR LABOR PRACTICES.—Section 8 of 
the National Labor Relations Act (29 U.S.C. 
158) is amended— 

(A) in subsection (a)(3), by striking ‘‘: Pro-
vided, That’’ and all that follows through 
‘‘retaining membership’’; 

(B) in subsection (b)— 
(i) in paragraph (2), by striking ‘‘or to dis-

criminate’’ and all that follows through ‘‘re-
taining membership’’; and 

(ii) in paragraph (5), by striking ‘‘covered 
by an agreement authorized under sub-
section (a)(3) of this section’’; and 

(C) in subsection (f), by striking clause (2) 
and redesignating clauses (3) and (4) as 
clauses (2) and (3), respectively. 

(b) AMENDMENT TO THE RAILWAY LABOR 
ACT.—Section 2 of the Railway Labor Act (45 
U.S.C. 152) is amended by striking paragraph 
Eleven. 

SA 2620. Mr. HOEVEN submitted an 
amendment intended to be proposed by 
him to the bill S. 3414, to enhance the 
security and resiliency of the cyber and 
communications infrastructure of the 
United States; which was ordered to lie 
on the table; as follows: 

On page 109, strike line 17 and all that fol-
lows through page 110, line 20, and insert the 
following: 

institutions and to provide funds to the mili-
tary service academies to establish cyberse-
curity test beds capable of realistic modeling 
of real-time cyber attacks and defenses. 

(B) REQUIREMENT.—The test beds estab-
lished under subparagraph (A) shall be suffi-
ciently large in order to model the scale and 
complexity of real world networks and envi-
ronments. 

(3) PURPOSE.—The purpose of the program 
established under paragraph (2) shall be to 
support the rapid development of new cyber-
security defenses, techniques, and processes 
by improving understanding and assessing 
the latest technologies in a real-world envi-
ronment. 

(e) COORDINATION WITH OTHER RESEARCH 
INITIATIVES.—The Director shall to the ex-
tent practicable, coordinate research and de-
velopment activities under this section with 
other ongoing research and development se-
curity-related initiatives, including research 
being conducted by— 

(1) the National Institute of Standards and 
Technology; 

(2) the Department; 
(3) other Federal agencies; 
(4) other Federal and private research lab-

oratories, research entities, the military 
service academies, and universities and in-
stitutions of higher education, and relevant 
nonprofit organizations; and 

f 

AUTHORITY FOR COMMITTEES TO 
MEET 

COMMITTEE ON AGRICULTURE, NUTRITION, AND 
FORESTRY 

Mr. LIEBERMAN. Mr. President, I 
ask unanimous consent that the Com-
mittee on Agriculture, Nutrition, and 
Forestry be authorized to meet during 
the session of the Senate on July 26, 
2012, at 9:30 a.m. in room SR 328A of the 
Russell Senate Office Building. 

The PRESIDING OFFICER. Without 
objection, it is so ordered. 
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COMMITTEE ON BANKING, HOUSING, AND URBAN 

AFFAIRS 
Mr. LIEBERMAN. Mr. President, I 

ask unanimous consent that the Com-
mittee on Banking, Housing, and 
Urban Affairs be authorized to meet 
during the session of the Senate on 
July 26, 2012, at 10 a.m. to conduct a 
hearing entitled ‘‘The Financial Sta-
bility Oversight Council Annual Report 
to Congress.’’ 

The PRESIDING OFFICER. Without 
objection, it is so ordered. 

COMMITTEE ON FOREIGN RELATIONS 
Mr. LIEBERMAN. Mr. President, I 

ask unanimous consent that the Com-
mittee on Foreign Relations be author-
ized to meet during the session of the 
Senate on July 26, 2012, at 9:30 a.m. 

The PRESIDING OFFICER. Without 
objection, it is so ordered. 

COMMITTEE ON HEALTH, EDUCATION, LABOR, 
AND PENSIONS 

Mr. LIEBERMAN. Mr. President, I 
ask unanimous consent that the Com-
mittee on Health, Education, Labor, 
and Pensions be authorized to meet 
during the session of the Senate, to 
conduct a hearing entitled ‘‘CCDBG 
Reauthorization: Helping to Meet the 
Child Care Needs of American Fami-
lies’’ on July 26, 2012, at 10 a.m. in 
room 430 of the Dirksen Senate Office 
Building. 

The PRESIDING OFFICER. Without 
objection, it is so ordered. 

COMMITTEE ON INDIAN AFFAIRS 
Mr. LIEBERMAN. Mr. President, I 

ask unanimous consent that the Com-
mittee on Indian Affairs be authorized 
to meet during the session of the Sen-
ate on July 26, 2012, in room SD–628 of 
the Dirksen Senate Office Building, at 
2:15 p.m., to conduct a hearing entitled 
‘‘Regulation of Tribal Gaming: From 
Brick & Mortar to the Internet.’’ 

The PRESIDING OFFICER. Without 
objection, it is so ordered. 

COMMITTEE ON THE JUDICIARY 
Mr. LIEBERMAN. Mr. President, I 

ask unanimous consent that the Com-
mittee on the Judiciary be authorized 
to meet during the session of the Sen-
ate, on July 26, 2012 at 10 a.m., in room 
SD–226 of the Dirksen Senate Office 
Building, to conduct an executive busi-
ness meeting. 

The PRESIDING OFFICER. Without 
objection, it is so ordered. 

COMMITTEE ON THE JUDICIARY 
Mr. LIEBERMAN. Mr. President, I 

ask unanimous consent that the Com-
mittee on the Judiciary be authorized 
to meet during the session of the Sen-
ate, on July 26, 2012 at 1 p.m., in room 
SD–226 of the Dirksen Senate Office 
Building, to conduct a hearing entitled 
‘‘Nominations.’’ 

The PRESIDING OFFICER. Without 
objection, it is so ordered. 

SELECT COMMITTEE ON INTELLIGENCE 
Mr. LIEBERMAN. Mr. President, I 

ask unanimous consent that the Select 
Committee on Intelligence be author-
ized to meet during the session of the 
Senate on July 26, 2012, at 2:30 p.m. 

The PRESIDING OFFICER. Without 
objection, it is so ordered. 

PRIVILEGES OF THE FLOOR 

Mr. CARDIN. Mr. President, I ask 
unanimous consent that Hala Furst, a 
Presidential Management Fellow on 
detail to the Homeland Security and 
Governmental Affairs Committee, be 
granted the privileges of the floor for 
the duration of the debate on S. 3414. 

The PRESIDING OFFICER. Without 
objection, it is so ordered. 

f 

FOR THE RELIEF OF SOPURUCHI 
CHUKWUEKE 

On Wednesday, July 25, 2012, the Sen-
ate passed S. 285, as amended, as fol-
lows: 

S. 285 

Be it enacted by the Senate and House of Rep-
resentatives of the United States of America in 
Congress assembled, 
SECTION 1. ADJUSTMENT OF STATUS. 

(a) IN GENERAL.—Notwithstanding any 
other provision of law, for the purposes of 
the Immigration and Nationality Act (8 
U.S.C. 1101 et seq.), Sopuruchi Chukwueke 
shall be deemed to have been lawfully admit-
ted to, and remained in, the United States, 
and shall be eligible for adjustment of status 
to that of an alien lawfully admitted for per-
manent residence under section 245 of the 
Immigration and Nationality Act (8 U.S.C. 
1255) upon filing an application for such ad-
justment of status. 

(b) APPLICATION AND PAYMENT OF FEES.— 
Subsection (a) shall apply only if the appli-
cation for adjustment of status is filed with 
appropriate fees not later than 2 years after 
the date of the enactment of this Act. 

(c) REDUCTION OF IMMIGRANT VISA NUM-
BERS.—Upon the granting of permanent resi-
dent status to Sopuruchi Chukwueke, the 
Secretary of State shall instruct the proper 
officer to reduce by 1, during the current or 
next following fiscal year, the total number 
of immigrant visas that are made available 
to natives of the country of the birth of 
Sopuruchi Chukwueke under section 202(a)(2) 
of the Immigration and Nationality Act (8 
U.S.C. 1152(a)(2)). 

(d) DENIAL OF PREFERENTIAL IMMIGRATION 
TREATMENT FOR CERTAIN RELATIVES.—The 
natural parents, brothers, and sisters of 
Sopuruchi Victor Chukwueke shall not, by 
virtue of such relationship, be accorded any 
right, privilege, or status under the Immi-
gration and Nationality Act (8 U.S.C. 1101 et 
seq.). 

f 

UNANIMOUS CONSENT AGREE-
MENT—EXECUTIVE CALENDAR 

Mr. SCHUMER. Mr. President, I ask 
unanimous consent that at a time to be 
determined by the majority leader, in 
consultation with the Republican lead-
er, the Senate proceed to executive ses-
sion to consider Calendar No. 518; that 
there be 60 minutes for debate equally 
divided in the usual form; that upon 
the use or yielding back of the time, 
the Senate proceed to vote, without in-
tervening action or debate, on the 
nomination; that the nomination be 
subject to a 60-vote threshold, the mo-
tion to reconsider be considered made 
and laid upon the table, with no inter-
vening action or debate; that no fur-
ther motions be in order to the nomi-
nation; that any statements related to 
the nomination be printed in the 

RECORD; and that the President be im-
mediately notified of the Senate’s ac-
tion and the Senate then resume legis-
lative session. 

The PRESIDING OFFICER. Without 
objection, it is so ordered. 

f 

EXECUTIVE SESSION 

EXECUTIVE CALENDAR 

Mr. SCHUMER. Mr. President, I ask 
unanimous consent that the Senate 
proceed to executive session to con-
sider the following nominations: Cal-
endar Nos. 839, 840, 842, 843, 844, 845, 846, 
847, 848, 849, 850, 851, 852, 853, 854, 855, 
856, 857, and all the nominations placed 
on the Secretary’s desk in the Army, 
Air Force, and Navy; that the nomina-
tions be confirmed en bloc; the motions 
to reconsider be made and laid upon 
the table with no intervening action or 
debate; that no further motions be in 
order to any of the nominations; that 
any related statements be printed in 
the RECORD; that the President be im-
mediately notified of the Senate’s ac-
tion, and the Senate then resume legis-
lative session. 

The PRESIDING OFFICER. Without 
objection, it is so ordered. 

The nominations considered and con-
firmed en bloc are as follows: 

IN THE AIR FORCE 
The following Air National Guard of the 

United States officer for appointment in the 
Reserve of the Air Force to the grade indi-
cated under title 10, U.S.C., sections 12203 
and 12212: 

To be brigadier general 

Colonel Edward E. Metzgar 
The following Air National Guard of the 

United States officer for appointment in the 
Reserve of the Air Force to the grade indi-
cated under title 10, U.S.C., sections 12203 
and 12212: 

To be brigadier general 

Colonel Russ A. Walz 
The following named officer for appoint-

ment in the United States Air Force to the 
grade indicated under title 10, U.S.C., section 
624: 

To be major general 

Brig. Gen. Timothy M. Ray 
The following named officer for appoint-

ment in the United States Air Force to the 
grade indicated while assigned to a position 
of importance and responsibility under title 
10, U.S.C., section 601: 

To be general 

Lt. Gen. Paul J. Selva 
The following named officer for appoint-

ment as the Vice Chief of the National Guard 
Bureau and for appointment to the grade in-
dicated in the Reserve of the Air Force under 
title 10, U.S.C., sections 10505 and 601: 

To be lieutenant general 

Maj. Gen. Joseph L. Lengyel 
The following named officer for appoint-

ment in the United States Air Force to the 
grade indicated under title 10, U.S.C., section 
624: 

To be major general 

Brig. Gen. Howard D. Stendahl 
IN THE ARMY 

The following named officer for appoint-
ment in the Reserve of the Army to the 
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grade indicated under title 10, U.S.C., section 
12203: 

To be major general 

Brig. Gen. Lawrence w. Brock 
The following Army National Guard of the 

United States officer for appointment in the 
Reserve of the Army to the grade indicated 
under title 10, U.S.C., section 12203 and 12211: 

To be major general 

Brig. Gen. Reynold N. Hoover 
The following named officer for appoint-

ment in the United States Army to the grade 
indicated while assigned to a position of im-
portance and responsibility under title 10, 
U.S.C., section 601: 

To be lieutenant general 

Maj. Gen. James O. Barclay, III 
The following named officer for appoint-

ment in the United States Army to the grade 
indicated while assigned to a position of im-
portance and responsibility under title 10, 
U.S.C., section 601: 

To be lieutenant general 

Lt. Gen. Donald M. Campbell, Jr. 
The following named officer for appoint-

ment as the Chief of the National Guard Bu-
reau and for appointment to the grade indi-
cated in the Reserve of the Army under title 
10, U.S.C., sections 10502 and 601: 

To be general 

Lt. Gen. Frank J. Grass 
The following named officer for appoint-

ments in the United States Army to the 
grade indicated while assigned to a position 
of importance and responsibility under title 
10, U.S.C., section 601: 

To be lieutenant general 

Maj. Gen. David R. Hogg 
The following Army National Guard of the 

United States officer for appointment in the 
Reserve of the Army to the grade indicated 
under title 10, U.S.C., section 12203 and 12211: 

To be major general 

Brig. Gen. Joyce L. Stevens 
IN THE NAVY 

The following named officer for appoint-
ment in the United States Navy to the grade 
indicated while assigned to a position of im-
portance and responsibility under title 10, 
U.S.C., section 601: 

To be vice admiral 

Vice Adm. Allen G. Myers 
The following named officers for appoint-

ment in the United States Navy to the grade 
indicated under title 10, U.S.C., section 624: 

To be rear admiral (lower half) 

Captain John D. Alexander 
Captain Bret C. Batchelder 
Captain Ronald A. Boxall 
Captain Robert P. Burke 
Captain David J. Hahn 
Captain Alexander L. Krongard 
Captain Andrew L. Lewis 
Captain Bruce H. Lindsey 
Captain Dee L. Mewbourne 
Captain John P. Neagley 
Captain Partick A. Piercey 
Captain Markham K. Rich 
Captain Charles A. Richard 
Captain Cynthia M. Thebaud 
Captain Brad Williamson 
Captain Ricky L. Williamson 

The following named officer for appoint-
ment to the grade of Admiral in the United 
States Navy while assigned to a position of 
importance and responsibility under title 10, 
U.S.C., section 601 and title 42, U.S.C., sec-
tion 7158; 

To be admiral 

Vice Adm. John M. Richardson 

The following named officer from appoint-
ment in the United States Navy to the grade 
indicated while assigned to a position of im-
portance and responsibility under title 10, 
U.S.C., section 601: 

To be vice admiral 

Rear Adm. David A. Dunaway 
IN THE MARINE CORPS 

The following named officer for appoint-
ment to the grade of general in the United 
States Marine Corps while assigned to a posi-
tion of importance and responsibility under 
title 10, U.S.C., section 601: 

To be general 

Lt. Gen. John F. Kelly 
NOMINATIONS PLACED ON THE SECRETARY’S 

DESK 
IN THE AIR FORCE 

PN1545 AIR FORCE nominations (89) begin-
ning JOLENE A. AINSWORTH, and ending 
DAVID C. ZIMMERMAN, which nominations 
were received by the Senate and appeared in 
the Congressional Record of April 23, 2012. 

PN1781 AIR FORCE nominations (2) begin-
ning UCHENNA L. UMEH, and ending DAN-
IEL X. CHOI, which nominations were re-
ceived by the Senate and appeared in the 
Congressional Record of June 25, 2012. 

PN1782 AIR FORCE nominations (14) begin-
ning CATHERINE M. FAHLING, and ending 
LE T. ZIMMERMAN, which nominations 
were received by the Senate and appeared in 
the Congressional Record of June 25, 2012. 

PN1821 AIR FORCE nominations (3) begin-
ning SEAN J. HISLOP, and ending LUCAS P. 
NEFF, which nominations were received by 
the Senate and appeared in the Congres-
sional Record of July 17, 2012. 

IN THE ARMY 
PN1785 ARMY nomination of Karen A. 

Baldi, which was received by the Senate and 
appeared in the Congressional Record of 
June 25, 2012. 

PN1786 ARMY nomination of Christopher 
W. Soika, which was received by the Senate 
and appeared in the Congressional Record of 
June 25, 2012. 

PN1787 ARMY nomination of Luis A. 
Riveraberrios, which was received by the 
Senate and appeared in the Congressional 
Record of June 25, 2012. 

PN1788 ARMY nomination of Kimon A. 
Nicolaides, which was received by the Senate 
and appeared in the Congressional Record of 
June 25, 2012. 

PN1789 ARMY nominations (2) beginning 
PENNY P. KALUA, and ending JOSEPH A. 
TRINIDAD, which nominations were re-
ceived by the Senate and appeared in the 
Congressional Record of June 25, 2012. 

PN1822 ARMY nominations (333) beginning 
CHAD S. ABBEY, and ending JARED K. 
ZOTZ, which nominations were received by 
the Senate and appeared in the Congres-
sional Record of July 17, 2012. 

PN1823 ARMY nominations (58) beginning 
JEFFREY E. AYCOCK, and ending ERIC W. 
YOUNG, which nominations were received by 
the Senate and appeared in the Congres-
sional Record of July 17, 2012. 

PN1824 ARMY nominations (8) beginning 
BRENT A. BECKLEY, and ending STEPHEN 
J. WARD, which nominations were received 
by the Senate and appeared in the Congres-
sional Record of July 17, 2012. 

PN1825 ARMY nomination of Brian J. 
Eastridge, which was received by the Senate 
and appeared in the Congressional Record of 
July 17, 2012. 

IN THE NAVY 
PN1809 NAVY nominations (106) beginning 

JOEL A. AHLGRIM, and ending MARK L. 
WOODBRIDGE, which nominations were re-
ceived by the Senate and appeared in the 
Congressional Record of July 11, 2012. 

PN1810 NAVY nominations (15) beginning 
JOHN E. BISSELL, and ending STEPHEN S. 
YUNE, which nominations were received by 
the Senate and appeared in the Congres-
sional Record of July 11, 2012. 

PN1811 NAVY nominations (37) beginning 
ROBERT L. ANDERSON, II, and ending 
CAROL B. ZWIEBACH, which nominations 
were received by the Senate and appeared in 
the Congressional Record of July 11, 2012. 

PN1812 NAVY nominations (15) beginning 
MARC S. BREWEN, and ending DUSTIN E. 
WALLACE, which nominations were received 
by the Senate and appeared in the Congres-
sional Record of July 11, 2012. 

PN1813 NAVY nominations (87) beginning 
LUCELINA B. BADURA, and ending WIL-
LIAM A. YOUNG, which nominations were 
received by the Senate and appeared in the 
Congressional Record of July 11, 2012. 

PN1814 NAVY nominations (20) beginning 
JASON W. ADAMS, and ending SHAWN M. 
TRIGGS, which nominations were received 
by the Senate and appeared in the Congres-
sional Record of July 11, 2012. 

PN1815 NAVY nominations (20) beginning 
DAVID L. CLINE, and ending DAVID S. 
YANG, which nominations were received by 
the Senate and appeared in the Congres-
sional Record of July 11, 2012. 

PN1816 NAVY nominations (25) beginning 
EMILY Z. ALLEN, and ending JONATHAN 
P. WITHAM, which nominations were re-
ceived by the Senate and appeared in the 
Congressional Record of July 11, 2012. 

f 

LEGISLATIVE SESSION 

The PRESIDING OFFICER. Under 
the previous order, the Senate resumes 
legislative session. 

f 

HAQQANI NETWORK TERRORIST 
DESIGNATION ACT OF 2012 

Mr. SCHUMER. Mr. President, I ask 
the Chair to lay before the Senate a 
message from the House with respect 
to S. 1959. 

The Presiding officer laid before the 
Senate the following message from the 
House of Representatives: 

Resolved, That the bill from the Senate (S. 
1959) entitled ‘‘An Act to require a report on 
the designation of the Haqqani Network as a 
foreign terrorist organization and for other 
purposes,’’ do pass with the following amend-
ment: 

Strike out all after the enacting clause and 
insert: 
SECTION 1. SHORT TITLE. 

This Act may be cited as the ‘‘Haqqani Net-
work Terrorist Designation Act of 2012’’. 
SEC. 2. REPORT ON DESIGNATION OF THE 

HAQQANI NETWORK AS A FOREIGN 
TERRORIST ORGANIZATION. 

(a) FINDINGS.—Congress makes the following 
findings: 

(1) A report of the Congressional Research 
Service on relations between the United States 
and Pakistan states that ‘‘[t]he terrorist net-
work led by Jalaluddin Haqqani and his son 
Sirajuddin, based in the FATA, is commonly 
identified as the most dangerous of Afghan in-
surgent groups battling U.S.-led forces in east-
ern Afghanistan’’. 

(2) The report further states that, in mid-2011, 
the Haqqanis undertook several high-visibility 
attacks in Afghanistan. First, a late June as-
sault on the Intercontinental Hotel in Kabul by 
8 Haqqani gunmen and suicide bombers left 18 
people dead. Then, on September 10, a truck 
bomb attack on a United States military base by 
Haqqani fighters in the Wardak province in-
jured 77 United States troops and killed 5 Af-
ghans. A September 13 attack on the United 
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States Embassy compound in Kabul involved an 
assault that sparked a 20-hour-long gun battle 
and left 16 Afghans dead, 5 police officers and 
at least 6 children among them. 

(3) The report further states that ‘‘U.S. and 
Afghan officials concluded the Embassy 
attackers were members of the Haqqani net-
work’’. 

(4) In September 22, 2011, testimony before the 
Committee on Armed Services of the Senate, 
Chairman of the Joint Chiefs of Staff Admiral 
Mullen stated that ‘‘[t]he Haqqani network, for 
one, acts as a veritable arm of Pakistan’s Inter- 
Services Intelligence agency. With ISI support, 
Haqqani operatives plan and conducted that 
[September 13] truck bomb attack, as well as the 
assault on our embassy. We also have credible 
evidence they were behind the June 28th attack 
on the Intercontinental Hotel in Kabul and a 
host of other smaller but effective operations’’. 

(5) In October 27, 2011, testimony before the 
Committee on Foreign Affairs of the House of 
Representatives, Secretary of State Hillary Clin-
ton stated that ‘‘we are taking action to target 
the Haqqani leadership on both sides of the bor-
der. We’re increasing international efforts to 
squeeze them operationally and financially. We 
are already working with the Pakistanis to tar-
get those who are behind a lot of the attacks 
against Afghans and Americans. And I made it 
very clear to the Pakistanis that the attack on 
our embassy was an outrage and the attack on 
our forward operating base that injured 77 of 
our soldiers was a similar outrage.’’. 

(6) At the same hearing, Secretary of State 
Clinton further stated that ‘‘I think everyone 
agrees that the Haqqani Network has safe ha-
vens inside Pakistan; that those safe havens 
give them a place to plan and direct operations 
that kill Afghans and Americans.’’. 

(7) On November 1, 2011, the United States 
Government added Haji Mali Kahn to a list of 
specially designated global terrorists under Ex-
ecutive Order 13224. The Department of State 
described Khan as ‘‘a Haqqani Network com-
mander’’ who has ‘‘overseen hundreds of fight-
ers, and has instructed his subordinates to con-
duct terrorist acts.’’ The designation continued, 
‘‘Mali Khan has provided support and logistics 
to the Haqqani Network, and has been involved 
in the planning and execution of attacks in Af-
ghanistan against civilians, coalition forces, 
and Afghan police’’. According to Jason 
Blazakis, the chief of the Terrorist Designations 
Unit of the Department of State, Khan also has 
links to al-Qaeda. 

(8) Five other top Haqqani Network leaders 
have been placed on the list of specially des-
ignated global terrorists under Executive Order 
13224 since 2008, and three of them have been so 
placed in the last year. Sirajuddin Haqqani, the 
overall leader of the Haqqani Network as well as 
the leader of the Taliban’s Mira shah Regional 
Military Shura, was designated by the Secretary 
of State as a terrorist in March 2008, and in 
March 2009, the Secretary of State put out a 
bounty of $5,000,000 for information leading to 
his capture. The other four individuals so des-
ignated are Nasiruddin Haqqani, Khalil al 
Rahman Haqqani, Badruddin Haqqani, and 
Mullah Sangeen Zadran. 

(b) SENSE OF CONGRESS.—It is the sense of 
Congress that— 

(1) the Haqqani Network meets the criteria for 
designation as a foreign terrorist organization 
as set forth in section 219 of the Immigration 
and Nationality Act (8 U.S.C. 1189); and 

(2) the Secretary of State should so designate 
the Haqqani Network as a foreign terrorist orga-
nization under such section 219. 

(c) REPORT.— 
(1) REPORT REQUIRED.—Not later than 30 days 

after the date of the enactment of this Act, the 
Secretary of State shall submit to the appro-
priate committees of Congress— 

(A) a detailed report on whether the Haqqani 
Network meets the criteria for designation as a 
foreign terrorist organization as set forth in sec-

tion 219 of the Immigration and Nationality Act 
(8 U.S.C. 1189); and 

(B) if the Secretary determines that the 
Haqqani Network does not meet the criteria set 
forth under such section 219, a detailed jus-
tification as to which criteria have not been 
met. 

(2) FORM.—The report required by paragraph 
(1) shall be submitted in unclassified form, but 
may include a classified annex. 

(3) APPROPRIATE COMMITTEES OF CONGRESS 
DEFINED.—In this subsection, the term ‘‘appro-
priate committees of Congress’’ means— 

(A) the Committee on Armed Services, the 
Committee on Foreign Relations, the Committee 
on the Judiciary, and the Select Committee on 
Intelligence of the Senate; and 

(B) the Committee on Armed Services, the 
Committee on Foreign Affairs, the Committee on 
the Judiciary, and the Permanent Select Com-
mittee on Intelligence of the House of Represent-
atives. 

(d) CONSTRUCTION.—Nothing in this Act may 
be construed to infringe upon the sovereignty of 
Pakistan to combat militant or terrorist groups 
operating inside the boundaries of Pakistan. 

Mr. SCHUMER. I make a motion to 
concur in the House amendment, and I 
know of no further debate on this 
measure. 

The PRESIDING OFFICER. The 
question is on agreeing to the motion. 

The motion was agreed to. 
Mr. SCHUMER. I ask unanimous con-

sent that the motion to reconsider be 
laid upon the table and that any state-
ments relating to the bill be printed at 
this point in the RECORD. 

The PRESIDING OFFICER. Without 
objection, it is so ordered. 

f 

LIONS CLUBS INTERNATIONAL 
CENTURY OF SERVICE COM-
MEMORATIVE COIN ACT 

Mr. SCHUMER. I ask unanimous con-
sent that the Committee on Banking, 
Housing, and Urban Affairs be dis-
charged from further consideration of 
S. 1299 and that the Senate proceed to 
its immediate consideration. 

The PRESIDING OFFICER. Without 
objection, it is so ordered. The clerk 
will report the bill by title. 

The bill clerk read as follows: 
A bill (S. 1299) to require the Secretary of 

the Treasury to mint coins in commemora-
tion of the centennial of the establishment 
of Lions Clubs International. 

There being no objection, the Senate 
proceeded to consider the bill. 

Mr. SCHUMER. I ask unanimous con-
sent that the bill be read a third time 
and passed, the motion to reconsider be 
laid upon the table, and that any state-
ments relating to the bill be printed in 
the RECORD. 

The PRESIDING OFFICER. Without 
objection, it is so ordered. 

The bill (S. 1299) was ordered to be 
engrossed for a third reading, was read 
the third time, and passed, as follows: 

S. 1299 
Be it enacted by the Senate and House of Rep-

resentatives of the United States of America in 
Congress assembled, 
SECTION 1. SHORT TITLE. 

This Act may be cited as the ‘‘Lions Clubs 
International Century of Service Commemo-
rative Coin Act’’. 
SEC. 2. FINDINGS. 

The Congress finds as follows: 

(1) Lions Clubs International is the world’s 
largest service club organization founded in 
1917 by Chicago business leader Melvin 
Jones. Lions Clubs International empowers 
volunteers to serve their communities, meet 
humanitarian needs, encourage peace and 
promote international understanding 
through Lions clubs. 

(2) Today, Lions Clubs International has 
over 1.35 million members in more than 
45,000 clubs globally, extending its mission of 
service throughout the world every day. 

(3) In 1945, Lions Clubs International be-
came one of the first nongovernmental orga-
nizations invited to assist in drafting the 
United Nations Charter and has enjoyed a 
special relationship with the United Nations 
ever since. 

(4) In 1968, Lions Clubs International Foun-
dation was established to assist with global 
and large-scale local humanitarian projects 
and has since then awarded more than $700 
million to fund five unique areas of service: 
preserving sight, combating disability, pro-
moting health, serving youth and providing 
disaster relief. 

(5) In 1990, the Lions Clubs International 
Foundation launched the SightFirst program 
to build comprehensive eye care systems to 
fight the major causes of blindness and care 
for the blind or visually impaired. Thanks to 
the generosity of Lions worldwide, over $415 
million has been raised, resulting in the pre-
vention of serious vision loss in 30 million 
people and improved eye care for hundreds of 
millions of people. 

(6) On June 7, 2017, Lions Clubs Inter-
national will celebrate 100 years of commu-
nity service to men, women, and children in 
need throughout the world. 
SEC. 3. COIN SPECIFICATIONS. 

(a) $1 SILVER COINS.—The Secretary of the 
Treasury (hereafter in this Act referred to as 
the ‘‘Secretary’’) shall mint and issue not 
more than 400,000 $1 coins in commemoration 
of the centennial of the founding of the 
Lions Clubs International, each of which 
shall— 

(1) weigh 26.73 grams; 
(2) have a diameter of 1.500 inches; and 
(3) contain 90 percent silver and 10 percent 

copper. 
(b) LEGAL TENDER.—The coins minted 

under this Act shall be legal tender, as pro-
vided in section 5103 of title 31, United States 
Code. 

(c) NUMISMATIC ITEMS.—For purposes of 
sections 5134 and 5136 of title 31, United 
States Code, all coins minted under this Act 
shall be considered to be numismatic items. 
SEC. 4. DESIGN OF COINS. 

(a) DESIGN REQUIREMENTS.— 
(1) IN GENERAL.—The design of the coins 

minted under this Act shall be emblematic 
of the centennial of the Lions Clubs Inter-
national. 

(2) DESIGNATION AND INSCRIPTIONS.—On 
each coin minted under this Act, there shall 
be— 

(A) a designation of the value of the coin; 
(B) an inscription of the year ‘‘2017’’; and 
(C) inscriptions of the words ‘‘Liberty’’, 

‘‘In God We Trust’’, ‘‘United States of Amer-
ica’’, and ‘‘E Pluribus Unum’’. 

(b) SELECTION.—The design for the coins 
minted under this Act shall be— 

(1) chosen by the Secretary after consulta-
tion with Lions Clubs International Special 
Centennial Planning Committee and the 
Commission of Fine Arts; and 

(2) reviewed by the Citizens Coinage Advi-
sory Committee. 
SEC. 5. ISSUANCE OF COINS. 

(a) QUALITY OF COINS.—Coins minted under 
this Act shall be issued in uncirculated and 
proof qualities. 

(b) MINT FACILITY.—Only one facility of 
the United States Mint may be used to 
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strike any particular quality of the coins 
minted under this Act. 

(c) PERIOD FOR ISSUANCE.—The Secretary 
may issue coins under this Act only during 
the calendar year beginning on January 1, 
2017. 
SEC. 6. SALE OF COINS. 

(a) SALE PRICE.—The coins issued under 
this Act shall be sold by the Secretary at a 
price equal to the sum of— 

(1) the face value of the coins; 
(2) the surcharge provided in section 7 with 

respect to such coins; and 
(3) the cost of designing and issuing the 

coins (including labor, materials, dies, use of 
machinery, overhead expenses, marketing, 
and shipping). 

(b) BULK SALES.—The Secretary shall 
make bulk sales of the coins issued under 
this Act at a reasonable discount. 

(c) PREPAID ORDERS.— 
(1) IN GENERAL.—The Secretary shall ac-

cept prepaid orders for the coins minted 
under this Act before the issuance of such 
coins. 

(2) DISCOUNT.—Sale prices with respect to 
prepaid orders under paragraph (1) shall be 
at a reasonable discount. 
SEC. 7. SURCHARGES. 

(a) IN GENERAL.—All sales of coins issued 
under this Act shall include a surcharge of 
$10 per coin. 

(b) DISTRIBUTION.—Subject to section 
5134(f) of title 31, United States Code, all sur-
charges received by the Secretary from the 
sale of coins issued under this Act shall be 
promptly paid by the Secretary to the Lions 
Clubs International Foundation for the pur-
poses of— 

(1) furthering its programs for the blind 
and visually impaired in the United States 
and abroad; 

(2) investing in adaptive technologies for 
the disabled; and 

(3) investing in youth and those affected by 
a major disaster. 

(c) AUDITS.—The Comptroller General of 
the United States shall have the right to ex-
amine such books, records, documents, and 
other data of the Lions Clubs International 
Foundation as may be related to the expend-
itures of amounts paid under subsection (b). 

(d) LIMITATION.—Notwithstanding sub-
section (a), no surcharge may be included 
with respect to the issuance under this Act 
of any coin during a calendar year if, as of 
the time of such issuance, the issuance of 
such coin would result in the number of com-
memorative coin programs issued during 
such year to exceed the annual 2 commemo-
rative coin program issuance limitation 
under section 5112(m)(1) of title 31, United 
States Code. The Secretary may issue guid-
ance to carry out this subsection. 

f 

PROSTATE CANCER AWARENESS 
IN AFRICAN-AMERICAN MEN 

NATIONAL REGISTERED 
APPRENTICESHIP MONTH 

TEAM USA AND THE 2012 OLYMPIC 
AND PARALYMPIC GAMES 

Mr. SCHUMER. Mr. President, I ask 
unanimous consent that the Senate 
proceed to the immediate consider-
ation en bloc of the following resolu-
tions which were submitted earlier 
today: S. Res. 529, S. Res. 530, and S. 
Res. 531. 

There being no objection, the Senate 
proceeded to consider the resolutions 
en bloc. 

Mr. SCHUMER. I ask unanimous con-
sent that the resolutions be agreed to, 
the preambles be agreed to, the mo-
tions to reconsider be laid upon the 
table en bloc with no intervening ac-
tion or debate, and that any state-
ments related to the resolutions be 
printed in the RECORD. 

The PRESIDING OFFICER. Without 
objection, it is so ordered. 

The resolutions were agreed to. 
The preambles were agreed to. 
The resolutions, with their pre-

ambles, read as follows: 
S. RES. 529 

Whereas the incidence of prostate cancer 
in African-American men is more than one 
and a half times higher than in any other ra-
cial or ethnic group in the United States; 

Whereas African-American men have the 
highest mortality rate of any ethnic and ra-
cial group in the United States, dying at a 
rate that is approximately two and a half 
times higher than other ethnic and racial 
groups; 

Whereas that rate of mortality represents 
the largest disparity of mortality rates in 
any of the major cancers; 

Whereas prostate cancer can be cured with 
early detection and the proper treatment, re-
gardless of the ethnic or racial group of the 
cancer patient; 

Whereas African Americans are more like-
ly to be diagnosed at an earlier age and at a 
later stage of cancer progression than all 
other ethnic and racial groups, leading to 
lower cure rates and lower chances of sur-
vival; 

Whereas, for patients diagnosed early, 
studies show a 5-year survival rate of nearly 
100 percent, but the survival rate drops sig-
nificantly to 28 percent for patients diag-
nosed in late stages; and 

Whereas recent genomics research has in-
creased the ability to identify men at high 
risk for aggressive prostate cancer: Now, 
therefore, be it 

Resolved, That the Senate— 
(1) recognizes that prostate cancer has cre-

ated a health crisis for African-American 
men; 

(2) recognizes the importance of health 
coverage and access to care, as well as pro-
moting informed decisionmaking between 
men and their doctors, taking into consider-
ation the known risks and potential benefits 
of screening and treatment options for pros-
tate cancer; 

(3) urges Federal agencies to support— 
(A) research to address and attempt to end 

the health crisis created by prostate cancer; 
(B) efforts relating to education, aware-

ness, and early detection at the grassroots 
level to end that health crisis; and 

(C) the Office of Minority Health of the De-
partment of Health and Human Services in 
focusing on improving health and healthcare 
outcomes for African Americans at an ele-
vated risk of prostate cancer; and 

(4) urges investment by Federal agencies in 
research focusing on the improvement of 
early detection and treatment of prostate 
cancer, such as the use of— 

(A) biomarkers to accurately distinguish 
indolent forms of prostate cancer from lethal 
forms; and 

(B) advanced imaging tools to ensure the 
best level of individualized patient care. 

S. RES. 530 

Whereas 2012 marks the 75th anniversary of 
the enactment of the Act of August 16, 1937 
(29 U.S.C. 50 et seq.) (commonly known as 
the ‘‘National Apprenticeship Act’’), which 
established the national registered appren-
ticeship system; 

Whereas the State of Wisconsin created the 
first State registered apprenticeship system 
in 1911; 

Whereas the Act of August 16, 1937 (29 
U.S.C. 50 et seq.) (commonly known as the 
‘‘National Apprenticeship Act’’) established 
a comprehensive system of partnerships 
among employers, labor organizations, edu-
cational institutions, and Federal and State 
governments, which has shaped skill train-
ing for succeeding generations of United 
States workers; 

Whereas for 75 years, the national reg-
istered apprenticeship system has provided 
state of the art training using an model 
known as ‘‘earn while you learn’’ that offers 
a pathway to the middle class and a sustain-
able career for millions of workers in the 
United States; 

Whereas the national registered appren-
ticeship system has grown to include ap-
proximately 24,000 programs across the 
United States, providing education and 
training for apprentices in emerging and 
high-growth sectors, such as information 
technology and health care, as well as in tra-
ditional industries; 

Whereas the national registered appren-
ticeship system leverages approximately 
$1,000,000,000 in private investment, reflect-
ing the strong commitment of the sponsors 
of the system, which include industry asso-
ciations, individual employers, and labor- 
management partnerships; 

Whereas the national registered appren-
ticeship system is an important post-sec-
ondary pathway for United States workers, 
offering a combination of academic and tech-
nical instruction with paid, on-the-job train-
ing, resulting in a nationally and industry- 
recognized occupational credential that en-
sures higher earnings for apprentices and a 
highly skilled workforce for United States 
businesses; 

Whereas the national registered appren-
ticeship system has continually modernized 
and developed innovative training ap-
proaches to meet the workforce needs of in-
dustry and address the evolving challenges of 
staying competitive in the global economy; 

Whereas the national registered appren-
ticeship system of the 21st century, as envi-
sioned by the Advisory Committee on Ap-
prenticeship of the Secretary of Labor and 
administered as a partnership between the 
Federal Government and State apprentice-
ship programs, is positioned to produce the 
highly skilled workers the United States 
economy needs now and in the future; and 

Whereas the celebration of National Reg-
istered Apprenticeship Month— 

(1) honors the industries that use the reg-
istered apprenticeship model; 

(2) encourages other industries that could 
benefit from the registered apprenticeship 
model to train United States workers using 
the model; and 

(3) recognizes the role the national reg-
istered apprenticeship system has played in 
preparing United States workers for jobs 
with family-sustaining wages: Now, there-
fore, be it 

Resolved, That the Senate— 
(1) designates August 2012, as ‘‘National 

Registered Apprenticeship Month’’; 
(2) celebrates the 101st anniversary of the 

enactment of the first State registered ap-
prenticeship law; and 

(3) celebrates the 75th anniversary of the 
enactment of the Act of August 16, 1937 (29 
U.S.C. 50 et seq.) (commonly known as the 
‘‘National Apprenticeship Act’’). 

S. RES. 531 

Whereas, for over 100 years, the Olympic 
Movement has built a more peaceful and bet-
ter world by educating young people through 
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CONGRESSIONAL RECORD — SENATE S5627 July 26, 2012 
amateur athletics, bringing together ath-
letes from many countries in friendly com-
petition, and forging new relationships 
bound by friendship, solidarity, and fair 
play; 

Whereas the 2012 Olympic Games will take 
place in London, England from July 27, 2012 
to August 12, 2012, and the 2012 Paralympic 
Games will take place from August 29, 2012 
to September 9, 2012; 

Whereas, at the 2012 Olympic Games, over 
200 nations will compete in over 300 events, 
and Team USA will compete in 246 events; 

Whereas, at the 2012 Olympic Games, over 
200 nations will compete in 39 disciplines, 
and Team USA will compete in 38 of those 
disciplines; 

Whereas 529 Olympians and over 245 
Paralympians will compete on behalf of 
Team USA in London, England; 

Whereas Team USA has won 934 gold med-
als, 730 silver medals, and 643 bronze medals, 
totaling 2,307 medals over the past 25 Olym-
pic Games; 

Whereas the people of the United States 
stand united in respect and admiration for 
the members of the United States Olympic 
and Paralympic teams, and the athletic ac-
complishments, sportsmanship, and dedica-
tion to excellence of the teams; 

Whereas the many accomplishments of the 
United States Olympic and Paralympic 
teams would not have been possible without 
the hard work and dedication of many oth-
ers, including the United States Olympic 
Committee and the many administrators, 
coaches, and family members who provided 
critical support to the athletes; 

Whereas the Nation takes great pride in 
the qualities of commitment to excellence, 
grace under pressure, and good will toward 
other competitors exhibited by the athletes 
of Team USA; and 

Whereas the Olympic Movement celebrates 
competition, fair play, and the pursuit of 
dreams: Now, therefore, be it 

Resolved, That the Senate— 
(1) applauds all of the athletes and coaches 

of Team USA and their families who support 
them; 

(2) supports the athletes of Team USA in 
their endeavors at the 2012 Olympic and 
Paralympic Games held in London, England; 

(3) thanks all of the members of the United 
States Olympics Committee for their unwav-
ering support of the athletes of Team USA; 
and 

(4) supports the goals and ideals of the 
Olympic Games. 

f 

XIX INTERNATIONAL AIDS 
CONFERENCE 

Mr. SCHUMER. Mr. President, I ask 
unanimous consent that the Senate 
proceed to the immediate consider-
ation of S. Res. 532, submitted earlier 
today by Senator NELSON of Florida. 

The PRESIDING OFFICER. The 
clerk will report the resolution by 
title. 

The bill clerk read as follows: 
A resolution (S. Res. 532) expressing sup-

port for the XIX International HIV/AIDS 
Conference and the sense of the Senate that 
continued commitment by the United States 
to research, prevention, and treatment pro-
grams is crucial to protecting global health. 

There being no objection, the Senate 
proceeded to consider the resolution. 

Mr. SCHUMER. I further ask unani-
mous consent that the Senate now pro-
ceed to a voice vote on the adoption of 
the resolution. 

THE PRESIDING OFFICER. Without 
objection, it is so ordered. 

The question is on agreeing to the 
resolution. 

The resolution (S. Res. 532) was 
agreed to. 

Mr. SCHUMER. Mr. President, I fur-
ther ask unanimous consent that the 
preamble be agreed to, the motions to 
reconsider be made and laid upon the 
table, with no intervening action or de-
bate, and that any statements relating 
to this matter be printed in the 
RECORD. 

The PRESIDING OFFICER. Without 
objection, it is so ordered. 

The preamble was agreed to. 
The resolution (S. 532), with its pre-

amble, reads as follows: 
Whereas, according to UNAIDS, the Joint 

United Nations Programme on HIV/AIDS, 
there are approximately 33,400,000 people liv-
ing with HIV worldwide, and nearly 30,000,000 
people have died of AIDS since the first cases 
were reported in 1981; 

Whereas, in the United States, more than 
1,000,000 people are living with HIV and ap-
proximately 50,000 people become newly in-
fected with the virus each year; 

Whereas, according to the Centers for Dis-
ease Control and Prevention, 1 in 5 individ-
uals living with HIV is unaware of the infec-
tion, underscoring the need for greater edu-
cation about HIV/AIDS and access to testing; 

Whereas societal stigma remains a signifi-
cant challenge to addressing HIV/AIDS; 

Whereas the United States is heavily en-
gaged in both international and domestic ef-
forts to address the HIV/AIDS pandemic, in-
cluding— 

(1) the United States President’s Emer-
gency Plan for AIDS Relief (commonly 
known as ‘‘PEPFAR’’); 

(2) the Global Fund to Fight AIDS, Tuber-
culosis, and Malaria; 

(3) title XXIV of the Public Health Service 
Act (42 U.S.C. 300dd et seq.) (originally en-
acted as part of the Ryan White Comprehen-
sive AIDS Resources Emergency Act of 1990 
(Public Law 101-381; 104 Stat. 576)); 

(4) State AIDS Drug Assistance Programs; 
(5) the Housing Opportunities for Persons 

with AIDS program of the Department of 
Housing and Urban Development; and 

(6) AIDS research at the National Insti-
tutes of Health and other agencies; 

Whereas, since 1985, the now biennial Inter-
national AIDS Conference has brought to-
gether leading scientists, public health ex-
perts, policymakers, community leaders, and 
individuals living with HIV/AIDS from 
around the world to enhance the global re-
sponse to HIV/AIDS, evaluate recent sci-
entific developments, share knowledge, and 
facilitate a collective strategy to combat the 
HIV/AIDS pandemic; 

Whereas, in 2008, Congress passed and the 
President signed into law the Tom Lantos 
and Henry J. Hyde United States Global 
Leadership Against HIV/AIDS, Tuberculosis, 
and Malaria Reauthorization Act of 2008 
(Public Law 110-293; 122 Stat. 2918); 

Whereas taxpayers in the United States 
have paid more than $45,000,000,000 through 
PEPFAR and the Global Fund to Fight 
AIDS, Tuberculosis, and Malaria, which have 
enjoyed broad bipartisan support in Con-
gress; 

Whereas, 25 years after the III Inter-
national AIDS Conference was held in Wash-
ington, D.C., the XIX International AIDS 
Conference (referred to in this preamble as 
‘‘AIDS 2012’’) will take place from July 22, 
2012, through July 27, 2012, at the Walter E. 
Washington Convention Center, in Wash-
ington, D.C.; 

Whereas AIDS 2012, organized by the Inter-
national AIDS Society, is expected to con-

vene more than 20,000 delegates, including 
2,000 journalists, from nearly 200 countries; 

Whereas the theme of AIDS 2012, ‘‘Turning 
the Tide Together’’, embodies the promise 
and urgency of utilizing recent scientific ad-
vances in HIV/AIDS treatment and bio-
medical prevention, continuing research for 
an HIV vaccine and cure, and increasing ef-
fective, evidence-based interventions in key 
settings to change the course of the HIV/ 
AIDS crisis; 

Whereas AIDS 2012 seeks to engage govern-
ments, nongovernmental organizations, pol-
icymakers, the scientific community, the 
private sector, civil society, faith-based or-
ganizations, the media, and people living 
with HIV/AIDS to more effectively address 
regional, national, and local responses to 
HIV/AIDS around the world and overcome 
barriers that limit access to preventative 
care, treatment, and other services; and 

Whereas AIDS 2012 is a tremendous oppor-
tunity to strengthen the role of the United 
States in global HIV/AIDS initiatives within 
the context of significant global economic 
challenges, reenergize the response to the do-
mestic epidemic, and focus particular atten-
tion on the devastating impact of HIV/AIDS 
that continues in the United States: Now, 
therefore, be it 

Resolved, That the Senate— 
(1) supports the XIX International AIDS 

Conference and the goal of renewing aware-
ness of, and commitment to, addressing the 
HIV/AIDS crisis in the United States and 
abroad; 

(2) recognizes that continued HIV/AIDS re-
search, prevention, and treatment programs 
are crucial to improving global health; 

(3) understands that the key to overcoming 
HIV/AIDS includes efforts to formulate 
sound public health policy, protect human 
rights, address the needs of women and girls, 
direct effective programming toward the 
populations at the highest risk of infection, 
ensure accountability, and combat stigma, 
poverty, and other social challenges related 
to HIV/AIDS; 

(4) seeks to work with all stakeholders— 
(A) to prevent the transmission of HIV; 
(B) to increase access to testing, treat-

ment, and care; 
(C) to improve health outcomes for all peo-

ple living with HIV/AIDS; and 
(D) to foster greater scientific and pro-

grammatic collaborations around the world 
to translate scientific advances and apply 
best practices to international efforts to end 
HIV/AIDS; 

(5) commits to supporting a stronger global 
response to HIV/AIDS, protecting the rights 
of people living with HIV/AIDS, and working 
to create an ‘‘AIDS-free generation’’; and 

(6) encourages the ongoing development in 
the public and private sectors of innovative 
therapies and advances in clinical treatment 
for HIV/AIDS, including— 

(A) new and improved biomedical and be-
havioral prevention strategies; 

(B) safer and more affordable, accessible, 
and effective treatment regimens for in-
fected individuals; and 

(C) research for an HIV vaccine and cure. 

f 

AUTHORIZING THE PRINTING OF 
THE 25TH EDITION OF THE POCK-
ET VERSION OF THE UNITED 
STATES CONSTITUTION 

Mr. SCHUMER. Mr. President, I ask 
unanimous consent that the Rules 
Committee be discharged from further 
consideration of H. Con. Res. 90 and the 
Senate proceed to its consideration. 

The PRESIDING OFFICER. Without 
objection, it is so ordered. 
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The clerk will report the concurrent 

resolution by title. 
The bill clerk read as follows: 
A concurrent resolution (H. Con. Res. 90) 

authorizing the printing of the 25th edition 
of the pocket version of the United States 
Constitution. 

There being no objection, the Senate 
proceeded to consider the concurrent 
resolution. 

Mr. SCHUMER. I ask unanimous con-
sent that the concurrent resolution be 
agreed to, the motion to reconsider be 
laid upon the table, with no inter-
vening action or debate, and any state-
ments related to the measure be print-
ed in the RECORD. 

The PRESIDING OFFICER. Without 
objection, it is so ordered. 

The concurrent resolution (H. Con. 
Res. 90) was agreed to. 

f 

AUTHORIZING THE USE OF THE 
ROTUNDA 

Mr. SCHUMER. Mr. President, I ask 
unanimous consent the Senate proceed 
to H. Con. Res. 133, which was received 
from the House and is at the desk. 

The PRESIDING OFFICER. Without 
objection, it is so ordered. 

The clerk will report the concurrent 
resolution by title. 

The bill clerk read as follows: 
A concurrent resolution (H. Con. Res. 133) 

authorizing the use of the rotunda of the 
United States Capitol for an event to present 
the Congressional Gold Medal to Arnold 
Palmer, in recognition of his service to the 
Nation in promoting excellence and good 
sportsmanship in golf. 

There being no objection, the Senate 
proceeded to consider the concurrent 
resolution. 

Mr. SCHUMER. I ask unanimous con-
sent that the concurrent resolution be 
agreed to, the motion to reconsider be 
laid upon the table with no intervening 
action or debate, and any statements 
related to the measure be printed in 
the RECORD. 

The PRESIDING OFFICER. Without 
objection, it is so ordered. 

The concurrent resolution (H. Con. 
Res. 133) was agreed to. 

f 

CONDEMNING THE ATROCITIES IN 
AURORA, COLORADO 

Mr. SCHUMER. Mr. President, I ask 
unanimous consent that the Senate 
proceed to the consideration of H. Con. 
Res. 134 just received from the House, 
and it is at the desk. 

The PRESIDING OFFICER. The 
clerk will report the concurrent resolu-
tion by title. 

The bill clerk read as follows: 
A concurrent resolution (H. Con. Res. 134) 

condemning, in the strongest possible terms, 
the heinous atrocities that occurred in Au-
rora, Colorado. 

There being no objection, the Senate 
proceeded to consideration of the con-
current resolution. 

Mr. SCHUMER. Mr. President, I ask 
unanimous consent that the concur-
rent resolution be agreed to, the pre-

amble be agreed to, the motion to re-
consider be laid upon the table with no 
intervening action or debate, and that 
any statements be printed in the 
RECORD. 

The PRESIDING OFFICER. Without 
objection, it is so ordered. 

The concurrent resolution (H. Con. 
Res. 134) was agreed to. 

The preamble was agreed to. 
f 

MEASURE READ THE FIRST 
TIME—H.R. 6082 

Mr. SCHUMER. Mr. President, I un-
derstand there is a bill at the desk, and 
I ask for its first reading. 

The PRESIDING OFFICER. The 
clerk will report the bill by title. 

The bill clerk read as follows: 
A bill (H.R. 6082) to officially replace, with-

in the 60-day Congressional review period 
under the Outer Continental Shelf Lands 
Act, President Obama’s Proposed Final 
Outer Continental Shelf Oil & Gas Leasing 
Program (2012–2017) with a congressional 
plan that will conduct additional oil and nat-
ural gas lease sales to promote offshore en-
ergy development, job creation, and in-
creased domestic energy production to en-
sure a more secure energy future in the 
United States, and for other purposes. 

Mr. SCHUMER. I ask for a second 
reading, and in order to place the bill 
on the calendar under the provisions of 
rule XIV, I object to my own request. 

The PRESIDING OFFICER. Objec-
tion is heard. The bill will be read for 
a second time on the next legislative 
day. 

f 

ORDERS FOR MONDAY, JULY 30, 
2012 

Mr. SCHUMER. Mr. President, I ask 
unanimous consent that when the Sen-
ate completes its business today, it ad-
journ until 2 p.m. on Monday, July 30; 
that following the prayer and pledge, 
the Journal of proceedings be approved 
to date, the morning hour be deemed 
expired, and the time for the two lead-
ers be reserved for their use later in 
the day; that the majority leader be 
recognized; and that at 4:30 p.m., the 
Senate proceed to executive session to 
consider the nomination of Robert 
Bacharach, of Oklahoma, to be U.S. 
circuit judge for the Tenth Circuit, 
with 1 hour of debate equally divided 
and controlled in the usual form prior 
to a cloture vote on the Bacharach 
nomination; further, that if cloture is 
not invoked on the Bacharach nomina-
tion, the Senate then resume legisla-
tive session and adopt the motion to 
proceed to S. 3414, the Cybersecurity 
Act; and finally, that if cloture is in-
voked on the Bacharach nomination, 
upon disposition of the nomination, the 
Senate resume legislative session and 
adopt the motion to proceed to S. 3414, 
the Cybersecurity Act. 

The PRESIDING OFFICER. Without 
objection, it is so ordered. 

f 

PROGRAM 
Mr. SCHUMER. Mr. President, the 

next rollcall vote will be a cloture vote 

at 5:30 p.m. on Monday on the 
Bacharach nomination. On Monday 
evening, we expect to begin consider-
ation of the cybersecurity bill. We will 
work on an agreement on amendments 
to the bill. 

f 

ADJOURNMENT UNTIL MONDAY, 
JULY 30, 2012, AT 2 P.M. 

Mr. SCHUMER. Mr. President, if 
there is no further business to come be-
fore the Senate, I ask unanimous con-
sent that it adjourn under the previous 
order. 

There being no objection, the Senate, 
at 7 p.m., adjourned until Monday, 
July 30, 2012, at 2 p.m. 

f 

CONFIRMATIONS 

Executive nominations confirmed by 
the Senate July 26, 2012: 

IN THE AIR FORCE 

THE FOLLOWING AIR NATIONAL GUARD OF THE UNITED 
STATES OFFICERS FOR APPOINTMENT IN THE RESERVE 
OF THE AIR FORCE TO THE GRADE INDICATED UNDER 
TITLE 10, U.S.C., SECTIONS 12203 AND 12212: 

To be brigadier general 

COLONEL EDWARD E. METZGAR 

THE FOLLOWING AIR NATIONAL GUARD OF THE UNITED 
STATES OFFICER FOR APPOINTMENT IN THE RESERVE 
OF THE AIR FORCE TO THE GRADE INDICATED UNDER 
TITLE 10, U.S.C., SECTIONS 12203 AND 12212: 

To be brigadier general 

COL. RUSS A. WALZ 

THE FOLLOWING NAMED OFFICER FOR APPOINTMENT 
IN THE UNITED STATES AIR FORCE TO THE GRADE INDI-
CATED UNDER TITLE 10, U.S.C., SECTION 624: 

To be major general 

BRIG. GEN. TIMOTHY M. RAY 

THE FOLLOWING NAMED OFFICER FOR APPOINTMENT 
IN THE UNITED STATES AIR FORCE TO THE GRADE INDI-
CATED WHILE ASSIGNED TO A POSITION OF IMPORTANCE 
AND RESPONSIBILITY UNDER TITLE 10, U.S.C., SECTION 
601: 

To be general 

LT. GEN. PAUL J. SELVA 

THE FOLLOWING NAMED OFFICER FOR APPOINTMENT 
AS THE VICE CHIEF OF THE NATIONAL GUARD BUREAU 
AND FOR APPOINTMENT TO THE GRADE INDICATED IN 
THE RESERVE OF THE AIR FORCE UNDER TITLE 10, U.S.C., 
SECTIONS 10505 AND 601: 

To be lieutenant general 

MAJ. GEN. JOSEPH L. LENGYEL 

THE FOLLOWING NAMED OFFICER FOR APPOINTMENT 
IN THE UNITED STATES AIR FORCE TO THE GRADE INDI-
CATED UNDER TITLE 10, U.S.C., SECTION 624: 

To be major general 

BRIG. GEN. HOWARD D. STENDAHL 

IN THE ARMY 

THE FOLLOWING NAMED OFFICER FOR APPOINTMENT 
IN THE RESERVE OF THE ARMY TO THE GRADE INDI-
CATED UNDER TITLE 10, U.S.C., SECTION 12203: 

To be major general 

BRIG. GEN. LAWRENCE W. BROCK 

THE FOLLOWING ARMY NATIONAL GUARD OF THE 
UNITED STATES OFFICER FOR APPOINTMENT IN THE RE-
SERVE OF THE ARMY TO THE GRADE INDICATED UNDER 
TITLE 10, U.S.C., SECTIONS 12203 AND 12211: 

To be major general 

BRIG. GEN. REYNOLD N. HOOVER 

THE FOLLOWING NAMED OFFICER FOR APPOINTMENT 
IN THE UNITED STATES ARMY TO THE GRADE INDICATED 
WHILE ASSIGNED TO A POSITION OF IMPORTANCE AND 
RESPONSIBILITY UNDER TITLE 10, U.S.C., SECTION 601: 

To be lieutenant general 

MAJ. GEN. JAMES O. BARCLAY III 

THE FOLLOWING NAMED OFFICER FOR APPOINTMENT 
IN THE UNITED STATES ARMY TO THE GRADE INDICATED 
WHILE ASSIGNED TO A POSITION OF IMPORTANCE AND 
RESPONSIBILITY UNDER TITLE 10, U.S.C., SECTION 601: 

To be lieutenant general 

LT. GEN. DONALD M. CAMPBELL, JR. 

THE FOLLOWING NAMED OFFICER FOR APPOINTMENT 
AS THE CHIEF OF THE NATIONAL GUARD BUREAU AND 
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CONGRESSIONAL RECORD — SENATE S5629 July 26, 2012 
FOR APPOINTMENT TO THE GRADE INDICATED IN THE 
RESERVE OF THE ARMY UNDER TITLE 10, U.S.C., SEC-
TIONS 10502 AND 601: 

To be general 

LT. GEN. FRANK J. GRASS 

THE FOLLOWING NAMED OFFICER FOR APPOINTMENT 
IN THE UNITED STATES ARMY TO THE GRADE INDICATED 
WHILE ASSIGNED TO A POSITION OF IMPORTANCE AND 
RESPONSIBILITY UNDER TITLE 10, U.S.C., SECTION 601: 

To be lieutenant general 

MAJ. GEN. DAVID R. HOGG 

THE FOLLOWING ARMY NATIONAL GUARD OF THE 
UNITED STATES OFFICER FOR APPOINTMENT IN THE RE-
SERVE OF THE ARMY TO THE GRADE INDICATED UNDER 
TITLE 10, U.S.C., SECTIONS 12203 AND 12211: 

To be major general 

BRIG. GEN. JOYCE L. STEVENS 

IN THE NAVY 

THE FOLLOWING NAMED OFFICER FOR APPOINTMENT 
IN THE UNITED STATES NAVY TO THE GRADE INDICATED 
WHILE ASSIGNED TO A POSITION OF IMPORTANCE AND 
RESPONSIBILITY UNDER TITLE 10, U.S.C., SECTION 601: 

To be vice admiral 

VICE ADM. ALLEN G. MYERS 

THE FOLLOWING NAMED OFFICERS FOR APPOINTMENT 
IN THE UNITED STATES NAVY TO THE GRADE INDICATED 
UNDER TITLE 10, U.S.C., SECTION 624: 

To be rear admiral (lower half) 

CAPTAIN JOHN D. ALEXANDER 
CAPTAIN BRET C. BATCHELDER 
CAPTAIN RONALD A. BOXALL 
CAPTAIN ROBERT P. BURKE 
CAPTAIN DAVID J. HAHN 
CAPTAIN ALEXANDER L. KRONGARD 
CAPTAIN ANDREW L. LEWIS 
CAPTAIN BRUCE H. LINDSEY 
CAPTAIN DEE L. MEWBOURNE 
CAPTAIN JOHN P. NEAGLEY 
CAPTAIN PATRICK A. PIERCEY 
CAPTAIN MARKHAM K. RICH 
CAPTAIN CHARLES A. RICHARD 
CAPTAIN CYNTHIA M. THEBAUD 
CAPTAIN BRAD WILLIAMSON 
CAPTAIN RICKY L. WILLIAMSON 

THE FOLLOWING NAMED OFFICER FOR APPOINTMENT 
TO THE GRADE OF ADMIRAL IN THE UNITED STATES 
NAVY WHILE ASSIGNED TO A POSITION OF IMPORTANCE 
AND RESPONSIBILITY UNDER TITLE 10, U.S.C., SECTION 
601 AND TITLE 42, U.S.C., SECTION 7158: 

TO BE DIRECTOR, NAVAL NUCLEAR PROPULSION 
PROGRAM 

To be admiral 

VICE ADM. JOHN M. RICHARDSON 

THE FOLLOWING NAMED OFFICER FOR APPOINTMENT 
IN THE UNITED STATES NAVY TO THE GRADE INDICATED 
WHILE ASSIGNED TO A POSITION OF IMPORTANCE AND 
RESPONSIBILITY UNDER TITLE 10, U.S.C., SECTION 601: 

To be vice admiral 

REAR ADM. DAVID A. DUNAWAY 

IN THE MARINE CORPS 
THE FOLLOWING NAMED OFFICER FOR APPOINTMENT 

TO THE GRADE OF GENERAL IN THE UNITED STATES MA-
RINE CORPS WHILE ASSIGNED TO A POSITION OF IMPOR-
TANCE AND RESPONSIBILITY UNDER TITLE 10, U.S.C., 
SECTION 601: 

To be general 

LT. GEN. JOHN F. KELLY 

IN THE AIR FORCE 

AIR FORCE NOMINATIONS BEGINNING WITH JOLENE A. 
AINSWORTH AND ENDING WITH DAVID C. ZIMMERMAN, 
WHICH NOMINATIONS WERE RECEIVED BY THE SENATE 
AND APPEARED IN THE CONGRESSIONAL RECORD ON 
APRIL 23, 2012. 

AIR FORCE NOMINATIONS BEGINNING WITH UCHENNA 
L. UMEH AND ENDING WITH DANIEL X. CHOI, WHICH 
NOMINATIONS WERE RECEIVED BY THE SENATE AND AP-
PEARED IN THE CONGRESSIONAL RECORD ON JUNE 25, 
2012. 

AIR FORCE NOMINATIONS BEGINNING WITH CATHERINE 
M. FAHLING AND ENDING WITH LE T. ZIMMERMAN, 
WHICH NOMINATIONS WERE RECEIVED BY THE SENATE 
AND APPEARED IN THE CONGRESSIONAL RECORD ON 
JUNE 25, 2012. 

AIR FORCE NOMINATIONS BEGINNING WITH SEAN J. 
HISLOP AND ENDING WITH LUCAS P. NEFF, WHICH NOMI-
NATIONS WERE RECEIVED BY THE SENATE AND AP-
PEARED IN THE CONGRESSIONAL RECORD ON JULY 17, 
2012. 

IN THE ARMY 

ARMY NOMINATION OF KAREN A. BALDI, TO BE COLO-
NEL. 

ARMY NOMINATION OF CHRISTOPHER W. SOIKA, TO BE 
COLONEL. 

ARMY NOMINATION OF LUIS A. RIVERABERRIOS, TO BE 
COLONEL. 

ARMY NOMINATION OF KIMON A. NICOLAIDES, TO BE 
COLONEL. 

ARMY NOMINATIONS BEGINNING WITH PENNY P. 
KALUA AND ENDING WITH JOSEPH A. TRINIDAD, WHICH 
NOMINATIONS WERE RECEIVED BY THE SENATE AND AP-

PEARED IN THE CONGRESSIONAL RECORD ON JUNE 25, 
2012. 

ARMY NOMINATIONS BEGINNING WITH CHAD S. ABBEY 
AND ENDING WITH JARED K. ZOTZ, WHICH NOMINATIONS 
WERE RECEIVED BY THE SENATE AND APPEARED IN THE 
CONGRESSIONAL RECORD ON JULY 17, 2012. 

ARMY NOMINATIONS BEGINNING WITH JEFFREY E. 
AYCOCK AND ENDING WITH ERIC W. YOUNG, WHICH NOMI-
NATIONS WERE RECEIVED BY THE SENATE AND AP-
PEARED IN THE CONGRESSIONAL RECORD ON JULY 17, 
2012. 

ARMY NOMINATIONS BEGINNING WITH BRENT A. BECK-
LEY AND ENDING WITH STEPHEN J. WARD, WHICH NOMI-
NATIONS WERE RECEIVED BY THE SENATE AND AP-
PEARED IN THE CONGRESSIONAL RECORD ON JULY 17, 
2012. 

ARMY NOMINATION OF BRIAN J. EASTRIDGE, TO BE 
COLONEL. 

IN THE NAVY 

NAVY NOMINATIONS BEGINNING WITH JOEL A. 
AHLGRIM AND ENDING WITH MARK L. WOODBRIDGE, 
WHICH NOMINATIONS WERE RECEIVED BY THE SENATE 
AND APPEARED IN THE CONGRESSIONAL RECORD ON 
JULY 11, 2012. 

NAVY NOMINATIONS BEGINNING WITH JOHN E. BISSELL 
AND ENDING WITH STEPHEN S. YUNE, WHICH NOMINA-
TIONS WERE RECEIVED BY THE SENATE AND APPEARED 
IN THE CONGRESSIONAL RECORD ON JULY 11, 2012. 

NAVY NOMINATIONS BEGINNING WITH ROBERT L. AN-
DERSON II AND ENDING WITH CAROL B. ZWIEBACH, 
WHICH NOMINATIONS WERE RECEIVED BY THE SENATE 
AND APPEARED IN THE CONGRESSIONAL RECORD ON 
JULY 11, 2012. 

NAVY NOMINATIONS BEGINNING WITH MARC S. 
BREWEN AND ENDING WITH DUSTIN E. WALLACE, WHICH 
NOMINATIONS WERE RECEIVED BY THE SENATE AND AP-
PEARED IN THE CONGRESSIONAL RECORD ON JULY 11, 
2012. 

NAVY NOMINATIONS BEGINNING WITH LUCELINA B. 
BADURA AND ENDING WITH WILLIAM A. YOUNG, WHICH 
NOMINATIONS WERE RECEIVED BY THE SENATE AND AP-
PEARED IN THE CONGRESSIONAL RECORD ON JULY 11, 
2012. 

NAVY NOMINATIONS BEGINNING WITH JASON W. 
ADAMS AND ENDING WITH SHAWN M. TRIGGS, WHICH 
NOMINATIONS WERE RECEIVED BY THE SENATE AND AP-
PEARED IN THE CONGRESSIONAL RECORD ON JULY 11, 
2012. 

NAVY NOMINATIONS BEGINNING WITH DAVID L. CLINE 
AND ENDING WITH DAVID S. YANG, WHICH NOMINATIONS 
WERE RECEIVED BY THE SENATE AND APPEARED IN THE 
CONGRESSIONAL RECORD ON JULY 11, 2012. 

NAVY NOMINATIONS BEGINNING WITH EMILY Z. ALLEN 
AND ENDING WITH JONATHAN P. WITHAM, WHICH NOMI-
NATIONS WERE RECEIVED BY THE SENATE AND AP-
PEARED IN THE CONGRESSIONAL RECORD ON JULY 11, 
2012. 
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RED TAPE REDUCTION AND 
SMALL BUSINESS JOB CREATION 
ACT 

SPEECH OF 

HON. RUBÉN HINOJOSA 
OF TEXAS 

IN THE HOUSE OF REPRESENTATIVES 
Wednesday, July 25, 2012 

The House in Committee of the Whole 
House on the state of the Union had under 
consideration the bill (H.R. 4078) to provide 
that no agency may take any significant reg-
ulatory action until the unemployment rate 
is equal to or less than 6.0 percent: 

Mr. HINOJOSA. Mr. Chair, I rise today in 
support of the Amendment offered by my es-
teemed colleague from Florida, Mr. POSEY 
(#25). His Amendment would ensure that the 
rule recently approved by the Internal Rev-
enue Service requiring that interest payments 
on foreign deposits be reported to the IRS 
would not move forward. This is extremely im-
portant to the region which I represent, deep 
South Texas. Our community banks and local 
economies benefit from investments and de-
posits from non-residents, and would be 
harmed by the serious loss of capital caused 
by these depositors fleeing our communities. 
Many of these depositors have chosen to 
bank in the United States because of the sta-
bility of our financial institution system. If this 
ruling goes into effect, and these deposits 
evaporate, the capacity of these banks to in-
vest in the local economies diminishes. 

A Mercatus Center 2004 study of a similar 
rule projected that $88 billion of capital would 
exit United States banks if the rule were to 
take effect. At a time of extreme economic fra-
gility, we need this capital to stay on our 
shores. Additionally, many foreign depositors 
have chosen to bank in the United States for 
security reasons; their home countries may be 
politically unstable, and they fear that personal 
financial information released by the United 
States may fall into the wrong hands, making 
them a target. 

Lastly, the Internal Revenue Service has ex-
ceeded its authority. Foreigners do not pay 
taxes on interest earned on deposits, so there 
is no reason for these deposits to be reported 
to the IRS. Congress intended to attract cap-
ital to the United States by allowing these de-
posits to go interest-free; to force these de-
positors to report will run contrary to this origi-
nal intent. 

I urge all my colleagues to support this 
Amendment that will prevent much-needed 
capital from fleeing the American economy. 

f 

RECOGNIZING MR. PHIL 
WHITFIELD 

HON. EDDIE BERNICE JOHNSON 
OF TEXAS 

IN THE HOUSE OF REPRESENTATIVES 
Thursday, July 26, 2012 

Ms. EDDIE BERNICE JOHNSON of Texas. 
Mr. Speaker, I rise today to recognize the civic 
and cultural contributions of Mr. Phil Whitfield, 

a fellow Texan who currently serves as curator 
for the art collection featured at Cowboys Sta-
dium. 

Since growing up in Oak Cliff, Texas, Mr. 
Whitfield’s loyalty to the Dallas Cowboys was 
inherent, and remains steadfast to this day. 
He grew up cheering on the Cowboys when 
their games were at the Cotton Bowl. In 1993, 
Mr. Whitfield began working as a security 
guard at Texas Stadium, which served as the 
home field of the Dallas Cowboys from 1971 
to 2008. Mr. Whitfield remained in this position 
until he was hired to work at the new Cow-
boys Stadium to oversee the stadium’s exten-
sive art collection. 

Cowboys Stadium currently features 19 
pieces of contemporary art, and Mr. Whitfield 
works with each artist to create beautiful in-
stallations. His passion and appreciation for 
art comes second only to his devotion to the 
Cowboys. Mr. Whitfield devotes considerable 
time and effort to each individual work of art 
and its respective creator. Today, Cowboys 
Stadium boasts artistic diversity which millions 
of fans have long since enjoyed. 

Mr. Speaker, it is my pleasure to recognize 
Mr. Whitfield’s contributions to Texas’ beloved 
Cowboys Stadium. Cowboys fans from all over 
appreciate how the stadium’s collection is 
being highlighted and maintained by a loyal 
fan such as Mr. Phil Whitfield. 

f 

PERSONAL EXPLANATION 

HON. BETTY SUTTON 
OF OHIO 

IN THE HOUSE OF REPRESENTATIVES 
Thursday, July 26, 2012 

Ms. SUTTON. Mr. Speaker, due to unfore-
seen circumstances, I was not able to cast 
votes last night. Had I been present— 

I would have voted ‘‘yes’’ on rollcall No. 
514. 

I would have voted ‘‘yes’’ on rollcall No. 
515. 

I would have voted ‘‘yes’’ on rollcall No. 
516. 

I would have voted ‘‘yes’’ on rollcall No. 
517. 

I would have voted ‘‘yes’’ on rollcall No. 
518. 

f 

IN RECOGNITION OF THE 75TH AN-
NIVERSARY OF CAROLINAS MED-
ICAL CENTER-NORTHEAST 

HON. LARRY KISSELL 
OF NORTH CAROLINA 

IN THE HOUSE OF REPRESENTATIVES 
Thursday, July 26, 2012 

Mr. KISSELL. Mr. Speaker, I rise today in 
honor of Carolinas Medical Center-NorthEast, 
and the celebration of its 75th Anniversary. 
Carolinas Medical Center-NorthEast is a re-
gional 457-bed, not-for-profit medical center in 
Concord, NC, delivering top quality care to the 
community. 

Over the past 75 years, Carolinas Medical 
Center-NorthEast has grown from a small, 
local hospital to a regional referral center, of-

fering state of the art care to thousands. In 
this time, they have established a reputation 
for excellence in the areas of cancer care, 
neurosciences, cardiology, and high risk ob-
stetrics. 

In 1937, in an effort to care for his employ-
ees, Cannon Mills owner Charles A. Cannon, 
and George A. Batte, Jr. opened Cabarrus 
County Hospital. Years later in 1951, in honor 
of World War II veterans, Cabarrus County 
Hospital officially changed its name to the 
Cabarrus Memorial Hospital. During the 
1990s, the hospital grew to a 60-acre medical 
campus with specifically designed centers for 
women’s services, surgery, and cancer and 
cardiac care. In 2006, NorthEast Medical Cen-
ter opened the Jeff Gordon Children’s Hos-
pital, to work to ensure the absolute best care 
for children in the area. A year later, in 2007, 
NorthEast Medical Center joined the Carolinas 
Healthcare System, and assumed its current 
name, Carolinas Medical Center-NorthEast. 
This hospital, which was conceived to care for 
workers, is now our area’s top employer. 

Among the awards and recognition that 
Carolinas Medical Center-NorthEast has re-
ceived are J.D. Power and Associates Distin-
guished Hospital Program for Excellence in 
Maternity Services and Emergency Services. 
The hospital is also a recipient of the United 
States Department of Health and Human 
Services’ Medal of Honor for organ donation, 
as well as a ‘‘Top Performer’’ award in patient 
satisfaction for overall quality from Profes-
sional Research Consultants in 2012. 

Today, I ask all Members of Congress to 
join me in honoring Carolinas Medical Center- 
NorthEast, as an asset to the people I am 
proud to represent in North Carolina. 

f 

HONORING MR. VAN WHITE 

HON. KEITH ELLISON 
OF MINNESOTA 

IN THE HOUSE OF REPRESENTATIVES 

Thursday, July 26, 2012 

Mr. ELLISON. Mr. Speaker, I rise today in 
honor of Van White and to recognize his dedi-
cated service to the great state of Minnesota. 

Born on August 2, 1924, Mr. White was a 
lifelong resident of north Minneapolis. Mr. 
White first learned how to lead at the age of 
10 when the death of his father left him to 
help raise his four younger siblings. Upon 
graduating from Patrick Henry High School in 
1943, Mr. White entered the work force as a 
construction worker and later construction site 
supervisor for the City of Minneapolis where 
he remained for the next 18 years. He was 
then appointed to be the acting assistant man-
ager for the Northside Branch of the Min-
nesota Department of Economic Security, now 
known as the Minnesota Department of Em-
ployment and Economic Development. 

Mr. White was passionate about uplifting his 
community. He was active in organizations 
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that focused on economic development and 
crime reduction, while also advocating for the 
development of community centers and parks. 
In 1971, Mr. White founded the Willard Hous-
ing Organization, one of the first groups in 
Minneapolis that sought government loans to 
repair and rehabilitate the impoverished areas 
of Minneapolis. 

His passion, combined with experience he 
gained as a community activist, led Mr. White 
to enter the political arena, where he became 
the first African American elected to the city 
council of Minneapolis in 1979. During the ten 
years Mr. White served on the Minneapolis 
City Council where he was the chair of the 
Government Operations Committee and Vice 
Chair of the Minneapolis Community Develop-
ment Agency. 

Mr. White continued to support his commu-
nity until he passed away on July 14, 1993. 
Mr. White is survived by his wife of nearly 
forty years, Mrs. Javanese White, their daugh-
ter Javoni, son Perri and granddaughter 
Kapria. 

Mr. White dedicated over fifty years of his 
life to community activism. He served on the 
board of nearly thirty economic and commu-
nity development programs, and left behind a 
legacy of uplifting his community. Throughout 
his life, Mr. White was viewed as a connector, 
someone who could take ideas to improve the 
communities of Minneapolis and put those 
ideas into action. It is only fitting today the 
Van White Memorial Bridge connects North 
Minneapolis to downtown Minneapolis in his 
honor. I urge the citizens of the United States 
to follow in the steps of Van White, and find 
ways to serve and improve their own commu-
nities. 

I truly appreciate everything Mr. White did 
for Minneapolis, and I thank him and his family 
for their dedication and service. 

f 

HONORING THE CONTRIBUTIONS 
OF DORA FINLEY 

HON. JO BONNER 
OF ALABAMA 

IN THE HOUSE OF REPRESENTATIVES 
Thursday, July 26, 2012 

Mr. BONNER. Mr. Speaker, I rise to pay 
tribute to the contributions of Mrs. Dora Finley, 
a native of Mobile, Alabama, who recently 
passed away at the age of 59. During her life-
time, Dora Finley inspired Mobile to recognize 
its rich heritage while moving the community 
to remember the vital lessons of the past. 

At an early age, Mrs. Finley demonstrated a 
passion for social issues and an uncommon 
ability to lead. A graduate of Mobile’s Bishop 
Toolen School for Girls in 1970, Mrs. Finley 
created the United Student Action Movement 
while still a high school junior. As head of the 
Movement, she dedicated herself to address-
ing issues confronting African-American youth. 

Mrs. Finley learned the value of hard work 
in childhood when she helped sell candy in 
the family drugstore. She later taught mathe-
matics at John L. Leflore High School before 
becoming a Loan Officer at Commonwealth 
National Bank. After earning a Masters’ De-
gree in Business Administration from Spring 
Hill College, she embarked on a 25 year ca-
reer in Managerial Logistics with Scott Paper 
Company/Kimberly-Clark Corporation. 

Her tenacity to see any job through to com-
pletion combined with her dedication to pro-

moting a greater awareness of African-Amer-
ican history in her hometown made her 
uniquely qualified to assume the one role for 
which she is best known—the creator of the 
Mobile African-American Heritage Trail. The 
Heritage Trail’s primary objective is to share 
Mobile’s multicultural legacy from the earliest 
arrival of African-Americans to the end of seg-
regation. Throughout Mobile County there 
have been 40 historic markers established by 
the trail. 

City Councilman William Carroll personally 
credited Mrs. Finley with the creation of the 
Heritage Trail: ‘‘Without Dora, the African- 
American Heritage Trail would have never 
been.’’ 

Finley also assisted in the making of the 
2008 Mobile Mardi Gras documentary ‘‘The 
Order of Myths,’’ produced and directed by 
Margaret Brown. The film highlights the history 
of Mobile’s black and white mystical societies 
and the complex interaction between the two. 

One of her last projects was raising money 
to restore the Cook’s House at Oakleigh Man-
sion. The Cook’s House is slated to become 
the first house museum in Mobile dedicated to 
the African-American experience, offering a 
historically-accurate accounting of the families 
that once worked at Oakleigh. 

Mr. Speaker, Dora Finley has been de-
scribed as one of Mobile’s strongest advo-
cates of historic preservation and a tireless 
advocate for equality. Without a doubt, her 
loss is one that is shared by our entire com-
munity. 

On behalf of the people of Mobile, I offer my 
heartfelt condolences to her daughter, Nicole; 
her mother, Joycelyn Franklin Finley; brothers 
James and Karlos; sister Joycelyn; and many 
other family and friends. You are all in our 
thoughts and prayers. 

f 

IN HONOR OF DR. I.L. MULLINS, 
SR. 

HON. SANFORD D. BISHOP, JR. 
OF GEORGIA 

IN THE HOUSE OF REPRESENTATIVES 

Thursday, July 26, 2012 

Mr. BISHOP of Georgia. Mr. Speaker, I rise 
today to pay tribute to an inspiring community 
leader and beloved Pastor of First Missionary 
Baptist Church, Dr. I.L. Mullins, Sr. Sadly, Dr. 
Mullins passed away on Wednesday, July 18, 
2012. His passing leaves a tremendous void 
in the hearts of his family, friends and the 
Thomasville, Georgia community. 

On Thursday, July 26, 2012, a Musical Me-
morial Service will be held in honor of Dr. 
Mullins at First Missionary Baptist Church. On 
Friday, July 27, 2012, a funeral service will be 
held at First Baptist Church in Thomasville, 
Georgia. 

Dr. Mullins was born on August 26, 1930, 
and grew up in Chattanooga, Tennessee. He 
served in the United States Air Force during 
the Korean War in the 1950s. 

Over the course of his lifetime, Dr. Mullins 
admirably mastered the balance of his civic re-
sponsibilities with his academic accomplish-
ments and religious commitments. After he re-
ceived a Bachelor of Arts degree from More-
house College in 1957, he went on to obtain 
his Masters of Divinity from the Interdenomina-
tional Theological Center & Gammon Theo-
logical Seminary in 1960. In 1979, Dr. Mullins 

received his Doctor of Divinity degree from 
Faith College in Birmingham, Alabama. 

A fierce believer in equality and justice for 
all, Dr. Mullins was not only a profound theolo-
gian but also a strong civic leader. He 
marched with Dr. Martin Luther King, Jr. dur-
ing the Civil Rights Movement of the 1960s 
and was instrumental in organizing the local 
Thomasville branch of the National Associa-
tion for the Advancement of Colored People, 
NAACP. Additionally, Dr. Mullins served effec-
tively as Thomas County Commissioner for 
five-terms that spanned over two decades. 

Ordained as a minister on December 29, 
1957, Dr. Mullins has served as the Pastor of 
the First Missionary Baptist Church since 1961 
and was honored by the church for 50 years 
of dedicated pastoral service last year in a 
Golden Jubilee Extravaganza. 

Mr. Speaker, one of the things that I will al-
ways remember about Dr. Mullins is his dedi-
cation to helping others and his passion for 
promoting equality and peace among individ-
uals from different walks of life. A man of in-
tegrity and high moral values, his under-
standing, compassion and kindness made him 
a guiding light within the community. 

On a personal note, I have been truly 
blessed by Dr. Mullins’ warm friendship and 
support and I am deeply grateful for his coun-
sel and advice as well as for being a fountain 
of inspiration for me over the last several 
years. His motto was, ‘‘God’s Preachers give 
their hearers fruit, not flowers.’’ Indeed, Dr. 
Mullins gave his congregation and all those 
who have sought his counsel the fruit of the 
Word to satiate and sustain them throughout 
the journey of life. 

Mr. Speaker, my wife Vivian and I, along 
with the almost 700,000 people in the 2nd 
Congressional District of Georgia, would like 
to extend our deepest sympathies to Dr. 
Mullins’ wife the former Josephine Lovejoy 
Ferrell, their children, grandchildren and the 
members of First Missionary Baptist Church 
during this difficult time. May they be consoled 
and comforted by their abiding faith and the 
Holy Spirit in the days, weeks and months 
ahead. 

f 

PERSONAL EXPLANATION 

HON. DONNA F. EDWARDS 
OF MARYLAND 

IN THE HOUSE OF REPRESENTATIVES 

Thursday, July 26, 2012 

Ms. EDWARDS. Mr. Speaker, I was absent 
from votes in the House Tuesday afternoon 
(July 24th), due to testifying before the Senate 
Judiciary Subcommittee on the Constitution, 
Civil Rights and Human Rights. Had I been 
present, I would have voted ‘‘no’’ on rollcall 
votes 502 (the motion on ordering the pre-
vious question on H. Res. 738) and 503 (H. 
Res. 738, the rule providing for consideration 
of both H.R. 4078 and H.R. 6082). 

f 

2012 OLYMPIC GAMES 

HON. LORETTA SANCHEZ 
OF CALIFORNIA 

IN THE HOUSE OF REPRESENTATIVES 

Thursday, July 26, 2012 

Ms. LORETTA SANCHEZ of California. Mr. 
Speaker, over two thousand years ago, the 

VerDate Mar 15 2010 06:27 Jul 27, 2012 Jkt 019060 PO 00000 Frm 00002 Fmt 0626 Sfmt 9920 E:\CR\FM\K26JY8.002 E26JYPT1sm
ar

tin
ez

 o
n 

D
S

K
6T

P
T

V
N

1P
R

O
D

 w
ith

 R
E

M
A

R
K

S



CONGRESSIONAL RECORD — Extensions of Remarks E1337 July 26, 2012 
Greeks began a series of competitions that 
would develop into an international tradition of 
incredible scale. The Olympic Games serve as 
an opportunity to demonstrate athletic and 
mental ability, strength, and spirit for both indi-
viduals and nations. The Olympics bring mil-
lions of diverse people together, all with one 
hope: to see their country win. For our Nation, 
the Olympic Games help us to find our com-
mon ground and allow us to come together to 
support the young men and women who rep-
resent our great country. 

I am honored to recognize the outstanding 
individuals from Orange County that will rep-
resent our Nation this summer in London, 
England. For their patriotism and excellence in 
athletics, I’d like to recognize JW Kumpholz 
(Water Polo), Courtney Mathewson (Water 
Polo), Lauren Wenger (Water Polo), Samuel 
Mikulak (Gymnastics), Tyler Clary (Swimming), 
Kate Ziegler (Swimming), Russell Holmes 
(Volleyball), David Lee (Volleyball), Paul 
Lotman (Volleyball), David Smith (Volleyball), 
Donald Suxho (Volleyball), Brian Thorton 
(Volleyball), David McKienzie (Volleyball), Clay 
Stanley (Volleyball), Sean Rooney (Volleyball), 
Danielle Scott (Volleyball), Jordan Larson 
(Volleyball), Matt Anderson (Volleyball), and 
Reid Priddy (Volleyball). We are all proud of 
you. 

Thank you again, and good luck to each of 
you. Bring home the gold for Team U.S.A. 

f 

CELEBRATING THE 80TH BIRTH-
DAY OF JIMMIE RUTH COOLEY 

HON. KEVIN BRADY 
OF TEXAS 

IN THE HOUSE OF REPRESENTATIVES 
Thursday, July 26, 2012 

Mr. BRADY of Texas. Mr. Speaker, I rise 
today to celebrate the birthday of a dear friend 
and a true East Texas treasure, Jimmie Ruth 
Cooley. She is a shining example of hard work 
and the success that follows. 

A three term mayor of her beloved Wood-
ville, Jimmie has been a tireless, enthusiastic 
advocate for her community, for Tyler County, 
for East Texas and in fact the Lone Star State 
where she has left her mark as well. 

When it comes to accomplishing tasks and 
overcoming hurdles—Jimmie has got it cov-
ered. One of her dear friends, Mary Jane 
Neal, summed it up best, saying ‘‘She likes to 
get things done’’. 

And she has. Over the years Mayor Cooley 
has served as a board member and a leader 
in the Deep East Texas Council of Govern-
ment; Three Rivers Council of Boy Scouts of 
America; Woodville Independent School Dis-
trict Compass Arts; Tyler County Art League; 
and Tyler County Hospital Foundation. She’s 
worked tirelessly as president of the Tyler 
County Chamber of Commerce, a past mem-
ber of the Texas Office of Community Affairs 
Task Force and Deep Texas Regional Review 
Committee. 

Longtime Texas Governor Rick Perry ap-
pointed Jimmie to serve on the board of the 
Lower Neches Valley Authority, where she has 
talked water with me countless times because 
she knows how important our lakes and rivers 
are to our communities in East Texas. And 
yes, she has a professional career as well— 
she is a graduate of the American Institute of 
Real Estate and now a retired real estate 
agent. 

‘‘Yes, Mayor, I’ll get on it’’ are how most of 
my conversations with Jimmie end. She is a 
close advisor, confidant, and most of all a true 
friend. Blessed with a wonderful sense of 
humor, Jimmie is a keen observer of the peo-
ple she serves and of the community in which 
she lives. I want America to know about this 
tireless champion of East Texas who gives 
back more than could ever be asked of her. 

Mr. Speaker, it is an honor to rise today to 
wish Jimmie Ruth Cooley a very Happy 80th 
Birthday and many more years of happiness 
to come. 

f 

HONORING SARALAND SCHOOLS 
FOR SCHOLASTIC ACHIEVEMENT 

HON. JO BONNER 
OF ALABAMA 

IN THE HOUSE OF REPRESENTATIVES 
Thursday, July 26, 2012 

Mr. BONNER. Mr. Speaker, I rise to bring to 
the attention of the House the exemplary 
achievement of the Saraland School System, 
which recently garnered the highest rating of 
performance from its accreditation agency. 
What’s even more remarkable about this ac-
complishment is that the Saraland School Sys-
tem was founded just four short years ago. 

All too often, local news across America is 
filled will stories about failing schools and de-
clining scholastic standards. Indeed, our edu-
cational system is being challenged like never 
before from a historic recession and dwindling 
revenues. But America is still the land of op-
portunity for those imbued with vision and a 
dedication to make a difference. 

Four years ago, the City of Saraland defied 
the odds by seeking control of its local schools 
with the goal of raising the quality of education 
for its children. The Saraland School System 
set a goal to provide every student a ‘‘world- 
class education.’’ This goal was successfully 
met in June when Saraland received the top 
rating of ‘‘highly functional’’ for the school sys-
tem’s vision and purpose. The high praise 
came from AdvanceED, formerly known as the 
Southern Association of Colleges and 
Schools. 

Saraland also received the accreditation 
agency’s second highest rating in six other 
areas: governance and leadership; teaching 
and learning; documenting and using results; 
resources and support systems; stakeholder 
communications and relationships; and com-
mitment to continuous improvement. 

Much credit is due to the school leadership, 
including School Board President Bill Silver, 
Superintendent Wayne Vickers, and all the 
Saraland School System administrators, prin-
cipals, teachers and students. Additionally, a 
tip of the hat is due to the people of Saraland 
who, according to the accreditation agency, 
have demonstrated an equally strong commit-
ment to supporting their new school system 
and making sure it succeeds. 

Board president Bill Silver recently told the 
Mobile Press-Register, ‘‘This community has 
bought into our own school system and that is 
one of the reasons we have had such suc-
cess, in academics, sports and the whole 
arena.’’ 

Physical evidence of the community’s in-
vestment in their school system is manifest in 
the $30 million high school, a planned $14 mil-
lion elementary school and another $4 million 
dedicated to renovate the middle school. 

Saraland’s amazing achievement is not only 
a model for Alabama, but for the nation. It is 
proof positive that when a community unites 
behind a goal, it can succeed. We should all 
look to Saraland’s example. 

On behalf of the people of Alabama, I would 
like to extend my congratulations to the 
Saraland School System, its leaders, students 
and the community at large. Job well done! 

f 

COMMENDING VETERANS OF THE 
KOREAN CONSTABULARY 

HON. LEE TERRY 
OF NEBRASKA 

IN THE HOUSE OF REPRESENTATIVES 

Thursday, July 26, 2012 

Mr. TERRY. Mr. Speaker, I rise today to 
honor veterans of the Korean Constabulary for 
their outstanding sacrifice and service during 
the hard years leading up to the establishment 
of the Republic of Korea. 

The Korean Constabulary was originally es-
tablished in 1946 in order to provide support 
to Korean National Police during the unifica-
tion and independence of South Korea. They 
would eventually serve as the Republic of 
Korea Army in 1948. 

During the years of 1946 and 1948, the Ko-
rean Constabulary undertook internal security 
tasks on behalf of the United States Military 
Government in Korea and the people of South 
Korea, defending their fledging country against 
internal unrest. 

The Korean Constabulary believe they have 
been treated unfairly due to their exclusion 
from benefits offered under the Republic of 
Korea’s Military Pension Act. They have not 
been granted pension, financial aid for 
healthcare or military awards for their years of 
distinguished service because their years of 
service before 1950 are unaccounted for be-
cause the Constabulary was under the juris-
diction of the Department of National Defense 
during the years of 1946 and 1948. 

The Korean Constabulary would like to be 
honored by the Republic of Korea for their he-
roic service during such an unstable time in 
the country’s history. 

Today, I honor all of the Veterans of the Ko-
rean Constabulary and commend them for 
their bravery and support to the United States 
Military Government in Korea. 

f 

RECOGNIZING ARKANSAS 
OLYMPIAN MICHAEL TINSLEY 

HON. TIM GRIFFIN 
OF ARKANSAS 

IN THE HOUSE OF REPRESENTATIVES 

Thursday, July 26, 2012 

Mr. GRIFFIN of Arkansas. Mr. Speaker, I 
rise today to recognize Mr. Michael Tinsley 
who will be representing the United States in 
the 2012 Summer Olympic Games in London. 

Michael hails from Little Rock, Arkansas. Lit-
tle Rock is located in the Second Congres-
sional District, which I represent. He attended 
Pulaski Robinson High School in Little Rock 
where he had a standout track career. 

His dedication to and performance in track 
and field in high school earned him a scholar-
ship at Jackson State University in Jackson, 
Mississippi, where he ran track and studied 
Criminal Justice. 
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At the 2006 NCAA Outdoor Track and Field 

Championships, Michael won the 400m hur-
dles for Jackson State becoming the first track 
athlete in the history of the university to win an 
NCAA Division I title. 

Jackson State University declared Thursday, 
June 15, 2006, ‘‘Michael Tinsley Day,’’ and Mi-
chael was presented with a certificate from the 
governor, was handed keys to the city by the 
mayor, and was shown the banner bearing his 
name that would hang in the athletic center. 

In 2006, Michael achieved his first ever top 
ten Track and Field News world ranking in the 
400m hurdles. He achieved a top-ten world 
ranking again in 2011. 

Michael’s accomplishments don’t end there, 
though. He also holds numerous other records 
and titles, and in the 2010 USA Outdoor Track 
and Field Championships, he placed third in 
the 400m hurdles. He is also a three-time 
NCAA All-American. 

As evidence of his continued hard work and 
pursuit of excellence, Michael qualified for the 
2012 U.S. Olympic Team in a remarkable and 
memorable way: he beat the reigning Olympic 
gold, silver, and bronze medalists in the 400m 
hurdles, taking first place to secure his Olym-
pic berth. 

Michael will represent Team USA in the 
400m hurdles, and I am proud to have such 
an accomplished athlete and Arkansan rep-
resenting our nation. 

On behalf of Arkansans and Americans ev-
erywhere, I wish Michael Tinsley the best of 
luck in his Olympic endeavors and look for-
ward to his great accomplishments in the 2012 
Summer Olympic Games. 

f 

PERSONAL EXPLANATION 

HON. LYNN C. WOOLSEY 
OF CALIFORNIA 

IN THE HOUSE OF REPRESENTATIVES 

Thursday, July 26, 2012 

Ms. WOOLSEY. Mr. Speaker, on July 25, 
2012, I was unavoidably detained and was un-
able to record my vote for rollcall No. 438. 
Had I been present I would have voted: rollcall 
No. 504: ‘‘yes’’—Holt of New Jersey Part C 
Amendment No. 2. 

f 

THE ‘‘IDENTIFYING CYBERSECU-
RITY RISKS TO CRITICAL INFRA-
STRUCTURE ACT OF 2012’’ 

HON. YVETTE D. CLARKE 
OF NEW YORK 

IN THE HOUSE OF REPRESENTATIVES 

Thursday, July 26, 2012 

Ms. CLARKE of New York. Mr. Speaker, I 
am proud today to introduce the ‘‘Identifying 
Cybersecurity Risks to Critical Infrastructure 
Act of 2012’’, a bill to assess the risks that 
networks controlling our critical infrastructure 
face from cyber attacks. I am also proud to 
have developed this legislation in collaboration 
with my colleague, the gentleman from Cali-
fornia, and Chairman of the Committee on 
Homeland Security Subcommittee on Cyber-
security, Infrastructure Protection, and Security 
Technologies, Representative LUNGREN. 

Critical infrastructure, which can be found in 
all of our districts, powers our homes and 

keeps our water running. However, all too 
often, in the digital era, industrial control sys-
tems that operate much of this critical infra-
structure are vulnerable to cyber attacks. A re-
cent report by the Washington Post found that 
thousands of these control systems could be 
accessed directly through the Internet, leaving 
them open to exploitation by even ‘‘moderately 
talented hackers’’. 

And according to Assistant to the President 
and Deputy National Security Adviser John 
Brennan, there have been over 200 known at-
tempted or successful cyberintrusions against 
control systems that operate critical infrastruc-
ture in 2011 alone, which was a five-fold in-
crease over 2010. 

There has been an active debate this Con-
gress on cybersecurity, and particularly how 
best to protect our critical infrastructure from 
crippling cyber attacks. But regardless of 
where you stand on the proper role for the 
Federal government in protecting critical infra-
structure, I am sure we can all agree that the 
nature of the cyber threat to critical infrastruc-
ture, including vulnerabilities present in our 
critical infrastructure networks, need to be 
known so that critical infrastructure owners 
and operators can be empowered to bolster 
their cybersecurity and protect their systems. 

Specifically, my bill directs the Secretary of 
Homeland Security to conduct risk assess-
ments of critical infrastructure sectors to iden-
tify: 

1. The threats to critical infrastructure from 
foreign intelligence services, cybercriminals, 
and hacker groups; 

2. The consequences that would result from 
a major cyber attack on critical infrastructure; 
and 

3. The vulnerabilities in our critical infra-
structure networks that could be exploited by 
hackers. 

This bill would not only help our government 
understand the threat we face, it would benefit 
the critical infrastructure owners and operators 
protect their networks, giving them a fuller un-
derstanding of vulnerabilities in their systems. 

It would not create any rules, regulations, or 
standards that private industry would need to 
comply with, and much of this language was 
first proposed by Committee Republicans, 
consistent with the recommendations of the 
House Republican cybersecurity task force. 

This bill would take proactive steps to iden-
tify and assess cyber risks to help raise the 
level of cybersecurity protecting our Nation’s 
critical infrastructure networks, without creating 
any burdensome regulations or bureaucracy. 
This issue is far too important, and the risk of 
cyber attack on our critical infrastructure is too 
grave, to let another Congress pass without 
taking action. 

I urge my colleagues to cosponsor the 
‘‘Identifying Cybersecurity Risks to Critical In-
frastructure Act of 2012’’, and work with me to 
secure passage of this critical bipartisan 
homeland security legislation. 

TRIBUTE TO UNIVERSITY OF ALA-
BAMA ATHLETIC DIRECTOR MAL 
MOORE 

HON. JO BONNER 
OF ALABAMA 

IN THE HOUSE OF REPRESENTATIVES 

Thursday, July 26, 2012 

Mr. BONNER. Mr. Speaker, I rise to con-
gratulate Coach Mal Moore, the respected, 
longtime Athletic Director of The University of 
Alabama who was recently named the 2012 
recipient of the John L. Toner Award from the 
National Football Foundation (NFF) and the 
College Hall of Fame. 

The Toner Award is presented annually by 
the NFF to an Athletic Director who has dem-
onstrated superior administrative abilities and 
shown outstanding dedication to college ath-
letics, particularly college football. 

For those who closely follow University of 
Alabama athletics, there is little doubt that Mal 
Moore deserves this tremendous honor. As 
Alabama’s Athletic Director since 1999, he has 
guided the University’s sports program to a 
new era of success, improvements to athletic 
facilities and overseeing numerous conference 
and national championships. This year alone, 
under his leadership, Coach Moore has been 
instrumental in the Crimson Tide winning four 
national championships in football, women’s 
gymnastics, women’s softball and women’s 
golf. 

Long a prominent figure in the ‘‘Alabama 
family,’’ Coach Moore played quarterback 
under legendary head football coach Paul 
‘‘Bear’’ Bryant, beginning in 1958, and was a 
member of the 1961 national championship 
team. A secondary and, later, quarterbacks 
coach for Coach Bryant’s Crimson Tide, 
Coach Moore became a fixture on the ’Bama 
coaching staff until Coach Bryant’s retirement 
in 1982 when he was hired to be an assistant 
coach at The University of Notre Dame. In 
1990, he returned to Alabama to serve as of-
fensive coordinator under Coach Gene Stal-
lings. All total, Coach Moore has been a part 
of nine of Alabama’s 14 national champion-
ships. 

As Athletic Director, Mal Moore directs a 
$100 million budget and 21 men’s and wom-
en’s varsity sports teams. His record of leader-
ship speaks for itself. Since 1999, the Univer-
sity has notched countless NCAA champion-
ships and even more SEC championships. 
Also during Coach Moore’s tenure as Athletic 
Director, the Crimson Tide football team has 
won two national championships (2009 and 
2011), posted six 10-win seasons, a 5–4 bowl 
record, appearances in four Bowl Champion-
ship Series (BCS) bowl games and SEC 
championships in 1999, 2009 and 2011. 

Winning is not his only legacy; the face of 
the University of Alabama campus has also 
been transformed during Coach Moore’s ten-
ure with more than $200 million in improve-
ments to the athletic infrastructure. Alabama 
has erected new stadiums for soccer, softball 
and tennis; new facilities for women’s basket-
ball and volleyball; a new golf clubhouse; and 
improved facilities for every other sports team, 
in addition to the renovation of the Bill Battle 
Center for Athletic Student Services, and 
Coleman Coliseum. In 2007, The University of 
Alabama Board of Trustees officially dedicated 
the facility formerly known as the Football 
Building as the Mal M. Moore Athletic Facility. 
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Coach Moore also oversaw the expansion of 
Bryant-Denny Stadium in 2006 and 2009, 
pushing the venue’s capacity to 101,821, 
which ranks fifth nationally. 

Mal Moore will be officially honored at the 
55th NNF awards dinner at Waldorf-Astoria in 
New York City on December 4, 2012. He was 
elected to the State of Alabama Sprots Hall of 
Fame in 2011. 

Mr. Speaker, on behalf of the people of Ala-
bama and the entire Alabama Congressional 
Delegation, I would like to commend Coach 
Mal Moore for his exemplary leadership and 
congratulate him for receiving the John L. 
Toner Award. I know Coach Moore’s daughter, 
Heather, his granddaughter, Anna Lee and 
grandson, Charles, as well as his many, many 
friends and associates around the country 
share in this proud and well-deserved honor. 

f 

HOUSE ARMED SERVICES COM-
MITTEE AND HOUSE VETERANS 
AFFAIRS COMMITTEE JOINT 
HEARING 

HON. RICK LARSEN 
OF WASHINGTON 

IN THE HOUSE OF REPRESENTATIVES 
Thursday, July 26, 2012 

Mr. LARSEN of Washington. Mr. Speaker, I 
submit the following. Thank you, Mr. Chair-
man, and welcome to Secretary Panetta and 
Secretary Shinseki. 

More than 2 million American women and 
men are returning home from more than a 
decade of war in Iraq and Afghanistan. 

Many are returning scarred, with lost limbs, 
brain injuries or mental illness. Too many are 
coming back to unemployment lines. And too 
many are struggling to keep their homes. 

To address these problems, Congress and 
the administration have worked together to 
support veterans’ needs through efforts like 
building more Department of Veterans Affairs 
community based outpatient clinics, like the 
one in Mount Vernon, Washington state. The 
VA, the Department of Defense, and National 
Institutes of Health are conducting state-of- 
the-art brain research to understand and find 
better treatments for traumatic brain injury and 
post-traumatic stress disorder. And the VA 
and DoD are working together to provide more 
timely disability claims processing. 

The passage of the Vow To Hire Heroes Act 
and the 21st Century GI Bill were important 
steps to help veterans translate their skills to 
civilian jobs. These programs provide career 
advice for transitioning servicemembers 
through the Transition Assistance Program 
and help veterans go back to school. 

And we are supporting veterans housing 
through the Department of Housing and Urban 
Development Veterans Affairs Supportive 
Housing Program (HUD-VASH) program, 
which provides affordable housing vouchers 
and social services like case management. 
100 homeless veterans in Skagit and Snoho-
mish Counties have received HUD-VASH 
vouchers so far this year. Part of ending 
homelessness among veterans is prevention, 
and for that, VA and DOD recently began 
legal assistance programs to provide relief for 
veterans and servicemembers who were hurt 
by mortgage abuses and assist those seeking 
to refinance. 

Still, there is more that we have to do, and 
I encourage all of us in this room to think of 
what we can do to help these veterans. 

For example, in my district, we are reaching 
out to veterans, employers and educators to 
help veterans translate the skills they devel-
oped in the military to meet private sector 
needs, and help employers and educators un-
derstand the value of veterans’ military train-
ing. 

I look forward to hearing more about what 
the DoD and VA are doing to support veterans 
transitioning back to civilian life. With hard 
work and support from the government and 
local communities, these veterans coming 
home from Iraq and Afghanistan can have a 
smooth transition back to civilian life, and our 
older veterans can get the support they de-
serve. 

f 

IN CELEBRATION OF MRS. BUENA 
WOOTEN LONG’S 100TH BIRTHDAY 

HON. SANFORD D. BISHOP, JR. 
OF GEORGIA 

IN THE HOUSE OF REPRESENTATIVES 
Thursday, July 26, 2012 

Mr. BISHOP of Georgia. Mr. Speaker, I rise 
today to extend my sincerest congratulations 
and Happy Birthday wishes to Mrs. Buena 
Wooten Long, who will be celebrating her 
100th birthday on Wednesday, July 25, 2012. 
On this day, Mrs. Long will be honored with a 
birthday celebration and dinner at the James 
H. Gray Senior Citizen’s Center in Albany, 
Georgia. 

Born in Whigham, Georgia on July 25, 1912 
to Archie and Ada Wooten, Mrs. Long is the 
youngest of six children: Malachi, Charlie, 
Wadis, Leah, and Ruth. Although all her sib-
lings preceded her in death, she is the second 
member of her family to become a cente-
narian; her paternal grandfather lived to be 
106 years old. 

Mrs. Long fondly remembers plowing a mule 
on the family farm as a child. As an adult, she 
worked as a seamstress in Philadelphia, 
Pennsylvania and Detroit, Michigan. She is 
now an active participant at the Golden Re-
treat Senior Citizen’s Center. Although she en-
joys all the activities at the Center, bingo is 
her favorite. 

Mrs. Long is the mother of Mrs. Helen Mur-
phy-Prince; grandmother of Mr. Craig Wendell 
Prince; great-grandmother of Mr. Randall Mur-
phy and Mr. Brian Murphy and great- 
greatgrandmother of Miss London Taylor Mur-
phy. 

Mrs. Long credits her longevity to her faith 
in God, a strong work ethic instilled in her by 
her parents and good genes. She is an active 
member of the Institutional First Baptist 
Church under the pastorate of Dr. Eugene G. 
Sherman. 

George Washington Carver once said, ‘‘How 
far you go in life depends on your being ten-
der with the young, compassionate with the 
aged, sympathetic with the striving and toler-
ant of the weak and strong because someday 
in your life you will have been all of these.’’ 
Mrs. Long has advanced far in life because 
she never forgot these lessons and always 
kept God first. 

The race of life isn’t given to the swift or to 
the strong, but to those who endure until the 
end. Mrs. Long has run the race of life with 
grace and dignity and God has blessed her 
over her lifetime. 

Mr. Speaker, I ask my colleagues to join me 
today in paying tribute to an outstanding cit-

izen and woman of faith, Mrs. Buena Wooten 
Long, as she, her family, and the seniors and 
volunteers of the Golden Retreat at the James 
H. Gray Senior Citizen’s Center prepare to 
celebrate her 100th birthday. 

f 

PERSONAL EXPLANATION 

HON. JOHN GARAMENDI 
OF CALIFORNIA 

IN THE HOUSE OF REPRESENTATIVES 

Thursday, July 26, 2012 

Mr. GARAMENDI. Mr. Speaker, on Wednes-
day, July 25, 2012, I was called away from the 
votes here on the House Floor in order to ad-
dress an important announcement regarding 
the Bay Delta Conservation Plan in California. 
The joint announcement from California Gov-
ernor, Jerry Brown, and United States Sec-
retary of Interior, Ken Salazar, will have huge 
implications for my constituents and all Califor-
nians. Therefore, I felt it was absolutely nec-
essary to address my concerns regarding the 
new plan. Nevertheless, I realize the impor-
tance of the votes I missed. Therefore, I would 
like to state for the record how I would have 
voted on the bills that were before the House 
of Representatives, yesterday. 

First, I would have supported H.R. 459, the 
Federal Reserve Transparency Act of 2012. I 
would have opposed H.R. 6082, the Congres-
sional Replacement of President Obama’s En-
ergy-Restricting and Job-Limiting Offshore 
Drilling Plan. Lastly, I would have supported 
H.R. 6168, President Obama’s Proposed 
2012–2017 Offshore Drilling Lease Sale Plan 
Act. 

f 

RED TAPE REDUCTION AND 
SMALL BUSINESS JOB CREATION 
ACT 

SPEECH OF 

HON. EDDIE BERNICE JOHNSON 
OF TEXAS 

IN THE HOUSE OF REPRESENTATIVES 

Wednesday, July 25, 2012 

The House in Committee of the Whole 
House on the state of the Union had under 
consideration the bill (H.R. 4078) to provide 
that no agency may take any significant reg-
ulatory action until the unemployment rate 
is equal to or less than 6.0 percent: 

Ms. EDDIE BERNICE JOHNSON of Texas. 
Madam Chair, I rise in reluctant opposition to 
the amendment offered by the gentleman from 
Illinois, Mr. MANZULLO. I say reluctant, be-
cause although I am opposed to this particular 
amendment, I very much support the idea of 
ensuring that our agencies in the Federal gov-
ernment utilize the best available science 
when engaged in their activities. On its face, 
that would appear to be the subject of this 
amendment. However, the language in this 
amendment goes further than that, and its 
broad reach troubles me for several reasons. 

Under this amendment, all Federal agencies 
would have to adopt guidelines on scientific in-
tegrity and have those guidelines approved by 
the Director of the Office of Science and Tech-
nology Policy, ‘‘OSTP’’. Agencies could not 
make policy decisions unless the OSTP Direc-
tor has approved their guidelines. In addition, 
subsection (d) of the amendment states that 
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any policy decisions an agency makes which 
do not comply with the approved guidelines 
‘‘shall be deemed to be arbitrary, capricious, 
an abuse of discretion, and otherwise not in 
accordance with law.’’ 

I am very concerned that the language in 
this amendment could give rise to a new 
cause of action against Federal agencies in 
their regulatory process. A longstanding prin-
ciple of regulatory law is that agencies must 
show that their regulatory actions are not ‘‘ar-
bitrary and capricious’’ or courts will overturn 
those actions. This amendment creates a new 
and separate cause of action against regu-
latory agencies who veer from their guidelines 
in the formulation of a regulation. This is an 
unnecessary addition to the legal weaponry 
available to challenge agency regulations 
since the current law already provides that 
agencies are prohibited from making ‘‘arbitrary 
and capricious’’ regulatory decisions. I do not 
understand why we would purposely increase 
our courts’ load of regulatory litigation for no 
discernible substantive benefit. 

Furthermore, the amendment does not limit 
these restrictions to regulatory actions. All 
‘‘policy decisions,’’ specifically including ‘‘agen-
cy guidance,’’ are subject to this requirement. 
‘‘Agency guidance’’ could include the posting 
of information on an agency website or the 
issuance of disaster warnings. It is troubling 
that we would potentially be creating a new 
legal cause of action against agencies for put-
ting agency guidance on their websites. It’s 
even more troubling that we would prohibit 
agencies from making disaster warnings until 
those agencies’ scientific integrity guidelines 
are approved by the Director of OSTP. 

Clearly, these new impositions on the Fed-
eral agencies are not without cost. However, 
what is the real benefit here? Early on, the 
Obama administration issued an order to all 
Federal agencies to adopt scientific integrity 
policies. OSTP oversaw this process, and 
Federal agencies now have scientific integrity 
policies in place. What additional benefit does 
this amendment provide over what the admin-
istration has already completed? Moreover, 
the Federal government already has well es-
tablished procedures in place to ensure Fed-
eral regulations are only issued after careful 
review of the scientific evidence. It’s hard to 
imagine this amendment provides any benefits 
to this process that would outweigh the dan-
gers and costs I just identified. 

Finally, I want to express my discomfort with 
placing the OSTP and the President’s science 
advisor in a regulatory oversight role. The 
President of the United States needs sound 
scientific advice from a trusted and competent 
advisor. OSTP was created to provide that ad-
vice to the President. This is an office that has 
typically maintained bipartisan support over 
the years. I would hate for that support to 
erode because we’ve placed inappropriate re-
sponsibilities on that office. I would also note 
that OSTP’s annual budget is relatively mod-
est and the office is already stretched thin car-
rying out its current duties. This amendment 
provides no funding for the newly mandated 
duties, and it is unclear how OSTP is sup-
posed to fund these new responsibilities. 

I do think it is important that the Federal 
government use the best available science 
when it does its work. Unfortunately, for the 
reasons I’ve outlined, I don’t think this amend-
ment is the way to achieve that goal, and I 
must oppose the amendment. 

IN MEMORY OF REVEREND DR. 
J.J. ROBERSON 

HON. AL GREEN 
OF TEXAS 

IN THE HOUSE OF REPRESENTATIVES 

Thursday, July 26, 2012 

Mr. AL GREEN of Texas. Mr. Speaker, I 
would like to honor the memory of a spiritual 
leader and visionary from Houston, Texas, 
Reverend Dr. J.J. Roberson. 

Dr. Roberson will be remembered as a dis-
tinguished minister, husband, father, Master 
Barber, and World War II Veteran. He has in-
spired our community with his work as the 
Founder and Pastor Emeritus of Mt. Hebron 
Missionary Baptist Church. During his 50-year 
tenure as Pastor of Mt. Hebron Missionary 
Baptist Church, Dr. Roberson was credited 
with expanding the size of the sanctuary and 
for increasing the church membership to over 
2,000. 

Dr. Roberson was consistently recognized 
for his outstanding leadership as President of 
the Baptist Ministers Association of Houston & 
Vicinity. He was inducted into the Religious 
Hall of Fame in Dallas in 2011, as well as the 
Visionary Pastors Hall of Fame in Houston in 
2012. 

As we say goodbye to a courageous leader 
and man of God, we acknowledge that our 
community has lost a resounding voice for jus-
tice, fairness, and equal opportunity. Although 
this is a significant loss, we find consolation in 
knowing that many of our lives have been for-
ever changed because Dr. J.J. Roberson 
lived. 

While I will indeed miss his physical pres-
ence, I will continue to admire his spirit and 
passion for helping those who are the least, 
the last, and the lost among us. To many, Dr. 
Roberson was a pillar within our community 
and a great preacher; but for me not only was 
Dr. Roberson a dynamic religious leader, he 
was a mentor, trusted advisor, and beloved 
friend. 

f 

RECOGNIZING THE LIFE AND 
SERVICE OF LIEUTENANT COLO-
NEL, DR. FRANK RAILA, MD, 
USA, RET. 

HON. JANICE D. SCHAKOWSKY 
OF ILLINOIS 

IN THE HOUSE OF REPRESENTATIVES 

Thursday, July 26, 2012 

Ms. SCHAKOWSKY. Mr. Speaker, I rise 
today to recognize the life and accomplish-
ments of a true American patriot: retired Lieu-
tenant Colonel Frank Raila. Lieutenant Colonel 
Raila has lived a rich and full life: he is a vet-
eran, a medical doctor, a father, and so much 
more. He is a fantastic example of those indi-
viduals who make up our ‘‘greatest genera-
tion.’’ 

Living on the south side of Chicago, Frank 
Raila was called to serve his country shortly 
after his eighteenth birthday in 1943. He was 
sent to Europe as a Private in the 106th Infan-
try Division, where he served on a machine 
gun crew. He participated in an unsuccessful 
attempt to retake the city of Schonberg in late 
1944. During this assault, then-Private Raila 
was captured by German forces and sent to a 
mining labor camp as a prisoner of war. Be-

fore long, he used quick thinking and ingenuity 
to escape from captivity during a transfer to a 
new location, and worked to rejoin friendly 
forces. 

During the rest of the war and for several 
years after, Frank Raila continued to serve his 
country—remaining with the United States 
Army and eventually retiring with the rank of 
Lieutenant Colonel. 

After the war, Frank Raila returned to civil-
ian life and attended the Stritch School of 
Medicine at Loyola University at Chicago. As 
a Neuroradiologist, he had a long and distin-
guished career—practicing in locations around 
the country and abroad over several decades. 

On behalf of myself and a grateful nation, I 
want to thank Lieutenant Colonel Raila for all 
he has done for our nation: for his service, his 
sacrifices, and his hard work. I want to wel-
come him, and all the other veterans partici-
pating in the ‘‘Honor Flights’’ to Washington 
D.C. in recognition of this year’s ‘‘Day of 
Honor’’ program on August 1, 2012. 

f 

IN MEMORY OF CHLOE ZULCOSKY 

HON. JOHN L. MICA 
OF FLORIDA 

IN THE HOUSE OF REPRESENTATIVES 

Thursday, July 26, 2012 

Mr. MICA. Mr. Speaker, I rise today in re-
membrance of Chloe Zulcosky, a recent grad-
uate of Seminole High School in Sanford, Flor-
ida. 

There are some people in our lives that in-
spire us to be better, to reach for every oppor-
tunity, and, when we fall down, to brush our-
selves off and continue pushing ahead. 
Friends, Chloe was one of those people. She 
served as a role model in her community, and 
shone through to all as a fun-loving and cou-
rageous young lady. Chloe showed the com-
munity of Seminole County how to live life as 
a kind, genuine and beautiful person. 

Chloe was the Senior Captain of her 
cheerleading team at Seminole High School. 
While at cheerleading camp at the beginning 
of her senior year, Chloe started having ter-
rible migraines. After weeks of continuous 
pain, she was diagnosed with glioblastoma, a 
type of brain cancer which usually occurs with 
patients older than 55. 

Chloe underwent surgery in early Sep-
tember to remove the brain tumor. She was 
scheduled after the surgery for one year of 
chemotherapy to diminish any of the tumor 
that was not removed. 

She was able to experience a senior year 
full of love and support from the Seminole 
County community. Chloe received the honor 
of Homecoming Queen at Seminole High 
School, attended her prom, and graduated 
from high school. 

On Wednesday July 25, after a long and 
courageous fight, Chloe passed away. While it 
is with a heavy heart that I report to Congress 
that Chloe passed away today, I am confident 
that her life and memory will remain with not 
only those she knew, but all those who knew 
of her. 

I again ask we remember the life of this 
wonderful young woman and pray for the fam-
ily and friends who are grieving her loss. May 
Chloe inspire us all. 
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RED TAPE REDUCTION AND 

SMALL BUSINESS JOB CREATION 
ACT 

SPEECH OF 

HON. RICK LARSEN 
OF WASHINGTON 

IN THE HOUSE OF REPRESENTATIVES 

Wednesday, July 25, 2012 

The House in Committee of the Whole 
House on the state of the Union had under 
consideration the bill (H.R. 4078) to provide 
that no agency may take any significant reg-
ulatory action until the unemployment rate 
is equal to or less than 6.0 percent: 

Mr. LARSEN of Washington. Mr. Chair, I 
rise today in opposition to H.R. 4078, which 
would cut critical regulations not with a scalpel 
but, like many have said, with a nuclear bomb. 
The transportation authorization bill, MAP–21, 
which this body passed with a widely bipar-
tisan vote, included many important safety and 
efficiency regulations, but my amendment to 
exempt them was not made in order. 

If signed into law, this bill would pull the 
emergency brake and stop safety regulations 
which were just enacted. One important regu-
lation this bill would block is the installation of 
seatbelts in motorcoaches. The National High-
way Traffic Safety Administration believes 
these seatbelts could reduce the risk of fatali-
ties in rollover crashes by 77 percent. Safety 
improvements like these will help prevent all 
too common transportation disasters, like the 
motorcoach crash in 2007 which killed 7 mem-
bers of the Bluffton University baseball team in 
Ohio. 

This is just a single example of the critical 
regulations that H.R. 4078 would halt indis-
criminately. I urge the House to reject this bill. 

f 

RECOGNIZING MARION COUNTY 
HIGH SCHOOLS 

HON. DANIEL WEBSTER 
OF FLORIDA 

IN THE HOUSE OF REPRESENTATIVES 

Thursday, July 26, 2012 

Mr. WEBSTER. Mr. Speaker, I am pleased 
to congratulate Marion County Public Schools 
on having some of America’s best high 
schools. In their inaugural High School Chal-
lenge, a ranking of the nation’s 19,000 best 
high schools, the Washington Post named four 
Marion County high schools—Belleview High 
School, Vanguard High School, North Marion 
High School, and Lake Weir High School— 
among America’s top ten percent of high 
schools. 

In rating high schools, the High School 
Challenge considers the ratio of college-level 
tests administered to graduating seniors at a 
particular high school. The survey looks at the 
total number of Advanced Placement (AP), 
International Baccalaureate (IB), and Ad-
vanced International Certificate of Education 
(AICE) exams given at a school in a single 
academic year. This rating is intended to indi-
cate the level of a high school’s commitment 
to preparing their students for college, noting 
that students who face AP, IB, and AICE 
exams are better prepared for the rigors of 
college reading lists and examinations. 

This is not the first time that Marion County 
Public Schools have been recognized for their 

quality high schools. The U.S. News and 
World Report rankings of high schools has 
ranked nationally two Marion County high 
schools—Vanguard High School and Lake 
Weir High School—and recognized nationally 
three others: Belleview High School, Marion 
Technical Institute, and West Port High 
School. 

Marion County’s dedication to quality high 
school education is evident from these rec-
ognitions. I applaud their commitment to their 
students and their community. May their ex-
ample inspire many to follow in their footsteps. 

f 

HONORING ALEXANDER TEVES, 
HERO AND VICTIM OF THE AU-
RORA, COLORADO SHOOTINGS ON 
JULY 29, 2012 

HON. RAÚL M. GRIJALVA 
OF ARIZONA 

IN THE HOUSE OF REPRESENTATIVES 

Thursday, July 26, 2012 

Mr. GRIJALVA. Mr. Speaker, I rise today to 
honor the life and memory of Alex Teves, who 
was killed in the terrible shooting in Aurora, 
Colorado, not long ago. He died saving his 
girlfriend’s life, pushing her out of the way and 
covering her with his body as bullets flew 
around the theater. He was only 24 years old. 

At his young age, he was already the kind 
of person many of us hope to be. Friends, 
family and everyone who knew him describe 
him as an extraordinarily warm, generous and 
sincere man. Beyond the goodness he 
showed his close friends, he was enthusiastic 
to meet and get to know everyone, whether 
they were older, younger, shared his interests 
or had never spoken with him before. People 
felt his optimism, his honesty and his genuine 
kindness as soon as they met him. He made 
the most of his natural gifts and abilities and 
made time to help others. He was more than 
a good example—he was a rare and very 
good human being. 

Every day in high school he wore a white t- 
shirt and blue jeans, and was so well-known 
and well-liked that the entire student body held 
a ‘‘Teves Day’’ each year for everyone else to 
wear the same. He graduated from the Univer-
sity of Arizona in 2010 and earned his Mas-
ter’s in Counseling Psychology from the Uni-
versity of Denver just this June. He was pre-
paring to dedicate his life to helping those who 
could benefit from his warmth, his compassion 
and his wisdom. To anyone tempted to be-
come cynical about our country, our future or 
our way of life, I say Alex Teves proves them 
wrong. 

Our nation loses someone special to gun vi-
olence far too often. In Alex, we lost someone 
who was not afraid to befriend strangers, not 
afraid to push himself in the service of others 
who needed help, and not afraid to give his 
life for someone he loved. He lived a quiet, 
everyday kind of heroism that never gets the 
recognition it deserves and never seeks it. I 
humbly offer my voice to the many, many oth-
ers who are grieving for his death today, and 
offer them as much comfort and support as I 
can. He was a truly extraordinary person, and 
those who knew him best will miss him for a 
very long time. I believe his name will live on 
as a good, even a great, example for others. 
He felt a natural instinct to love, help and be 
good to the people around him, and he 

passed it on simply by being himself. He de-
serves a greater tribute than I can pay him 
today. 

f 

TOM BROWN 

HON. SAM GRAVES 
OF MISSOURI 

IN THE HOUSE OF REPRESENTATIVES 

Thursday, July 26, 2012 

Mr. GRAVES of Missouri. Mr. Speaker, it is 
with great pleasure that I rise today to recog-
nize the outstanding service of Mr. Tom Brown 
of Kansas City, Missouri. Mr. Brown has been 
awarded the Phoenix Community Achievement 
Leader Award. His years of service to his 
community make Mr. Brown well qualified and 
deserving of this honor. 

Tom is currently serving as my Chief of 
Staff, and to see him receive this award for his 
dedicated service to the community gives me 
extreme pride. One of Tom’s strongest con-
tributions to the area is his work for St. Luke’s 
Hospital, where he is currently a board mem-
ber. He also serves on the board for St. 
Luke’s Northland Hospital, St. Luke’s College 
and The American Hospital Association’s 
Committee on Governance. He has previously 
served on the Tri-County Mental Health Serv-
ices Board and as Clay County Commissioner 
from 2000–2004. 

Tom has been active in many other civic, 
social, and political groups in Kansas City. He 
has served as Chairman of the Missouri Lot-
tery Commission and of Safe Haven, Inc., and 
was a former member of the Missouri Port Au-
thority Commission. Furthermore, Mr. Brown 
was the secretary of the Clay County Eco-
nomic Development Corporation and Vice 
President of Clay/Platte Development Cor-
poration. Mr. Brown’s commitment to his com-
munity has affected more lives than he may 
ever know. 

Mr. Speaker, I ask that you join me in ap-
plauding Mr. Tom Brown for his continued 
commitment to bettering his community. I 
know Mr. Brown’s colleagues, family and 
friends join with me in thanking him for his 
commitment to others and wishing him happi-
ness and good health in his future endeavors. 

f 

NORTHERN NEVADA’S OLYMPIAN 

HON. MARK E. AMODEI 
OF NEVADA 

IN THE HOUSE OF REPRESENTATIVES 

Thursday, July 26, 2012 

Mr. AMODEI. Mr. Speaker, I rise today to 
congratulate Jacob ‘‘Jake’’ Dalton of Reno, 
Nevada as he represents his country in the 
2012 Olympic Games in London as a member 
of the U.S. men’s gymnastics team. 

Jake, a 2009 graduate of Spanish Springs 
High School and scholarship recipient at the 
University of Oklahoma, has the reputation of 
a fierce and proven competitor. Only 20 years 
old, Jake is already a champion, winning two 
NCAA titles in 2011 and the all-around gold in 
the Winter Cup Challenge in 2011. 

To earn his place on the team, Dalton ex-
celled in the U.S. Olympic trials in San Jose, 
California, winning both the vault and the floor 
exercise. His teammates are Jonathan Horton, 
Danell Leyva, Sam Mikulak, John Orozco, and 
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alternates Chris Brooks, Steven Legendre, 
Alex Naddour. This men’s gymnastics team is 
considered the best since 1984 when the 
United States won gold at the Los Angeles 
Olympic Games. 

Jake, like all other Americans participating 
in the Olympics, gives our country a great 
sense of pride. I join my fellow Nevadans and 
the rest of the country in wishing good luck to 
Team USA and Jake as he tries to bring home 
the gold to the Silver State. 

f 

COMMEMORATING THE LEADER-
SHIP ALLIANCE AND THE UNI-
VERSITY OF VIRGINIA 

HON. ROBERT HURT 
OF VIRGINIA 

IN THE HOUSE OF REPRESENTATIVES 

Thursday, July 26, 2012 

Mr. HURT. Mr. Speaker, I rise today to com-
memorate the 20th anniversary of the Leader-
ship Alliance. The Leadership Alliance, which 
includes the 5th District’s University of Vir-
ginia, is a national academic consortium of 
leading research universities and minority 
serving institutions with the mission to develop 
underrepresented students into outstanding 
leaders and role models. 

In the 20 years since its establishment, the 
Leadership Alliance has mentored over 2000 
undergraduates who have participated in the 
Summer Research Early Identification Pro-
gram and over 200 alumni who have obtained 
their PhD or MD–PhD degrees as Leadership 
Alliance Doctoral Scholars. 

In the 5th District, the University of Virginia 
has mentored over 15 participants in the Sum-
mer Research Early Identification Program 
and the Summer Undergraduate Research 
Program in fields ranging from Education to 
Biomedical Sciences. 

I am pleased today to congratulate and 
commend the Leadership Alliance and the 
University of Virginia for 20 years of mentoring 
a diverse and competitive workforce. 

f 

SUPPORTING INTERNATIONAL EF-
FORTS FOR THE REUNIFICATION 
OF CYPRUS 

HON. STEVE COHEN 
OF TENNESSEE 

IN THE HOUSE OF REPRESENTATIVES 

Thursday, July 26, 2012 

Mr. COHEN. Mr. Speaker, I rise today to 
urge the Administration to join in the inter-
national effort to reach a comprehensive set-
tlement in Cyprus as a bi-zonal and bi-com-
munal federation. This continued dispute has 
real regional and global implications. It threat-
ens effective NATO–EU cooperation, affects 
regional stability, and also remains an obsta-
cle to Turkey, our key partner and ally, gaining 
full membership to the European Union, which 
the United States has long supported. 

I continue to believe that a just and viable 
solution to the longstanding Cyprus problem is 
not only achievable, but also urgent and nec-
essary. The key to the settlement in Cyprus is 
the renewal of the Partnership between the 
two equal co-owners and co-founders of the 
‘‘Republic of Cyprus’’, as established in 1960: 
Turkish Cypriots and Greek Cypriots. As a 

matter of fact, Turkish Cypriot people have 
long proven their readiness to renew the Part-
nership State. In 2004 they demonstrated the 
necessary political will for a comprehensive 
solution by voting strongly for the UN Settle-
ment Plan in the separate and simultaneous 
referenda, a proposal that was overwhelmingly 
rejected by the Greek Cypriot side. 

Since assuming the European Union term 
presidency on July 1, there is no better time 
for the Greek Cypriot government to take the 
long-awaited substantial steps towards a com-
prehensive settlement with the Turkish Cyp-
riots. I hope this new EU role for Cyprus will 
not hinder the continuation of reunification 
talks. In fact, I believe that Cyprus’ six-month 
term in the presidency of the EU brings extra 
responsibilities to show sincere efforts towards 
peace. 

The international community and the United 
States will have to answer a fundamental 
question in the days ahead: Are we going to 
put in place all necessary efforts in order to 
reach a comprehensive solution in Cyprus, 
and thus demonstrate the political will to that 
effect, or are we going to let an achievable 
settlement slip away once again, all the while 
perpetuating the illegitimate and unjust isola-
tion of the Turkish Cypriot people? A contin-
ued status quo in Cyprus is not beneficial to 
any party, and the time is now to solve a dis-
pute that has lasted for more than forty years. 

In light of recent actions by Syria and others 
in the Middle East, Turkey has continued to 
operate as an important U.S. ally in the re-
gion, and all parties acknowledge that Tur-
key’s membership to the European Union can-
not be achieved without first tackling these 
issues in Cyprus. Therefore, all sides should 
return to the table and set a timeline for ac-
tion, and this Administration should work with 
all stakeholders to ensure that any agreement 
respects human rights and ensures the funda-
mental freedoms for all Cypriots. 

While the people of Cyprus must ultimately 
decide their own fate, there is no better time 
for the international community to support 
such reunification efforts. As all eyes remain 
on Cyprus during its term with the EU presi-
dency, and continued talks would signal to the 
world that both parties are committed to estab-
lishing a peaceful and prosperous future for all 
Cypriots. 

f 

RECOGNIZING NORTHWEST FLOR-
IDA’S JUSTIN GATLIN AS A 
MEMBER OF THE 2012 UNITED 
STATES OLYMPIC TEAM 

HON. JEFF MILLER 
OF FLORIDA 

IN THE HOUSE OF REPRESENTATIVES 

Thursday, July 26, 2012 

Mr. MILLER of Florida. Mr. Speaker, I rise 
today to recognize Northwest Florida’s Justin 
Gatlin as a member of the 2012 United States 
Olympic Team. Every 4 years, our nation joins 
together to root on the athletes that represent 
us at the Summer Olympic Games and for 
those of us from Northwest Florida, we will be 
rooting even harder when Justin competes in 
the 100 meter sprint to bring the gold back 
home. 

From an early age, Justin displayed an in-
credible God-given talent for track and field. 
He grew up in Pensacola, Florida and ran 

both sprint and hurdles to help lead Woodham 
High School to a state championship, before 
accepting a scholarship to the University of 
Tennessee. At Tennessee, Justin won six con-
secutive NCAA titles in two years, before turn-
ing pro at age 19. 

In 2004, Justin qualified for the Olympic 
Games in Athens, Greece by winning the U.S. 
Olympic Trials in the 100 meters and finishing 
runner up in the 200 meters. In Athens, Justin 
became the youngest ever to win the gold 
medal in the 100 meters, while also bringing 
home a silver medal as part of the U.S. 4x100 
meter relay team, and a bronze medal in the 
200 meters. He followed up his successful 
Olympic performance a year later by becom-
ing the first American sprinter to win both the 
100 and 200 meter races at the national 
championships since Kirk Baptiste in 1985. 
That same year he became only the second 
sprinter in history to win gold medals in the 
World Championships in the 100 and 200 me-
ters, and his victory in the 100 meters by .17 
seconds was the largest winning margin in 
World Championship history. 

After four years away from the track, Justin 
returned in 2010 to seek another gold medal. 
He won his first event in 2010 and finished 
runner up in the 2011 USA Track and Field 
Championships. In 2012, Justin has already 
had a successful season, winning the U.S. 
Olympic Trials in the 100 meters in a personal 
best 9.80 seconds, proving that he is ready to 
help the U.S. team go for gold in London this 
summer. Justin’s victory in the Olympic Trials, 
8 years after his first Olympic triumph, is an 
example of the success that can be achieved 
by working hard even after you reach the pin-
nacle of your career. 

Mr. Speaker, I am privileged to rise on be-
half of Florida’s First Congressional District to 
recognize Northwest Florida’s own Justin 
Gatlin and wish him the best as he represents 
our country and competes for another Olympic 
gold medal. 

f 

INTRODUCTION OF THE CHIL-
DREN’S HEALTH TASK FORCE 
ACT 

HON. LOUISE McINTOSH SLAUGHTER 
OF NEW YORK 

IN THE HOUSE OF REPRESENTATIVES 
Thursday, July 26, 2012 

Ms. SLAUGHTER. Mr. Speaker, I rise today 
to urge my colleagues to support the Chil-
dren’s Health Task Force Act. As children 
grow and develop, they are especially vulner-
able to environmental health hazards such as 
air pollution, hazardous chemicals, and lead. 

The number of children at risk for lead poi-
soning alone remains unacceptably high. 
Today there are 442,000 children with ele-
vated blood levels, yet Congress continues to 
drastically cut funding for lead poisoning pre-
vention programs. There is simply no safe 
level of lead exposure for children. Research 
has shown that lead is damaging to the devel-
oping brains of young children and can have 
harmful long-term effects on behavior and IQ. 
I believe it is reprehensible to allow this kind 
of damage to happen to children. This quiet 
tragedy is entirely preventable, and it is our re-
sponsibility to protect our children and make 
lead poisoning a thing of the past. 

In 1997, former President Clinton estab-
lished by Executive Order an inter-agency task 
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force to address high priority risks to children’s 
health. Former President George W. Bush fur-
ther amended the Executive Order to extend 
the work of this task force an additional few 
years. Since its establishment, the Task Force 
has successfully developed strategies and ac-
tion plans for addressing asthma, unintentional 
injuries, lead poisoning, childhood cancer, and 
school environments. 

The Children’s Health Task Force Act would 
simply codify the Task Force by an act of 
Congress and charge it with recommending 
and coordinating Federal strategies to address 
environmental health and safety risks for chil-
dren in the United States. 

I am pleased the American Academy of Pe-
diatrics, the National Center for Healthy Hous-
ing, and Rainbow Babies & Children’s Hospital 
have endorsed this important bill. 

Mr. Speaker, I ask my colleagues to join me 
in supporting the Children’s Health Task Force 
Act. We must ensure that our children grow up 
in a safe and healthy environment. 

f 

PERSONAL EXPLANATION 

HON. KEITH ELLISON 
OF MINNESOTA 

IN THE HOUSE OF REPRESENTATIVES 

Thursday, July 26, 2012 

Mr. ELLISON. Mr. Speaker, on July 23, 
2012, I was unavoidably detained and missed 
rollcall votes No. 499–501. Had I been present 
I would have voted ‘‘nay’’ on vote Nos. 499 
and 500, and ‘‘yea’’ on vote No. 501. 

f 

HONORING 2012 OLYMPIC 
COMPETITOR LOPEZ LOMONG 

SPEECH OF 

HON. ANN MARIE BUERKLE 
OF NEW YORK 

IN THE HOUSE OF REPRESENTATIVES 

Thursday, July 26, 2012 

Ms. BUERKLE. Mr. Speaker, I rise today to 
honor a native of my district and 2012 Olympic 
competitor, Lopez Lomong. 

Lopez Lomong was born in Kimotong, a 
small village in southern Sudan in 1985. 
Lopez had a happy childhood until one day, 
when he was 6 years old, his whole life was 
turned upside down. His village was attacked 
while he was attending church, and Lopez 
was taken by rebel soldiers from the Sudan 
People’s Liberation Army. After weeks of 
watching other boys slowly die in the rebel 
camp, Lopez was able to escape through a 
hole in the fence with the help of three other 
boys. Lopez and these boys ran for three days 
through the African plains until they reached 
Kenya and were placed in a refugee camp. 

Lopez would spend the next 10 years in this 
refugee camp, attending ‘‘school,’’ playing soc-
cer and trying to survive day to day on the 
small rations that were provided to the boys. 
One day, when Lopez was 16, the opportunity 
of a lifetime arose. Lopez wrote an essay to 
the Catholic Charities about what he would do 
if he were able to come to the U.S. His essay 
moved the people at Catholic Charities so 
much that he became one of the Lost Boys of 
Sudan who were relocated to the United 
States to begin a new life. 

Leaving Africa behind, Lopez found himself 
an adopted member of the Rodgers family in 

Tully, New York, a stark contrast from the 
plains of Africa. To feel at home, Lopez would 
go on long runs, as he had done in Kenya, 
and he drew the attention of his high school 
cross country coach. It was here that his run-
ning career began. Lopez showed immense 
potential and went on from New York to North-
ern Arizona University where he won two 
NCAA championships. 

In 2007, Lopez became a professional run-
ner and in 2008, after becoming a U.S. citizen, 
he made the Olympic team, proudly rep-
resenting his new country, the U.S.A. At the 
Beijing Olympics Lopez was voted by his fel-
low countrymen to carry the U.S. flag into the 
opening ceremonies, and he went on to per-
form well, making it to the semi-finals of the 
1500m. 

In addition to his athletic achievement, 
Lopez has a heart and passion to see peace 
in the country of his birth that continues to be 
ravaged by civil war. Lopez’s desire is to 
spread the word about what is happening in 
Sudan and to build a community center to give 
hope and opportunities to people who started 
out just like him. 

At the 2012 Olympic Games in London, 
Lopez will once again represent the United 
States. I have no doubt that he will once again 
honorably and nobly represent our country as 
a member of the Olympic team. 

Like so many others I am truly inspired by 
Lopez’s story. I congratulate him on his suc-
cess and thank him for his continued efforts 
on behalf of his home country of the South 
Sudan. 

f 

CONGRATULATIONS TO THE ATH-
LETES FROM SOUTH FLORIDA 
REPRESENTING THE UNITED 
STATES IN THE OLYMPIC GAMES 
IN LONDON, ENGLAND 

HON. ALLEN B. WEST 
OF FLORIDA 

IN THE HOUSE OF REPRESENTATIVES 

Thursday, July 26, 2012 

Mr. WEST. Mr. Speaker, I rise today as a 
proud American, anxious to support our Amer-
ican athletes who will be competing in the 
2012 London Olympics over the next two 
weeks. Like the vast majority of my fellow citi-
zens, I will be closely following and cheering 
for each of our athletes as they represent our 
country—especially those from the state of 
Florida. 

Every two years, when the torch has com-
pleted its journey across the world and the 
cauldron is lit opening up the winter or sum-
mer games of the Olympics, we put down our 
differences for a brief moment and rally 
around our young American athletes. 

Each time the Stars and Stripes are raised 
just a little bit higher than the other flags and 
as the Star-Spangled Banner is played for the 
world to hear, we feel the unfettered pride of 
being an American. 

For these next two weeks, American 
Exceptionalism runs through the veins of 
every American as we root for our fellow ath-
letes. The very best of America can be seen 
in so many of our young men and women who 
compete to bring the gold home. 

Athletes like Lopez Lomong, who escaped 
unspeakable horrors as a child soldier in 
Sudan after running for three days, only to 

end up in a refugee camp for 10 years, before 
being rescued by an American family. After le-
gally earning his American citizenship in a 
country he refers to as ‘‘next to heaven,’’ 
Lopez proudly carried the American flag in 
Beijing and will compete in the 5,000 meter 
race in London. 

Perhaps the most remarkable thing about 
this champion athlete has nothing to do with 
sports. After learning that he had two brothers 
still in Africa, he brought them to the United 
States where he encouraged them to attend a 
military academy so that they can give back to 
a country that has given him so much oppor-
tunity. 

My daughters and I will be rooting for this 
true American hero and patriot. 

This momentous occasion to represent the 
United States of America is an unequivocal 
honor for each athlete, the members of their 
team, their families, and all who have exhib-
ited support along the way. As a member of 
Team USA, these champion athletes join a se-
lect group who will accompany each other in 
an endeavor to achieve the very best. 

Mr. Speaker I am extremely proud to recog-
nize the Olympic Athletes who reside in South 
Florida. I salute: 

Venus Williams, a three-time Olympic gold 
medalist, has won a gold medal in tennis sin-
gles and two in women’s tennis doubles. I am 
proud to proclaim that Venus Williams has 
won more Olympic medals than any other fe-
male tennis player. 

Tony McQuay, a three-time NCAA track 
champion and helped lead the University of 
Florida men’s track and field team to the 2012 
college national title. Tony posted the third- 
fastest time in the world this year in the 400- 
meter event. 

Sarah Lihan who is competing in sailing. 
After becoming the 2009 ICSA Women’s Na-
tional Champion, we will cheer her on as she 
sets sail to London in her first Olympic games. 

Anna Tunnicliffe also competing in sailing. 
After winning gold in the Women’s Laser Ra-
dial class in the 2008 Olympics she is back on 
Team USA to hopefully bring home another 
gold medal. 

Christie Rampone is a defender on the U.S. 
Olympic soccer team. She has been an in-
valuable member of the Olympic team and this 
will be her fourth Olympics. 

Becky Sauerbrunn will compete on the U.S. 
Olympic women’s soccer team in her first 
Olympics. She currently resides in West Palm 
Beach and we look forward to seeing her suc-
ceed as a defender alongside her teammates. 

Andy Roddick a native Floridian is com-
peting in tennis for his second Olympics. He 
proved over and over that he highly excels in 
his discipline which is singles, doubles and 
mixed doubles. 

Sanya Richards-Ross is track and field and 
will be competing in the following events: 
Women’s 4 × 400m Relay, Women’s 200m, 
and the Women’s 400m. In the 2008 Olympics 
she brought home a 4 × 400m bronze and a 
400m gold. 

And finally, Foluke Akinrakewo a first time 
Olympian competing in the volleyball tour-
nament. She was previously the starting mid-
dle blocker on the gold winning U.S. Women’s 
Junior National Team. 

As the world’s attention shifts to London for 
the next two weeks and our nation turns its at-
tention to the very best American athletes it is 
an honor to offer my congratulations and best 
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wishes to all these great athletes on their jour-
ney in competing in the 2012 London Olym-
pics. 

I extend my best wishes for all around suc-
cess in the upcoming London 2012 Olympics 
as their hard work, dedication, and persever-
ance is put to the test! 

Go U.S.A. 

f 

HONORING THE 50TH ANNIVER-
SARY OF THE PINCHOT INSTI-
TUTE FOR CONSERVATION 

HON. CHRISTOPHER S. MURPHY 
OF CONNECTICUT 

IN THE HOUSE OF REPRESENTATIVES 

Thursday, July 26, 2012 

Mr. MURPHY of Connecticut. Mr. Speaker, 
I rise today to honor the Pinchot Institute for 
Conservation, which is celebrating its fiftieth 
anniversary next year. The Pinchot Institute 
carries on the legacy of Connecticut native 
son Gifford Pinchot, whose unique and rea-
soned approach to conservation endures as 
we face a new era of environmental chal-
lenges. 

Born in Simsbury, Pinchot grew up inspired 
by childhood summers spent enjoying his 
hometown’s natural beauty. Committed to for-
estry and preservation from an early age, Pin-
chot went on to found the Forestry School, the 
first of its kind, at Yale, his alma mater. He 
helped to establish the United States Forest 
Service, serving as its first Chief in 1905. Pin-
chot recognized the need to protect our nat-
ural heritage at a time of development unprec-
edented in our nation’s history. Throughout his 
long career in public service, he was instru-
mental in raising the profile of the conserva-
tion movement to the national stage. 

Pinchot’s philosophy of ‘‘practical idealism’’ 
lives on in practice at Yale, at the Forest Serv-
ice, and at the Pinchot Institute. Dedicated by 
President Kennedy in 1963, the Pinchot Insti-
tute works to balance the sustainable use of 
our natural resources with a commitment to 
preservation for future generations. The Pin-
chot Institute collaborates with organizations 
around the country and the world to develop 
non-partisan, innovative, and well-researched 
solutions to conservation problems. The Insti-
tute recognizes the role that sustainable for-
ests can play in the health of our nation’s 
communities, water resources, and wildlife. 

The need for conservation also resonates 
with me on a personal level. I began my ca-
reer in public service with a call to action 
against the destruction of wetlands in South-
ington, and I remain committed to the prin-
ciples of environmental stewardship. Our pub-
lic lands and fragile resources are preserved 
and maintained for more Americans than ever 
before due to the tireless efforts of organiza-
tions like the Pinchot Institute. 

In recognition of the fiftieth anniversary of 
the Pinchot Institute for Conservation, I ask 
my colleagues to join me in honoring an orga-
nization at the forefront of its field. 

HONORING THE COURAGE AND 
SELFLESS SERVICE OF COR-
PORAL DANIEL PALMER OF MIL-
TON, FLORIDA 

HON. JEFF MILLER 
OF FLORIDA 

IN THE HOUSE OF REPRESENTATIVES 

Thursday, July 26, 2012 

Mr. MILLER of Florida. Mr. Speaker, it is 
with profound gratitude and sincere respect 
that I rise to pay tribute to the courage and 
selfless service of Marine Corporal Daniel 
Palmer of Milton, Florida. In 2010, then Lance 
Corporal Palmer was severely wounded on 
patrol in Afghanistan, while assigned to Third 
Battalion, Sixth Marine Regiment, Lima Com-
pany. After spending the last year in rehabilita-
tion at Camp Lejeune, North Carolina, I am 
happy to say that on July 27, Northwest Flor-
ida will finally be able to welcome home their 
native son and an American hero. 

Cpl Palmer is a 2004 graduate of Central 
High School in Allentown, Florida. While work-
ing at his family’s masonry business in 2008 
at the age of 22, he surprised his parents, 
Joey and Flora Jean Palmer, with his decision 
to join the U.S. Marine Corps. Cpl Palmer 
chose the Marine Corps because of its reputa-
tion for toughness and pride. Cpl Palmer’s 
older brother, Scott, says Daniel has always 
been energetic and competitive and was 
proud of his decision to join the Marine Corps 
from day one. 

On March 20, 2010, LCpl Palmer was lead-
ing a team of Marines on patrol when he 
stepped on a concealed improvised explosive 
device. Although he was severely wounded by 
the blast and shrapnel from the bomb, his first 
concern was the safety of his fellow Marines. 
When one of the Marines on his team started 
to run toward LCpl Palmer after the blast, LCpl 
Palmer shouted orders to his team to take 
cover rather than rushing out into the open 
and risk setting off another bomb or exposing 
themselves to small arms fire. LCpl Palmer’s 
toughness and concern for others didn’t stop 
there. His first words to his family after he was 
injured were, ‘‘[D]on’t worry about me. I don’t 
want you to feel sorry for me or anything. I did 
what I did serving my country.’’ 

He spent the next two years convalescing at 
military hospitals, all the while comforted by 
the tender devotion of his loving wife, Becky, 
at his side. Although Cpl Palmer is thousands 
of miles away from Afghanistan, his thoughts 
are still with his fellow Marines who are in 
harm’s way. ‘‘Keep praying for all the boys 
who are still over there,’’ he will tell you, 
‘‘there’s still a bunch of people over there risk-
ing their lives every day.’’ 

It has been said that the story of America’s 
quest for freedom is inscribed on our history in 
the blood of our patriots. Today, the blood 
shed by America’s patriots in defense of free-
dom is also inscribing the histories of nations 
like Afghanistan. Cpl Palmer’s service in the 
military of our great country bears testament 
to his belief in the fundamental truth that all 
men are created equal and are endowed by 
their Creator with the unalienable right to lib-
erty. Cpl Palmer sacrificed a great deal at-
tempting to secure for the Afghan people the 
blessings of freedom. We must never forget 
his contribution toward that honorable end. 

Mr. Speaker, on behalf of the United States 
Congress, I stand here today to honor Cpl 
Daniel Palmer and all of the heroes serving 
our great nation around the world. My wife, 
Vicki, joins me in offering our profound thanks 
to Cpl Palmer and his family and our prayers 
for his speedy recovery. May God continue to 
bless him, his family and the United States 
Armed Forces.I66F 

IN HONOR OF THE 100TH ANNIVER-
SARY OF PLAST, THE UKRAIN-
IAN SCOUTING ORGANIZATION 

HON. MARCY KAPTUR 
OF OHIO 

IN THE HOUSE OF REPRESENTATIVES 

Thursday, July 26, 2012 

Ms. KAPTUR. Mr. Speaker, I rise today to 
honor the 100th anniversary of Plast, the 
Ukrainian Scouting Organization. 

Plast was founded in 1911 by Dr. Oleksandr 
Tysovsky, and it is based on the principles of 
scouting started by Lord Baden Powell in 
Great Britain. 

As a consequence of the country’s absence 
of national independence through most of the 
20th Century, Plast was forced to go under-
ground when the occupying Soviet Union de-
clared the organization illegal and banned its 
activities. 

However, following World War II, when 
many Ukrainians emigrated to various coun-
tries of the Free World, including the United 
States, the plastuny (members of Plast) 
among the émigrés formed Plast organizations 
in the countries of their settlement. This in-
cluded incorporating ‘‘Plast, Inc.’’ in 1950 in 
the state of Michigan. 

Additionally, after the Declaration of Inde-
pendence of Ukraine in 1991, Plast was re- 
constituted in Ukraine with the help of plastuny 
from the United States and other Free World 
countries. 

Today, Plast is an international organization 
of Ukrainian youth which fosters personal de-
velopment, leadership and teamwork, as well 
as a love of Ukrainian culture and history 
while also raising youth to be conscientious, 
responsible and valuable citizens of their com-
munities at the local, national, and inter-
national level. The former President of 
Ukraine, Victor Yushchenko, is an honorary 
plastun, and Liubomyr Cardinal Husar, a U.S. 
citizen and now Patriarch-emeritus of the 
Ukrainian Eastern Rite Catholic Church based 
in Ukraine, is one of many distinguished 
plastuns. 

Currently, Plast has 23 branches coast to 
coast in the United States, and Plast will be 
celebrating its Centennial with a Jamboree in 
Ukraine, August 10th to 24th, with the official 
opening of the Jamboree Celebration on Au-
gust 19th in the city of L’viv. 

As such, we should recognize August 19, 
2012 as the Centennial Day of Plast, com-
mend the Ukrainian Scouting Organization for 
its tremendous contributions, and celebrate 
the Centennial of Plast. 
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TRIBUTE TO THE GREATEST 

GENERATION 

HON. MARY BONO MACK 
OF CALIFORNIA 

IN THE HOUSE OF REPRESENTATIVES 
Thursday, July 26, 2012 

Mrs. BONO MACK. Mr. Speaker, I rise 
today to honor the brave men and women 
who fought and served in World War II. Their 
courage, selflessness and remarkable con-
tributions to our country must never be forgot-
ten. They fought not for fame or recognition, 
and too often made the ultimate sacrifice, but 
because it was simply their duty. 

When Tom Brokaw declared them the 
‘‘greatest generation any society has ever pro-
duced,’’ no one could have described them in 
more fitting terms. After suffering through the 
Great Depression as youths, they were sum-
moned to war following the surprise attack on 
Pearl Harbor on December 7, 1941. They 
didn’t hesitate. They jumped at the chance to 
fight for their country in the heat of the South 
Pacific, the chill of Europe and other fronts 
around the globe. When they returned home, 
they humbly kept the horrors of war to them-
selves, not wanting to trouble their families 
with the terror of what they had faced. Women 
who had never held a job outside of the home 
before served as nurses, built tanks and 
planes, and those who stayed home imme-
diately went to work to support the war effort. 
Truly, their unwavering patriotism is exemplary 
and serves as an inspiration to future genera-
tions. 

I am honored to pay tribute to this genera-
tion because I am the proud daughter of a 
World War II veteran who flew a B17 bomber 
in Europe during the war. My dad’s unwaver-
ing courage, unimaginable sacrifices and tire-
less work ethic is typical of his generation. Be-
cause of my dad and others like him, we live 
in freedom in the greatest country on Earth. 
As this generation ages, it’s up to us to keep 
their legacy strong and tell their story to gen-
erations to come. Together, we must ‘‘keep 
the Spirit of ’45 Alive.’’ I commend the resi-
dents of the Coachella Valley for their efforts 
to do just that. 

The Palm Springs Air Museum, where old 
bombers like my dad’s stand proudly on dis-
play, is hosting a ‘‘Spirit of ’45 Day’’ next 
month to honor those who fought in World 
War II. Events like these serve as a worthy 
salute to this brave generation before we are 
left with only their memory. The Palm Springs 
Air Museum is a community treasure and 
labor of love for those dedicated to preserving 
and sharing the history of our nation’s heroic 
aviators. It is well worth a visit for anyone who 
wants to learn more about the role our brave 
pilots and other service personnel played in 
many epic conflicts. I want to extend special 
thanks to the many volunteers and supporters 
who ensure the continued operation of this 
outstanding museum. 

In the early hours of June 6, 1944, General 
Dwight Eisenhower told his troops that the 
eyes of the world were upon them. Those 
words were powerful then, but still rings true 
today. Indeed, the eyes of the world will al-
ways be upon the Greatest Generation, and I 
hope you’ll join me in making every effort to 
preserve their remarkable legacy, a legacy 
that will never be diminished as long as the 
Republic they fought so heroically to preserve 
endures. 

HONORING DEAN WELDON 
SLEIGHT 

HON. ADRIAN SMITH 
OF NEBRASKA 

IN THE HOUSE OF REPRESENTATIVES 
Thursday, July 26, 2012 

Mr. SMITH of Nebraska. Mr. Speaker, I rise 
today to honor Weldon Sleight as he retires as 
Dean of the University of Nebraska College of 
Technical Agriculture (NCTA). 

Dean Sleight has led NCTA since 2006 and 
played a vital role in supporting the college 
legacy and our rural agriculture economy 
along the way. 

Under his watch NCTA constructed a new 
residence hall, expanded the Veterinary 
Teaching Hospital, and built a state-of-the-art 
education center. 

In addition, Dean Sleight has established in-
novative programs combining entrepreneur-
ship and agriculture such as the ‘‘Combat 
Boots to Cowboy Boots’’ initiative, designed to 
assist military personnel, their families and 
veterans in becoming farmers and ranchers; 
and the ‘‘100 Beef Cow Ownership Advan-
tage’’ program which assists students, par-
ents, employers, and agencies in creating suc-
cessful businesses and ranch transfer plans. 

When Dean Sleight retires in December of 
this year, we wish him the best of luck and 
thank him for his contribution to agriculture, 
education and Nebraska. 

f 

DEBRINA WORKMAN 30 YEARS 
WITH CONGRESSMAN NICK 
RAHALL 

HON. NICK J. RAHALL II 
OF WEST VIRGINIA 

IN THE HOUSE OF REPRESENTATIVES 

Thursday, July 26, 2012 

Mr. RAHALL. Mr. Speaker, thirty years ago 
today, a young woman joined my Congres-
sional Staff to help serve our fellow West Vir-
ginians in the midst of our State’s rich coal-
fields. She hailed from the community of Hol-
den and still resides there near her parents’ 
home. 

Though she was very young, she had a 
burning passion to help people. And so she 
has, by the hundreds, nay thousands, over the 
decades working from her home base in my 
Logan District Office. For years, once a week, 
she did outreach work, bringing the constituent 
services of this Member of Congress to the 
good people of Mingo County. Working from 
the Mingo County seat of government in 
Williamson, she keeps me abreast of the im-
portant issues confronting the citizens of the 
Tug River Valley, the demarcation line of the 
famed Hatfield and McCoy Feud. 

To say she is a seasoned expert in agency 
process, procedure and practice is an under-
statement. She knows constituent casework 
inside and out. More importantly, Mr. Speaker, 
she knows the families of the coalfields, where 
they came from and where most of them are 
headed. She knows this because she cares, 
cares deeply that people are treated justly, 
and that justice is meted in a timely manner. 
She can scrap the varnish off truth faster and 
cleaner than anyone I know, whether you want 
her to or not. 

In the office she laughs with family mem-
bers when things go right for them, and at 

home in the evening, she sheds tears for them 
when they are troubled. Indeed her passion 
still burns brightly, though now through these 
many years, it takes on the golden hue of sea-
soned compassion. She knows just the right 
thing to say to put people at ease. Not the art 
of politics, just working the Golden Rule, over-
time. 

In these past thirty years, she has stuck 
with the people of southern West Virginia, 
through floods, blizzards and now a derecho. 
Her loyalty knows no bounds, even by Mother 
Nature’s standards. Those in West Virginia’s 
Third Congressional District and I are indeed 
fortunate to have Debrina Taylor Workman on 
our side because when the need arises, she 
can be a force of nature all by herself. 

Members of Congress are indeed blessed 
with godsends like Debrina to help us serve. 
While we don’t say it often enough, we are 
thankful for their many sacrifices on our and 
the good people we represent behalves. 
Please join me in thanking Debrina for thirty 
years of service to her country and its families. 
May the good Lord’s blessings continue to 
shine upon Debrina, her son, Jordan, and her 
many friends and family. 

f 

RECOGNIZING THE GRAND MAR-
SHALS FOR DELANO’S 38TH AN-
NUAL PHILIPPINE WEEKEND 

HON. JIM COSTA 
OF CALIFORNIA 

IN THE HOUSE OF REPRESENTATIVES 

Thursday, July 26, 2012 

Mr. COSTA. Mr. Speaker, I rise today to 
recognize the Grand Marshals for Delano’s 
38th Annual Philippine Weekend. This event 
takes place in my district each year to honor 
and celebrate the Filipino culture. This year’s 
honorees are Juanita Quiocho Villaruz, Su-
zanne Villaruz, and Arleen Villaruz-Gonzales, 
and they were selected for their dedication to 
service in their community. They are terrific 
examples of strong women that exhibit leader-
ship, selflessness, and perseverance. 

Juanita immigrated to the United States in 
1958 from Rancho, Santa, Ilocos Sur, Phil-
ippines. She married Louie V. Villaruz, and 
had three children—Suzanne, Arleen, and 
Lounito. While supporting their young family, 
Juanita and Louie were active in the United 
Farm Workers of America’s efforts to change 
conditions and wages for farm laborers. In 
1970, Juanita found herself having to support 
three children on her own due to Louie’s sud-
den death. She received training and worked 
as a psychiatric technician at Porterville State 
Hospital. Juanita retired from the State of Cali-
fornia in 1995. 

As a member of many different organiza-
tions, Juanita has stayed extremely active in 
the Filipino community. She was a charter 
member of the Filipino-American (Fil-Am) Cul-
tural and Educational Association and served 
as president in 1976–77. She is also a mem-
ber of the Filipino Catholic Association, 
Legionarios del Trabajo, the Filipino Commu-
nity of Delano, and the Sons of Santa, of 
which she is a past president. 

Juanita has always had a sense of service 
and participation in her community which she 
has undoubtedly passed down to her children. 

Suzanne Villaruz was born in Delano and 
graduated from Delano High School in 1977. 
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She earned her Bachelor of Science degree in 
Nursing from California State University, Ba-
kersfield. As a registered and credentialed 
nurse, she has been working at McFarland 
Unified School District for over 20 years. In 
2011, she was honored as Certified Employee 
of the Year. 

In 1995, Suzanne initiated the Delano’s Jun-
ior Miss program. Today, that program is 
called the Distinguished Young Women of 
Delano. Outside of Junior Miss, Suzanne finds 
joy in volunteering. She has served as an al-
ternate on the Cecil Avenue Junior High 
School Site Council and chaired the School 
Site Council at Delano High School.Suzanne 
gladly served several years on the Board of 
Directors for Joshua Tree Council for Girl 
Scouts and Junior League of Bakersfield. 
Since 2001, she has been a member of the 
Kiwanis Club of Delano and has twice served 
as president. 

Suzanne lives a very busy life working and 
dedicating her time to service, but family is 
also extremely important. Her most cherished 
roles are that of mother to Nicole Ailina 
Villaruz and partner to Arnold Morrison. 

Arleen Villaruz-Gonzales, born just eleven 
months after her sister, is a 1978 graduate of 
Delano High School. She graduated from Cali-
fornia State University, Bakersfield with a 
Bachelor of Arts degree in Liberal Studies. 
She married Anthony Gonzales in 1981, and 
they have two beautiful children, Aaron and 
Aubree. 

Arleen has taught in the Delano Union 
School District at Fremont, Del Vista, and 
Princeton Schools. At Princeton, she was the 
first to ever receive the Teacher of the Year 
award, and in 1994 was named to the Hall of 
Fame as an Outstanding Teacher from Para-
mount Farms. 

Just like her mother and sister, Arleen is 
very active in her community. She was a par-
ent liaison for Delano High School’s Theater 
Percussion Ensemble, United Spirit Associa-
tion camp counselor, AYSO Commissioner, 
and a troop leader for Girl Scouts. Following 
in her mother’s footsteps, Arleen is a past 
president of the Fil-Am Cultural and Edu-
cational Association. 

Suzanne and Arleen have served many or-
ganizations in tandem, but Philippine Week-
end has always been at their hearts. In 1976, 
Suzanne was crowned the first Miss Philippine 
Weekend queen, and then had the distinct 
pleasure of crowning Arleen the following 
year. 

Two decades after being crowned, Suzanne 
was part of a reorganization of Philippine 
Weekend, when they returned to encouraging 
the youth of Delano to participate and take 
leadership positions in the organization. This 
proudly continues today. Suzanne and Arleen 
are very proud and supportive of the young 
people they have worked with who have be-
come successful in their professional and vol-
unteer lives. Philippine Weekend is now a suc-
cessful nonprofit organization. 

Mr. Speaker, I ask my colleagues to join me 
in recognizing the 2012 Philippine Weekend 
Grand Marshals—Juanita Quiocho Villaruz, 
Suzanne Villaruz, and Arleen Villaruz- 
Gonzales—for their outstanding contributions 
to the community of Delano and the San Joa-
quin Valley. 

RECOGNIZING NORTHWEST FLOR-
IDA’S SAM HAZEWINKEL AS A 
MEMBER OF THE 2012 UNITED 
STATES OLYMPIC TEAM 

HON. JEFF MILLER 
OF FLORIDA 

IN THE HOUSE OF REPRESENTATIVES 

Thursday, July 26, 2012 

Mr. MILLER of Florida. Mr. Speaker, I rise 
today to recognize Northwest Florida’s Sam 
Hazewinkel as a member of the 2012 United 
States Olympic Team. The Olympics are a 
truly special event where nations from around 
the world come together to compete as their 
fellow countrymen cheer them on, and when 
Sam steps to the mat in the 55 kilogram free-
style wrestling category to represent our na-
tion, all of Northwest Florida will be cheering 
him on. 

From an illustrious wrestling family, Sam is 
the first ever second generation Olympic wres-
tler in U.S. history. His father, Dave, and 
uncle, Jim, both represented our country in 
Greco Roman wrestling at the 1968 and 1972 
Olympics. Dave introduced his son to wres-
tling at a young age, and coached Sam while 
he competed at Pensacola Christian Acad-
emy. At Pensacola Christian, Sam compiled a 
perfect 140–0 record on his way to three Flor-
ida state championships. His success gained 
him a scholarship to the University of Okla-
homa, where he was a four time All-American, 
and he finished his collegiate career with an 
impressive 132–10 record. 

While Sam excelled on the mat, he also 
learned the importance of perseverance. Sam 
finished in third place in the NCAA champion-
ships in his Freshman, Sophomore and Junior 
seasons, and in his Senior season he came 
agonizingly close to capturing a national 
championship before losing in overtime of the 
final match. During his collegiate career, Sam 
also competed for a spot on the Olympic 
team, finishing in third place in the 2004 Olym-
pic Team Trials. In 2008, Sam competed 
again for a spot on the Olympic team, only to 
fall short in the finals and finish as runner-up. 

Some may have given up after coming so 
close on two occasions, but Sam remained 
dedicated and never gave up on his Olympic 
dream. He switched from Greco Roman to 
Freestyle wrestling, but he came into the 2012 
trials as the underdog. Sam reached the finals 
determined to win, but he started off the best- 
of-three finals with a loss in the first match. In 
the second match, he battled back from an 
early deficit to pull out a win in overtime to 
force a decisive third match. He won the third 
and final match in dramatic fashion, in over-
time, to fulfill his Olympic dream and cement 
his legacy as a role model for hard work, dedi-
cation and perseverance in the face of adver-
sity. 

Mr. Speaker, I am privileged to rise on be-
half of Florida’s First Congressional District to 
recognize Northwest Florida’s own Sam 
Hazewinkel and wish him the best as he rep-
resents our country and competes for an 
Olympic gold medal. 

MOUNT CHOSIN FEW AND THE 
BATTLE OF CHOSIN RESERVOIR 
(JANGJIN LAKE) 

HON. DON YOUNG 
OF ALASKA 

IN THE HOUSE OF REPRESENTATIVES 

Thursday, July 26, 2012 

Mr. YOUNG of Alaska. Mr. Speaker, during 
the Korean War, a war often forgotten by U.S. 
history books, many brave soldiers fought and 
sacrificed their lives in battles waged in brutal 
fighting conditions. In one such battle, Amer-
ican forces were surprised by an over-
whelming Chinese military force at Jangjin 
Lake, also known as the Chosin Reservoir. 
From November 27 to December 13, 1950, 
these courageous American soldiers, including 
the 1st Marine Division, fought bravely to free 
themselves from Chinese encirclement and 
certain capture or death. Following this great 
battle, seventeen allied soldiers received the 
Congressional Medal of Honor, the highest 
honor this Nation can bestow upon a soldier, 
and more than seventy soldiers were awarded 
the Navy Cross. 

In honor of these brave soldiers, and at the 
request of two of my constituents, Richard Lilly 
of Wasilla, Alaska, and John Beasley of Palm-
er, Alaska, I recently introduced a bill to name 
one of the mountains in the Alaska Chugach 
National Forest after this monumental battle. 
This bill, H.R. 5928, the Mount Chosin Few 
Act, was intended to show support for the 
naming of this mountain, a mountain which 
would forever commemorate the 3,000 killed 
and 13,000 wounded American service mem-
bers in the Battle of Chosin Reservoir. 

On June 15, 2012, the Board of Geographic 
Names (BGN), independent of my legislation, 
acted on an existing request from Mr. Lilly and 
Mr. Beasley, to name Mount Chosin Few. This 
action was entirely within the Board’s existing 
legal authority to address new name pro-
posals. I am pleased that the BGN voted 
unanimously to name this mountain and, in 
doing so, honor those who fought and died, 
not just in this one battle, but during the entire 
Korean War. 

Recently however, I have learned of some 
concerns regarding the origin of the name, 
Chosin Reservoir and its American colloquial 
roots. In 1950s, the United Nations provided 
U.S. soldiers with Japanese maps of the Ko-
rean Peninsula, as Korean maps were not 
available. Due to the use of Japanese maps, 
U.S. forces and U.S. news sources used the 
Japanese name ‘‘Chosin,’’ instead of the Ko-
rean name ‘‘Jangjin,’’ to describe the body of 
water around which this great battle was 
waged. Consequently, given the great heroics 
of this battle and the play on words between 
‘‘chosen’’ and ‘‘Chosin,’’ the Battle at Jangjin 
Lake has been known, by most Americans, as 
the Battle of Chosin Reservoir. Additionally, 
the media-friendly nicknames stemming from 
this battle, such as ‘‘Frozen Chosin’’ and ‘‘The 
Chosin Few,’’ have also been adopted into 
American history. 

Please know that I understand and appre-
ciate the concerns of the Korean people and 
government about the difference in the names 
‘‘Jangin Lake’’ and ‘‘Chosin Reservoir.’’ Such 
cultural sensitivities are significant and remind 
us of the amazingly complex differences that 
exist not only within ethnicities and countries, 
but also within individual people as well. In the 
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melting pot of the United States, it can be 
easy to overlook these differences, as cultures 
blend and become more homogenized. 

While cultural sensitivity is important, I also 
recognize the significance that my constitu-
ents, and all those who fought in this battle, 
attach to the name ‘‘Chosin.’’ This is the name 
that evokes images in their minds of relentless 
cold and even more relentless fighting. I be-
lieve their sacrifice has earned them the grati-
tude of both of our nations and the right to 
name a mountain in Alaska whatever name 
they believe will most appropriately honor their 
fallen comrades. I hope the Korean govern-
ment, and the people they serve, understand 
that the sacrifices made by those who have 
fought and died in the name of freedom are 
far more meaningful than the origin of the 
name of a mountain in Alaska. 

f 

CONGRATULATORY REMARKS FOR 
OBTAINING THE RANK OF EAGLE 
SCOUT 

HON. SANDY ADAMS 
OF FLORIDA 

IN THE HOUSE OF REPRESENTATIVES 

Thursday, July 26, 2012 

Mrs. ADAMS. Mr. Speaker, I would like to 
congratulate Matthew Winchester for achieving 
the rank of Eagle Scout. 

For his Eagle Scout project, Matthew pro-
vided several tetherball sets to benefit a local 
summer youth camp. Throughout the history 
of the Boy Scouts of America, the rank of 
Eagle Scout has only been attained through 
dedication to concepts such as honor, duty, 
country and charity. By applying these con-
cepts to daily life, Matthew has proven his true 
and complete understanding of their mean-
ings, and thereby deserves this honor. 

I offer my congratulations on a job well done 
and best wishes for the future. 

f 

OUR UNCONSCIONABLE NATIONAL 
DEBT 

HON. MIKE COFFMAN 
OF COLORADO 

IN THE HOUSE OF REPRESENTATIVES 

Thursday, July 26, 2012 

Mr. COFFMAN of Colorado. Mr. Speaker, 
on January 20, 2009, the day President 
Obama took office, the national debt was 
$10,626,877,048,913.08. 

Today, it is $15,874,859,322,768.40. We’ve 
added $5,247,982,273,855.32 to our debt in 
just over 3 years. This is debt our nation, our 
economy, and our children could have avoided 
with a balanced budget amendment. 

On this day in 1947, President Harry S Tru-
man signed the National Security Act, creating 
the Department of Defense, the National Se-
curity Council, the Central Intelligence Agency, 
and the Joint Chiefs of Staff. We must balance 
the budget to ensure proper funding for orga-
nizations that keep us safe. 

HONORING MODESTO POLICE 
CHIEF MIKE HARDEN 

HON. JEFF DENHAM 
OF CALIFORNIA 

IN THE HOUSE OF REPRESENTATIVES 
Thursday, July 26, 2012 

Mr. DENHAM. Mr. Speaker, I rise today to 
acknowledge and honor Modesto Police Chief 
Mike Harden, who will be retiring on August 3, 
2012, after serving in law enforcement for 
nearly three decades. 

As a teenager, Chief Harden began volun-
teering as an Explorer; and as soon as he 
was able, he applied to the police academy. 
Chief Mike Harden began his career as a pa-
trol officer at Modesto Police Department and, 
for the last 28 years, has worked his way 
through the ranks. He served as Assistant Po-
lice Chief from November of 2003 to June of 
2009, when he was named Acting Chief of Po-
lice. His permanent appointment to Chief of 
Police occurred in February of 2010. 

Chief Harden holds a Bachelor of Science 
degree in Criminal Justice Administration and 
is a graduate of the FBI National Academy 
Class, the WestPoint Leadership Program at 
the Los Angeles Police Department, and Cali-
fornia Command College. He has lived in Mo-
desto since 1970 and is a graduate of 
Modesto’s Davis High School. 

Harden has committed himself to a focus of 
sustained crime reduction efforts, especially in 
the area of gang violence. He set a goal for 
lower crime rates, which the Department met 
after he was appointed. Chief Harden insti-
tuted several internal changes to the organiza-
tion to better address the crime and gang vio-
lence and attributed critical partnerships with 
businesses, non-profits, and citizens as a sig-
nificant key to his successful approach to 
curbing criminal activity. Chief Harden has 
done a great job reorganizing the Police De-
partment, delivering positive results for our 
community while implementing 25-percent re-
duction in staffing levels. 

Modesto’s Fallen Officers Memorial wall was 
erected and dedicated under Chief Harden’s 
leadership. This wall was a community driven 
effort and honors Modesto officers who died in 
the line of duty. Chief Harden has also devel-
oped a new mission and vision statement fo-
cusing on serving the Modesto community 
with professionalism, pride, and integrity for 
the Modesto Police Department. 

Chief Harden has committed his life to serv-
ing the Modesto community every day and 
has worked diligently to keep its residents and 
their property safe. Chief Harden has been an 
outstanding and highly effective Police Chief 
whose quiet and steady leadership is an ex-
cellent example of how to serve others. While 
his service has been greatly appreciated and 
will be missed, I am confident that his leader-
ship and example will continue to serve and 
protect Modesto long into the future. 

Chief Harden is married to Lori and they 
have two children: Brad, a Naval Academy 
graduate, and their daughter, Lindsey, who is 
currently attending college at UC Davis. 

Mr. Speaker, please join me in honoring and 
commending the outstanding contributions 
made to law enforcement and the Modesto 
community by Chief of Police Mike Harden 
and wishing him continued success in his re-
tirement. 

f 

CONGRATULATING THE MAC-
ARTHUR MUSEUM OF ARKANSAS 
MILITARY HISTORY 

HON. TIM GRIFFIN 
OF ARKANSAS 

IN THE HOUSE OF REPRESENTATIVES 

Thursday, July 26, 2012 

Mr. GRIFFIN of Arkansas. Mr. Speaker, I 
rise today to congratulate the MacArthur Mu-
seum of Arkansas Military History on the 
opening of their newest exhibit, ‘‘Vietnam: 
America’s Conflict.’’ 

I am proud to represent the MacArthur Mu-
seum of Arkansas Military History, which is lo-
cated in Little Rock, Arkansas. The Museum 
opened to the public in May 2001 and is lo-
cated in the historic Arsenal Building of the Lit-
tle Rock Arsenal. 

The Arsenal Building was constructed in 
1840, and it is the only surviving remnant of 
the original Little Rock Arsenal and one of 
central Arkansas’s oldest structures. 

The future General of the Army, Douglas 
MacArthur, was born in the Arsenal Building 
while his father, Captain Arthur MacArthur, 
was stationed in Little Rock. 

Through its displays and exhibits as well as 
its outreach into the community, the MacArthur 
Museum provides insight into Arkansas’s rich 
military history and tradition—from its territorial 
period until present. 

The Museum stands as a memorial to the 
proud history and dedication of Arkansas’s 
men and women who served in and supported 
our nation’s armed forces both at home and 
abroad. 

The newest exhibit, ‘‘Vietnam: America’s 
Conflict,’’ which will open on Friday, July 27, 
2012, will examine the origins and conflicts of 
the Vietnam war and the contributions our 
state and its citizens made. It will also honor 
the 600 gallant Arkansans who lost their lives 
during the Vietnam war. 

The MacArthur Museum stands as a memo-
rial to the brave men and women who, 
throughout our history, have sacrificed—some 
making the ultimate sacrifice—out of their de-
sire to serve our Nation. Each visitor, through 
their presence at the Museum, extends their 
gratitude and honors these Arkansans. 

I congratulate the MacArthur Museum of Ar-
kansas Military History on its opening of this 
exciting exhibit, and I congratulate the men 
and women at the Museum who each day pre-
serve Arkansas’s proud military history and 
tradition so that it can be shared by this and 
future generations. It is an honor to represent 
you. 

VerDate Mar 15 2010 06:27 Jul 27, 2012 Jkt 019060 PO 00000 Frm 00013 Fmt 0626 Sfmt 9920 E:\CR\FM\K26JY8.017 E26JYPT1sm
ar

tin
ez

 o
n 

D
S

K
6T

P
T

V
N

1P
R

O
D

 w
ith

 R
E

M
A

R
K

S



D782 

Thursday, July 26, 2012 

Daily Digest 
Senate 

Chamber Action 
Routine Proceedings, pages S5419–S5629 
Measures Introduced: Ten bills and four resolu-
tions were introduced, as follows: S. 3444–3453 and 
S. Res. 529–532.                                                Pages S5486–87 

Measures Passed: 
Lions Clubs International Century of Service 

Commemorative Coin Act: Committee on Banking, 
Housing, and Urban Affairs was discharged from 
further consideration of S. 1299, to require the Sec-
retary of the Treasury to mint coins in commemora-
tion of the centennial of the establishment of Lions 
Clubs International, and the bill was then passed. 
                                                                                    Pages S5625–26 

Prostate Cancer in African-American Men: Sen-
ate agreed to S. Res. 529, recognizing that the oc-
currence of prostate cancer in African-American men 
has reached epidemic proportions and urging Federal 
agencies to address that health crisis by supporting 
education, awareness outreach, and research specifi-
cally focused on how prostate cancer affects African- 
American men.                                                            Page S5626 

National Registered Apprenticeship Month: Sen-
ate agreed to S. Res. 530, designating the month of 
August 2012 as ‘‘National Registered Apprentice-
ship Month’’.                                                                Page S5626 

Supporting Team USA in the 2012 Olympic 
and Paralympic Games: Senate agreed to S. Res. 
531, commemorating the success of Team USA in 
the past 25 Olympic Games and supporting Team 
USA in the 2012 Olympic and Paralympic Games. 
                                                                                    Pages S5626–27 

XIX International AIDS Conference: Senate 
agreed to S. Res. 532, expressing support for the 
XIX International AIDS Conference and the sense of 
the Senate that continued commitment by the 
United States to HIV/AIDS research, prevention, and 
treatment programs is crucial to protecting global 
health.                                                                              Page S5627 

Authorizing Printing: Committee on Rules and 
Administration was discharged from further consid-
eration of H. Con. Res. 90, authorizing the printing 

of the 25th edition of the pocket version of the 
United States Constitution, and the resolution was 
then agreed to.                                                     Pages S5627–28 

Authorizing the Use of the Rotunda: Senate 
agreed to H. Con. Res. 133, authorizing the use of 
the rotunda of the United States Capitol for an event 
to present the Congressional Gold Medal to Arnold 
Palmer, in recognition of his service to the Nation 
in promoting excellence and good sportsmanship in 
golf.                                                                                   Page S5628 

Condemning the Atrocities that Occurred in Au-
rora, Colorado: Senate agreed to H. Con. Res. 134, 
condemning, in the strongest possible terms, the 
heinous atrocities that occurred in Aurora, Colorado. 
                                                                                            Page S5628 

Measures Considered: 
Cybersecurity Act—Agreement: Senate continued 
consideration of the motion to proceed to consider-
ation of S. 3414, to enhance the security and resil-
iency of the cyber and communications infrastructure 
of the United States.                     Pages S5419–49, S5450–67 

During consideration of this measure today, Senate 
also took the following action: 

By 84 yeas to 11 nays (Vote No. 185), three-fifths 
of those Senators duly chosen and sworn, having 
voted in the affirmative, Senate agreed to the motion 
to close further debate on the motion to proceed to 
consideration of the bill.                                         Page S5450 

A unanimous-consent agreement was reached pro-
viding that if cloture is not invoked on the nomina-
tion of Robert E. Bacharach, of Oklahoma, to be 
United States Circuit Judge for the Tenth Circuit, 
Senate adopt the motion to proceed to consideration 
of the bill; and, that if cloture is invoked on the 
nomination, upon disposition of the nomination, 
Senate adopt the motion to proceed to consideration 
of the bill.                                                                      Page S5450 

House Messages: 
Haqqani Network Terrorist Designation Act: 

Senate concurred in the amendment of the House of 
Representatives to S. 1959, to require a report on 
the designation of the Haqqani Network as a foreign 
terrorist organization.                                       Pages S5624–25 
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Bacharach Nomination—Cloture: Senate began 
consideration of the nomination of Robert E. 
Bacharach, of Oklahoma, to be United States Circuit 
Judge for the Tenth Circuit.                        Pages S5449–50 

A motion was entered to close further debate on 
the nomination, and, in accordance with the provi-
sions of rule XXII of the Standing Rules of the Sen-
ate, and pursuant to the unanimous-consent agree-
ment of Thursday, July 26, 2012, a vote on cloture 
will occur at approximately 5:30 p.m. on Monday, 
July 30, 2012.                                                     Pages S5449–50 

A unanimous-consent-time agreement was reached 
providing that at 4:30 p.m., on Monday, July 30, 
2012, Senate resume consideration of the nomination 
with one hour of debate equally divided and con-
trolled in the usual form prior to a cloture vote on 
the nomination.                                                           Page S5628 

Galante Nomination—Agreement: A unanimous- 
consent-time agreement was reached providing that 
at a time to be determined by the Majority Leader, 
in consultation with the Republican Leader, Senate 
begin consideration of the nomination of Carol J. 
Galante, of California, to be an Assistant Secretary of 
Housing and Urban Development; that there be 60 
minutes for debate, equally divided in the usual 
form; that upon the use or yielding back of time, 
Senate vote, without intervening action or debate, on 
confirmation of the nomination; that the nomination 
be subject to a 60 vote threshold; and that no fur-
ther motions be in order to the nomination. 
                                                                                            Page S5623 

Nominations Confirmed: Senate confirmed the fol-
lowing nominations: 

6 Air Force nominations in the rank of general. 
7 Army nominations in the rank of general. 
1 Marine Corps nomination in the rank of general. 
19 Navy nominations in the rank of admiral. 
Routine lists in the Air Force, Army, and Navy. 

                                                                                    Pages S5628–29 

Messages from the House:                        Pages S5482–83 

Measures Read the First Time:       Pages S5483, S5628 

Enrolled Bills Presented:                                    Page S5483 

Executive Communications:                     Pages S5483–85 

Executive Reports of Committees:       Pages S5485–86 

Additional Cosponsors:                               Pages S5487–88 

Statements on Introduced Bills/Resolutions: 
                                                                                    Pages S5488–94 

Additional Statements:                                Pages S5478–82 

Amendments Submitted:                     Pages S5494–S5622 

Authorities for Committees to Meet: 
                                                                                    Pages S5622–23 

Privileges of the Floor:                                        Page S5623 

Record Votes: One record vote was taken today. 
(Total—185)                                                                 Page S5450 

Adjournment: Senate convened at 9:30 a.m. and 
adjourned at 7 p.m., until 2 p.m. on Monday, July 
30, 2012. (For Senate’s program, see the remarks of 
the Acting Majority Leader in today’s Record on 
page S5628.) 

Committee Meetings 
(Committees not listed did not meet) 

EGG PRODUCTS INSPECTION ACT 
AMENDMENTS 
Committee on Agriculture, Nutrition, and Forestry: Com-
mittee concluded a hearing to examine S. 3239, to 
provide for a uniform national standard for the hous-
ing and treatment of egg-laying hens, after receiving 
testimony from Senator Feinstein; David Lathem, 
Lathem Farms, Pendergrass, Georgia; Eric Benson, JS 
West, Modesto, California; Greg Herbruck, 
Herbruck’s Poultry Ranch, Saranac, Michigan; and 
Amon Baer, Mendelson Egg Company, Lake Park, 
Minnesota. 

FINANCIAL STABILITY OVERSIGHT 
COUNCIL’S ANNUAL REPORT 
Committee on Banking, Housing, and Urban Affairs: 
Committee concluded a hearing to examine the Fi-
nancial Stability Oversight Council’s Annual Report 
to Congress, after receiving testimony from Timothy 
F. Geithner, Secretary of the Treasury. 

BUSINESS MEETING 
Committee on Foreign Relations: Committee ordered fa-
vorably reported the following business items: 

The Convention on the Rights of Persons with 
Disabilities, Adopted by the United Nations General 
Assembly on December 13, 2006, and Signed by the 
United States of America on June 30, 2009 (Treaty 
Doc 112–7), as amended; and 

The nominations of Gene Allan Cretz, of New 
York, to be Ambassador to the Republic of Ghana, 
Deborah Ruth Malac, of Virginia, to be Ambassador 
to the Republic of Liberia, David Bruce Wharton, of 
Virginia, to be Ambassador to the Republic of 
Zimbabwe, Alexander Mark Laskaris, of Maryland, 
to be Ambassador to the Republic of Guinea, Marcie 
B. Ries, of the District of Columbia, to be Ambas-
sador to the Republic of Bulgaria, John M. Koenig, 
of Washington, to be Ambassador to the Republic 
of Cyprus, Michael David Kirby, of Virginia, to be 
Ambassador to the Republic of Serbia, Thomas Hart 
Armbruster, of New York, to be Ambassador to the 
Republic of the Marshall Islands, Greta Christine 
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Holtz, of Maryland, to be Ambassador to the Sul-
tanate of Oman, and lists in the Foreign Service, all 
of the Department of State. 

CHILD CARE AND DEVELOPMENT BLOCK 
GRANT REAUTHORIZATION 
Committee on Health, Education, Labor, and Pensions: 
Subcommittee on Children and Families concluded a 
hearing to examine the Child Care and Development 
Block Grant reauthorization, focusing on helping to 
meet the child care needs of American families, after 
receiving testimony from Linda K. Smith, Deputy 
Assistant Secretary of Health and Human Services 
and Inter-Departmental Liaison for Early Childhood 
Development, Administration for Children and Fam-
ilies; Rolf Grafwallner, Maryland State Department 
of Education Assistant State Superintendent, Balti-
more; Janet Singerman, Child Care Resources Inc., 
Charlotte, North Carolina; Phil Acord, Children’s 
Home, Chattanooga, Tennessee; and Susana Coro, 
Falls Church/McLean Children’s Center, Falls 
Church, Virginia. 

TRIBAL GAMING 
Committee on Indian Affairs: Committee concluded an 
oversight hearing to examine the regulation of tribal 
gaming, focusing on brick and mortar to the inter-

net, after receiving testimony from former Rep-
resentative Jon C. Porter, Las Vegas, Nevada, on be-
half of Porter Gordon Silver Communications; Tracie 
Stevens, Chairwoman, National Indian Gaming 
Commission; Bruce Bozsum, The Mohegan Tribe, 
Uncasville, Connecticut; Glen Gobin, The Tulalip 
Tribes, Tulalip, Washington; Jamie Hummingbird, 
Cherokee Nation Gaming Commission, Tahlequah, 
Oklahoma, on behalf of the National Tribal Gaming 
Commissioners/Regulators Association; Elizabeth 
Lohah Homer, Homer Law, Washington, D.C.; and 
Gene Johnson, Spectrum Gaming Group, Linwood, 
New Jersey. 

NOMINATION 
Committee on the Judiciary: Committee concluded a 
hearing to examine the nomination of William Jo-
seph Baer, of Maryland, to be an Assistant Attorney 
General, Department of Justice, after the nominee, 
who was introduced by Senator Kohl, testified and 
answered questions in his own behalf. 

INTELLIGENCE 
Select Committee on Intelligence: Committee held closed 
hearings on intelligence matters, receiving testimony 
from officials of the intelligence community. 

Committee recessed subject to the call. 

h 

House of Representatives 
Chamber Action 
Public Bills and Resolutions Introduced: 23 pub-
lic bills, H.R. 6205–6227; and 3 resolutions, H. 
Res. 742–744 were introduced.                  Pages H5326–27 

Additional Cosponsors:                                       Page H5328 

Reports Filed: Reports were filed today as follows: 
H.R. 6122, to revise the authority of the Librarian 

of Congress to accept gifts and bequests on behalf of 
the Library, and for other purposes (H. Rept. 
112–624); 

H.R. 1402, to authorize the Architect of the Cap-
itol to establish battery recharging stations for pri-
vately owned vehicles in parking areas under the ju-
risdiction of the House of Representatives at no net 
cost to the Federal Government, with an amendment 
(H. Rept. 112–625); 

H.R. 3641, to establish Pinnacles National Park 
in the State of California as a unit of the National 
Park System, and for other purposes, with an amend-
ment (H. Rept. 112–626); and H.R. 4606, to au-
thorize the issuance of right-of-way permits for nat-

ural gas pipelines in Glacier National Park, and for 
other purposes, with an amendment (H. Rept. 
112–627).                                                                       Page H5326 

Condemning, in the strongest possible terms, the 
heinous atrocities that occurred in Aurora, Colo-
rado: The House agreed to H. Con. Res. 134, to 
condemn, in the strongest possible terms, the hei-
nous atrocities that occurred in Aurora, Colorado. 
                                                                             Pages H5297–H5302 

H. Con. Res. 134 was considered pursuant to the 
order of the House of July 25, 2012. 

Regulatory Freeze for Jobs Act of 2012: The 
House passed H.R. 4078, to provide that no agency 
may take any significant regulatory action until the 
unemployment rate is equal to or less than 6.0 per-
cent, by a recorded vote of 245 ayes to 172 noes, 
Roll No. 536. Consideration of the measure began 
yesterday, July 25th.                                        Pages H5302–20 

Rejected the Sutton motion to recommit the bill 
to the Committee on Oversight and Government 
Reform with instructions to report the same back to 
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the House forthwith with an amendment, by a yea- 
and-nay vote of 181 yeas to 234 nays, Roll No. 535. 
                                                                                    Pages H5318–19 

Agreed to: 
Posey amendment (No. 11 printed in part B of H. 

Rept. 112–616) that was debated on July 25th that 
requires that awarded attorney’s fees and costs for 
small businesses in Title I would be paid out of the 
administrative budget of the office in the agency 
that proposed the regulation (by a recorded vote of 
248 ayes to 171 noes, Roll No. 525);     Pages H5311–12 

McKinley amendment (No. 13 printed in part B 
of H. Rept. 112–616) that was debated on July 25th 
that reduces the term ‘‘significant regulatory action’’ 
from $100,000,000 or more to $50,000,000 or more 
in annual cost to the economy. This amendment 
would allow for more oversight on Federal Agency 
Regulations by lowering the dollar amount threshold 
(by a recorded vote of 240 ayes to 178 noes, Roll 
No. 527);                                                                Pages H5312–13 

Fitzpatrick amendment (No. 19 printed in part B 
of H. Rept. 112–616) that was debated on July 25th 
that directs the Securities and Exchange Commission 
to take into account the large burden of section 
404b of Sarbanes-Oxley on companies with a public 
float less than $250 million, compared to the benefit 
(by a recorded vote of 251 ayes to 166 noes, Roll 
No. 531);                                                                Pages H5315–16 

Posey amendment (No. 20 printed in part B of H. 
Rept. 112–616) that was debated on July 25th that 
keeps the U.S. Securities and Exchange Commission 
(SEC) from enforcing or issuing interpretive guid-
ance on climate change (by a recorded vote of 245 
ayes to 171 noes, Roll No. 532); and              Page H5316 

Posey amendment (No. 25 printed in part B of H. 
Rept. 112–616) that was debated on July 25th that 
makes it clear that the definition of ‘‘significant reg-
ulatory action’’ would include new Treasury regula-
tions regarding non-resident alien deposits (by a re-
corded vote of 251 ayes to 165 noes, Roll No. 534). 
                                                                                    Pages H5317–18 

Rejected: 
Watt amendment (No. 6 printed in part B of H. 

Rept. 112–616) that was debated on July 25th that 
sought to exempt regulatory actions that are regu-
latory actions by the U.S. Patent and Trademark Of-
fice that streamline the application process for pat-
ents and trademarks, including rules implementing 
the micro entity provision of the Leahy-Smith Amer-
ica Invents Act, from Title I of the bill and exempt 
midnight rules implementing such provisions from 
Title II of the bill. The amendment also would have 
exempted consent decrees and settlement agreements 
in an action to compel agency action by the PTO 
to help streamline the application process for patents 

and trademarks from Title III of the bill (by a re-
corded vote of 177 ayes to 244 noes, Roll No. 520); 
                                                                                            Page H5308 

Loebsack amendment (No. 7 printed in part B of 
H. Rept. 112–616) that was debated on July 25th 
that sought to allow actions that would lower prices 
for gasoline, diesel, oil, or other motor fuels (by a 
recorded vote of 177 ayes to 238 noes, Roll No. 
521);                                                                         Pages H5308–09 

Richardson amendment (No. 8 printed in part B 
of H. Rept. 112–616) that was debated on July 25th 
that sought to ensure that the provisions of the Pa-
tient Protection and Affordable Care Act and the 
health provisions of the Health Care and Education 
Reconciliation Act of 2010 can be carried out (by a 
recorded vote of 170 ayes to 247 noes, Roll No. 
522);                                                                         Pages H5309–10 

Richardson amendment (No. 9 printed in part B 
of H. Rept. 112–616) that was debated on July 25th 
that sought to allow regulations that protect con-
sumers under the Fair Credit Reporting Act (by a 
recorded vote of 173 ayes to 246 noes, Roll No. 
523);                                                                                 Page H5310 

Connolly amendment (No. 10 printed in part B 
of H. Rept. 112–616) that was debated on July 25th 
that sought to clarify the procedure for considering 
a request for a congressional waiver by the President 
(by a recorded vote of 179 ayes to 234 noes, Roll 
No. 524);                                                                Pages H5310–11 

Nadler amendment (No. 12 printed in part B of 
H. Rept. 112–616) that was debated on July 25th 
that sought to exempt issues relating to nuclear 
power plants from the obstacles to establishing safety 
protections in the following titles of H.R. 4078: 
Title I (Regulatory Freeze for Jobs Act); Title III 
(Sunshine for Regulatory Decrees and Settlements 
Act); Title V (Responsibly and Professionally Invig-
orating Development (RAPID) Act) (by a recorded 
vote of 176 ayes to 243 noes, Roll No. 526); 
                                                                                            Page H5312 

George Miller (CA) amendment (No. 15 printed 
in part B of H. Rept. 112–616) that was debated 
on July 25th that sought to exempt from the defini-
tion of significant regulatory action a rule that 
would prevent or reduce deaths or injuries caused by 
explosions and fires related to the ignition of com-
bustible dusts in the workplace (by a recorded vote 
of 174 ayes to 239 noes, Roll No. 528); 
                                                                                    Pages H5313–14 

Woolsey amendment (No. 16 printed in part B of 
H. Rept. 112–616) that was debated on July 25th 
that sought to exempt from the definition of signifi-
cant regulatory action a rule that would prevent or 
reduce the number of workers suffering electro-
cutions or other fatalities associated with working on 
high voltage transmission and distribution lines (by 
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a recorded vote of 178 ayes to 236 noes, Roll No. 
529);                                                                                 Page H5314 

Waters amendment (No. 18 printed in part B of 
H. Rept. 112–616) that was debated on July 25th 
that sought to authorize appropriations (1) to enable 
the SEC and CFTC to carry out the additional cost/ 
benefit analysis requirements under the bill; (2) for 
costs of litigation incurred by the Commissions re-
lated to the requirements under the bill (by a re-
corded vote of 171 ayes to 247 noes, Roll No. 530); 
and                                                                             Pages H5314–15 

Maloney amendment (No. 21 printed in part B of 
H. Rept. 112–616) that was debated on July 25th 
that sought to mandate that Title VI cannot take ef-
fect until the Chair of the SEC certifies that in con-
ducting the cost benefit analysis no resources will be 
diverted away from the SEC’s mission to protect in-
vestors, maintain efficient markets and promote ac-
cess to capital (by a recorded vote of 173 ayes to 243 
noes, Roll No. 533).                                         Pages H5316–17 

H. Res. 741, the rule providing for further con-
sideration of the bill, was agreed to by voice vote. 
                                                                                            Page H5307 

Agreed to the Foxx amendment to the rule by 
voice vote, after agreeing to order the previous ques-
tion by a yea-and-nay vote of 235 yeas to 183 nays, 
Roll No. 519.                                                      Pages H5302–07 

Meeting Hour: Agreed that when the House ad-
journs today, it adjourn to meet at 2 p.m. on Mon-
day, July 30th.                                                            Page H5323 

Senate Message: Message received from the Senate 
today appears on page H5302. 
Senate Referral: S. 285 was referred to the Com-
mittee on the Judiciary.                                          Page H5325 

Quorum Calls—Votes: Two yea-and-nay votes and 
16 recorded votes developed during the proceedings 
of today and appear on pages H5307, H5308, 
H5308–09, H5309–10, H5310, H5310–11, 
H5311–12, H5312, H5312–13, H5313–14, H5314, 
H5314–15, H5315, H5316, H5316–17, H5317, 
H5319, H5319–20. There were no quorum calls. 
Adjournment: The House met at 9 a.m. and ad-
journed at 1:39 p.m. 

Committee Meetings 
DEPARTMENT OF HOMELAND SECURITY— 
CHEMICAL FACILITY ANTI-TERRORISM 
STANDARDS (CFATS) PROGRAM 
Committee on Appropriations: Full Committee held a 
hearing on the Department of Homeland Security— 
Chemical Facility Anti-Terrorism Standards (CFATS) 
Program. Testimony was heard from Steve Caldwell, 
Director, Homeland Security and Justice Issues, 

Government Accountability Office; and Suzanne 
Spaulding, Deputy Under Secretary, National Protec-
tion and Programs Directorate, Department of 
Homeland Security. 

CIVILIAN WORKFORCE REQUIREMENTS— 
NOW AND ACROSS THE FUTURE YEARS 
DEFENSE PROGRAM 
Committee on Armed Services: Subcommittee on Readi-
ness held a hearing on Civilian Workforce Require-
ments—Now and Across the Future Years Defense 
Program. Testimony was heard from Frederick E. 
Vollrath, Principal Deputy Assistant Secretary of De-
fense for Readiness and Force Management, Depart-
ment of Defense; and Brenda Farrell, Director, De-
fense Capabilities and Management, Government Ac-
countability Office. 

MISCELLANEOUS MEASURE 
Committee on Energy and Commerce: Subcommittee on 
Environment and the Economy held a markup of S. 
710, the ‘‘Hazardous Waste Electronic Manifest Es-
tablishment Act’’. The bill was forwarded, as amend-
ed. 

THE 10TH ANNIVERSARY OF THE 
SARBANES-OXLEY ACT 
Committee on Financial Services: Subcommittee on Cap-
ital Markets held a hearing entitled ‘‘The 10th An-
niversary of the Sarbanes-Oxley Act’’. Testimony was 
heard from public witnesses. 

PREVENTING NUCLEAR TERRORISM 
Committee on Homeland Security: Subcommittee on Cy-
bersecurity, Infrastructure Protection, and Security 
Technologies held a hearing entitled ‘‘Preventing 
Nuclear Terrorism: Does DHS Have an Effective and 
Efficient Nuclear Detection Strategy?’’. Testimony 
was heard from Huban Gowadia, Acting Director, 
Domestic Nuclear Detection Office, Department of 
Homeland Security; David Maurer, Director, Home-
land Security and Justice Issues, Government Ac-
countability Office; and Vayl Oxford, National Secu-
rity Executive Policy Advisor, Pacific Northwest Na-
tional Laboratory. 

DEPARTMENT OF JUSTICE CIVIL RIGHTS 
DIVISION 
Committee on the Judiciary: Subcommittee on the Con-
stitution held a hearing on the U.S. Department of 
Justice Civil Rights Division. Testimony was heard 
from Thomas E. Perez, Assistant Attorney General, 
Civil Rights Division. 

MISCELLANEOUS MEASURES 
Committee on Rules: Full Committee held a markup of 
H.R. 6169, the ‘‘Pathway to Job Creation through 
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a Simpler, Fairer Tax Code Act of 2012’’. The bill 
was ordered reported, without amendment. 

REVIEW OF DOE VEHICLE TECHNOLOGIES 
PROGRAM MANAGEMENT AND 
ACTIVITIES: ASSURING APPROPRIATE 
AND EFFECTIVE USE OF TAXPAYER 
FUNDING 
Committee on Science, Space, and Technology: Sub-
committee on Energy and Environment held a hear-
ing entitled ‘‘Review of DOE Vehicle Technologies 
Program Management and Activities: Assuring Ap-
propriate and Effective Use of Taxpayer Funding’’. 
Testimony was heard from Kathleen Hogan, Deputy 
Assistant Secretary for Energy Efficiency, Office of 
Energy Efficiency and Renewable Energy, Depart-
ment of Energy; and Rickey R. Hass, Deputy In-
spector General for Audits and Inspections, Office of 
Inspector General, Department of Energy; and a 
public witness. 

FOREIGN TRADE BARRIERS FACING SMALL 
AGRICULTURE EXPORTERS 
Committee on Small Business: Subcommittee on Agri-
culture, Energy and Trade held a hearing entitled 
‘‘Market Closed: Foreign Trade Barriers Facing Small 
Agriculture Exporters’’. Testimony was heard from 
public witnesses. 

MISCELLANEOUS MEASURES 
Committee on Transportation and Infrastructure: Full 
Committee held a markup of the following: H.R. 
3158, the ‘‘Farmers Undertake Environmental Land 
Stewardship Act’’; H.R. 5797, the ‘‘Mille Lacs Lake 
Freedom To Fish Act of 2012’’; and approval of 
General Services Administration Capital Investment 
and Leasing Program Resolutions. H.R. 5797 was 
ordered reported, as amended; and H.R. 3158 was 
ordered reported, without amendment. The Com-

mittee approved 13 of the General Services Adminis-
tration Capital Investment and Leasing Program 
Resolutions. 

MISCELLANEOUS MEASURE 
Committee on Ways and Means: Full Committee held 
a markup of H.R. 6156, ‘‘The Russia and Moldova 
Jackson-Vanik Repeal Act of 2012’’. The bill was or-
dered reported, without amendment. 

ONGOING INTELLIGENCE ACTIVITIES 
House Permanent Select Committee on Intelligence: Full 
Committee held a hearing on ongoing intelligence 
activities. This was a closed hearing. 

Joint Meetings 
No joint committee meetings were held. 

f 

NEW PUBLIC LAWS 
(For last listing of Public Laws, see DAILY DIGEST, p. D751) 

H.R. 4155, to direct the head of each Federal de-
partment and agency to treat relevant military train-
ing as sufficient to satisfy training or certification re-
quirements for Federal licenses. Signed on July 23, 
2012. (Public Law 112–147) 

f 

COMMITTEE MEETINGS FOR FRIDAY, 
JULY 27, 2012 

(Committee meetings are open unless otherwise indicated) 

Senate 
No meetings/hearings scheduled. 

House 
No hearings are scheduled. 
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Next Meeting of the SENATE 

2 p.m., Monday, July 30 

Senate Chamber 

Program for Monday: The Majority Leader will be rec-
ognized. At 4:30 p.m., Senate will resume consideration 
of the nomination of Robert E. Bacharach, of Oklahoma, 
to be United States Circuit Judge for the Tenth Circuit, 
and vote on the motion to invoke cloture on the nomina-
tion at approximately 5:30 p.m. 

If cloture is not invoked on the nomination, Senate 
will adopt the motion to proceed to consideration of S. 
3414, Cybersecurity Act. If cloture is invoked on the 
nomination, upon disposition of the nomination, Senate 
will adopt the motion to proceed to consideration of S. 
3414, Cybersecurity Act. 

Next Meeting of the HOUSE OF REPRESENTATIVES 

2 p.m., Monday, July 30 

House Chamber 

Program for Monday: The House will meet in pro 
forma session at 2 p.m. 
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